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Abstract. The increasing volume, diversity, and encryption of modern Internet
communications have made network traffic classification an essential yet
challenging cybersecurity task. Traditional approaches based on ports, pay-
load inspection, or handcrafted features struggle to generalise across hetero-
geneous environments and encrypted protocols. Inspired by recent advances in
Natural Language Processing (NLP), this work frames network traffic analysis
as a sequence modelling problem, in which packet payloads are converted into
numerical token-based representations. We propose an end-to-end framework
that combines a preprocessing pipeline with a Transformer encoder operating
directly on token-level network traffic. The approach is evaluated on five clas-
ses from the ISCXVPN2016 dataset: Chat, Email, File Transfer, Streaming,
and VolP, achieving 93.11% test accuracy, showing strong overall perfor-
mance on the test set despite severe class imbalance. Finally, real-time exper-
iments on live network captures support the framework's practical applicabil-
ity for online network monitoring.

Keywords: Deep Learning; Transformers; Sequence Modelling; Network Traf-
fic Analysis; Real-Time Systems; Cybersecurity

1 Introduction

The rapid growth of Internet services, encrypted communications, and heterogeneous
applications has significantly increased the complexity of network traffic analysis.
Network traffic classification has consequently become a fundamental component
of modern cybersecurity infrastructures, enabling intrusion detection, anomaly
identification, quality-of-service management, resource allocation, and network
monitoring. However, the widespread adoption of encryption mechanisms, the con-
tinuous emergence of new services, and the massive volume of exchanged data
have reduced the effectiveness of traditional approaches based on port inspection,
protocol signatures, and handcrafted features. These challenges demand intelligent



solutions that can automatically learn robust, generalisable representations directly

from raw network traffic. This is the case of techniques such as Artificial Intelli-

gence (Al), which has demonstrated a high ability to manage large amounts of

complex data.
Al is a branch of computer science that explores the mechanisms behind human intel-
ligence and behaviour by replicating these behaviours in machines, not necessarily
through the same processes (Russell and Norvig 2016). Among all the Al techniques,
Deep Learning (DL) models have stood out from the rest in recent years. They were
introduced by (LeCun, Bengio, and Hinton 2015) as models with a hierarchical, mul-
tilayered structure capable of learning data representations at progressively higher
levels of abstraction, starting from the raw input.

The motivation of this work is not only to develop a DL traffic analysis model but
also to leverage methods from Natural Language Processing (NLP) and adapt them to
the paper’s purpose. This decision assumes that both texts and network traffic exhibit
a hierarchical and sequential structure, making their analysis fundamentally similar.
In NLP, sentences are composed of words and characters, while in network traffic,
packets form flows that belong to broader communication sessions. Contextual de-
pendency is crucial in both domains; just as the meaning of a word depends on its
surrounding words, the behaviour of network traffic is influenced by previous packets
in a session.

The novelty of this work lies in providing a complete pipeline that captures net-
work traffic in real time, preprocesses packet payloads into token-based semi-flow
representations and classifies the resulting traffic using a Transformer-based model.
The contribution of this work is not the introduction of Transformers, textual traffic
representations, or real-time inference in isolation. Instead, we integrate them into a
unified end-to-end framework that covers the process from network traffic capture to
real-time classification. The proposed methodology transforms captured traffic into
packet sequences represented through payload tokens, models contextual dependen-
cies among packets, and produces a final classification using a Transformer-based
encoder without recurrent components.

Results show that, when evaluated on five communication categories, namely
Chat, Email, File Transfer, Streaming, and VoIP, the proposed framework achieves
strong in-distribution performance, with a test accuracy of 93.11%, a Cohen's Kappa
score of 0.8954, and a Matthews Correlation Coefficient (MCC) of 0.901, despite the
pronounced class imbalance present in the dataset. Real-time experiments on live
traffic also show that the system can process network captures fast enough for online
classification, although performance varies across traffic classes. The paper is organ-
ised as follows. Section 2 reviews relevant work on analysing network traffic using
different techniques. Section 3 formally describes the dataset used for training, along
with the DL models employed in the study. Section 4 presents the obtained results and
their interpretation. Finally, Section 5 discusses the conclusions and outlines direc-
tions for future research.



2 Related work

As stated above, this work aims to implement a Transformer model to classify
network traffic. In this way, the field of cybersecurity has experienced a notable de-
velopment from classical approaches to newer ones based on DL techniques. The
following paragraphs summarise representative works from the state of the art.

Among the most classic network traffic classifiers, we can highlight techniques
such as port inspection or Deep Packet Inspection (DPI). (Guang Cheng and Song
Wang 2011) is framed in the first group and analyses server connection patterns and
simultaneous connections across different services, proposing a traffic classification
method based on port inspection. In the second group, we can highlight (Hubballi and
Khandait 2022), which proposes an efficient DPI-based network flow classification
method using application keywords, their order, and heuristics to improve speed.
Rule-based classifiers, such as those used by (Duffield et al. 2009), detect traffic
anomalies using IP flow information and predefined rules. Finally, (Sinadskiy and
Domukhovsky 2020) integrates entropy and statistical algorithms to develop a method
that identifies network nodes and key fields in traffic with unknown protocols. The
main difference between these works and the present one is that none of them uses a
DL model such as Transformers.

Other works benefit from the application of classical ML models. Papers like (Jon-
athan, Misra, and Osamor 2021) investigate the effectiveness of feature selection in
ML-based network traffic classification, using a dataset with various applications like
Secure Copy Protocol (SCP) and Secure File Transfer Protocol (SFTP), and compar-
ing ML models such as SVM, Naive Bayes, k-NN, and Decision Trees. In (Koumar
and Cejka 2022), the paper analyses encrypted network traffic using periodic behav-
iour detection, leveraging time series analysis with autocorrelation and Lomb-Scargle
periodograms. The authors trained an XGBoost classifier, achieving a 90% F1-score,
to categorise 61 types of network traffic, including social networks, antivirus soft-
ware, and multimedia applications, aiding malicious traffic detection. Also, (Kumar et
al. 2021) focused on encrypted network traffic classification; this study applied four
ML models to an encrypted traffic dataset containing 75 applications, although the
reported results focus on 11 application classes. The Decision Tree model achieved
99.8% accuracy, making it highly effective for network monitoring, ISP (Internet
Service Provider) management, and cybersecurity applications. Another interesting
work is (Menezes and Mello 2021), which explores flow feature-based classification
as an alternative to port- and payload-based methods, which struggle with encryption
and obfuscation. By using KNN, Decision Trees, and DBSCAN, the study shows that
supervised learning effectively classifies network flows for tasks like performance
monitoring and security anomaly detection. Finally, (AHMED et al. 2023)integrates
Artificial Neural Networks (ANN) and SVM to detect and mitigate DDoS (Distribut-
ed Denial of Service) and packet suppression attacks. If we compare these papers with
the present one, we can see that none of them uses NLP-based Deep Learning models,
and in some cases, although the work classified network traffic, it was not applied to
the field of cybersecurity.



In the case of DL models, and specifically Transformers, applied to network traffic
analysis, several relevant works can be highlighted. (Izadi, Ahmadi, and Rajabzadeh
2022) integrates Deep Belief Networks, CNN, and MLP with Bayesian decision fu-
sion, achieving 97% accuracy on ISCXVPN2016 but classifying between VPN and
non-VPN. (Zhang et al. 2023) proposes a hybrid DL framework that takes the previ-
ous spatio-temporal mobile network traffic maps as input and combines temporal
convolutional networks with a sparse-attention Transformer for predicting mobile
network traffic. (Liu et al. 2025) presents TransECA-Net, a particular type of CNN
and Transformer encoders that enhances encrypted traffic classification for the ISCX
VPN-nonVPN dataset. Beyond traffic classification, Transformers have been increas-
ingly adopted for network intrusion detection: (Manocchio et al. 2024) introduce
FlowTransformer, a framework applying Transformers to flow-based intrusion detec-
tion, discriminating between benign and malicious traffic. (Nguyen and Watabe 2022)
apply BERT-based language modelling to network flow sequences, leveraging NLP
representations for intrusion detection (benign vs malicious). Finally, (Domi et al.
2025) propose NetPacketformer, a real-time context-aware packet-level Conformer-
Transformer for intrusion detection that shares conceptual similarities with our ap-
proach. Unlike NetPacketformer, which applies a Conformer to fixed-length sequenc-
es of normalised raw packets for real-time intrusion detection, our framework per-
forms application traffic classification by transforming captured packet payloads into
token-based semi-flow representations and processing them with a Transformer-based
encoder without recurrent components.

Summarising, none of the previous works simultaneously satisfies the following
conditions: (1) a Transformer-based encoder without recurrent components; (2) an
end-to-end pipeline that converts captured packet payloads into token-based semi-
flow representations; (3) demonstrated real-time applicability on live captured traffic;
and (4) a systematic cross-application evaluation.

3 Materials and methods

This section describes the dataset used to train the models, the Deep Learning
methods applied, and the metrics used to evaluate model performance.

3.1 A dataset of real network traffic

After reviewing the state of the art, several public datasets suitable for this research
were identified. Among them, ISCXVPN2016 stands out due to its proven validity
and rigour, as recognised in numerous studies (Xian 2021). This dataset includes net-
work traffic captures in PCAP format covering a variety of communication scenarios.
In Table 1, a summary of how these classes are distributed can be found.

Table 1. Features of the 5 selected classes from ISCXVPN2016

Categories Number of  Number of Number of  Recording time Percentage of prepro-
applications PCAP files packets (min) cessed semi-flows




Chat 6 20 153,451 164.12 0.19 %
File transfer 4 32 11,007,165 190.88 38.65 %
Streaming 7 30 4,991,536 294.65 30.07 %
VoIP 4 23 5,682,877 726.23 31.06 %
Email 1 4 75,079 207.45 0.02 %
Total 22 109 21,910,108 1,583.33 100 %

3.2 Transformers

In this work, we employed Transformers, a groundbreaking architecture introduced
by (Vaswani et al. 2017). Transformers follow an encoder-decoder structure, where
the encoder processes input data into a compact representation containing essential
information, and the decoder uses the encoder output to generate the final output se-
quence. Both components consist of stacks formed by identical blocks. Each encoder
block primarily comprises a multi-head self-attention mechanism and a position-wise
Feed-Forward Network (FFN). To facilitate deeper architectures, residual connections
described by (He et al. 2016) are applied around each module, followed by Layer
Normalisation (Ba, Kiros, and Hinton 2016). The original Transformer encoder con-
sists of six identical layers, each with two sublayers: a self-attention mechanism and a
feed-forward network. The encoder's role is to encode a given input token while con-
sidering the context provided by other relevant inputs. The decoder follows a similar
structure but includes an additional multi-head attention sublayer, allowing it to inter-
act with the encoder’s output for improved information retrieval and generation.

In our work, we use only the encoder component of the Transformer, since the task
is classification rather than sequence generation. The input to the encoder is a semi-
flow representation, where packets are represented through payload-derived tokens.

3.3 Evaluation metrics

Since we are dealing with a multiclass classification problem, we first use accuracy as
a guiding metric to assess the initial performance of the models. Accuracy is comput-
ed as the number of correctly classified samples divided by the total number of classi-
fied samples, as it is described in Equation 1.

TP+TN

Accuracy= (D
Regarding the equation above, TP (True Positives) are instances correctly classified
as the expected class. TN (True Negatives) are instances correctly classified as not
belonging to the class under consideration. Finally, N represents the total number of
classified instances.

This metric is good for measuring the initial performance of the model, but we should
add other metrics considering False Positives (FP) and False Negatives (FN). Equa-
tions 2 and 3 formalise the Sensitivity and Specificity for each class using a one-vs-
rest interpretation.
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By examining the previous equation, FN refers to instances that belong to a specific
class but are incorrectly classified as one of the other classes. FP refers to instances
that belong to a different class but are incorrectly classified as the given class.

The interpretation of these metrics in multiclass problems can be limited, so addition-
al metrics are introduced to better assess model performance.

Another interesting metric is Matthews Correlation Coefficient (MCC). This is de-
fined by (Gorodkin 2004) as the correlation between actual and predicted labels in a
classification task involving N items distributed across K categories. Equation 4 for-
malises this metric.

Nc—YK .t
McC = Dik=1tkPx (4)

INE =B N =B P

If we analyse the previous Equation, ¢ denotes the number of correctly classified
samples, ¢ represents the actual number of samples in category &, and px corre-
sponds to the number of samples predicted in category k& The MCC ranges from [-
1,1], where 1 indicates perfect classification, 0 signifies performance equivalent to
random guessing, and -1 represents total disagreement between predictions and actual
observations.
Finally, Cohen’s kappa score quantifies the agreement between two evaluators in a
classification task where N items are assigned to K mutually exclusive categories,
(Cohen 1960). This metric is defined in Equation 5.
K = Po — Pe ' (5)
1- De
The previous Equation can be understood as follows. p, is the agreement rate between
assessors; that is, p, = (NumberHits)/N, and p, is the probability of agreement if
the assessors classify the samples randomly as described in Equation 6.
K
Nk Nok
=) ———(6
Pe vy ©
k=1

In the Equation above, several terms are defined. n;;, represents the number of items
classified into a category k by assessor i. When there is complete agreement, k = 1.
If their agreement is no greater than would be expected by chance, then k¥ = 0. Nota-
bly, x can take negative values, indicating a lack of correlation between the assessors'
classifications, which may result from random chance or an underlying systematic
disagreement.



4 Results
In this section, we describe the developed workflow, which consists of prepro-
cessing the raw traffic and training a Transformer-based classifier. First, raw PCAP
files are transformed into semi-flow representations based on payload tokens, so the
data can be fed into the model. This preprocessing stage is carried out in two steps:
first, the creation of semi-flows, and second, a transformation called nt2txt (Maitin et
al. 2025), which converts packet payloads into a numerical token-based format. Sec-
ond, we train a Transformer-based model for network traffic classification, applying
the best practices described by (Alberto Nogales, Ana M. Maitin, and Alvaro J. Gar-
cia-Tejedor 2026). Fig. 1 shows the workflow applied in this research.

1) Raw dataset

2] Preprocessing stage 3) Training stage

PCAP file (1) Semi-flow creation (1) mt2txt
Flow Semi flow . Decimal farmat | Transformer Emall
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Figure 1. Workflow to train a Transformer-based network traffic classifier.

4.1 From PCAP to tokens: a preprocessing method

As described above, the dataset presents issues related to data volume and class
imbalance. Additionally, the nature of network traffic may introduce bias in the train-
ing dataset, since packets from different flows can be sequentially mixed, resulting in
an inaccurate representation of the temporal sequence of events. To avoid this, we
apply the two-step preprocessing method nt2txt, which takes packet-level traffic data
as input, structures packets into flows and semi-flows, and converts packet payloads
into numerical tokens that can be fed into DL models. In the first step, packets that are
not useful for the model are discarded, and flows are segmented into semi-flows,
which are subsets of the same flow containing a fixed number of packets. During the
second step, called nt2txt, the semi-flows are converted into numerical token vectors,
so they can be introduced into DL models. The output of the preprocessing stage pro-
vides a structured representation of network traces, preserving the sequential nature of
events to facilitate feature extraction and the identification of relationships among
packets. Due to this preprocessing method, different feature values must be chosen
depending on the dataset. In the first step, the size of each semi-flow is determined by
two hyperparameters: the maximum number of packets it can contain and the maxi-
mum duration, defined as the time difference between the first and last packet. Also,
the minimum number of packets in a flow must be decided. During the second step,
two values must be selected: the payload length of a packet and the number of charac-



ters per token. These values define a search space where different combinations are
tested during model training.

Creating the semi-flows. The first step of the preprocessing method consists of
building flows from the captured traffic before segmenting them into semi-flows.
First, packets without payload are removed, since they do not provide useful input to
the model. Then, the remaining packets are grouped into flows using selected packet
fields, such as source and destination addresses, protocol, and ports. This grouping is
necessary because packets from different applications may appear mixed in real traf-
fic, as illustrated in Fig. 2. Once packets have been assigned to their corresponding
flows, each flow is split into semi-flows with a fixed number of packets and a maxi-
mum duration. Fig. 2 describes the process followed in this step.

—
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Figure 2. Process to obtain flows and semi-flows.

Nt2txt. In the second step of the pre-processing stage, each semi-flow is converted
into a numerical representation that can be used as input to the Transformer model. A



semi-flow is composed of several packets, and each packet contains a payload. For
each packet in the semi-flow, the payload is cleaned and split into hexadecimal tokens
of equal size. Each hexadecimal token is then converted into decimal format, and an
additional end-of-packet token is added to delimit the packet. As a result, each packet
is represented as a vector of decimal tokens, and each semi-flow is represented as a
sequence of packet vectors. Fig. 3 shows how packet payloads are converted into
decimal token vectors.

ScriP | DstIP Payload Protocol
43B4F1COTCI14E49F26500DB4BA31ERZEA

FRemove all fields except payload

| 4384F1COTC14E49F26500B4BA31ES2E8A |

Tokenise the payload

(end-of-packet
token)

| 4384 | F1CO | 7C14 | E49F | 265D |DB4B | AS1E | 828A | FFFF |

Convert to decimal

|1?284|5139?|31?a4|5352?|9821|55139|41?58|33413|55535|

Figure 3. The nt2txt process for converting payloads.

Finding the optimal features for preprocessing the data. As mentioned above, the
applied preprocessing method requires several feature values to be selected. To obtain
the best set of values, different combinations were tested as part of the pipeline used
to train the Transformer. This information is compiled in Table 2.

Table 2. Search space of features for dataset preprocessing

Dataset feature Tested values
Minimum packets per flow 20, 100, 150
Number of packets per semi-flow 5,10, 20, 50, 100, 150
Maximum duration of a semi-flow (seconds) 15, 30, 45
Payload length of a packet 200, 400, 600, 800
Number of characters per token 4,8

The best preprocessing values were selected based on the Transformer model’s per-
formance. In this case, these values are as follows. The minimum number of packets
per flow is set to 20. The number of packets per semi-flow is also 20. The maximum
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duration of a semi-flow is 30 seconds. Additionally, the payload length of a packet is
800, and the number of characters per token is 4. Using these values in the prepro-
cessing process, the pre-processed dataset is distributed as follows. Chat has 1,325
semi-flows, Email 168, File Transfer 266,577, Streaming 207,405 and VoIP 214,180.
This makes a total of 689,655 semi-flows. Each semi-flow contains 20 packets, and
each packet is represented by 201 tokens. It should be highlighted that the class im-
balance shown in the pre-processed dataset is a problem that other works have faced
by applying sampling strategies, but in this case, we were able to directly train an
accurate model.

4.2 A Transformer-based network traffic classifier

To obtain a good classifier for network traffic, we applied the following steps: Cre-
ation of the training, validation, and test subsets. Fine-tuning of the model’s hyperpa-
rameters. Interpretation of the metrics. Each of these steps is described in depth be-
low.

Train/validation/test subsets. The dataset was first divided into a development sub-
set (90%) and an independent test subset (10%). The test subset was kept separate and
used exclusively for the final evaluation of the trained model. Five-fold cross-
validation was then applied to the 90% development subset, which was iteratively
divided into training and validation folds during model development. The reported
training and validation metrics therefore correspond to the mean performance across
the five folds, together with their standard deviations. This procedure provides a more
robust estimate of model performance in the presence of the pronounced class imbal-
ance of the dataset.

Hyperparameter fine-tuning. To identify the best-performing hyperparameter com-
bination, a grid search approach was implemented. Grid search systematically ex-
plores different hyperparameter values and selects the combination that yields the best
performance (Bergstra et al. 2011). Table 3 compiles all the hyperparameters that
were evaluated and their values.

Table 3. Hyperparameter tuning for the Transformer model.

Hyperparameter Tested values
Batch size 100, 500, 1,000, 2,500
Epochs 5, 15,30, 50
Learning rate 3e-4
Number of attention layers 1
Positional encoding No
Number of neurons 250
Dropout 0.20, 0.50

Number of attention heads 4, 8
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Metrics performance. At this point, we have trained a Transformer model with
the aim of classifying network traffic. The first way to measure the performance of
the model is by using the accuracy metric as a guide. We have obtained the value of
this metric at the training, validation, and test stages. For training and validation, the
average values and their standard deviations were computed across the five folds,
whereas test accuracy was obtained on the independent test subset.

The five-class Transformer model achieved training, validation, and test accuracies of
93.32% £ 0.04%, 92.79% % 0.36%, and 93.11%, respectively. The small differences
among these values indicate stable learning dynamics and suggest that the model
generalises well to unseen in-distribution data without exhibiting significant overfit-
ting. Complementary agreement-based metrics further support this conclusion, with a
Cohen's Kappa score of 0.89 and an MCC of 0.90. The former denotes an almost
perfect agreement between predicted and true labels beyond chance, while the latter
reflects excellent overall predictive performance by accounting for all classes and
remaining robust in the presence of class imbalance. Collectively, these results sug-
gest that the learned representations capture genuine and discriminative traffic charac-
teristics, highlighting the strong in-distribution performance of the proposed five-class
traffic classification model.

Next, it is essential to conduct a detailed analysis of the model’s performance consid-
ering FN and FP. In the context of network traffic classification, FP and FN can have
significant implications as stated above. Therefore, minimising both types of errors is
crucial for reliable network traffic classification. On the test set, the model obtained a
weighted-average sensitivity specificity, precision, and Fl-score values of 93.11%,
95.83%, 94.03%, and 92.97%, respectively, indicating a strong balance between cor-
rectly identifying traffic classes and minimising misclassifications. The high sensitivi-
ty demonstrates that most network semi-flows are assigned to their correct categories,
while the elevated specificity confirms the model's ability to avoid incorrectly label-
ling flows as belonging to a particular class. From an operational perspective, these
properties are essential for traffic management systems, as they reduce the risk of
inappropriate quality-of-service policies, inefficient resource allocation, or erroneous
security decisions caused by misclassified traffic.

To complement the global performance metrics, Table 4 reports the sensitivity and
specificity achieved for each traffic category. These metrics are particularly relevant
in network traffic analysis, as high sensitivity indicates that semi-flows belonging to a
given traffic class are correctly identified, whereas high specificity minimises false
alarms and prevents incorrect traffic labelling that could adversely affect quality-of-
service policies, bandwidth management, or security mechanisms. Apart from that,
Figure 4 depicts the confusion matrix for the five-class network traffic classification
problem. The matrix provides a fine-grained evaluation of the model by revealing
how each traffic category is assigned and which classes are most susceptible to mis-
classification. Such information is essential for understanding the practical limitations
of the classifier and for identifying traffic types that share overlapping behavioural
patterns.
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Table 4. Per-class performance of the five-class Transformer model.

Class Sensitivity Specificity
Chat 73.48% 99.82%
Email 5.88% 100.00%
File Transfer 99.74% 89.58%
Streaming 78.05% 99.74%
VoIP 99.63% 99.81%

25000
Chat
20000
Email
g 15000
o File
o Transfer
°
|_
10000
Streaming
5000
VolP
0
Chat Email File Streaming  VolP
Transfer

Predicted label

Figure 4. Confusion matrix for the five-class network traffic classification.

Based on the previous Figure and considering the other metrics defined above, the
proposed Transformer exhibits heterogeneous class-wise performance, with particu-
larly strong results for File Transfer and VolP traffic, both achieving sensitivities
above 99%. The principal classification challenge arises from Streaming traffic being
misclassified as File Transfer, which reduces the sensitivity of the Streaming class to
78.05%. Similarly, Chat traffic presents moderate confusion with these categories.
Although Email attains perfect specificity, its low sensitivity may be related to the
severe class imbalance and the limited number of available samples. Overall, the re-
sults confirm the effectiveness of the proposed approach while emphasising classifi-
cation difficulties associated with inter-class similarities and the pronounced data
imbalance affecting minority categories.
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Description of the best model. At this point, we have been able to obtain a Trans-
former model that performs well. The best model takes as input semi-flows of shape
(20, 201), where 20 is the number of packets per semi-flow, and 201 is the number of
tokens per packet. The architecture consists of a single Transformer encoder block
followed by classification layers. The encoder block contains a MultiHeadAttention
layer with 8 heads and a head size of 6, implementing 38,937 trainable parameters. A
residual connection is applied around the attention output, followed by Layer Normal-
isation (402 parameters). The feed-forward network consists of two one-dimensional
convolutional layers. The first layer expands the representation to 256 filters, com-
prising 51,712 trainable parameters, while the second layer projects the features back
to a 201-dimensional embedding space, adding 51,657 trainable parameters. No posi-
tional encoding is applied in the selected configuration. After the encoder block, a
GlobalAveragePooling1D layer reduces the output to a vector of 20 features, followed
by a dense layer with 250 neurons and a final output layer with 5 neurons (one per
traffic class). Dropout with a rate of 0.2 is configured in both the Transformer encoder
and MLP. The total number of trainable parameters is 149,213. The best-performing
hyperparameters, identified through the grid search described above, are: 15 epochs, a
batch size of 100 and a learning rate of 3 x 10™*. The model was trained on an
NVIDIA GeForce RTX 3090 GPU (24 GB VRAM).

Controlled Per-Class Real-Time Evaluation. To rigorously assess the real-time
applicability of the proposed framework, a controlled per-class evaluation was con-
ducted on live network traffic. TShark was executed on a Wi-Fi network interface,
generating a new PCAP file every 8 seconds. Each PCAP was immediately processed
through the nt2txt preprocessing pipeline and classified by the Transformer mod-
el. For each of the five traffic classes, three independent experimental runs were per-
formed. Each run consisted of ten consecutive captures, and each capture correspond-
ed to an 8-second traffic window, yielding 30 capture windows per class. Each valid
capture window was then processed to obtain one window-level classification deci-
sion. Windows that did not produce a valid classification decision were excluded from
the analysis, resulting in 30 decisions for Chat, Streaming, and VoIP, 29 for File
Transfer, and 20 for Email. Prior to each run, all processes were terminated and a 15-
second stabilisation period was observed to minimise interference from extraneous
traffic. For each valid capture window, the Transformer classified the generated
semi-flows, and the dominant predicted class was used as the window-level classifica-
tion.

For each traffic class, the application used during live capture was selected to approx-
imate the traffic characteristics represented in the ISCXVPN2016 training set. Chat
traffic was generated using Gmail Chat, the direct successor of Google Hangouts,
which is explicitly represented in the training corpus. Streaming traffic was produced
with Spotify as the reference streaming application. For VoIP, a synthetic G.711 RTP
stream (a standard format for transmitting voice over IP networks) was generated to
simulate the type of voice communication included in the VoIP class of the dataset.
File Transfer traffic was captured during sustained HTTPS file downloads, with the
aim of reproducing a sustained bulk transfer pattern. Finally, Email traffic was cap-
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tured while sending and receiving emails using the Thunderbird email client, match-
ing the email traffic included in the original dataset.

Table 5 summarises the per-class real-time classification accuracy, mean latency de-
composed into preprocessing (Pre) and inference (Inf) stages, and the Real-Time Fac-
tor (RTF), defined as the ratio of the measured preprocessing and inference time to
the capture window duration (8 seconds). An RTF below 1.0 indicates that the meas-
ured processing time is shorter than the 8-second capture window, supporting real-
time capability.

Table 5. Per-class real-time classification results.

Pre Inf Total

Class Windows Accuracy 95% CI (ms) (ms) (ms) RTF
Chat 30 93.3% [78.7-98.2%)] 65.6 38.0 103.6 0.013
Streaming 30 96.7% [83.3-99.4%)] 103.1 373 140.5 0.018
VolIP 30 100.0% [88.6-100.0%] 41.2 29.5 70.7 0.009
File Transfer 29 100.0% [88.3-100.0%] 1546.2 543.1 20893 0.261
Email 20 0.0% [0.0-16.1%)] 45.2 10.8 56.0 0.007

Across all classes, the RTF remains below 1.0, indicating that the measured prepro-
cessing and inference stages operate faster than the 8-second capture window. The
preprocessing stage consistently dominates total latency, accounting for approximate-
ly 58-81% of processing time across Chat, Streaming, VoIP, and Email, with relative-
ly short processing times for all four classes. The exception is File Transfer, where
both preprocessing (1546 ms) and inference (543 ms) are substantially higher due to
the large volume of semi-flows generated by high-throughput HTTPS transfers. Nev-
ertheless, even in this extreme case, the RTF of 0.261 confirms real-time capability.
In terms of performance, Chat, Streaming, VoIP, and File Transfer achieved accura-
cies above 90%, with VoIP and File Transfer reaching 100%. However, the Email
class achieved 0% accuracy across all valid capture windows.

Cross-Application Generalisation Analysis. A fundamental question for any traf-
fic classifier is whether its learned representations capture generalisable, class-level
features or merely application-specific artefacts tied to the software used during train-
ing. A robust classifier should correctly identify Chat traffic regardless of whether it
is generated by Gmail Chat or WhatsApp, and Streaming traffic regardless of whether
the source is Spotify or Netflix. To evaluate this cross-application robustness, we
conducted a systematic out-of-distribution (OOD) analysis in which, for each traffic
class, we evaluated the model on newly captured traffic from a representative applica-
tion not included in the ISCXVPN2016 training subset used to train the model, under
identical experimental conditions. This constitutes a direct test of whether the model
generalises beyond its training distribution or overfits to the patterns observed during
training.

The OOD applications were selected to test the model with traffic generated by ap-
plications different from those used in the corresponding reference experiments. Spe-
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cifically, WhatsApp Web was used for Chat, Netflix for Streaming, Google Meet for
VoIP and BitTorrent for the File Transfer test. Although BitTorrent traffic was not
included in the five-class training subset used in this work, it is categorised as P2P
rather than File Transfer in the original ISCXVPN2016 dataset. Email was not tested
due to its low performance in the previous experiments. Table 6 presents the accuracy
obtained for each reference application and its corresponding OOD application.

Table 6. Cross-application generalisation results.

Class Reference Reference (010])) (010])) Predicted
application accuracy application accuracy classes
1.- Chat (36%)
Chat Gmail Chat 93.3% WhatsApp Web 35.7% 2.- Streaming (36%)
3.- File Transfer (29%)
1.- File Transfer (62%)
Streaming Spotify 96.7% Netflix 23.1% 2.- Streaming (23%)
3.- Chat (15%)
VoIP G.711 RTP stream 100.0% Google Meet 0.0% 1.- Streaming (100%)
File Trans- 1.- Streaming (47%)
for Direct File Download 100.0% BitTorrent 7.9% 2.- Chat (45%)

3.- File Transfer (8%)

The results reveal class-specific failure modes when the model is evaluated on dif-
ferent applications and communication technologies. VolP exhibits the most severe
degradation: the classifier achieves 0% accuracy on Google Meet, classifying all
evaluated windows as Streaming. Google Meet is built on WebRTC, which differs
substantially from the G.711 RTP traffic used in the reference real-time experiment.
According to (Mahmoud and Abozariba 2024), WebRTC employs modern codecs,
encrypted media transport, and congestion-control mechanisms, resulting in traffic
patterns that differ markedly from those of constant-bitrate G.711 RTP streams.

Baseline comparison. The primary baseline for comparison is the LSTM-based mod-
el reported in Maitin et al. (2025), which used the same nt2txt preprocessing approach
and the same five-class ISCXVPN2016 dataset. That work achieved 88.87% accura-
cy, a Cohen's Kappa of 0.83, and an MCC of 0.84. Our Transformer model achieves
93.11% accuracy, a Cohen's Kappa of 0.89, and an MCC of 0.90 on the same task,
representing improvements of 4.24 percentage points in accuracy, 0.06 in Kappa, and
0.06 in MCC, respectively.

5 Conclusions and future work

The aim of this work was to present a complete Transformer-based pipeline for re-
al-time network traffic classification directly from raw PCAP files. The results
demonstrate that the nt2txt preprocessing method can be effectively integrated with a
Transformer-based architecture for network traffic classification. The proposed model
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achieves high overall classification performance, although important differences are
observed between traffic classes, particularly for Email. The low number of Email
samples in the training data may partly explain this poor result. In addition, several
real-time experiments were conducted, demonstrating the feasibility of the proposed
pipeline under controlled live-traffic conditions. Finally, the pipeline was evaluated
on new traffic data generated by applications and traffic sources not used to train the
model, while maintaining the same experimental conditions. The resulting perfor-
mance degradation highlights the limited cross-application generalisation observed in
these experiments and underscores the need for updated benchmark datasets that in-
clude modern applications, protocols, and traffic behaviours.

As future work, this pipeline could be extended towards a multi-stage network traf-
fic analysis framework. The real-time classifier developed in this work could first
identify the type of network traffic, such as Chat, Streaming, VolP, or File Transfer.
The classified traffic could then be represented using graph-based models to capture
the relationships and temporal evolution of network communications. This representa-
tion could support subsequent analysis stages aimed at distinguishing normal from
malicious behaviour and, when applicable, identifying the corresponding type of
cyberattack. In this way, real-time traffic classification would serve as the first stage
of a broader cybersecurity analysis framework.

A further research direction is to improve the generalisation of the system to appli-
cations and protocols not represented during training. This could be addressed by
incorporating updated real-world traffic and by studying graph-based and temporal
representations that capture how network behaviour evolves. Beyond traffic charac-
terisation, these representations could also be used to predict future states or changes
in network traffic, providing additional information for subsequent classification and
cybersecurity analysis.
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