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Abstract

Quantum key distribution promises information-theoretic security, but practical
implementations are vulnerable to side-channel attacks that exploit unintended
non-operational physical degrees of freedom. A particularly subtle threat arises
from the temporal distinguishability of signal and decoy pulses in decoy-state
BB84 protocol. If an eavesdropper can discriminate quantum state by its timing,
she can tag the intensity class and break the central assumption of the decoy-
state method. In this work, we analyze a temporal side-channel attack in which
the eavesdropper employs a realistically imperfect quantum non-demolition mea-
surement module to extract timing information without absorbing the photon.
We show that the maximum-likelihood discrimination probability of signal and
decoy pulses reaches 0.68 after 60 km of standard single-mode fiber, well above
the random-guessing baseline of 0.5. With the quantum non-demolition module
placed at 70 km, the discrimination probability increases to 0.70-0.73, depend-
ing on the interaction time, while at short distances (< 5 km) it remains nearly
independent of the quantum non-demolition parameters. The secure key rate,
evaluated within a modified GLLP framework, drops to zero beyond 36 km in
both cases—with the maximum-likelihood discrimination alone and with the
imperfect-quantum non-demolition module—differing only in overall efficiency.
To obtain these results, we develop a comprehensive model that combines real-
istic fiber propagation with a non-ideal quantum non-demolition interaction and



statistical decision theory. The proposed methodology provides a practical tool-
box for quantifying temporal side-channel vulnerabilities and can serve as a
foundation for future security analyses of quantum key distribution systems.

Keywords: quantum cryptography; quantum communication; quantum key
distribution; side-channel attack; QND measurement; BB84-decoy state.

1 Introduction

Quantum Key Distribution (QKD) enables two remote parties to establish a provably
secure secret key by encoding information in quantum states and detecting eavesdrop-
ping through unavoidable quantum disturbances Bennett and Brassard (2014); Gisin
et al. (2002). In the asymptotic limit and under ideal assumptions, unconditional secu-
rity proofs have been established for a range of protocols, including BB84 and its
decoy-state variants Lo et al. (2005); Wang (2005); Hwang (2003).

However, the practical security of QKD remains a central challenge. Physical
devices inevitably deviate from the idealized models employed in security proofs, open-
ing side channels through which an eavesdropper may gain partial information without
introducing visible errors. A side channel is any unintended non-operational degree of
freedom whose observable behavior correlates with the secret bit or basis choice during
quantum preparation, transmission, or detection. Over the past decade, the investiga-
tion of side channels has evolved into a critical area of research, driven by a growing
number of successful attacks on commercial and experimental systems Lydersen et al.
(2010); Gerhardt et al. (2011); Weier et al. (2011); Duplinskiy and Sych (2021).

In this work, we focus on a specific side channel: the temporal side channel of the
light source Lamas-Linares and Kurtsiefer (2007). In practical QKD setups, timing
of a photon may depend on the encoded quantum state. Such state—timing correla-
tions can arise from imperfections in the source electronics, modulator responses, or
wavelength-dependent optical paths. Crucially, an eavesdropper capable of resolving
these timing differences could sort detection events into distinguishable groups, e.g.
signal states and decoy states in a decoy-state QKD protocol, thus breaking the cen-
tral assumption of the decoy-state method and severely compromising the security
proof Miller (2025).

Measuring the photon’s arrival time, however, presents a fundamental difficulty:
a conventional time-resolving detector would absorb the photon, collapsing its quan-
tum state and destroying the key bit. To circumvent this problem, we turn to the
concept of quantum non-demolition (QND) measurement Brune et al. (1990). A QND
measurement extracts information about a specific observable—here, the photon pres-
ence or arrival time—without absorbing the photon or projecting its polarization state
Grangier et al. (1998); Guerlin et al. (2007). In principle, a QND timing module placed
before the legitimate receiver could allow an adversary to tag the state group (sig-
nal or decoy) while leaving the qubit intact. This possibility makes the temporal side
channel both technically subtle and theoretically dangerous.



The present article is dedicated to a systematic evaluation of this threat. We ana-
lyze a temporal side-channel attack against a decoy-state BB84 protocol and quantify
its impact on the secure key rate. By modeling the timing response of a realistic QKD
transmitter and the capabilities of an eavesdropper armed with an ideal QND tim-
ing measurement, we derive bounds on the information leakage and determine the
maximum tolerable timing distinguishability.

2 Channel Model and Temporal Distributions

We consider a decoy-state BB84 protocol implemented with eight laser diodes, each
encoding one of four polarization states (H, V, D, A) in either the signal or the
decoy intensity class. The signal and decoy states are prepared with mean photon
numbers g = 0.3 and v = 0.1, respectively. The lasers emit at a central wavelength
Ao = 1550 nm with individual detunings A on the order of picometers.

The channel is modeled as a discretized span from 0 to L = 70 km with a step of
2 km; at each distance all subsequent quantities are evaluated. The fiber is standard
single-mode with chromatic dispersion coefficient D; = 17 ps/(nm - km), polarization-
mode dispersion coefficient Dpyp = 0.1ps/ vkm, and group index ng = 1.47.
Optionally, a dispersion-compensating fiber (DCF) module is appended at the receiver
side to compress the pulses before detection.

We model the arrival time of a photon at the channel output as a Gaussian random
variable whose mean and variance are determined by several physical effects:

1. Chromatic dispersion. The group-velocity dispersion parameter is given by
B2 = —(Xo+Ax)2D;/(2mc). An initial transform-limited pulse of width Ty broadens
to Ty = Tor/(1 + CB2L/TZ)? + (B2L/TE)?, where C is the laser chirp parameter
Agrawal (2021). The corresponding temporal variance is 03 == T7/2.

2. Polarization-mode dispersion (PMD). The PMD-induced temporal shift and
broadening are modeled as Atpyp = $DGDcos[2(0; — Opst)] and opup =
%kos(%k) , where DGD = Dpyp VL and 6, is the polarization angle of the
k-th laser relative to the fast axis of the fiber.

3. Individual laser offsets. Each laser diode possesses a hardware-specific temporal
offset dt; (on the order of tens of picoseconds) arising from electronic path-length
differences and modulator characteristics.

4. Detection jitter. A Gaussian timing jitter of ojiter = 15 ps is added to model the
finite resolution of practical detectors.

The total temporal distribution of the k-th laser at distance z is therefore Gaussian
with mean

wur(z) = 0ty + DizAg +

D
%ﬁ cos[2(0) — Oast) |

and standard deviation

Ok (Z) = \/UglerIn,k(z) + JI%MD,k’(Z) + Jj2itter'



At each distance z, the temporal distribution of the k-th laser state (k =1,...,8) is
represented by a diagonal density matrix on the discrete time-bin Hilbert space Hime:

n(z)

Prime (2 Zpk )i,
pr(ty; 2) ZN(tj§Mk(Z)7Uk(z))~

The eight matrices are grouped by intensity class: {péilrle, ceey Pmme} correspond to
signal states, and {péi)ne, . ,pmme} to decoy states.

These eight time-bin density matrices form the basis of Eve’s classification decision.

In the decoy-state BB84 protocol, each laser prepares a weak coherent pulse whose
photon-number statistics follow a Poisson distribution. The photon-number density
matrix is now represented in the three-dimensional basis {|0), |1),| M)}, where |0) the
vacuum state, |1) denotes a single-photon state, and |M) denotes the multi-photon
subspace (k > 2). It takes the form:

ppp=1| 0 ze™® 0 ,

where x is the average intensity. The diagonal elements correspond to the probabilities
po=e¢* pp =xze * and p,, = 1 —e % —xe™®, with x = p for signal states and
x = v for decoy states.

The overall state of the k-th laser at distance z is the tensor product

PP (2) = puj @ |U) (1] @ ) (2),

where |¢) € {|H),|V),|D),|A)} is the encoded polarization state, pgfgn)le(z) describes
the temporal degree of freedom at distance z, and the intensity class (signal or decoy)

determines whether p,,/, equals p, or p,.

3 Discrimination Procedure

Based on the measured arrival time ¢, Eve must decide whether the photon originated
from a signal or decoy state. This is a binary hypothesis test. Assuming equal a priori
probabilities for both classes, the optimal decision rule is the maximum-likelihood
classifier:
S, t) > ppl(t),
ot) = { ps(t) > pp(t)

D, otherwise.

where pg(t) and pp(t) are the temporal probability densities of the signal and decoy
classes, respectively.



The probability of correct classification is given by

Piiserim = = [P(correct | S) + P(correct | D)],

N —

where
P(correct | C') = Z pc(t;), Ce{S,D},
t;€Tc
where Tg = {t; : ps(t;) > pp(t;)} and Tp = {t; : ps(t;) < pp(t;)}.

The quantity Pgjserim directly quantifies the fraction of detection events for which
Eve correctly identifies whether the photon originated from a signal or decoy state.
Note that this classification leads to the photon absorption, hence cannot be directly
applied as an eavesdropping strategy.

Figure 1 presents the temporal pulse profiles of the eight laser states at the trans-
mitter output. The initial and final distributions are plotted as probability densities
as functions of arrival time. After propagation, the pulses are broadened and shifted
relative to one another due to chromatic dispersion, PMD, and individual laser offsets.
The corresponding discrimination probability of signal and decoy pulses, evaluated
directly from these distributions, is Pgiscrim ~ 0.68 after 60 km and before the DCF
and Pgiserim =~ 0.62 after DCF.

sB
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Fig. 1 Temporal probability distributions of the eight laser states at the transmitter output. The
signal states are shown as solid lines (blue for |H), teal for |V'), purple for |D), cyan for |A)) and the
decoy states as dashed lines (red for |H), orange for |V), yellow for |D), brown for |A)), respectively.

4 QND Measurement

To extract timing information without absorbing the photon, Eve employs a QND
measurement scheme Brune et al. (1990). For example,the physical architecture is



based on a single-atom mirror resonator Dong et al. (2009): a one-dimensional waveg-
uide terminated at one end by a conventional mirror, with a two-level atom (qubit)
positioned at a distance a from the mirror. When the photon frequency is resonant
with the atomic transition, the atom acts as a second, tunable mirror, forming an
intrinsic cavity that traps the photon between the physical mirror and the atom.

The QND interaction is described by an effective Hamiltonian in the rotating frame
Sathyamoorthy et al. (2014); Besse et al. (2018):

H= h/ dté(t) (a'd(t) + ab' (1)) + hQ(a’a @ 0,), (1)

where the first term describes the coupling of the incoming photon to the resonator
mode, with £(t) representing the temporal profile of the wave packet, and the second
term implements a dispersive interaction between the photon number operator afa
and the meter qubit o, Blais et al. (2004). Because [afa, H] = 0, the photon number
is preserved during the measurement, guaranteeing the QND property.

In our model the ideal QND scheme is supplemented by two realistic imperfection
channels Lindblad (1976):

1. Photon loss. The resonator mode suffers from intrinsic losses due to imperfect
mirror reflectivity and atomic scattering into non-resonant modes Reiserer and
Rempe (2015). These processes are described by a Lindblad term with decay rate
k, which transfers population from the {|1),|M)} subspace to the vacuum state
|0) and to the state |[M — 1), respectively. In our numerical simulations we set
k =1x10% s71, corresponding to a photon lifetime of 7 = 1/x = 10 ns. This value
is consistent with the parameters of high-Q) microcavities operating at 1550 nm,
where quality factors of @ ~ 107 have been demonstrated Ilchenko et al. (2001).

2. Polarization rotation. The dispersive coupling AQ(a'a ® o,) induces a state-
dependent phase on the meter qubit, but the atom-field interaction may also weakly
couple to the photon’s polarization degree of freedom. This leads to a slow con-
tinuous rotation of the polarization vector during the photon’s residence in the
resonator, modeled by the unitary operator U,os with rate o Arnardottir (2018);
Brennecke et al. (2007). In our numerical simulations we set @ = 27 x 1 MHz, which
corresponds to a typical polarization modulation frequency in cavity-QED systems
and is consistent with the demonstrated capability to manipulate single-photon
polarization in such devices Arnold et al. (2015).

The evolution of the joint Eve—photon density matrix is governed by the Lindblad
master equation
) T 1
p=—=[H,pl +(apa’ = {ala,p}), (2)
where the second term describes photon loss from the resonator at a rate . In addition,
there is a slow continuous rotation of the polarization state.
Equation (2) is solved numerically by splitting the evolution into small time steps
0t = 7/N, where 7 is the total interaction time and N is the number of steps. At each
step, the following parameters and operators are computed:



p=1—e "% 0 = «adt,

1 0 0
K™ =loyi=p 0o |,
0 0 V1i—p
00 p
K]ﬁvac) _ 0 \/I) 0
00 O
cosf —sinf
Urot = <Sin0 cos @ ) ’

The operators Kévac) and Kfvac) act on the three dimensional photon-number

space {|1),]0), | M)}. Kévac) describes the no-loss event: the single-photon and multi-
photon amplitudes are multiplied by /1 — p, while the vacuum component remains
unchanged. K fvac) describes the loss of one photon: it maps the multi-photon state
| M) to the single-photon state [1) with amplitude ,/p, and the single-photon state [1)
to the vacuum state [0) with amplitude \/p. The rotation operator Uso acts on the
polarization subspace and is unchanged.

The operators Kévac) and K {Vﬁc) act on the vacuum-single-photon subspace and
are extended to the full Hilbert space via tensor products with identity matrices on
the polarization, time, and Eve subsystems:

Ki = Ipva ® (K™ @ Lyot @ Ltime), i =0,1.
Similarly, the polarization rotation is extended as
Urot = IEva ® Ivac ® Urot ® Itime-

The density matrix is then updated sequentially: unitary evolution
(e~ iHOt petiHoty photon loss (KopKJ + K1pK]), polarization rotation ( UpepU,.,).

The values are chosen in accordance with typical parameters of solid-state
microcavity systems Arnardottir (2018); Brennecke et al. (2007).

The QND interaction maps the photon’s arrival time onto the phase of the meter
qubit. For a photon detected at time ¢, the probability that the meter qubit is found
in the excited state is

Py(t) =co?olt),  o(t) =20 / ()Pt

where |£(t)|? = p(t) is the temporal probability density of the photon. The phase is
accumulated as

J
¢; =20 p;ot,
i=1



with p; = p(t;; 2) being the probability at the i-th time. The meter response is then
P, (t;) = cos? ¢;. The total probability that the meter registers an excitation for a
given input state k is obtained by

k
P =" piltyi2) Py(t).
J

The quantity P, (t;) gives the probability that the meter qubit is found in the excited
state at time bin ;.

Figure 2 illustrates the response of Eve’s QND meter, showing the probability P(t)
as a function of time for an interaction time 7 = 5ns with Eve’s module positioned
at z = 60km. Under these conditions, the corresponding discrimination probability
between signal and decoy states is Pgiserim =~ 0.71.

P response
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Fig. 2 The probability of excitation of the measuring qubit. The signal states are shown as solid
lines (blue for |H), teal for |V), purple for |D), cyan for |A)) and the decoy states as dashed lines
(red for |H), orange for |V'), yellow for |D), brown for |A)), respectively.

Figure 3 presents the discrimination probability Pyiscrim after the QND interaction
as a function of the distance z at which the QND module is placed. Three curves are
shown, corresponding to interaction times 7 = 1,3,5 ns. The lower bound of 7 =1
ns is chosen because shorter interaction times yield insufficient phase accumulation
to resolve the temporal profiles of the signal and decoy states, rendering the QND
measurement ineffective. The upper bound of 7 = 5 ns is set by Bob’s detection
window: interaction times beyond this limit risk exceeding the typical gate duration



of single-photon detectors, so that the QND module would begin to alter the temporal
structure of the pulses within Bob’s acceptance window.

P discrim
0.731

0.72
0.71
0.70
0.69
0.68

0.67

0.66

|\\|\\\|\\|\\\|\\\ll\\l\\ll\\|\7\0L(Km)

Fig. 3 The probability of distinguishing signal states from decoy states after QND interaction. Three
curves are shown, corresponding to interaction times 7 = 1, 3,5 ns (red solid, blue dashed, and green
dotted, respectively).

5 Security Analysis

The standard GLLP formula for the secure key rate (per pulse) in the asymptotic
limit reads

R> 2[Qi(1— haler)) — Qu f ha(BL],

where (), is the overall gain for signal pulses — the probability that Bob detects a
signal when Alice sends a pulse of intensity u, F, is the corresponding bit error rate
on Bob’s side, Q) is the single-photon gain, e; is the single-photon error rate, ha(+) is
the binary entropy function, and f = 1.2 is the error-correcting codes efficiency factor
Babukhin and Sych (2024).

To assess the impact of the non-ideal QND attack on the secure key rate, we
evaluate the key generation rate within the standard GLLP model Gottesman et al.
(2004), with parameters modified to account for the effects of the QND interaction.

1. Modified gain. The QND module introduces additional photon loss. The proba-
bility that a photon survives the QND interaction and is subsequently detected by
Bob is obtained from the post-interaction density matrix. The modified gains are



computed using the three-component photon-number decomposition:
Qu = Dvac,s Yo +p1,5 Y1 + pm,s Yo,

Q. = DPvac,D Yo + P1,D Y, + Pm,D Ys,
where pyac,s, P1,s, and pm,, s are the probabilities of zero, one, and multiple (k > 2)
photons in the signal state after the QND interaction, extracted from the diagonal

elements of the reduced photon-number density matrix pi(r?g g:

pl,S = [pfg&?s]lla pvac,S = I:pl(lljt}j)s} 227 pm,S = I:pl(gt}j)s} 33"

The probabilities for the decoy state, pyac,p, P1,p, and p,, p, are extracted
analogously from p(ft}t}). Here Y, = 1 — (1 — Yp)(1 — n)* is the conditional detec-

tion probability for a k-photon state, 7 = 7total = 7det Mchannel 1S the overall
efficiency, Yy = 107° is the dark-count probability, and Nchannel = 107L/10 with
a = 0.2dB/km. For the multi-photon component we use Y> as the worst-case
(lowest) detection probability among all k > 2 states.

. Modified error rate. The QND interaction degrades the polarization states,
introducing an additional error contribution. The polarization fidelity after the
interaction is evaluated by projecting the post-QND polarization density matrix
onto the ideal state:

k k
P;Eol) = Tr[ﬂl()o)l |vhr) (Wr ]

*) is the polarization matrix of the k-th state after the QND interac-

pol
tion. The mean polarization ﬁde}ity over the four states is Pyo1, and the additional
polarization error is epo1 = 1 — Ppo1. The combined error is

where p

€opt = €det T €pol — 2 eqget €pol;

which accounts for two independent sources of bit-flip errors: the baseline detector
error eqer = 0.01 and the polarization-induced error epq1. The total error rates for
signal and decoy pulses are

E,Qu = €Yo + eopt (P1,5 1 + Pmys (L — (1 = 1)?)),

E,Q, =eYy+ Eopt (pl,D N+ Pm,D (1 - (1 - 77)2))7

where eg = 0.25 is the error rate for dark counts, 7 = o1 is the overall channel
efficiency, p1,s and p,, s are the single-photon and multi-photon probabilities in the
signal state, and p1,p, pm,p are the corresponding probabilities in the decoy state.
The term p; 7 is the single-photon detection probability, while p,, (1 — (1 —n)?) is
the multi-photon detection probability evaluated for k = 2 as a conservative upper
bound.

. Inclusion of temporal side-channel. Beyond the direct loss and polarization
effects, the QND measurement enables Eve to partially distinguish signal from
decoy states via their temporal distributions. This information leakage is quantified

10



by the fidelity between the post-interaction temporal density matrices of signal and
decoy states. For a given pair of states (kg, kp) sharing the same polarization basis,
the temporal fidelity is F' = (Tr \ /\/ﬁo\/ﬁ)Q.

The average fidelity Fsp over the four basis states yields the QND-induced
distinguishability parameter

5:

(1-+VFsp).

DO =

This parameter quantifies the fraction of single-photon events that can no longer
be reliably assigned to either the signal or the decoy intensity class. Following the
approach of Babukhin and Sych (2024), the upper bound on the single-photon error
rate is further relaxed to

e=e +4(1 — A)A(1 = 2e1) +4(1 — 20)/A(1 = Aer (1 —ey),
where A = §/Y7, and e; is the theoretical error from eavesdropping incorpo-
rated into the single-photon error of the decoy-state method.

Figure 4 shows the secure key rate R as a function of distance, computed using the

GLLP formula with parameters modified to account for the QND-induced loss and
polarization errors.

Log10(R)

0.050

0.010
0.005

0.001
5x10™*

Fig. 4 The secure key rate is plotted against transmission distance for the QND temporal attack
with Eve’s optimal strategy, QND (red dashed) and for the case where state groups are distinguished
by the maximum likelihood method (blue solid), respectively.
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6 Conclusion

The maximum-likelihood discrimination probability of signal and decoy pulses at the
fiber output after 60 km of standard single-mode fiber reaches Pgjscrim = 0.68, signifi-
cantly exceeding the random-guessing baseline of 0.5 and indicating the vulnerability
of the decoy-state method. At the distance of 60 km, the discrimination probabil-
ity after the QND interaction reaches its maximum, ranging from Pgjscrim ~ 0.70 for
7 = 1108 t0 Piiscrim = 0.71 for 7 = 5ns. At short distances (< 5 km), the discrimina-
tion probability is nearly independent of 7, with all curves clustered near 0.66-0.67.
As the distance increases, the spread among the curves widens, indicating that the
choice of interaction time becomes increasingly consequential. The QND measure-
ment improves Eve’s discrimination capability, although photon loss and polarization
rotation within the QND module partially offset this gain.

The nonlinear behavior of the curves shown in Fig. 3 distinguishing the two groups
of states arises from the nonlinear interaction of chromatic dispersion and polarization-
mode dispersion. These two effects, which are of a different physical nature, manifest
themselves at different transmission distances, with the strength of their impact vary-
ing nonlinearly, so that their combined influence leads to the observed deviations from
linearity. Thus, the resulting shape of the curves is determined by the cumulative effect
contributed by each type of dispersion and by their complex interplay as the distance
changes.

The secure key rate as a function of distance is shown in Fig. 4. The blue curve lies
consistently above the red curve by a factor of 1.5-2 in the absolute key rate. Beyond
30 km, both curves drop to zero and exhibit the same cutoff distance. This indicates
that the two methods differ only in overall efficiency while sharing the same noise
resilience. It is precisely this factor-of-1.5-2 gap between the curves that constitutes
the security breach of the protocol.

The results of this work demonstrate that the temporal side channel poses a
measurable threat to the security of the decoy-state BB84 protocol. An eavesdrop-
per equipped with a realistically imperfect QND measurement module can achieve a
discrimination probability significantly above the random-guessing baseline, compro-
mising the central assumption of the decoy-state method and reducing the secure key
rate.

It should be emphasized that the present analysis is a theoretical exploration
of the vulnerability, and several idealizations remain. The QND architecture, while
based on experimentally demonstrated building blocks, has not been realized as a
complete, field-deployable device. Nevertheless, the mere existence of a physically moti-
vated attack pathway—without the need for a perfect QND measurement—indicates
that the temporal degree of freedom of photonic qubits deserves more attention in
security proofs. At the same time, this work establishes a concrete theoretical frame-
work—including a channel model, a discrimination procedure, and modified GLLP
formulae—that can be applied to quantify temporal side-channel leakage in practical
QKD systems.
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