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Abstract
Generative artificial intelligence (AI) can fabricate criminal allegations about identifiable people, but the
legal difficulty is not confined to correcting the visible output. A false claim may persist in service-side
memory, retrieval systems, application programming interface transmissions, risk fields and
downstream institutional decisions. Existing scholarship on data rectification, AI supply chains,
algorithmic contestability and model correction addresses parts of this problem but does not provide a
unified legal test for when distributed remediation is complete. This article develops a propagation-
aware standard of remedial closure: a structured test for determining when corrective action has been
completed across relevant stages of an AI system. It combines doctrinal analysis of international and
regional human-rights law, European Union data-protection law and business-and-human-rights
standards with technical literature on memory, retrieval, model editing and unlearning. China’s Personal
Information Protection Law is used as a limited comparative portability test, and a publicly documented
complaint concerning an AI-generated false criminal allegation provides a case-informed scenario. The
framework requires five functions: accessible challenge and reasoned determination; cessation at
reasonably identifiable nodes; correction of inaccurate records and reassessment of materially affected
decisions where applicable law permits or requires; verifiable implementation; and proportionate non-
recurrence safeguards. Responsibility remains actor- and operation-specific, and tracing may cease
where further inquiry is objectively impossible or disproportionate considering severity and expected
remedial value. Rectification is treated as legally complete only when the responsible actor can provide
reasonable, demonstrable assurance that the verified false allegation has been corrected or contained
across reasonably identifiable, materially relevant processing nodes within its authority, with applicable
downstream effects addressed and residual risks documented.

1. Introduction
A fabricated criminal allegation attributed to an identifiable person can impair privacy, dignity, reputation
and social participation, especially when it influences consequential decisions. The harm does not end
when a chatbot displays the allegation: the same proposition may persist through memory, retrieval, API
transmission or downstream institutional use. Such persistence can transform informational harm into
institutional harm (Citron and Solove, 2022). Here, ‘infrastructural’ refers to the embedding of false
criminal status in records or workflows.

The problem is illustrated by the complaint filed in March 2025 by the European Center for Digital Rights
(Noyb) on behalf of Arve Hjalmar Holmen. The complaint alleged that ChatGPT combined accurate
biographical information with an invented claim that Holmen had murdered two of his children,
attempted to murder a third and received a twenty-one-year prison sentence (Noyb, 2025). This study
does not determine the provider’s liability in that dispute. It uses the publicly documented incident to
identify a remedial problem: correcting one displayed answer may not eliminate recurrence where
inaccurate information persists in retrieval systems or agent memory, because stored errors can
influence and propagate into later outputs (Mallen et al., 2023; Xiong et al., 2026).
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European data-protection law supplies a clear starting point. Where it is processed as factual
information about an identifiable living person, a fabricated assertion that the person has been convicted
and imprisoned constitutes inaccurate personal data for the purposes of the GDPR’s accuracy and
rectification framework. The General Data Protection Regulation (GDPR) requires accuracy, transparent
procedures and rectification without undue delay (GDPR, 2016, arts. 5(1)(d), 12, 16). The Court of Justice
of the European Union (CJEU) has linked rectification to Article 8(2) of the Charter of Fundamental
Rights of the European Union (EU Charter) and accepted that a claimant may be required to provide
relevant evidence of inaccuracy (Deldits, 2025, paras. 24, 41), while Nowak confirms that accuracy must
be assessed in light of the purposes for which the data are processed (Nowak, 2017, para. 53). The
unresolved question arises after falsity is established: how far must corrective action extend before the
remedy is legally complete?

Technical research identifies factual inaccuracies in language-generation systems and limitations in
output-level factuality assessment (Ji et al., 2023; Bender et al., 2021; Lin et al., 2022; Min et al., 2023;
Manakul et al., 2023). Existing scholarship examines rectification, AI-generated reputational harm,
distributed responsibility, algorithmic contestability and technical correction (Häuselmann and Custers,
2024; Herrerias Castro, 2026; Graßhoff et al., 2026; Kinchin, 2024; Weidinger et al., 2022). However, the
literature examined does not establish an integrated legal standard for determining when distributed
remediation can be considered complete.

The research question is: once an AI-generated false criminal allegation has moved beyond the original
output, what reviewable conditions establish completion of an effective remedy? This article develops a
propagation-aware rectification standard incorporating five functions: accessible challenge and
reasoned determination; cessation at reasonably identifiable nodes; correction of inaccurate records and
reassessment of materially affected decisions where applicable law permits or requires; verifiable
implementation; and proportionate safeguards against recurrence. Its contribution is a bounded test of
remedial closure linking legal duties to technical propagation, allocating responsibility by processing
operation and establishing a principled stopping rule.

2. Methods and analytical design
The analysis is doctrinal and interdisciplinary, with a limited comparative portability test. It prioritises
international and regional human-rights law; the EU Charter, GDPR, CJEU and EDPB materials; the AI Act;
and the UNGPs. Technical literature was selected for relevance to factuality, memory, retrieval, model
editing, unlearning, auditability and agentic workflows. The Holmen complaint is a case-informed
starting point, and the six-node chain is an analytical abstraction rather than evidence of proprietary
architecture.

China is used as a limited comparative portability test, not as a claim of institutional equivalence. Its
PIPL, PRC Civil Code and specialised AI rules provide a materially different architecture in which to test
whether the framework’s core functions can be expressed through alternative legal mechanisms.

Page 3/32



Functional portability despite different supervisory and enforcement structures would reduce
dependence on the GDPR’s institutional design. Legal and technical developments were checked through
27 August 2026.

Relevant legal and interdisciplinary scholarship was identified through targeted searches of scholarly
and official repositories, supplemented by citation chaining, using terms concerning AI hallucination,
inaccurate personal data, rectification, model editing, unlearning, contestability, effective remedy and AI
supply chains.

Source selection followed a structured purposive protocol. Legal authorities were selected for their
relevance to accuracy, rectification, recipient communication, effective remedy, responsibility and
automated decisions. Technical studies were selected for their relevance to persistence, correction,
provenance, auditability and recurrence across the six-node scenario. Primary legal texts were preferred,
and the selected materials were mapped against the six nodes to assess the legal and operational basis
of each remedial step. This structured analysis is not a systematic review and does not estimate
prevalence, effect size or comparative cost.

The analysis distinguishes express legal duties, interpretive applications and proposed normative
safeguards. Express duties are grounded in enacted law or binding case law, including accuracy, access,
rectification and recipient communication (GDPR, 2016, arts. 5(1)(d), 15, 16, 19). Interpretive
applications specify how such duties may operate in distributed AI systems. Normative safeguards,
including the proposed correction-provenance record and elements of recurrence testing, are presented
as institutional or evidentiary proposals rather than freestanding legal rights. This distinction avoids
converting technical best practice or soft law into binding doctrine without authority.

3. Human-rights foundations and operational law

3.1 From fabricated criminal allegation to infrastructural
criminal identity
A fabricated criminal allegation becomes an infrastructural criminal identity when embedded in records,
classifications or workflows that influence institutional treatment of the affected person. Automated
systems may transform inaccurate information into scores or adverse determinations before the person
discovers the record (Crawford and Schultz, 2014; Citron, 2008). The concept describes an operational
harm rather than a new legal status. Here, ‘infrastructural criminal identity’ denotes the harm,
‘propagation-aware rectification’ the remedial process, and ‘remedial closure’ its legal endpoint.

Article 8 of the European Convention on Human Rights (ECHR), read with Article 13, provides an
important foundation for protection against persistent false criminal-status information (ECHR, 1950,
arts. 8, 13). The ECtHR has recognised that retention, disclosure and searchability of personal
information may engage private life, particularly where inaccurate or sensitive information produces
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continuing consequences (Rotaru v Romania, 2000; Khelili v Switzerland, 2011; M.M. v United Kingdom,
2012). Digital-archive cases further show that remedies must balance reputational protection against
freedom of expression and historical accuracy (Hurbain v Belgium, 2023; M.L. and W.W. v Germany,
2018).

Digital-archive cases illuminate proportionality. In Hurbain v Belgium, anonymisation of an old article was
accepted where its continued unrestricted online availability was apt to create a ‘virtual criminal record’
and cause serious reputational harm (Hurbain v Belgium, 2023, paras. 232–256). M.L. and W.W. v
Germany upheld, following an Article 8–Article 10 balancing exercise, the continued online availability of
accurate reporting of genuine criminal proceedings (M.L. and W.W. v Germany, 2018, paras. 89–90, 97–
105, 111–116), and Biancardi v Italy treated de-indexing as a narrower alternative to deletion (Biancardi v
Italy, 2021). These authorities concern accurate journalism rather than AI-fabricated criminal allegations,
but they establish two relevant propositions. First, persistence and searchability can intensify
informational harm. Secondly, a remedy must be accurately targeted: it should neutralise the false status
without suppressing accurate reporting, criticism or the historical fact that an allegation was generated.

3.2 The content of an effective remedy
The right to an effective remedy links substantive protection to practical correction. The EU Charter
protects private life, personal data and judicial redress (EU Charter, 2016, arts. 7, 8, 47). The ICCPR
protects privacy and requires effective remedies, while General Comment No 31 emphasises cessation
and adequate reparation (ICCPR, 1966, arts. 2(3), 17; Human Rights Committee, 2004, paras. 15–16).
Comparable guarantees appear in the American and African human-rights systems (American
Convention on Human Rights, 1969; African Charter on Human and Peoples’ Rights, 1981). The UN Basic
Principles identify cessation, restitution, compensation, rehabilitation, satisfaction and non-repetition as
remedial measures; they are used here by analogy rather than as directly binding rules for private AI
disputes (UN General Assembly, 2005, principles 18–23). The Council of Europe AI Convention also
addresses complaints, documentation and procedural safeguards, although it had not entered into force
by the study’s cut-off date (Council of Europe, 2024, arts. 14–15). From these sources, the study derives
five remedial functions (Human Rights Committee, 2004, paras. 15–17; UN General Assembly, 2005,
principles 11–24; Council of Europe, 2024).

1. Access and determination. Under the proposed framework, the person should be able to identify the
disputed proposition, submit evidence reasonably available to them, obtain competent human
review and receive a reasoned determination on accuracy.

2. Cessation. Under the proposed framework, once falsity is verified, corrective action should prevent
the proposition from continuing to operate at reasonably identifiable nodes within the actor’s
responsibility.
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3. Restoration. Under the proposed framework, inaccurate records should be corrected, and materially
affected assessments or decisions should be reconsidered where applicable law permits or
requires.

4. Implementation and verification. Under the proposed framework, corrective steps should be
documented in a form capable of supervisory or judicial inspection.

5. Non-recurrence and reviewable closure. Proportionate testing should address reappearance
through paraphrase, memory, retrieval or system updates, and the remedial process should permit
renewed review if material recurrence is later detected.

Explanation alone cannot correct inaccurate records or reverse their consequences. Scholarship treats
explanation as facilitating contestation rather than exhausting algorithmic accountability (Edwards and
Veale, 2017; Kaminski, 2019). In Dun & Bradstreet Austria, the CJEU required an intelligible explanation of
the procedure and principles applied, with protected information supplied to the competent supervisory
authority or court where necessary for balancing (Dun & Bradstreet Austria, 2025, paras. 58–76).
Counterfactual explanations may help claimants identify influential inputs and contest adverse decisions
(Wachter et al., 2018), but they do not establish that inaccurate data were corrected or that downstream
decisions were reconsidered.

3.3 State duties, business responsibility and EU
implementation
Three layers of responsibility should remain distinct. States are bound by treaty duties to respect rights,
protect against serious private interference and provide effective remedies (Human Rights Committee,
2004, paras. 3, 8, 15). Businesses have a UNGP responsibility to avoid causing or contributing to adverse
human-rights impacts and to provide for or cooperate in remediation where they have caused or
contributed to them (OHCHR, 2011, principles 13, 15, 22). Domestic and regional law, by contrast,
creates directly enforceable duties for controllers and processors. UNGP Principle 31 requires effective
non-judicial grievance mechanisms to be legitimate, accessible, predictable, equitable, transparent,
rights-compatible and a source of continuous learning, while operational-level mechanisms should
additionally be based on engagement and dialogue (OHCHR, 2011, principle 31). Such procedures can
provide a first route to correction, but independent supervisory or judicial review should remain available
where applicable law provides it. Human-rights materials therefore identify the remedial functions
against which effectiveness is assessed; binding duties imposed directly on private providers must
derive from the applicable legally operative regime.

Risk-management standards support implementation without creating directly enforceable individual
rights. NIST, UNESCO and OECD frameworks emphasise lifecycle governance, documentation and
monitoring (NIST, 2023; NIST, 2024; UNESCO, 2021; OECD, 2024). Scholarship similarly connects lifecycle
accountability, traceability and technical verification with effective oversight (McGregor et al., 2019;
Council of Europe Committee of Ministers, 2020; Cobbe et al., 2021; Kroll et al., 2017). Regulators may
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therefore need powers to preserve logs, obtain data-flow and recipient records, order restriction or
rectification, and scrutinise claims of impossibility or disproportionate effort.

Within its scope, the GDPR operationalises the five functions. Article 5 requires accuracy and
accountability; Article 12 accessible procedures; Articles 16 and 18 rectification and restriction; Article
19 communication to recipients subject to impossibility or disproportionate effort; Articles 24 and 25
organisational and design measures; and Articles 77–82 supervisory, judicial and compensatory routes
(GDPR, 2016). Access supports correction by revealing processed data. CRIF requires a faithful and
intelligible reproduction of personal data and, where essential to exercising rights, relevant document or
database extracts (CRIF, 2023); Pankki S extends access to recorded consultation dates and purposes
(Pankki S, 2023, paras. 62, 69–70, 83); and EDPB guidance supports layered, readable disclosure (EDPB,
2023, paras. 139–147).

Under the proposed framework, evidential allocation should reflect informational asymmetry. In the
CJEU’s inaccurate-content judgment, a claimant was not required to obtain a prior judicial declaration of
falsity but had to provide evidence capable of substantiating manifest inaccuracy (Google
(Dereferencing of Allegedly Inaccurate Content), 2022, paras. 68, 72). Deldits similarly permits relevant
and sufficient evidence that may reasonably be required of the data subject to establish inaccuracy
(Deldits, 2025, para. 41). Under the proposed framework, once the claimant identifies the precise
disputed proposition and supplies reasonably obtainable evidence supporting prima facie falsity, the
controller should investigate relevant non-public processing nodes within its responsibility. Where
inaccurate data influence a consequential automated decision, SCHUFA confirms that Article 22 may
apply if the score effectively determines a third party’s contractual decision (SCHUFA Holding, 2023,
paras. 40–50, 73). Guidance on automated decisions requires meaningful rather than nominal human
intervention (Article 29 Data Protection Working Party, 2018), while early commentary on the draft
legislation identified unresolved allocation-of-responsibility problems and warned that framing
transparency as the main response could legitimise problematic practices without resolving deeper
substantive concerns (Veale and Zuiderveen Borgesius, 2021).

The AI Act establishes logging and human-oversight requirements for high-risk AI systems, a right to
lodge complaints concerning infringements of the Regulation, and a right to explanation for specified
individual decisions based on certain Annex III high-risk systems (EU AI Act, 2024, arts. 12, 14, 85–86).
Regulation (EU) 2026/1744 deferred the application of Chapter III, Sections 1–3, with the exception of
Article 6(5), to 2 December 2027 for systems classified as high-risk under Article 6(2) and Annex III and
to 2 August 2028 for systems classified as high-risk under Article 6(1) and Annex I. Accordingly, some
high-risk-system mechanisms relied upon here are enacted but remained prospective at the study’s cut-
off date; the amendment did not displace GDPR accuracy and rectification duties (Digital Omnibus on AI,
2026; GDPR, 2016, arts. 5(1)(d), 16). EDPB guidance on data protection by design supports a system-
level, lifecycle approach in which safeguards remain effective throughout processing, data-subject rights
are facilitated, accuracy is maintained and accumulated errors are mitigated across the processing
chain (EDPB, 2020, paras. 13–38, 65, 77–79). The ChatGPT Taskforce further states that responsibility
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for GDPR compliance cannot be shifted to data subjects and that transparency about ChatGPT’s
probabilistic and potentially inaccurate outputs is not sufficient, by itself, to satisfy the accuracy principle
(EDPB, 2024b, paras. 24–31). Opinion 28/2024 complements this approach through case-specific
assessment, safeguards, documentation, testing and corrective measures across the development and
deployment of AI models (EDPB, 2024a, paras. 34–58, 96–116, 127–132).

A limited comparison with China tests whether the five functions remain intelligible outside the EU
institutional structure. The PIPL provides rights and handler duties concerning access, correction or
supplementation, specified deletion, automated decision-making, organisational safeguards, impact
assessment, audits and supervision (PIPL, 2021, arts. 24, 44–50, 51, 54–58, 60–66). The PRC Civil Code
protects human dignity, reputation, privacy and personal information and recognises remedies including
cessation of infringement, correction or deletion of inaccurate content or personal information,
elimination of adverse effects and rehabilitation of reputation (PRC Civil Code, 2020, arts. 990–991, 995,
1024, 1028–1029, 1032–1038). China’s compliance-audit and network-data rules support verification
through complaint handling, rights-exercise channels, periodic compliance audits and supervisory
inspection (Cyberspace Administration of China, 2025; Regulations on Network Data Security
Management, 2024, arts. 20, 23, 27, 50), while rules on algorithmic recommendation and deep synthesis
add duties relevant to content governance, complaints and verification; the specialised generative-AI
rules additionally address the accuracy and reliability of generated content (Cyberspace Administration
of China et al., 2021; Cyberspace Administration of China et al., 2022; Generative AI Interim Measures,
2023). The Supreme People’s Court’s facial-recognition interpretation further illustrates civil personality-
rights remedies (Supreme People’s Court, 2021, arts. 2–3, 6, 8–12). This comparison shows direct
functional portability for access, correction and cessation, and functional substitutes for verification
through audit and compliance mechanisms. It does not establish identical rules on recipient notification,
evidential allocation or independent review. China therefore operates as a stress test of the framework’s
functions, not as institutional equivalence: the function may travel, while the legal route, responsible
institution and available remedy remain system-specific.

4. Propagation, responsibility and evidentiary asymmetry

4.1 The six-node chain
Agentic systems, meaning AI systems capable of pursuing tasks through memory, tools and multi-step
actions, may retrieve information, invoke tools, exchange data through APIs and influence later
workflows (Beduschi, 2026; Goldstein, 2025). For remedial analysis, this article identifies six relevant
nodes: generated output; service-side memory; retrieval index; API disclosure; downstream risk field
(such as a classification, score or internal assessment derived from the false information); and
consequential institutional decision. These nodes are legal-analytical categories rather than claims
about any particular technical architecture.
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A propagation edge is an evidenced or technically plausible transfer or semantic derivation through
which the false proposition moves between processing nodes. Under the proposed framework,
propagation-aware rectification is limited to reasonably identifiable nodes within an actor’s responsibility
where the false proposition is stored, transmitted, transformed or materially relied upon. It does not
extend to every conceivable future disclosure.

The visual boundary between originating and downstream actors is heuristic rather than jurisdictional or
categorical: a single actor may control operations on both sides of the boundary, while different actors
may share or successively exercise legally relevant influence over the same processing pathway.

Figure 1 presents a schematic and non-exhaustive propagation model for remedial analysis. The arrows
indicate plausible functional pathways rather than a necessary processing sequence or an empirical
reconstruction of any particular provider’s architecture. It visualises the six-node propagation chain, the
illustrative allocation boundary between originating and downstream actors, and the distinction between
output correction, proposition-level rectification and propagation-aware rectification.

The widening remedial scope illustrated in Fig. 1 does not imply unlimited tracing. The inquiry remains
bounded by responsibility, reasonable identifiability, materiality and proportionality, and remedial closure
may coexist with documented residual risks outside the responsible actor’s authority.

4.2 Operation-specific responsibility
Propagation does not create universal chain-wide liability. Under GDPR Article 4(7), controllership turns
on who determines the purposes and means of the relevant processing operation. The CJEU applies a
functional approach to controllership, examining whether an actor contributes to determining the
purposes and means of processing, as Wirtschaftsakademie (2018, paras. 27–43) and Jehovan
todistajat (2018, paras. 65–75) demonstrate. Google Spain confirms that a search-engine operator may
be a controller for its own organisation and presentation of personal data even though the underlying
information was published by third parties (Google Spain, 2014, paras. 33–41). At the same time,
Fashion ID limits joint responsibility to operations over which the actor exercises relevant influence
(Fashion ID, 2019, paras. 68–85), and IAB Europe confirms that joint controllership does not
automatically extend to subsequent processing for which the actor does not determine the purposes or
means (IAB Europe, 2024, paras. 70–77). EDPB guidance similarly treats factual decision-making power
as more important than contractual labels (EDPB, 2021, paras. 12, 20, 28–30, 52–58).

Applied to the six-node model, the originating provider will ordinarily control generation and any service-
side memory, retrieval or logging operations for which it determines the purposes and means. An
enterprise integrator may be a joint controller where it jointly determines those matters, while a
downstream institution that imports the allegation, creates its own risk field and makes a separate
decision will generally be a controller for those operations (GDPR, 2016, art. 4(7); Fashion ID, 2019,
paras. 65–85). Article 19 may require the relevant originating controller to communicate rectification to
recipients, unless this proves impossible or involves disproportionate effort (GDPR, 2016, art. 19). Such
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notification does not itself extend controllership to independent downstream processing; responsibility
remains operation-specific (Fashion ID, 2019, paras. 68–85; IAB Europe, 2024, paras. 57–80).
Responsibility is therefore allocated by processing operation and overlaps only where applicable law
recognises overlap. Where processing is carried out by a processor, the rectification right is ordinarily
exercised against the controller; Article 28(3)(e) requires processor assistance, and a processor that
independently determines purposes and means is treated as controller for that processing (GDPR, 2016,
arts. 16, 28(3)(e), 28(10)).

4.3 Why a single fix is inadequate
Hallucinated criminal claims may arise from unreliable training information, model-representation errors
or incentives favouring guessing over abstention (Kalai et al., 2026). Retrieval may improve factuality but
can also introduce errors through misleading context (Mallen et al., 2023). Model editing remains
imperfect: corrections may fail across paraphrases, affect unrelated knowledge or degrade with
repeated edits (Meng et al., 2022; Meng et al., 2023). MQuAKE further demonstrates that successful
factual editing does not guarantee correct multi-hop reasoning (Zhong et al., 2023). Technical
evaluations therefore assess reliability, generalisation, locality and stability rather than success on a
single prompt (Pan et al., 2024; Wang et al., 2024).

Machine unlearning differs from rectification because it seeks removal of selected training influences,
whereas rectification may concern runtime memory, retrieval documents or recipient databases (Cao
and Yang, 2015; Bourtoule et al., 2021). The framework therefore does not assume that parameter-level
editing is always required. Technical intervention remains one possible means where evidence shows
that model-level associations contribute materially to recurrence. The legal obligation remains tied to the
relevant processing operation and applicable law.

4.4 The claimant’s evidentiary position
The claimant may face structural evidentiary asymmetry because relevant system records and lifecycle
documentation may be inaccessible to external reviewers, while organisations responsible for the
system may possess internal models, data and process information unavailable externally (Cobbe et al.,
2021; Raji et al., 2020). Contestable-design research supports accessible challenge routes (Alfrink et al.,
2023), while audit research supports structured lifecycle documentation and review across scoping,
mapping, artefact collection, testing and reflection (Raji et al., 2020). A credible notice should identify the
affected person, the disputed meaning-bearing proposition, the relevant service or workflow, and prima
facie evidence of falsity reasonably available to the claimant. Receipt of such notice should trigger
preservation of relevant evidence and a proportionate internal inquiry.

Model cards, datasheets and AI factsheets can document system characteristics, data practices and
governance arrangements (Mitchell et al., 2019; Gebru et al., 2021; Arnold et al., 2019). However, hidden
technical dependencies may complicate error tracing (Sculley et al., 2015). Informational opacity should
not strengthen a controller’s evidential position where proportionate documentation could reasonably
have reduced it. Accordingly, credible notice should trigger a practical evidential allocation rather than a
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formal reversal of the legal burden: the claimant establishes prima facie falsity and a plausible service
connection, while the actor controlling non-public evidence explains the nodes examined, interventions
performed and justification for closure.

The framework therefore distinguishes the evidential threshold for opening a remedial inquiry from the
threshold for propagation-wide rectification. Prima facie evidence of falsity is sufficient to trigger
preservation, investigation and, where the conditions of applicable law are satisfied, interim restriction; it
is not itself a final determination that the allegation is false. Where accuracy remains genuinely
contested, Article 18(1)(a) GDPR provides for restriction of processing for a period enabling the
controller to verify accuracy. Propagation-wide corrective measures should ordinarily follow a reasoned
determination of inaccuracy based on the best authoritative evidence reasonably available (GDPR, 2016,
art. 18(1)(a)).

5. The propagation-aware rectification standard
The framework can be stated in three propositions that organise the analysis that follows.

Proposition 1

Responsibility. Remedial responsibility attaches to processing operations for which an actor bears
legally operative responsibility under the applicable regime, including operations whose purposes and
means it determines alone or jointly; mere participation somewhere in the technical chain is insufficient
(GDPR, 2016, art. 4(7); Fashion ID, 2019, paras. 68–85; IAB Europe, 2024, paras. 54–59, 70–77). Relevant
factual influence may assist in determining such responsibility where applicable law adopts a functional
rather than purely contractual test.

Proposition 2

Remedial reach. For each responsible actor, corrective action extends to reasonably identifiable nodes
within its responsibility that retain a material capacity to continue, reproduce or transmit the verified
false proposition, subject to proportionality and applicable legal limits.

Proposition 3

Closure. Under the proposed framework, rectification may be treated as legally complete when the
responsible actor can provide reasonable and demonstrable assurance that required node-specific
corrections and applicable recipient or decision review have been completed, proportionate recurrence
testing has been conducted, and residual risks and limitations have been explained.

5.1 Three levels of correction
Output correction suppresses or changes a displayed answer. Proposition-level rectification targets
materially equivalent assertions of the false factual predicate across aliases and paraphrases while
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preserving accurate reporting, criticism and references to the original fabrication. For example, asserting
that ‘Person A was convicted of Offence B’ differs from denying or critically discussing that claim. By
analogy, the CJEU’s distinction between identical and equivalent unlawful content supports attention to
semantic equivalence without requiring blanket suppression (Glawischnig-Piesczek, 2019, paras. 37–
47). Testing should therefore cover relevant paraphrases and plausible multi-step pathways, as
successful correction of one instance does not guarantee generalisation or correct reasoning across
related inputs (Wang et al., 2024; Zhong et al., 2023).

Propagation-aware rectification adds the distributed dimension. Under the proposed framework, it
requires proportionate inquiry into reasonably identifiable nodes within the actor’s responsibility,
fulfilment of applicable recipient-notification duties, correction of inaccurate records, reassessment of
materially affected outcomes where applicable law permits or requires, and evidence sufficient to justify
closure. It is principally triggered in verified, high-severity cases where a credible propagation or reliance
pathway exists and the sensitivity, foreseeable downstream use and potential material consequences
justify the additional burden.

The standard is therefore deliberately asymmetric. A transient chatbot error that is promptly corrected, is
not retained in persistent memory or retrieval, is not disclosed to an identifiable recipient, and has no
plausible consequential use would ordinarily require output-level correction and proportionate
documentation rather than a full propagation inquiry. The enhanced framework is triggered by verified
severity plus a credible propagation or reliance pathway, not by factual error alone.

5.2 Correction provenance and a bounded stopping rule
A correction-provenance record links the credible notice, verified proposition, nodes examined,
responsible actors, interventions performed, recipient communications, decision reviews, test results
and unresolved residual risk. Data-provenance scholarship supplies concepts of origin, lineage and
derivation (Buneman et al., 2001; Cheney et al., 2009), while PROV-DM provides a domain-agnostic
vocabulary for entities, activities, derivations and responsible agents (Moreau and Missier, 2013); these
concepts can be adapted to this remedial purpose. The record is not asserted to be an express
freestanding GDPR right. It is a proposed evidentiary safeguard through which a controller can
demonstrate compliance with existing accuracy, accountability and remedy duties. Its design must itself
respect data minimisation, security and storage limitation (GDPR, 2016, arts. 5(1)(c)–(f), 24, 25): it
should document remediation without becoming a searchable criminal dossier about the claimant.
Access should therefore be tiered, with an intelligible summary available to the individual and
confidential technical material available to a regulator or court where necessary (Dun & Bradstreet
Austria, 2025, paras. 72–76).

Tracing relies on proportionately obtainable evidence, including logs, memory records, API transactions,
recipient registers and decision files. Article 19’s impossibility and disproportionate-effort exception
provides an analogy for the outer limit, while GDPR accuracy, accountability and design duties inform the
proposed stopping rule (GDPR, 2016, arts. 5(1)(d), 19, 24, 25 and recitals 39, 66). A node is reasonably
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identifiable where a documented or technically plausible pathway exists, the actor controls the relevant
operation or can obtain information through enforceable arrangements, evidence is proportionately
obtainable, and the node retains material capacity to harm. Tracing may cease where further inquiry is
objectively impossible or disproportionate considering severity, continuing risk and expected remedial
value. The actor must document the steps attempted, reasons for stopping and residual risks. This is an
interpretive synthesis, not a claim that Article 19 creates a general propagation-tracing obligation.

Table 1 defines the principal thresholds used to trigger, bound and close propagation-aware rectification.
References in this framework to an actor “bearing the burden” concern a proposed evidential burden of
production when that actor invokes remedial closure; they do not purport to alter the formal burden of
proof prescribed by applicable procedural law.
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Table 1
Thresholds for Propagation-Aware Rectification

Concept Working definition and principal
factors

Burden and brief example

Credible notice A request identifying the person, the
disputed meaning-bearing
proposition, the relevant service or
workflow, and a prima facie basis for
inaccuracy using evidence
reasonably available to the claimant.

The claimant bears the initial burden
of establishing a prima facie basis for
falsity using evidence reasonably
available to them. An official record
contradicting an invented conviction
will ordinarily satisfy that threshold,
while a bare assertion may not.

Plausible
propagation
pathway

A technically or organisationally
credible route by which the
proposition could have moved from
a known output into memory,
retrieval, disclosure, a record, API
output, or a decision.

The claimant shows a credible link; the
actor controlling the relevant non-
public processing evidence should
explain the pathway within its
responsibility. A matching risk field
created after the relevant output may
be sufficient to trigger inquiry.

Reasonably
identifiable node

A node locatable through
proportionately obtainable logs,
versions, transaction records, data-
flow documentation, recipient
information, processor assistance,
or workflow knowledge.

Under the proposed framework, the
actor seeking closure should identify
the nodes examined and explain the
basis for excluding other plausible
nodes from further inquiry. A known
enterprise recipient is ordinarily
identifiable; an unknown internet
reader ordinarily is not.

Material reliance Use of the false proposition with a
realistic capacity to influence
reasoning, procedural treatment,
recommendation, or outcome;
certainty of a different result is
unnecessary.

Under the proposed framework, once a
credible reliance link is shown, the
actor responsible for the relevant
decision process should investigate
the extent of reliance. A criminal-risk
flag used in screening is material; an
unread attachment may not be.

Disproportionate
effort

Tracing or communication whose
cost, intrusion, or technical burden
is excessive relative to severity,
continuing risk, likelihood of finding
a useful node, and available
alternatives.

Under the proposed framework, the
actor invoking disproportionate effort
should document the methods
considered, the steps attempted, the
reasons further inquiry would be
excessive, and any less burdensome
alternatives. High-severity employment
screening ordinarily justifies greater
remedial effort than an ephemeral low-
risk chat error.
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Concept Working definition and principal
factors

Burden and brief example

Material
recurrence

Reproduction or reintroduction of a
materially equivalent false
proposition during ordinary,
foreseeable use after correction,
through paraphrase, another node or
a later version.

Under the proposed framework, the
actor relying on closure should
conduct recurrence testing
proportionate to the identified risk and
the technical pathways reasonably
implicated by the case. Reappearance
across routine fresh sessions is
stronger evidence of material
recurrence than a single remote
adversarial prompt.

Reasonable and
demonstrable
assurance

Documented evidence that relevant
nodes within the actor’s
responsibility were corrected,
applicable recipient-communication
duties were fulfilled, materially
affected decisions were
investigated, proportionate
recurrence testing was completed,
and residual risks and limitations
were explained.

Under the proposed framework, the
actor seeking closure bears the burden
of demonstrating that the conditions
for reasonable and demonstrable
assurance have been satisfied.
Assurance does not require proof of
deletion from every model parameter
or a guarantee against recurrence in
every future system.

Source

Authors’ synthesis from GDPR Articles 5, 16, 19, 24 and 25; relevant CJEU case law; EDPB guidance; and the
interdisciplinary technical literature cited in Sections 4.3–4.4.

5.3 Recipients, decisions and reparation
Article 19 requires the controller to communicate rectification, erasure or restriction to each recipient to
whom the personal data have been disclosed, unless this proves impossible or involves disproportionate
effort (GDPR, 2016, art. 19). Where personal data have been or will be disclosed, Article 15(1)(c), as
interpreted in RW v Österreichische Post, generally entitles the data subject to the actual identity of the
recipients, unless identification is impossible or the access request is manifestly unfounded or excessive
(RW v Österreichische Post, 2023, paras. 43, 46, 48–51). Under the proposed framework, such
communication should identify the proposition, state that it was verified as false, request appropriate
correction or restriction, and preserve evidence of the communication and any acknowledgement
received. The originating provider is not required to control the recipient’s independent system, but it
must perform any applicable communication duty and, where required by law, cooperate with
supervisory authorities.

Correcting data does not automatically repair an adverse decision already made. A material-reliance
review should ask whether the proposition entered the decision, what weight it received, whether a
human reviewer had real authority and access to contrary evidence, and whether the outcome could
realistically have differed. Counterfactual analysis may help identify influential data and show how
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changes could alter an outcome (Wachter et al., 2018). Whether a final decision must be reopened
depends on the applicable legal regime; counterfactual analysis does not itself establish such a duty.
Research on human oversight of government algorithms warns that nominal or ‘rubber-stamp’ human
involvement may provide only superficial protection rather than meaningful review (Green, 2022), while
work on human judgment in algorithmic loops distinguishes genuine discretion from formal sign-off
(Binns, 2022). Where applicable law permits or requires, the institution should recalculate an
intermediate score, reconsider a recommendation or reopen the final decision. If reopening is
unavailable, the institution should pursue available lawful alternatives proportionate to the harm, which
may include prospective correction, explanation, independent review and compensation where legally
available.

Compensation addresses completed harm but does not replace cessation. CJEU case law requires proof
of damage and causation but rejects an autonomous seriousness threshold (Österreichische Post, 2023,
paras. 32, 42, 50–51), recognises that a well-founded fear of future misuse may constitute non-material
damage (Natsionalna agentsia za prihodite, 2023, paras. 79–86), and permits minimal compensation
where the proven damage is not serious, provided that the award fully compensates the damage
suffered (Scalable Capital, 2024, paras. 23–24, 43–46). An effective remedial package may therefore
combine correction, decision review, declaratory relief and monetary reparation.

Table 2 calibrates the required inquiry and remedial response according to the degree of material
reliance on the false proposition.
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Table 2
Material Reliance and Proportionate Remedial Responses

Reliance situation Required inquiry Proportionate remedial response

False data was
present but not used

Verify that the proposition did
not enter reasoning,
recommendation, procedural
treatment, or outcome.

Correct or restrict the data and document
non-reliance; renewed review of the
decision is ordinarily unnecessary.

False data affected
procedure but not the
final outcome

Determine whether it
changed scrutiny, delay,
burden, explanation, or the
opportunity to participate.

Correct the record, repair the affected
procedure where feasible, and provide a
revised explanation.

False data materially
affected a
recommendation or
intermediate score

Assess assigned weight,
causal proximity, and
downstream reliance.

Recalculate or reassess the
recommendation and, where an
applicable recipient-communication duty
attaches, communicate the correction to
the relevant recipient.

False data materially
influenced a final
decision

Determine whether the result
or treatment could
realistically have differed
without the false proposition.

Reopen, repeat, or reconsider where
applicable law permits or requires;
preserve access to supervisory or judicial
review where such review is available.

A human allegedly
verified the
automated result

Examine the reviewer’s
authority and competence,
access to contrary evidence,
available time and freedom to
depart from the automated
result.

Where the purported human review was
merely nominal, the proposed framework
treats it as insufficient to establish
meaningful independent scrutiny; a fresh
reassessment should be undertaken
where applicable law or the relevant
remedial process permits or requires.

Renewed review of
the decision is legally
or practically
unavailable

Identify why renewed review
is unavailable and whether
another measure can
mitigate continuing or
completed harm.

Use available lawful alternatives
proportionate to the harm, which may
include a correction notice, prospective
exclusion, independent review,
explanation, compensation where legally
available, or another appropriate remedy.

Source: Authors’ synthesis from GDPR Articles 16, 19, 22 and 82; SCHUFA; Dun & Bradstreet Austria
(2025); compensation jurisprudence; and peer-reviewed scholarship on meaningful human oversight.

5.4 Recurrence testing and reasoned closure
Recurrence may be semantic, where a paraphrase reproduces the false proposition, or cascading, where
an uncorrected node reintroduces it. Proportionate testing should cover relevant name variants, fresh
sessions, memory, retrieval, tool calls and material system updates where technically applicable.
Interventions must also preserve accurate information about genuine proceedings, acquittals and public
controversy. Model-editing research demonstrates the importance of paraphrase, locality and multi-hop
validation (Meng et al., 2022; Zhong et al., 2023). Retrieval requires separate testing where it presents a
plausible recurrence pathway (Mallen et al., 2023). Reappearance may justify further inquiry but does not
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independently identify its cause. Where feasible, provenance records, retrieval traces and logs should
support attribution of recurrence to particular processing nodes.

Table 3 consolidates the five-stage post-notice rectification test and distinguishes express legal duties,
interpretive applications and proposed evidentiary safeguards.

Table 3
Five-Stage Post-Notice Rectification Test

Stage Required inquiry and action Human-rights function, record and
legal character

Notice and
containment

Identify the person, proposition, workflow,
prima facie contradiction and continuing
risk; preserve evidence and use a narrowly
tailored interim restriction where justified.

Access and cessation. Express
legal duties, supplemented by
interpretive interim containment.

Determination
and mapping

Determine accuracy and identify
reasonably identifiable nodes at which the
proposition was stored, transmitted,
transformed or materially used.

Reasoned finding and bounded
map. Interpretive application of
accuracy, rectification,
accountability and design duties.

Allocation and
correction

Assign each node to the responsible actor
and implement node-specific correction,
restriction, or processor assistance.

Actor-node allocation and action
record. Express duties are
allocated by operation;
coordination safeguards are partly
proposed.

Recipients and
decisions

Fulfil applicable recipient-communication
duties and investigate whether the false
data materially affected an assessment
or outcome.

Article 19 communication and
reliance assessment. Decision
consequences depend on Article
22 and applicable law.

Testing and
closure

Test semantic, cascading and temporal
recurrence; explain remedial reach, limits,
residual risk and the route to renewed
review where available under applicable
law.

Implementation and non-
recurrence. Correction provenance
and dated tests are proposed
evidentiary safeguards.

Source: Authors’ synthesis of the five remedial functions outlined in Section 3.2, together with the
international, regional and domestic legal authorities cited across Sections 3–5.

A reasoned closure decision should contain a minimum evidentiary package: the verified inaccuracy; a
bounded map of nodes examined; an action log recording correction or restriction; applicable recipient-
notification records; any material-reliance or decision review; dated recurrence tests identifying the
system versions covered; and a residual-risk statement with the route to renewed review where available
under applicable law. This package is not proposed as a freestanding right. It is the evidence by which an
actor invoking closure can demonstrate that the relevant legal duties and proposed safeguards were
actually implemented. Closure should not be treated as adequately demonstrated where a material,
reasonably identifiable node remains unexamined without sufficient justification, and it should remain
subject, where available, to independent supervisory or judicial review.
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Remedial closure is therefore time- and version-bounded rather than a permanent certification of the
system. A material change to the model, retrieval source, memory architecture or downstream workflow,
or credible evidence of renewed material recurrence, may justify reopening the inquiry even though
closure was reasonably established on the earlier evidential record.

6. Application, proportionality and limits

6.1 Applying the standard to the Holmen scenario
The Holmen complaint provides the factual starting point (Noyb, 2025), while the six-node chain remains
an illustrative scenario rather than a reconstruction of the provider’s architecture. The disputed
proposition alleged that Holmen had been convicted of killing two children, attempting to kill a third and
receiving a twenty-one-year sentence. Under the proposed framework, credible evidence of falsity should
trigger evidence preservation and a reasoned accuracy determination. If fabrication is confirmed and a
credible memory or retrieval pathway could regenerate the allegation, output blocking alone is
insufficient. Technical research supports this concern because factual editing may fail across multi-hop
reasoning, while erroneous agent-memory records can influence later outputs (Zhong et al., 2023; Xiong
et al., 2026).

The originating provider’s inquiry should cover the generated output and, where technically relevant and
reasonably identifiable, service-side memory, retrieval components, relevant logs and identifiable API
disclosures within its responsibility. For each such node, it should record whether the proposition was
present, the corrective action, verification method and resulting status. If enterprise recipients received
the proposition, Article 19 requires the relevant controller to communicate rectification unless this
proves impossible or involves disproportionate effort (GDPR, 2016, art. 19). A recipient that creates its
own criminal-risk field or separate decision may independently be controller for that processing and bear
the duties applicable to it. Where relevant technical information contains protected third-party data or
trade secrets, that information may require disclosure to the competent supervisory authority or court for
independent balancing and review (Dun & Bradstreet Austria, 2025, paras. 67–76). Unresolved technical
limitations should be documented where appropriate (NIST, 2023). Table 4 translates the six-node
scenario into an illustrative correction-provenance record for each responsible operation.

Applied to the Holmen scenario, the framework would not support remedial closure where a reasonably
identifiable and materially relevant processing node remains unexamined without adequate justification.
Closure could instead be established through documented, proportionate corrective measures within
each responsible actor’s legal and operational authority, together with appropriate verification and an
explanation of residual risks. This conclusion does not require proof that recurrence is impossible.
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Table 4
Illustrative Six-Node Correction-Provenance Record

Node and responsible
operation

Node-specific response Evidence and closure status

Generated output:
originating provider

Correct or suppress the reported
answer and preserve the incident
record.

Corrected output, incident
identifier and dated
implementation log.

Service-side memory:
originating provider

Invalidate or amend the memory
item and prevent routine retrieval
of the fabricated proposition.

Memory event record and fresh-
session tests; status: corrected or
residual risk explained.

Retrieval index: actor
responsible for the
retrieval or indexing
operation

Correct, qualify or exclude the
source or indexed entry
responsible for the false status.

Index update, retrieval trace and
tests using ordinary variants of
the person’s name.

API disclosure:
originating provider;
known recipient
assessed separately for
its own processing

Communicate rectification under
applicable recipient-notification
duty and preserve delivery
evidence.

Recipient identity, notice date and
a status such as sent, received,
matched or failed.

Downstream risk field:
downstream controller

Remove or qualify the criminal-risk
field and identify uses of the field in
screening or assessment.

Database audit, corrected field
and documented reliance
investigation.

Consequential decision:
decision controller

Reassess or reopen where
applicable law permits or requires;
otherwise pursue available lawful
alternatives proportionate to the
harm where the false proposition
materially influenced treatment.

Revised decision or a reasoned
determination that renewed
review is unavailable, with access
to supervisory or judicial review
preserved where available under
applicable law.

Source

Authors’ application of the propagation-aware rectification framework to the six-node scenario, informed by
the factual parameters of the March 2025 Noyb complaint against OpenAI.

6.2 Institutional pathway and independent verification
An effective institutional pathway begins with an accessible complaint channel and competent human
review. The UNGPs and AI Convention support grievance procedures capable of practical relief (OHCHR,
2011, principles 29, 31; Council of Europe, 2024, arts. 14–15). Internal audits can support accountability
and evidence preservation but do not replace independent review where required (Raji et al., 2020;
Wieringa, 2020).

Regulators should have graduated powers: urgent restriction and evidence-preservation orders for
immediate high-risk harm; binding rectification, recipient-notification and audit orders after investigation;
and proportionate penalties for obstruction or repeated non-compliance. Courts should be able, within
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the powers available under applicable law, to examine confidential architecture evidence, order
correction or reassessment, award compensation where appropriate, and preserve access to renewed
review if the false allegation reappears.

6.3 Freedom of expression and abuse prevention
Where ECHR Article 10 is engaged, propagation-aware rectification must respect freedom of expression.
The framework targets verified false criminal-status allegations, not opinion, satire, public-interest
reporting or accurate criminal history. Thomaidis v Greece confirms that Article 10 does not immunise
irresponsible dissemination of confidential investigative material where domestic courts conduct a
Convention-compliant balance (Thomaidis v Greece, 2024, paras. 27, 30, 35–38). Węgrzynowski
cautions against rewriting history through wholesale removal of archived publications and recognises
contextual qualification, such as adding a reference to later judgments, as a potentially less restrictive
response (Węgrzynowski and Smolczewski v Poland, 2013, paras. 59, 65–68).

Procedural safeguards should include proportionate identity verification, identification of the disputed
proposition, evidence of falsity, preservation of accurate public-interest material and measures against
demonstrably fraudulent requests. GDPR Article 10 raises a separate doctrinal question. GC and Others v
CNIL treats search results linked to reports of criminal proceedings as data relating to offences and
convictions, and Darashev confirms that data recording a person’s status as a suspect may fall within
Article 10 even where commission of the suspected offence was not established (GC and Others v CNIL,
2019, paras. 72–73; Darashev, 2026, para. 106). Whether an entirely invented conviction falls within
Article 10 remains open, but that uncertainty does not remove the general duties of accuracy and
rectification (GDPR, 2016, arts. 5(1)(d), 16).

6.4 Limitations
The framework has four principal limits. First, proprietary architectures differ, so the six-node model
cannot represent every deployment. Secondly, the analysis lacks confidential logs and unredacted
complaint files and does not establish what occurred inside any particular provider. Thirdly, model-
correction and unlearning evaluation remains unsettled: automated-correction research still lacks
comprehensive quantitative evaluation and may show limited generalisation, while unlearning can fail
under indirect or rephrased queries (Pan et al., 2024; Maini et al., 2024; Thaker et al., 2025). Fourthly, the
scenario cannot quantify compliance costs or cross-border enforcement burdens. The study therefore
tests the internal legal and technical coherence of a doctrinally grounded normative standard; it does not
claim empirical validation of operational effectiveness, comparative cost or scalability.

The proposal is also deliberately narrow. It applies most strongly to verified, high-severity fabricated
criminal allegations where the information is sensitive, a credible propagation or reliance pathway exists,
downstream reliance is foreseeable, and the evidence of falsity is strong. It does not impose a zero-error
duty for every trivial hallucination. Further research should test the framework against regulatory case
files, actual data-flow documentation and recurrence results across system versions and provider sizes.
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7. Discussion

7.1 Remedial closure as the missing legal object
The framework provides a bounded test of remedial closure integrating propagation, actor-specific
responsibility, node-specific intervention, evidentiary verification and a stopping rule. Its doctrinal and
conceptual contribution is to define the endpoint of remediation, allocate evidential production under
information asymmetry and make closure inspectable by supervisory or judicial bodies where applicable
law provides review.

The framework also distinguishes three forms of completeness. Doctrinal completeness means that the
responsible actor has satisfied the legal duties applicable to its processing operations. Evidentiary
completeness means that it can demonstrate, through a bounded node map, action records and
proportionate testing, why closure is justified. Absolute technical completeness would require
elimination of the false proposition from every conceivable system and future pathway. Remedial
closure requires the first two, supported by proportionate technical validation within the actor’s authority;
it does not require absolute technical completeness. This distinction allows documented residual risk to
coexist with closure without reducing closure to a provider’s unsupported assertion, and it explains why
the framework rejects both output-only correction and strict chain-wide liability.

Although developed for fabricated criminal allegations, the framework may inform analysis of other
verified, high-severity inaccuracies, such as false professional disqualifications or fabricated financial
misconduct. Transfer is not automatic: legal basis, data sensitivity, suppression risks and remedial
intensity must be reassessed in each domain. The claim is functional generalisability of the analytical
questions, not automatic portability of resulting obligations.

7.2 Cross-border propagation and jurisdictional limits
Cross-border propagation exposes the limits of any single legal order. A false proposition may move
from one provider through an API to an enterprise in another jurisdiction and then into a separate
decision system. The framework does not assume universal territorial reach or chain-wide technical
closure. Under EU law, Article 3 GDPR determines the Regulation’s territorial scope, while Articles 44–49
govern transfers of personal data to third countries and international organisations; Article 19 may
additionally require recipient communication without making the originating controller responsible for
independent downstream processing (GDPR, 2016, arts. 3, 19, 44–49). The PIPL likewise contains
specified extraterritorial rules (PIPL, 2021, art. 3). An originator may therefore reach doctrinal and
evidentiary closure within its legally and operationally reachable domain even though residual risk
persists at a foreign independent recipient. That conclusion requires completion of applicable
notification duties, documentation of the inaccessible or independent node, and use of available
supervisory or judicial cooperation where required; it is actor-level remedial closure, not a representation
that every downstream manifestation has disappeared.
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8. Conclusion
An AI-fabricated criminal allegation can become an infrastructural criminal identity when it persists
beyond the visible output and enters records, risk classifications or consequential decisions. Output-only
suppression may therefore be formally available yet practically ineffective. Human-rights law supplies
principles of cessation and effective redress; business-and-human-rights standards support accessible
grievance and cooperation in remediation; and data-protection law supplies operational duties
concerning accuracy, access, rectification, recipient communication, accountability and, where legal
conditions are met, compensation. The central problem is completion: when may a responsible actor,
regulator or court justifiably conclude that the remedy has worked?

Propagation-aware rectification supplies a bounded answer: accessible challenge and reasoned
determination, cessation at reasonably identifiable nodes, correction of inaccurate records,
reassessment of materially affected decisions where applicable law permits or requires, verifiable
implementation and proportionate non-recurrence testing. Responsibility is assigned by processing
operation. The claimant identifies the disputed proposition, establishes prima facie falsity and shows a
plausible service connection; the actor controlling relevant non-public evidence explains the scope and
outcome of its inquiry.

The standard rejects universal erasure from every possible model, indefinite tracing of hypothetical
dissemination and strict liability for independent downstream actors. Closure instead requires
reasonable, demonstrable assurance that each responsible actor has corrected or contained the verified
false allegation across reasonably identifiable, materially relevant nodes within its authority, addressed
applicable downstream effects and documented residual risks. Where that conclusion is supported by
an inspectable correction-provenance record and remains subject, where available, to independent
supervisory or judicial review, rectification may be treated as legally complete.
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Figure 1

Propagation-aware rectification model.

Schematic representation of the movement of a false criminal allegation through six remedially relevant
nodes: generated output, service-side memory, retrieval index, API disclosure, downstream risk field and
consequential decision. The figure distinguishes output correction, proposition-level rectification and
propagation-aware rectification. Responsibility boundaries are illustrative and remain operation-specific.

Supplementary Files

This is a list of supplementary files associated with this preprint. Click to download.

Tables.docx.docx

Page 32/32

https://assets-eu.researchsquare.com/files/rs-11036486/v1/274ec8b55cf98d06d78badf1.docx

