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Abstract

Background: Atrtificial intelligence is increasingly integrated into healthcare systems, yet limited
evidence describes how organizational conditions support its safe implementation and
governance. This study examined cybersecurity professionals’ perspectives on organizational
processes shaping artificial intelligence implementation and oversight in healthcare settings.
Methods: We conducted semi-structured interviews with 20 cybersecurity professionals working
in roles connected to healthcare systems, artificial intelligence, data infrastructure, or digital
security. Interviews were conducted by videoconference between May and August 2025, lasted
45 to 60 minutes, and were audio-recorded and transcribed verbatim. Two researchers
independently coded transcripts in Dedoose using qualitative content analysis and resolved
coding differences through discussion.

Results: Five interconnected domains shaped participants’ accounts: organizational readiness

for artificial intelligence adoption, training and knowledge translation, continuous monitoring and
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governance, resource constraints, and operational safety strategies. Participants described a
tension between the pace of technology adoption and the slower development of governance
capacity. Resource differences between organizations influenced access to cybersecurity
personnel, training, monitoring, and internal control over artificial intelligence systems.
Conclusions: From cybersecurity professionals’ perspectives, safe artificial intelligence
implementation depends on organizational capacity to integrate governance into routine
operations. Early cybersecurity involvement, sustained workforce learning, defined oversight
processes, and governance expectations calibrated to organizational resources may support
safer and more equitable implementation across healthcare settings.

Keywords: Atrtificial intelligence; Cybersecurity; Health information governance; Sociotechnical
systems; Organizational readiness

Background

Artificial intelligence, ranging from predictive clinical algorithms to generative large language
models (LLMs), is increasingly being used in healthcare settings to support how care is
delivered and how information is managed [1],[2]. Hospitals and clinics are increasingly
adopting artificial intelligence to support clinical decision-making and improve care delivery [3].
These technologies operate within complex digital systems that manage sensitive patient data
and clinical workflows [4]. As adoption increases, concerns about system safety and oversight
are intensifying [5]. Healthcare organizations must integrate new technologies into existing
systems while safeguarding patient information and care quality [6].

The organizational environment shapes how artificial intelligence functions in practice and how it
is experienced by users [7]. Implementation occurs within institutional conditions that shape how
technologies are introduced and sustained over time [8]. Leadership priorities determine
whether Al adoption is a coordinated effort or results in “Shadow Al” - the unsanctioned use of
Al tools by clinical staff without formal IT or security oversight [9]. Staff understanding influences

how systems are used in everyday work [10]. Organizational capacity determines whether risks
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can be identified and addressed as technologies evolve [7]. Governance practices shape
expectations for oversight and accountability [11]. These factors position the implementation of
artificial intelligence as an organizational process grounded in real-world healthcare operations
[12].

Cybersecurity professionals play a central role in this process by protecting health information
systems and managing technological risk [6]. Artificial intelligence expands the organizational
attack surface, introducing novel vulnerabilities such as adversarial data poisoning and
algorithmic bias, which necessitates the integration of cybersecurity expertise [13],[14].
Professionals who safeguard digital environments often play a key role in how systems are
introduced and managed [6],[13]. Their perspectives offer insight into how healthcare
organizations manage artificial intelligence in routine practice.

This study is guided by a sociotechnical organizational framework that conceptualizes artificial
intelligence implementation as shaped by three interacting domains: organizational context,
cybersecurity expertise, and governance processes [7],[15],[16]. Organizational context refers to
the institutional conditions within healthcare systems that influence how technologies are
introduced and sustained [10],[16]. Cybersecurity expertise represents professional knowledge
that informs how risks are interpreted and managed during implementation [6],[14]. Governance
processes reflect the organizational mechanisms through which artificial intelligence is
monitored and maintained over time [16]. The framework posits a bidirectional

relationship where organizational context shapes the engagement of cybersecurity expertise.
Cybersecurity expertise then influences governance processes that determine how artificial
intelligence functions in routine healthcare operations. This conceptualization frames health Al
implementation as an organizational process. It supports examination of factors that influence
their safe and sustainable adoption. This is consistent with sociotechnical research showing that
organizational conditions shape expertise engagement and governance [8],[15]. Figure 1

provides a visual representation of the conceptual framework for this study.
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This study examines cybersecurity professionals’ perspectives on organizational processes
shaping artificial intelligence implementation and governance in healthcare. The research
explores how participants understand the institutional conditions that shape integration and
oversight. By focusing on organizational experience, the study provides empirical insight to
support safe and sustainable artificial intelligence implementation.

Figure 1. Sociotechnical framework for health artificial intelligence implementation in healthcare
organizations

Methods

Study design

This qualitative descriptive study used semi-structured in-depth interviews to examine how
cybersecurity professionals describe organizational processes shaping artificial intelligence
implementation and governance in healthcare systems. The sociotechnical organizational
framework informed the study aim and interview topics while inductive coding allowed
categories to be developed from participants’ accounts [7, 15-17].

Research team and reflexivity

Interviews were conducted by the principal investigator (TEA), a female public health researcher
trained in qualitative health research and experienced in studying health systems and
organizational processes. The analytic team included a cybersecurity professional with
experience in healthcare technology environments. No researcher had a prior relationship with
participants. The interviewer maintained reflexive memos throughout data collection and
analysis to examine how disciplinary assumptions and professional perspectives shaped
questioning and interpretation.

Participants and recruitment

Eligible participants were cybersecurity professionals working in roles connected to healthcare
systems, artificial intelligence, data infrastructure, or digital security. Participants were recruited

through professional networks, LinkedIn outreach, and snowball sampling to reach specialized
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professionals who may not be accessible through healthcare-based recruitment channels.
Recruitment was purposive and non-random. The sample was intended to capture cybersecurity
perspectives relevant to healthcare technology; direct participation in a healthcare artificial
intelligence deployment or governance committee was not required. Recruitment and
preliminary analysis proceeded concurrently. Interviews continued until 20 participants had been
interviewed and further interviews were no longer adding substantively new categories relevant
to the focused study aim. This stopping decision reflected thematic sufficiency and information
power, not a claim of universal saturation [23, 24].

Ethics approval and consent to participate

The study was conducted in accordance with the ethical principles of the Declaration of Helsinki.
The study was approved by the Calvin University Institutional Review Board (IRB #25-002). All
participants provided written informed consent before participation.

Data collection

Data were collected between May and August 2025 using secure videoconferencing. Interviews
lasted approximately 45 to 60 minutes and were audio-recorded with permission, transcribed
verbatim, and de-identified. The semi-structured guide elicited participants’ current cybersecurity
roles, years and areas of experience, healthcare work or consulting experience, perceptions of
artificial intelligence in healthcare, data protection and trust, ethical and equity concerns, moral
or faith-informed perspectives, and recommendations for secure implementation. The
interviewer used follow-up probes to elicit examples and clarify how these processes operated
in healthcare environments. Field notes were completed after each interview. The interview
guide is provided as Additional file 1.

Participants also completed a brief demographic questionnaire. Variables included age, race or
ethnicity, education, geographic location, household income, and cybersecurity domain.
Demographic data were used descriptively and were not linked to quotations.

Data analysis
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Data were analyzed using inductive qualitative content analysis [18, 19]. Both coders first read
transcripts in full to become familiar with the dataset. They independently applied descriptive
codes to relevant excerpts and used constant comparison to examine similarities and
differences across interviews [20]. Dedoose version 10.0.35 was used to store de-identified
transcripts, apply and retrieve codes, compare coding, and organize analytic memos [21].
Coding differences were discussed until agreement was reached. Related codes were grouped
into higher-order categories and then refined into domains that explained recurring
organizational processes [22]. The sociotechnical framework was used during interpretation to
examine relationships among organizational context, cybersecurity expertise, and governance;
it did not supply a predetermined coding tree. Reflexive and analytic memos and an audit trail
documented coding decisions, category revisions, and the development of the final domains.
Rigor

Credibility was supported through independent coding, interdisciplinary analytic discussion,
constant comparison, reflexive memoing, and maintenance of an audit trail. The team examined
variation within categories, including accounts of organizations with established monitoring
processes and those in which governance followed technology adoption. Quotations were
selected to demonstrate the range and basis of each interpretation. Transferability was
supported through reporting participant characteristics and recruitment context.

Results

Twenty participants completed interviews. Most were 25 to 34 years old (65%), and 80%
identified as Black or African American. Seventy-five percent held a master’s or professional
degree, 55% lived in urban settings, and 45% reported household incomes of at least $100,000.
Participants represented network and infrastructure security, offensive and defensive security,
health informatics, data science and analytics, cloud and application security, artificial
intelligence and machine learning, data-center engineering, and generalist cybersecurity roles.

Table 1 presents participant characteristics. Years of cybersecurity experience, institution type,



157  and direct involvement in healthcare artificial intelligence implementation were not collected

158  systematically.

159 Table 1. Participant demographic and professional characteristics

Characteristic

Age

Race or ethnicity

Education

Geographic residence

Household income

Category

25-34

35-44

45-54

Black or African American

Asian

White

Other

Master’s or professional degree

Four-year degree

Doctorate

Urban

Suburban

$100,000 or more

$75,000-$99,999

$50,000-$74,999

n (%)

13 (65.0)

5 (25.0)

2 (10.0)

16 (80.0)

2 (10.0)

1 (5.0)

1 (5.0)

15 (75.0)

4 (20.0)

1(5.0)

11 (55.0)

9 (45.0)

9 (45.0)

1(5.0)

5 (25.0)
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Characteristic Category n (%)

$25,000-$49,999 3(15.0)
Less than $25,000 1 (5.0)
Prefer not to say 1(5.0)
Cybersecurity domain Network and infrastructure security 4 (20.0)
Offensive and defensive security 4 (20.0)
Health informatics 4 (20.0)
Data science and analytics 3 (15.0)
Cloud and application security 2 (10.0)
Generalist 1(5.0)

Artificial intelligence and machine
1(5.0)
learning

Data-center engineering 1(5.0)

Analysis identified five interconnected organizational domains: readiness for artificial intelligence
adoption, training and knowledge translation, continuous monitoring and governance, resource
constraints, and operational safety strategies. Across these domains, participants described a
recurring tension between rapid technology adoption and the slower development of
organizational capacity to govern it.

Organizational readiness emerged as a key factor shaping how artificial intelligence is adopted

in healthcare settings
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Participants consistently described healthcare organizations as variably prepared for Al
integration, with readiness shaped by existing infrastructure, leadership engagement, and data
management practices. One participant reflected on baseline preparedness:

“l think some organizations are ready in terms of having the systems in place, but a lot of them
are still trying to figure it out. They might have the tools, but they don’t necessarily have the
structure for how everything connects together.” (Participant #006)

Others emphasized that Al adoption often outpaces organizational planning. They noted that
security and governance considerations are frequently addressed only after systems are
already in use, creating avoidable vulnerabilities.

“A lot of times they bring in the technology first, and then later they start asking questions about
security and governance. It's backwards. You're supposed to build that foundation before you
start using these systems.” (Participant #014)

Several participants highlighted gaps in data infrastructure. They emphasized that fragmented
systems and dispersed data environments complicate governance and increase vulnerability
when Al is layered onto existing platforms. As one participant explained:

“Most hospitals have data everywhere. Different departments, different platforms, different
vendors. So, when Al comes in, it’s just added on top of all that. There isn’t always a centralized
way of managing it.” (Participant #009)

Preparedness was also linked to leadership priorities. Participants emphasized that decisions
about data integration, governance, and security reflect whether institutional leadership treats Al
as a strategic responsibility or a technical add on. According to one participant: “If leadership
doesn’t see cybersecurity as part of operations, then Al just becomes another project instead of
something that needs long term planning.” (Participant #018)

Participants noted that readiness extends beyond technology to organizational culture. They
emphasized that staff understanding, engagement, and shared expectations shape whether Al-

related processes are followed in practice.



193

194

195

196

197

198

199

200

201

202

203

204

205

206

207

208

209

210

211

212

213

214

215

216

217

“Some places are open to change and some are not. That really affects how Al gets
implemented, because if people don’t understand why it matters, they don’t follow the
processes.” (Participant #010)

Together, these accounts show readiness as an alignment problem. Technical infrastructure,
leadership priorities, and staff expectations had to develop together. When adoption preceded
that alignment, cybersecurity and governance became corrective activities after deployment.
Training and knowledge translation infrastructures were essential to safe Al use in healthcare
Participants consistently emphasized that implementing Al safely requires sustained efforts to
translate cybersecurity expertise into everyday organizational practice. Training was described
as continuous, relational, and adaptive rather than episodic. One participant explained:

“Oh, that, yeah, that’ll be sharing their experience, expertise and knowledge. You know, the
professionals are to share their experts and knowledge to people around... the more you share
their knowledge around, the more knowledge understanding about the structure that we have in
our environment. You could have seminars and outreaches also to help people. If the idea is
just to disseminate this idea as much as we can. This can also include community involvement,
volunteering, the likes. | think that’s it.” (Participant #015)

Another emphasized the need for repetition and reinforcement. They noted that one-time
training is insufficient for sustaining understanding and adherence as Al systems and
associated risks continue to evolve. As a participant mentioned,

“Yeah, that would be training and retraining. You cannot just do it once and expect people to
remember everything. Things change, systems change, and threats change, so you have to
keep coming back to it.” (Participant #015)

Several described their role as actively translating technical concepts for clinicians and
administrators. They emphasized that effective Al use depends on shared understanding rather

than technical expertise alone.

10
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“A big part of my job is explaining to staff what's happening behind the scenes. They don’t need
all the technical details, but they need to understand how their actions affect security. If they
don’t understand that, then the systems don’t work the way they’re supposed to.” (Participant
#004)

Others highlighted the importance of accessibility in communication. They emphasized that
security and Al guidance must be conveyed in ways that align with clinical workflows and time
constraints. As one participant explained:

“You have to break it down in simple terms. Doctors and nurses are busy. If you make it
complicated, they tune out. So we try to explain things in a way that makes sense to their day-
to-day work.” (Participant #012)

Training was also described as occurring through informal channels. Participants emphasized
peer-to-peer learning and everyday conversations as important sources of knowledge transfer:
“We do workshops, emails, short sessions, whatever works. Sometimes it’s just having
conversations in the hallway. It's not always formal, but it still matters.” (Participant #019)
Participants framed education as foundational to safe Al use. They emphasized its role in
supporting consistent and informed practice: “If people don’t understand how the systems work,
they won’t use them properly. And that creates risk. So training is really part of the
infrastructure.” (Participant #008)

These narratives position education as a translation mechanism between cybersecurity
requirements and clinical work. Formal instruction provided a common baseline, while repeated
and informal communication helped staff adapt guidance to changing systems and daily
workflows.

Continuous monitoring and governance workflows were described as essential to sustaining Al

safety over time

11
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Participants consistently described Al implementation as requiring ongoing oversight through
structured monitoring and governance processes. Security was framed as iterative work
embedded within organizational routines. One participant stated:

“Security isn’t something you set up and walk away from. You have to keep checking, testing,
updating. Al just makes that more important because the systems are always changing.”
(Participant #012)

Another described formal evaluation practices as a routine part of organizational operations:
“We do regular assessments, penetration testing, vulnerability scans. It's scheduled. It's part of
operations. That’s how we catch problems early.” (Participant #007)

Participants emphasized learning from incidents. They described documentation and review as
essential for refining systems and preventing repeated failures. According to one participant:
“When something goes wrong, we document it, review it, and adjust the system. That’s how you
improve over time. You don’t just fix it and forget it.” (Participant #016)

Several highlighted the importance of clear escalation pathways. They emphasized that defined
roles and response timelines support timely and coordinated action when Al-related issues
arise. As one participant explained: “There has to be a process for escalation. Who gets
notified, who makes decisions, how fast you respond. That has to be clear before anything
happens.” (Participant #12)

Monitoring was directly linked to clinical continuity. Participants emphasized that early detection
of system issues helps prevent disruptions that could affect patient care:

“If a system goes down, patient care is affected. So we’re constantly watching for issues before
they become major problems. That’s just part of the job.” (Participant #003)

Participants also described governance as collaborative. They emphasized that shared
responsibility across security, compliance, IT, and clinical leadership supports coordinated

responses to Al-related issues. As one participant explained:

12
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“It's not just security watching things. Compliance is involved, IT is involved, sometimes clinical
leadership too. Everyone has a role when something comes up.” (Participant #018)

These accounts show that monitoring depended on routinized organizational relationships, not
surveillance tools alone. Scheduled testing, incident learning, escalation pathways, and cross-
departmental authority enabled organizations to detect problems and act on them before clinical
disruption intensified.

Resource constraints and institutional inequities shaped how Al safety was enacted across
healthcare settings

Participants described resource availability as a central factor shaping how Al governance is
implemented across healthcare settings, noting stark disparities between organizations. One
participant explained how institutional size and financial stability shape cybersecurity capacity.
They noted that this results in uneven levels of protection across healthcare settings. “Big
hospitals can afford security teams. Smaller clinics can’t. They're just trying to keep the doors
open. So the level of protection ends up being very different.” (Participant #006)

Staffing limitations were frequently raised. Participants noted that insufficient personnel weaken
organizations’ ability to manage Al safely: “Sometimes there’s one IT person doing everything.
There’s no way they can manage Al security on top of everything else they already have to do.”
(Participant #011)

Budget constraints further restricted implementation. Participants emphasized that financial
limitations shape which security measures and training efforts organizations can realistically
sustain. As one participant explained: “Security tools cost money. Training costs money. Not
every organization has that kind of budget, even if they want to do things the right way.”
(Participant #017)

Participants also noted uneven access to technical expertise across healthcare settings. They
emphasized that reliance on external managed security service vendors can limit organizational

control over Al systems and constrain internal governance capacity. As one patrticipant
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explained: “Some places have specialists. Others rely completely on vendors. That changes
how much control they really have over their own systems.” (Participant #020)

These disparities were described as translating directly into unequal levels of patient protection.
Participants emphasized that differences in expertise and oversight shape the degree of
security patients experience across care settings. “You end up with very different levels of
security depending on where people receive care. That's just the reality.” (Participant #005)
Participants emphasized that such inequities shape organizational capacity to sustain Al
governance over time.

Practical strategies for operationalizing Al Safety

Participants described concrete practices used to reduce risk and support sustainable Al
integration. They emphasized anticipatory design and layered protections as foundational to Al
safety. One participant described foundational safeguards: “You start with data protection.
Encryption, access controls, separating identifiers. That's the base. If you don’t get that right,
everything else becomes harder.” (Participant #015)

Early involvement of cybersecurity teams was described as critical for shaping safer
implementation pathways. Participants emphasized that security considerations must inform
system design rather than be retrofitted after deployment. Another participant noted: “We try to
be part of the conversation from the beginning, not after the system is already live. That makes
a big difference.” (Participant #014)

Participants also described designing systems with failure in mind. They framed resilience as a
planning principle rather than an exceptional response. As one participant put it: “You assume
something will eventually fail, so you design systems to limit the impact. That’s just how you
have to think.” (Participant #009)

Collaboration across organizational roles was viewed as essential for operationalizing Al safety.

Participants emphasized shared responsibility across departments. One participant described

14
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this collaborative approach: “It's not just IT. You need compliance, clinical leadership,
administration. Everyone has a role in making sure things work.” (Participant #018)
Preparedness for disruption was described as a normal condition of healthcare technology
environments. Participants framed planning for failure as an expected component of responsible
Al governance. Another participant reflected: “You plan for downtime. You plan for breaches.
That’s just reality in healthcare technology.” (Participant #003)

These accounts illustrate a pragmatic safety orientation centered on anticipation, containment,
and recovery. Early cybersecurity involvement connected governance to system design, while
layered protections and downtime planning treated failure as an operational possibility requiring
advance preparation. These five interconnected organizational domains and their relationships
are summarized in Figure 2.

Figure 2. Organizational processes shaping health artificial intelligence implementation and
governance

Discussion

This study examined cybersecurity professionals’ perspectives on organizational processes
shaping artificial intelligence implementation and governance in healthcare. Five interconnected
domains described how readiness, workforce learning, monitoring, resources, and operational
safeguards function together. The central contribution is an organizational capacity gradient:
participants described how the same governance expectations can produce different levels of
protection when healthcare organizations differ in staffing, expertise, infrastructure, and control
over vendors. This finding extends sociotechnical accounts of implementation by showing how
cybersecurity work connects organizational conditions to the routine enactment of governance
[7-10, 15-17].

Organizational readiness emerged as a central condition shaping implementation. Participants
described readiness as coordination among infrastructure, leadership, data management, and

organizational culture. This finding is consistent with evidence that context and leadership
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influence digital health adoption [9, 26, 44]. It also adds an important temporal tension:
participants reported that artificial intelligence was sometimes introduced before security and
governance structures were established. In these circumstances, cybersecurity work became
reactive, limiting the organization’s ability to shape system selection and design before
deployment.

Training and knowledge translation were identified as mechanisms through which governance
reached routine practice. Participants described cybersecurity professionals as translating
technical requirements into language compatible with clinical workflows. This boundary-
spanning function helps explain why written policies or one-time instruction may be insufficient.
Safe use depended on repeated formal and informal communication that connected evolving
threats with staff actions [30, 32, 33].

Continuous monitoring and governance were described as organizational learning processes.
Testing, incident documentation, escalation, and cross-departmental review enabled institutions
to revise practices as technologies and threats changed. This interpretation is consistent with
health information governance and patient-safety research emphasizing continuous oversight
and clear accountability [34-36]. The findings further indicate that monitoring has limited value
when organizations lack authority, personnel, or workflows for responding to what monitoring
reveals.

Resource constraints shaped whether governance expectations could be enacted. Participants
contrasted organizations with specialized security teams and smaller settings in which one staff
member managed multiple technology functions. Existing research documents uneven
cybersecurity capacity across healthcare systems [13, 37-39]. The present findings connect this
variation to equity in digital safety: patients may encounter different levels of protection
depending on the resources and expertise available where they receive care.

Participants emphasized early cybersecurity involvement, layered safeguards, and planning for

disruption. These practices align with responsible artificial intelligence and resilience
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frameworks [40-43, 47, 48]. Their accounts suggest that multidisciplinary collaboration is most
useful when cybersecurity professionals have influence before procurement and deployment,
not only responsibility for responding after a problem occurs.

Implications

Healthcare organizations should assess cybersecurity staffing, data architecture, workforce
learning, escalation authority, and vendor oversight before artificial intelligence deployment.
Governance requirements should specify who can pause or modify a system when risks emerge
and how lessons from incidents will alter practice. Policymakers and health-system leaders
should also account for differences in institutional capacity. Uniform expectations without
implementation support may widen differences between well-resourced organizations and
smaller settings.

Cybersecurity professionals can contribute to institutional trust by connecting data protection
commitments with observable organizational practices. Their early involvement may strengthen
accountability for system selection, monitoring, and incident response. Trustworthy
implementation therefore depends on sustained investment in the organizational conditions
through which governance is carried out [43, 46, 47, 49].

Limitations

Several limitations warrant consideration. The study captured cybersecurity professionals’
perspectives and did not include patients, clinicians, executives, vendors, or regulators.
Recruitment through professional networks, LinkedIn, and snowball sampling was non-random,
and the sample was demographically concentrated, with 80% identifying as Black or African
American and 65% aged 25 to 34 years. Years of experience, institution type, country of
employment, healthcare-specific responsibilities, and direct involvement in artificial intelligence
implementation were not collected systematically. We therefore could not compare findings by
professional experience or organizational setting, and participants’ eligibility should not be

interpreted as evidence that every participant had deployed an artificial intelligence system in a
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healthcare organization. Demographic data were not linked to quotations, which also precluded
subgroup analysis. The findings represent professional perspectives and may not transfer to all
healthcare systems. The focused sample and interview depth supported thematic sufficiency for
the study aim, but the study does not claim saturation across cybersecurity or healthcare
contexts. Future research should compare governance processes across organizational types
and include stakeholders directly involved in specific artificial intelligence implementations.
Conclusions

Cybersecurity professionals described safe artificial intelligence implementation as an
organizational capacity issue. Governance became actionable when leadership, workforce
learning, monitoring, resources, and operational safeguards were coordinated. Differences in
staffing and expertise may create unequal capacity to protect patients across healthcare
settings. Healthcare organizations should involve cybersecurity professionals early and build
governance processes that can detect, interpret, and respond to risks throughout the technology
lifecycle.
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