Run #1
Bob in role L1-Device

L1-Device -> Bob
UIDAI-SERVER -> Alice

Fresh DPID#1, Unique-Device-Code#1, CIk#1, timestamp1#1, Device-Serial-Number#1, FIR#1, modelID#1, DeviceCode#1, AadharNumber#1, NO#1

Initial intruder knowledge
The intruder generates: Noncelntruder2

Var timestamp?2 -> timestamp2#3
Var AuthRes -> AuthRes#3
Var CA -> CA#2

!

send 0 to Alice
NO#1

Run #2
Alice in role UIDAI-SERVER

L1-Device -> Charlie
UIDAI-SERVER -> Alice

Fresh CA#2, AuthRes#2, timestamp2#2
Var NO -> NO#1

recv_0 from Charlie
NO#1

!

send_1 to Charlie
{ CA#2,NO#1 }sk(Alice)

fake sender Charlie

Run #3
Alice in role UIDAI-SERVER

L1-Device -> Bob
UIDAI-SERVER -> Alice

Fresh CA#3, AuthRes#3, timestamp2#3

Var AadharNumber -> AadharNumber#1
Var DeviceCode -> DeviceCode#1

Var modellD -> modelID#1

Var FIR -> FIR#1

Var Device-Serial-Number -> Device-Serial-Number#1]
Var NO -> Noncelntruder2

Var timestamp1 -> timestamp1#1
Var CIk -> CIk#1

redirect to Bob

Y
recv_0 from Bob recv_1 from Alice
Noncelntruder2 { CA#2,NO#1 }sk(Alice)
send_1 to Bob send_2 to Alice

{ CA#3,Noncelntruder2 }sk(Alice) { base64(base64(base64({ SHA-256(FIR#1),timestamp1#1,DeviceCode#1,AadharNumber#1,modelID#1 }sk(Bob)),Device-Serial-Number#1,base64({ base64(Device-Serial-Number#1),timestamp1#1 }CIlk#1))) }pk(Bob)

¢ - —
recv_2 from Bob
{ base64(base64(base64({ SHA-256(FIR#1),timestamp1#1,DeviceCode#1,AadharNumber#1,modelID#1 }sk(Bob)),Device-Serial-Number#1,base64({ base64(Device-Serial-Number#1),timestamp1#1 }CIk#1))) }pk(Bob)

!

send_3 to Bob
{ AuthRes#3,SHA-256(FIR#1),timestamp1#1,timestamp2#3 }pk(Alice)

v
recv_3 from Alice
{ AuthRes#3,SHA-256(FIR#1),timestamp1#1,timestamp2#3 }pk(Alice)

claim_I8
Niagree

[Id 2] Protocol Aadhaar-L.1-Authentication, role L.1-Device, claim type Niagree



