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Abstract Many applications, including IoT mon-
itoring, verifiable stream analytics, and stateful
audit services, maintain a state that evolves through
a sequence of updates executed in an untrusted
environment. Because the executing party may differ
from the party that accepts the resulting state, an
untrusted prover may apply an invalid transition,
reuse an old state, or report an unreachable result, so
checking the reported value alone does not suffice. We
present an updatable verifiable computation scheme
for state-transition systems: starting from an authentic
running commitment, it certifies that the reported
state is reachable within a fixed transition bound
through some witness input sequence. The key idea
is a linearly updatable quadratic arithmetic program
family: each update reuses the previous proof and adds
only the polynomial terms introduced by newly visible
wires, so the prover avoids recursive proof composition
and never re-proves the accumulated computation from
scratch. On BN254, our scheme produces 160-byte
proofs, and verification costs only 3 pairings plus a
state-commitment increment check that scales with
the state width and is independent of the number of
steps. We evaluate sensor fusion, Hadamard products,
MiMC-style cube chains, and repeated-squaring chains
on a Raspberry Pi 5 edge gateway. For sensor fusion
with B = 1024, our per-step proving at the final step
is 2.6-2.7x faster than Grothl6 re-proving from a
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single common reference string generated once for the
maximum bound, and Grothl6’s cumulative cost is
1.9-2.0x ours. Against Nova’s compressed proof, ours
is about 72-78x smaller and verifies in 11.6-28.9 ms
rather than 238-251 ms.

Keywords incrementally verifiable computation -
verifiable computation - state-transition system - data
integrity

1 Introduction

Many applications maintain a state that evolves
through a sequence of updates, where each up-
date incorporates a fresh input into the previous
state. For example, in an Internet of Things (IoT)
monitoring [1, 2] or sensor-based manufacturing moni-
toring [3, 4], multiple measurements such as vibration,
temperature, current, and acoustic signals can be
fused into a running estimate of equipment condition,
which is updated as new measurement batches arrive.
In verifiable stream analytics, a service can update a
vector state through element-wise operations such as
the Hadamard product. In audit or ledger services, a
compact state can be advanced by a MiMC-style cube
permutation, while the arithmetic underlying verifiable
delay functions (VDFs) repeatedly applies squaring.
These examples differ in the application layer, but they
share the same form: a new state is computed from the
previous state and a transition input, and we call it a
state-transition system.

A state-transition system can have security issues
when such computations are outsourced or executed by
an untrusted server because the server may use invalid
transition inputs, reuse an old state, or replace the pre-
scribed update computation with a cheaper one. One
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might attach signatures or commitments to the out-
puts, but this is still insufficient. Such attestations au-
thenticate who produced or recorded a value, yet they
do not prove that the value was obtained by apply-
ing the prescribed transition to the previous accepted
state. They also do not rule out an invalid transition
history unless the transition computation is checked.
To address this issue, a verifier must be able to check
that the reported state is reachable from the genesis
state through some sequence that satisfies the fixed cir-
cuit. A naive method is replaying all transitions from
scratch, but it becomes increasingly expensive as the
transition history grows. The setting also imposes com-
pactness and latency requirements: the proof object
should remain small enough for resource-constrained
environments, and verification should be fast enough
for online integrity checks.

Verifiable computation (VC) [5] is a strong candi-
date to support this functionality. It enables outsourc-
ing computations to an untrusted party while retain-
ing the ability to efficiently verify correctness of the
result. Crucially, verifying the proof must be substan-
tially cheaper than evaluating the function directly, and
proof generation must be efficient. Among the resulting
SNARK constructions [6, 7, 8, 9, 10, 11], Grothl16 [6]
is widely regarded as the most efficient in proof size
and verification time, but it is designed to prove a sin-
gle computation at once: it does not extend to state-
transition systems, where the prover must re-prove the
entire accumulated computation at every step, impos-
ing a growing burden as transitions accumulate.

Incrementally verifiable computation (IVC) [12] ad-
dresses this by letting the prover incrementally extend
a proof: at each step it shows only that the previous
proof is valid and that the current state follows cor-
rectly from the previous one. As a result, the prover’s
per-step cost is independent of the total running time,
and the verifier needs only the latest proof.

Technical challenge Existing IVC approaches broadly
fall into two categories, and both create difficulties in
the setting above. The classical line relies on recursive
proof composition [13]. Expressing a SNARK verifier as
an arithmetic circuit requires pairing operations, which
translate to approximately 15,000 constraints [14]. This
overhead directly inflates the per-step proving cost,
making recursive composition a persistent bottleneck
for practical IVC deployment.

More recent folding-scheme-based approaches, such
as Nova [15], avoid recursive proof composition and pro-
vide efficient per-step proving. However, their native
fold-only proof has size O(|C) field elements and is not
succinctly verifiable on its own; an additional SNARK

compression step is required to obtain a succinct proof.
This compression step alone takes on the order of 7.6—
8.8 seconds in our measurements (Section 6), and the
resulting compressed proof still measures 11.5-12.5 KB
across the benchmarked configurations.

Neither approach simultaneously provides the
compact proofs, fast verification, and low update cost
needed by bandwidth-constrained and latency-sensitive
security applications. This brings us to the following
motivating question:

Can we construct a verifiable computation scheme
for state-transition computations that preserves
Grothl16-level proof compactness and verification speed
while avoiding the prover overhead of recursive proof
composition?

1.1 Our Contribution

This work presents a lightweight updatable verifiable
computation scheme for state-transition systems. The
construction is aimed at settings where a verifier must
check the integrity of an evolving state without replay-
ing the full transition history or handling large proof
objects. The target workloads include streaming sensor-
fusion updates, compact linear-algebra transitions, and
cryptographic state transitions.

We introduce a linearly updatable quadratic arith-
metic program (QAP) family for sequential circuit com-
positions. It gives a proof-update procedure that avoids
recursive proof composition. The resulting construction
has the following properties:

— Integrity for states and transitions: A proof
certifies that the reported state follows from some
sequence of witness inputs satisfying the prescribed
transition circuit.

— No recursive proof composition: Proof updates
are polynomial additions and encode no verifier cir-
cuit inside the next proving circuit.

— Compact, constant-size proofs and veri-
fication: A proof is 3Gy + 1Gs, the extra Gy
element being a running commitment to the
reported state, and verification is 3 pairings plus a
state-commitment increment check of O(|s;|) scalar
multiplications; both are independent of the step
count and of B.

To state these guarantees precisely, we formalize up-
datable verifiable computation (UVC) as a proof system
whose prover carries a proof and a local state across
steps and whose verifier carries a constant-size digest
of the accepted history. We state succinctness and
local updatability as requirements, and define perfect
completeness and updatable knowledge soundness. We
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further show that the restriction to an authentic record
is inherent rather than an artifact of the analysis: an
adversary free to choose the verifier state can shift the
running commitment by a public group operation and
have an unmodified honest proof accepted for a false
state. We prove perfect completeness and updatable
knowledge soundness in the algebraic group model,
relative to an authentic commitment. We evaluate
the scheme on representative workloads matching this
model: sensor fusion, Hadamard products, MiMC-
style cube-permutation chains, and repeated-squaring
chains. On BN254, the proof size is 160 bytes and
verification takes approximately 11.6-28.9ms across
the evaluated workloads. Compared with Nova’s
compressed proof, our proof is 72-78x smaller and
verification is substantially faster. On the sensor-fusion
workload with B = 1024, Grothl6’s cumulative
proving time is 2.0x ours at K = 8 and 1.9-2.0x
across K € {4,6,8}, and at the end of the window our
prover is 2.6-2.7x faster per step. Both comparisons
charge Grothl6 a single common reference string
(CRS) generated once for Cg, the same one-time-setup
structure our scheme uses.

1.2 Organization

The remainder of this paper is organized as follows.
Section 2 surveys related work, and Section 3 formalizes
the state-transition model, threat model, design goals,
and integrity workflow. Section 4 recalls the QAP back-
ground and then defines the linearly updatable QAP
family, and Section 5 builds the UVC syntax, secu-
rity notions, and construction on that family. Section 6
reports the benchmark evaluation, and Section 7 con-
cludes.

2 Related Work

2.1 SNARKSs and Incrementally Verifiable
Computation

QAP-based SNARKs Verifiable computation lets a
client cryptographically check outsourced computa-
tion. The practical QAP-based SNARK pipeline runs
from Pinocchio [16] through the highly optimized
Grothl6 scheme [0], still a common baseline for its
3-element proofs and constant-time verification, to
prover-efficiency gains such as Polymath [17].

QAP composition and dynamic SNARKs Gennaro et
al. [16] compose QAPs for functions sharing input and

output via the Chinese Remainder Theorem. We in-
stead exploit the sequential structure of bounded state
transitions, defining a family of QAPs that share one
modulus and whose newly visible polynomial terms add
linearly as the computation advances. Zhang et al. [1§]
propose Dynark, which updates a Grothl6 proof in
O(d) group operations when d witness elements change
within a fized circuit, at the cost of O(nlogn) per-
witness preprocessing, while retaining zero-knowledge.
This is complementary: Dynark targets witness updates
for a static circuit (e.g., model re-training), whereas we
target circuit extension from sequential composition,
sacrificing zero-knowledge for additive proof updates.

Recursive proof composition and folding schemes

IVC [12] lets a prover certify a long computation by
repeatedly proving one more transition together with
the validity of the previous proof. Classical realizations
use recursive proof composition [13, 19], which must
embed the previous proof’s verifier inside the next
circuit, adding a large constraint overhead for pairing-
based SNARKs. Folding schemes avoid encoding
this verifier circuit: Kothapalli et al. [15] fold two
R1CS instances into one via a random challenge, and
later works extend folding to customizable constraint
systems [20], non-uniform IVC [21], efficient on-chain
verification [22], and lattice-based post-quantum
settings [23] (surveyed in [24]). Folding supports
long or unbounded computations, but its proofs
are larger than a Grothl6 proof unless compressed
further, and Lee and Seo [25] show that the standard
rewinding-based knowledge-soundness argument for
such recursion holds only to logarithmic depth, though
they also show Nova itself remains sound to polynomial
depth under a strengthened model.

PCD and accumulation  schemes Proof-carrying
data [26] generalizes IVC to distributed computations,
and accumulation schemes [27] aggregate verification
obligations across complex proof systems. Our
construction takes a narrower path, targeting bounded
sequential state transitions and avoiding recursive
verification via the algebraic structure of linearly
updatable QAP extensions.

Table 1 compares this work with Grothl6, folding-
based IVC, and Dynark on trusted setup, proof size,
verification and prover cost, and whether the step count
is bounded.



H. Chung, H. Lee

Table 1 Comparison of our approach with Groth16, folding-scheme-based IVC, and Dynark. Here n denotes the number of
constraints per step, B the maximum transition bound, d the number of changed witness elements, and |C| the total circuit
size; MSM denotes multi-scalar multiplication. On BN254, our 3G1+1G2 proof is 160 bytes; a 2G1+1G2 proof is 128 bytes.

This work Grothl6 Folding IVC* Dynark
Trusted setup Yes Yes No Yes
Proof size 3G1+1G, 2G1+1G, o(len’ 2G1+1G,
Verification 3 pairings 3 pairings o(lent 3 pairings

O(n) MSMs T
Prover/step +O(Bn log Bn) poly O(nlogn) o(|C)) o(d)
CRS size O(Bn) o(|C]) O(n) O(n)
Step count Bounded (B) N/A (single step)  Unbounded N/A (fixed circuit)
Incremental update Yes No Yes Not
Recursion overhead None - None? None
Post-hoc compression None - Required None

* Represents Nova [15], HyperNova [20], and MicroNova [22].

jf Dynark updates a proof for a fized circuit and it does not support circuit extension.
§ Folding replaces the recursive SNARK verifier with a lightweight in-circuit folding step; the ~15,000-constraint pairing-verifier overhead

applies to classical recursive composition [13, 14].

9 Native fold-only cost; succinct verification requires the separately measured compression step.

2.2 Integrity Protection for Distributed and Edge
Systems

Sensor-data integrity and provenance FEdge and IoT
gateways often aggregate or transform data before
a remote verifier or audit service observes it, so
the verifier sees only a derived state while the raw
inputs and intermediate updates were handled in an
untrusted environment. Ramezan and Meamari [28]
propose zk-IoT, wusing zero-knowledge proofs on
blockchain platforms for IoT device authentication
(~694ms proving, 19ms verification); Swalens et
al. [29] introduce zkStream for trustworthy stream
processing over sensor data, without constant-size
cumulative proofs; Fiore and Tucker [30] develop
efficient zero-knowledge proofs on signed data streams
for a different verification model. A recent survey by
Faraj et al. [31] documents bandwidth and complexity
bottlenecks in IoT data provenance and observes
that existing approaches do not fully certify the
computational correctness of derived outputs.

Blockchain-integrated — security  services Blockchain-
integrated systems use public logs, commitments,
and smart contracts for tamper resistance in
untrusted environments, targeting wireless IoT
networks [32], collaborative storage in resource-limited
clusters [33], healthcare data sharing [34], anonymous
data exchange [35], and scalable edge-blockchain
architectures [36], relying on hash-based commitments,
homomorphic aggregation, and VDFs [37]. Our work
is not a blockchain protocol, but it targets the same
integrity requirement: a compact proof should convince
a verifier that the current state follows from a valid
sequence of updates.

3 System Model and Integrity Framework

We model the evolving computation as a state-
transition system and its induced relation, give the
participants, threat model, and design goals, and close
with the integrity workflow used by the construction.

3.1 State-Transition System and Induced Relation

We model the evolving computation as a state-
transition system, where at each step a transition
input is accepted under the deployment policy and
applied to the previous state to produce the next state.

Definition 1 (State-Transition System). A state-
transition system is a tuple ST = (X, T, StUp) where
X} is the set of states, T is the set of transitions,
and StUp is a polynomial-time algorithm mapping
from T x X to X. Each element in Y and T can be
represented by a bit-string of length polynomial in the
security parameter, and so =1 € X is the genesis state,
which our instantiations encode as the all-zero element
of X.

For a transition sequence t = (t1,...,t;) € T7, the

j-fold composition of StUp is

StUpj(t, 80) = StUp(tj, StUp(tj_l, cee ,StUp(t1, 80) cee ))) .

j-fold composition of StUp

When the maximum number of transitions is fixed
at B, StUp’ is defined only for j € [1, B]; the bound
represents an operational horizon, such as a monitoring
window, epoch, or audit period, and it fixes the relation
generated for the construction.
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Let RGen be a relation generator that takes a se-
curity parameter 1* and returns a polynomial-time de-
cidable binary relation R, whose language is the set of
statements with a witness,

Lz = { ¢ |3w such that (¢,w) € R }.

For the state-transition system, RGengy additionally
takes the bound B and the public description of ST =
(X, T,StUp), and outputs Rs7. The public statement
at step j is ¢; = (t1, 7, s;), where t; is the first transition
input and s; is the claimed state after j transitions;
only t1 is public, so membership certifies reachability
via some input sequence beginning with ;. Since the
verifier ultimately checks an arithmetized statement, we
take StUp to be given by an arithmetic circuit and let
C; denote j copies of it composed in sequence, so that
a witness is an assignment to the wires of C; that ¢;
leaves free: the transition inputs ts,. .., t;, the interme-
diate states sq,...,s;-1, and the internal wires of the j
evaluations of StUp. Although the last two groups are
determined by the inputs and sg, they belong to the
witness because they are neither transmitted in ¢; nor
recomputable by a verifier that never evaluates StUp;
Section 5.1 writes out Rg7 explicitly and gives the in-
termediate states a class of their own. Membership of
(t1,7,8;) in Lr,, means the claimed state is reachable
from the genesis state by a valid transition history of
length j, and this relation fixes the statement the later
proof must establish.

3.2 Participants, Threat Model, and Design Goals

The relation fixes the correctness condition; the follow-
ing roles determine who produces and checks evidence
for that condition. Data sources provide transition in-
puts, such as sensor readings, events, transactions, ma-
trix blocks, vector updates, or cryptographic update
values. The prover or service provider maintains the
current state and computes the next state whenever a
transition input is accepted. The wverifier checks that a
reported state is consistent with the prescribed transi-
tion computation and the claimed transition horizon. A
deployment may additionally use an audit layer, such as
a log server, blockchain, or monitoring service, to store
state commitments, accepted-input digests, or verifica-
tion receipts for later inspection. Here, prover and ver-
ifier are system roles; the proof algorithms invoked by
these roles are introduced in Section 3.3.

Given these participants, the computationally un-
trusted party is the prover or service that maintains the
evolving state. It may use an invalid transition compu-
tation, reuse an old state, or report a final state that is

inconsistent with its witness history. The verifier, rela-
tion description, CRS generation procedure, and public
parameters are assumed to follow the protocol and to
be fixed before the verification epoch begins. Against
this adversary, the scheme should satisfy the following
goals.

— State-transition integrity: An accepting proof
should certify that the reported state is reachable
from the genesis state by some witness sequence of
valid transition steps under StUp.

— Succinct current-state verification: Proof size
and verification time should remain independent
of the number of executed transitions within the
epoch. Verification is stateful yet succinct: the
verifier keeps only a constant-size commitment to
the previously accepted state, not full history, so
verification does not grow with the step count.

— Update without recursive proof composition:
The prover should not encode a verifier circuit for
the previous proof inside the next transition circuit.

— Practical prover update cost: Proof updates
should add only the algebraic terms associated with
the newly visible part of the computation.

Verifier state and trust model Verification in our
construction is stateful: to check step j, the verifier
holds a constant-size commitment D;_; to the
previously accepted state and accepts step j only by
extending it. This statefulness constrains the trust
model in two ways.

First, soundness is relative to a verifier state left by
previously accepted steps. An accepting proof 7; certi-
fies a valid history back to the genesis state only if D;_;
is authentic and non-malleable. We take this as a stand-
ing assumption, on par with honest CRS generation: the
adversary controls the prover and the transition inputs,
but not the accepted-state record. If a verifier accepts
a forged commitment, we guarantee nothing for that
step, since a shifted commitment makes a false state
pass. This is not a limitation of our analysis but of any
scheme whose verifier state is a linearly homomorphic
commitment to the reported state; Appendix B.4 gives
the explicit attack. In return for this assumption, veri-
fying a single 7; suffices, that is, given an authenticated
verifier state D;_1, the verifier can validate the current
proof without replaying the previous proofs. The au-
thenticity of D;_; serves as a checkpoint attesting that
the preceding verification chain was accepted.

Second, a verifier that lacks D;_; must first obtain
it. A late-joining or restarted verifier cannot run the in-
crement check without this commitment and retrieves
it from the audit layer before verifying step j, thereafter
its per-step cost is again constant. The audit layer is any
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authenticated store of the running commitment, such
as a persistent verifier that checked the earlier steps,
an append-only log, or a smart contract that validated
each increment. This is the same trust anchor a state-
ful single-step baseline would require, carried here as
one constant-size commitment rather than a per-step-
verified proof log.

Remark 1. Our scheme does not guarantee input au-
thenticity; it does not detect false physical readings or
forged external events. To rule out such inputs, an ap-
plication must bind authenticated inputs or commit-
ments to them into the relation, the public statement,
or the audit record. Moreover, our scheme does not aim
to hide the witness or the transition history; it is not a
zero-knowledge proof system.

3.3 Integrity Workflow

We employ verifiable computation, formalized by
Gennaro et al. [5]: a scheme for RGen consists
of three probabilistic polynomial-time algorithms
(Setup, Prove, Verify) such that for any relation
R « RGen(1%),

— 0 < Setup(R) returns a CRS o for R.

— m < Prove(R,0,¢,w) generates a proof 7w for
(¢, w) € R.

— 1/0 « Verify(R, 0, ¢, ) checks 7 against o and ¢.

This interface treats each step as an independent
proving task and suffices for the base scheme of Ap-
pendix A.3, but it cannot express how one step reuses
the previous one; Section 5.1 extends it to the updatable
interface our construction realizes, in which the prover
carries a proof and a local state and the verifier carries
a constant-size digest of the accepted history.

Integrity of the reported state is then established
in four steps: the deployment fixes 87, the bound
B, and Rs7 ¢+ RGengsy(1*,B,ST), and generates
o <+ Setup(Rst); at step j the service accepts t;
and computes s; = StUp(t;,s;_1); the prover forms
¢; = (t1,7,5;) and generates m; from the witness for
the transition history (in the updatable construction of
Section 5.2, by updating m;_; with only the algebraic
terms introduced at the new transition horizon);
and the verifier checks Verify(RsT,0,¢;,m;), rather
than replaying the transition transcript or storing all
intermediate witnesses. An accepting verification is
evidence that the reported state belongs to Lgr,, for
the claimed epoch.

4 Linearly Updatable QAP Families

This section gives the paper’s main technical construc-
tion: a family of QAPs, indexed by the composition step
j, that all share one modulus and one CRS, and whose
members grow only by adding the polynomials for the
wires introduced at step j. The QAP reduction from
arithmetic circuits and the base Grothl6-style verifi-
able computation scheme it builds on are standard and
are recalled in Appendix A.

4.1 Circuit Compositions and Notation

Notation To simplify the notation, we include the con-
stant index 0 (the wire with ap = 1) in each index set
I;. Thus every sum } .., and set {-}icz, below also
covers the constant wire.

Circuit compositions We assume that elements of
XY and T have fixed-length bit representations (with
padding if needed) and that StUp has an arithmetic
circuit representation C. For each j, the j-fold
composition C; is the circuit obtained by sequentially
connecting j copies of C, where the output wires of the
k-th copy become input wires of the (k + 1)-th copy.

4.2 The Linearly Updatable QAP Family

Given a state-transition system ST = (X, T, StUp), we
construct QAPs for compositions of StUp? for j € [1, B,
where B is the maximum transition bound. We then
extend these to a linearly updatable QAP family where
all QAPs share a common modulus and are linearly
related.

QAPs for each C; For j =1,...,B, let I; be the set of
indices for all wires in C; with unique indices. For C;,
we have jn equations:

E AiUj,q * E AV q = E ;Wi q,y
ielj ’iEI]' ielj

where ag = 1 and we assign the ¢-th equation for ¢ €
[1+ (kK — 1)n, kn] to the k-th copy of C. Applying the
same polynomial encoding as before, we obtain:

Z aju;(X) - Z a;v;(X) = Z a;w;(X) mod P;(X)

i€l = i€l

where w;(X), v;(X), w;(X) are degree-(jn — 1)

polynomials interpolated at arbitrarily —chosen
distinct values ry’s, and Pj(X) = [[}Z(X — ry).

This gives a QAP (F,aux, I, P;,) where P;, :=

b ¥ )

({ui(X), 0i(X), wi(X) Yier;, P (X))
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Index sets are nested, I; C I C --- C Ig, and
the public class of a prefix is obtained by intersection,
Iji-° =19 N I;, so a wire never changes class as j grows.

Crucially, we choose the same r, for the g-th equa-
tion across all QAPs. This yields the following key prop-
erties.

Two facts about extensions are used later and ver-
ified in Appendix C.1: an assignment satisfying an ex-
tended QAP satisfies the original one, and the members
of the family below do form an extension chain, since
P, divides P; for £ < j and Py, extends every Pr;.

Linearly updatable QAP family The QAP P;, above is
the naive reduction of C; and serves only as a starting
point: each step would carry its own modulus P;(X)
and its own degree jn — 1, hence its own CRS. We
instead use the family {ﬁfj }ien,p) whose members all
have degree Bn — 1 and share the modulus Pp(X) =

177 (X —ry),
Pr, = ({ai(X), 0:(X), 9i(X) }ier,» P (X)),

which is Pr, restricted to the smaller index set,
and is therefore an extension of Pr. We call

{(F, aux,[}",’ﬁh)}je[l’m a linearly updatable QAP
family for C. Its three defining features are that all
members share Pp(X), that passing from 731]. to 731].+1
only adds the polynomials indexed by Iy \ I;, and
that those polynomials are fixed once for the whole
family, members differing only in the index set summed
over. A single CRS therefore suffices for every step.
These features do not yet give completeness, be-
cause the honest assignment of C; satisfies the gate
equations only modulo P;(X) while the verifier checks
modulo Pg(X). At the extra roots, which correspond
to future-step gates, prefix-visible wires may still ap-
pear; if they appear on both multiplicative sides, the
restricted product can be nonzero even though the fu-
ture output wire is absent, the numerator need not be
divisible by Pg(X), and the quotient h;(X) need not

exist. A gate discipline rules this out.

4.3 Gate Discipline and Intermediate Completeness

A required gate discipline An honest assignment of C;
satisfies the naive equation only modulo its own P;(X),
but the family evaluates every step modulo Pg(X),
whose extra roots v, with ¢ > jn belong to later gates;
an honest assignment must satisfy the equation there
too. The gate discipline secures this. Writing, for a pre-
fix j and a future gate ¢ > jn, the prefix-visible active

sets
U(;]) = {’L S Ij T Ujg 7& 0},

Vq(j) ={iel;:v;4#0},

W) = {i eI w,#0}

the discipline requires Wq(j ) = () and either U(Ej )= or
Vq(j) = (), for every j € [1, B] and ¢ > jn: the verified
function is unchanged, but constants and carried state
are placed so that no future gate uses a prefix-visible
wire on both multiplied sides; e.g., a future gate multi-
plying by 1 uses a fresh per-step unit wire rather than
the shared R1CS constant wire. For knowledge extrac-
tion, each committed state coordinate is additionally
assigned a fresh output wire with one designated out-
put row: coeflicient 1 on the W side there, 0 for every
other committed state wire, and no W-side occurrence
elsewhere.

Lemma 1 (Intermediate completeness). Assume that
the arithmetization follows the gate discipline above. If
{ai}tier, is any satisfying assignment for C;, then the
assignment over Ip that extends it by a; = 0 for i €
Ip \ I; satisfies the extended QAP equation with the
common modulus Pp(X):

Z a;t;(X) Z a;0;(X)
iEIj iEI]‘
=) aii;(X) (mod Pp(X)).
i€l

The proof, in Appendix C.1, checks the congruence
root by root: at a root of a gate of C; it is the ordinary
R1CS constraint, and at a future root the gate discipline
makes the restricted output side and one restricted mul-
tiplicative side vanish, so the restricted product van-
ishes too.

When a carried state value feeds a later step’s non-
linear computation, the arithmetization preserves the
discipline by first binding that value to fresh step-local
auxiliary wires used inside that step’s gates, leaving
prefix-restricted future gates with a structural zero on
one multiplicative side; the benchmark circuits use this
form.

5 Constructing Updatable Verifiable
Computation

We now build an updatable verifiable computation
scheme on the linearly updatable QAP family of Sec-
tion 4.2, taking the single-step scheme of Appendix A.3
as the starting point. Section 5.1 defines the syntax
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of an updatable verifiable computation (UVC) scheme
together with its completeness and knowledge-
soundness requirements. Section 5.2 instantiates that
syntax, showing how the linear update property allows
incremental proof updates without re-proving from
scratch. Section 5.3 analyzes the resulting efficiency.
Section 5.4 states the security guarantees; the proofs
are deferred to Appendix C.

5.1 Syntax and Security Notions

The interface of Section 3.3 carries no proof or digest
across steps, so neither update without recursive compo-
sition nor succinct current-state verification is express-
ible in it; we fix below the interface our construction
realizes. Throughout, ST = (X, T, StUp) has transition
bound B and Rs7 + RGensr(1*, B,ST) is the rela-
tion of Section 3.1.

Wire classes The two-way split of Appendix A.2 can-
not be used here, because a state has no fixed side: the
prover reports s; in ¢;, but at step j + 1 the verifier
reaches it only through the state it carries, whereas the
per-step proof increments split along the classes and
need them stable. We give the states a class of their
own,

I=T°Urtyr (1)

with {0} carrying the constant ag = 1 as before. The
verifier recomputes I from ¢; at every step, never
reads I** individually but reaches it through vst;_;, and
never sees I"* at all. Fig. 1 shows the situation the third
class resolves.

For RGengT, the I ;.° coordinates are determined by
the anchor ¢; and the step index j, and the arithmeti-
zation identifies the coordinates of s; with the indices
in I3\ I3*, so |3\ I | = |s;j| for every j. Earlier
state coordinates are not transmitted and are pinned
by vst;_1, which keeps ¢; constant-size while the public
part of the assignment grows with j. The witness splits
along the classes: the transition inputs ¢, and the inter-
nal wires z, occupy I}f"t, while the intermediate states
Sk occupy I;ft. The prover therefore supplies only the
I;Vt coordinates, the rest being pinned by vst;_;. We
write

Wi = (ai)iel_;.“\lyt_l

for the witness increment of step j: the transition input
t; together with the internal wires z; of the j-th copy.

sj—1, which may be several wires, is the output of C;_1 and so
belongs to its statement; inside C; the same wires are internal,
hence part of the witness. A class fixed once for the whole
family can therefore call them neither public nor free, and It
is the class that lets the verifier keep reaching them through
vst; 1 once they become witness coordinates.

The relation The relation is the statement-witness re-
lation of C;, split by the classes of Eq. (1). Its statement
is the triple ¢ = (1, j, s;), which pins the coordinates of
I ;-° together with the newest state slice: among the I ]i.°
coordinates only the anchor carries data, the others be-
ing the step-local units of the j visible copies, so over the
full-bound class ' they spell out 190877 the trailing
zeros coming from the vanishing condition below. The
witness is everything else that C; leaves free, namely
the wires of I and the earlier state coordinates I3 ,,
which were the output of C;_; but are internal here. Fi-
nally, one QAP of degree Bn—1 serves every step, so an
assignment is always indexed by {0} UIp and the index
j carried in ¢ says where the prefix stops: coordinates
beyond I; are required to vanish. Altogether,

¢ = (t1,J,55)s

w = (ai)iel_;vtul;t_la

(@i)sere = (t1, V),

(ai)iers\1z_, = 85,

ap=1, a; =0 forieIpg\Ij,

i€{0}Ulp i€{0}Ulp
= Z a;w;(X) mod Pgp(X)
ie{0}Ulp
(2)

(¢, w)

Rst =

That condition is what makes the congruence mod-
ulo Pg(X) the right statement for a prefix of length j,
since the extra roots belong to gates of later copies and
Lemma 1 shows a zero-padded satisfying assignment
for C; meets it there as well; since ¢ carries only ¢; and
s;, the statement stays constant-size even though the
coordinates it pins grow with j, and we write ¢; for the
statement of step j throughout. Appendix B.1 fixes the
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prefix terminology: prefix circuit, prefix-visible and fu-
ture wires, prefix assignment, and prefix-causality, that
are used below and by the proofs. We assume through-
out, and list among the hypotheses of Theorem 2, that
the arithmetization is faithful: an assignment satisfies
Eq. (2) exactly when the values it places on the tran-
sition inputs, intermediate states, and internal wires
form a valid run of j copies of StUp from sy ending
in s;, so membership carries the reachability meaning
of Section 3.1 directly.

Definition 2 (Updatable verifiable computation).
An updatable verifiable computation (UVC) scheme
for RGengy is a triple of polynomial-time algorithms

(Setup, Prove, Verify) together with fixed initial values

(7o, o) and vstg:

— 0 <+ Setup(Rst) takes the relation and returns a
CRS o that is used by every step j € [1, B].

- (7Tj, Cj) — PFOVG(’R,ST7 0,7, ¢j; Wiy, Ti—1, Cj—l) takes
the step index j, the current statement ¢;, and the
witness increment w;, together with the previous
proof m;_; and the previous prover state (j_1, and
returns the updated proof 7; and prover state ;.

— (b, vst;) < Verify(Rs7,0,j, ¢, m;,vst;_1) takes the
verifier state vst;_; carried from the previously ac-
cepted step and returns a bit b € {0,1} together
with an updated verifier state vst;, which is defined
only when b = 1.

The prover state (; is local and neither transmitted
nor read by Verify; the verifier state vst; is the only
information the verifier retains between steps, produced
by Verify itself when it accepts step j, so a verifier never
holds a state that some accepted step did not hand it;
in the construction of Section 5.2 this state is one group
element of the accepted proof.

The scheme is succinct when |m;| and |vst;| are
poly(A) and Verify runs in time poly(A, |¢;]), so that
proof size, verifier storage, and verification time are
independent of j, of B, and of the number of constraints
n per step. It is locally updatable when the input of
Prove at step j contains no wire value of C;_; beyond
what is carried inside (@;,7j—1,Cj—1), with [(j_1]
independent of j; equivalently, the prefix assignment
(ai)ier,_, is not an input to Prove. Section 5.3 checks
both for the construction. Local updatability constrains
the prover’s input rather than its internal mechanism,
so recursive and folding-based IVC schemes satisfy it
too; what distinguishes our construction is that Prove
never invokes Verify and never proves a statement
about m;_1, the update being a group-element addition
determined by the QAP family.

Completeness Completeness is stated over an entire
honest execution, since both m;_; and vst;_; are

outputs of earlier steps: for t = (t1,...,t;) € T7
with J < B, the honest ezxecution on t sets
S5 = StUp(tj,Sj_l) and ¢j = (tl,j, Sj) fOI'j € [I,J],
takes w; to be the witness increment induced by the
Jj-th circuit copy on (¢j,sj—1), and runs Prove then
Verify for j =1,...,J in order.

Definition 3 (Perfect completeness). A UVC scheme
has perfect completeness if, for every ST, every bound
B, every J € [1, B], and every t € T, the honest exe-
cution on t (generate Rs7 < RGensy(1*, B,ST) and
o < Setup(Rs7), then for j = 1,...,J in order run
Prove on the honestly derived (¢;,w;) with the previ-
ous proof and prover state and Verify on the resulting 7
with the verifier state carried from the previous step)
outputs b; = 1 for every j € [1,J] with probability
1, the probability taken over Setup’s randomness. The
formal experiment is given in Appendix B.2.

Updatable knowledge soundness What an accepting
proof certifies depends on the verifier state it was
checked against, and in our construction that state is
[D;_1]1, a component of the previously accepted proof.
We therefore let the adversary play the prover’s role
for the whole run, not only the last step, and demand
extraction once, from the last proof, for a witness of the
whole prefix; letting the adversary produce the earlier
proofs too, rather than having them supplied honestly,
is what gives the notion its content, as Appendix B.3
explains alongside the formal experiment. At 7 = 1
the run has a single step and the display reduces to
Definition 5.

Definition 4 (Updatable knowledge soundness).
A UVC scheme has wupdatable knowledge soundness
if, for every step index j € [1,B] and every non-
uniform polynomial-time algebraic adversary A,
there is a non-uniform polynomial-time extractor
x4 with the following guarantee. The adversary
receives the public parameters pp := (Rs7,0) with
pp < Setup(RGens7(1*, B,ST)) and, before producing
any proof, commits to the target step j and to every
statement ¢1,...,¢; together with an initial auxiliary
state auxg; it then plays the prover’s role for the
whole run, producing my,...,7; one at a time while
carrying aux forward, and the experiment feeds each
proof through Verify in sequence, starting from the
scheme’s initial verifier state vsty and keeping the
verifier state Verify returns. The extractor x 4 is then
run once, on the transcript (¢;,m;)i<; together with
the adversary’s random coins r4, and must output a
witness w. The probability that every step is accepted,
by = --- = b; = 1, while extraction nonetheless fails
is at most negl(\); extraction fails either because
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(pj,w) ¢ Rs7, or because w disagrees with some
earlier reported state, i.e., w|A1§t # s; for some i < j,
where ALt := I3\ I | is the state-wire increment
at step 7 and s; denotes the state component of
¢; = (t1,1,8;). The formal experiment is given in
Appendix B.3.

The second disjunct is what makes the definition
match the guarantee already used in Section 1 and es-
tablished by the proof of Theorem 2: without it, mem-
bership in Rs7 alone says only that s; is reachable in
j steps through some history, not ruling out an adver-
sary that reports one history through ¢1,...,¢;_; and
satisfies the relation at ¢; with a different one.

At j = 1 the witness is that of a single circuit copy;
for j > 1 the witness of Eq. (2) contains the whole
intermediate history, so an accepting update certifies
not merely the reported s; but a valid path to it, and
[Dj—_1]1 is what forces that path to be the one already
certified.

For the construction of Section 5.2, vstj_1 = [D;_1]1
is part of m;_; and, by chaining the accepted incre-
ment checks along the run, takes a closed form con-
fined to I3*, regardless of which proofs the adversary
used to get there, which is the only property of the
earlier steps the extraction argument uses. That the
experiment computes vst;_; itself rather than letting
the adversary supply it is accordingly not an artifact of
the proof: Appendix B.4 derives the closed form explic-
itly and gives an attack against an adversarially chosen
verifier state.

5.2 Construction

Given a state-transition system S7 with maximum
transition bound B and its linearly updatable QAP
family {(F, auw,[}ﬂﬁ;ﬂ.)}je[l,g} from Section 4.2,
where the transition circuit follows the gate discipline
stated there, we construct a UVC scheme in the sense
of Definition 2. The linear update property of the QAP
family, where all members share the common modulus
Pg(X) and updating from step j to j + 1 requires
only adding polynomials for new wire indices I 11 \ I,
translates directly into an additive update mechanism
for the proof components (A, B, C). Since the CRS is
generated once for the entire family, the verifier uses
the same verification equation regardless of the step
count j.

Notation Every polynomial appearing in the rest of
the paper is the extension polynomial @;(X), 0;(X),
or w;(X) of the linearly updatable QAP family of de-
gree Bn — 1 and sharing the common modulus Pg(X).

The naive step-j polynomials u;(X), v;(X), w;(X) and
the step-j modulus P;(X) of Section 4.2 are never used
by the scheme. Accordingly, every formula below writes
G;(x), v;(x), w;(x) explicitly, evaluated at the trapdoor
point x.

The key observation is that all equations in R;_; are
contained in R, enabling proof updates by appending
information for new equations. Since I;_; C I; and the
polynomials for indices in I;_; are unchanged within
the family, the proof component A4; = a—!—Zite a;t; (x)
decomposes as

Z‘Eijl ite\Ij_1

=A; 4

This holds symmetrically for B;. For j > 1, the com-
ponents C; and Dj; split along the step-invariant wire
classes fixed by UVC.Setup: the free witness wires I;"t
contribute to C;, and the committed state wires I;t
contribute to the commitment D;. Because class mem-
bership does not change with the step index, the in-
crements are simply I3\ I, and 5"\ I3*,. Define

C;=Cj_1+ Z a; Lléx) + (hj(z) — hggl(l'))PB(JS)
PEDN\I
Li(z)

D;=D; 1+ Z a;

) Y
iEI\ISE,

|0« UVCSetup(Rs7)
Choose random a, 3,7,6,z € F*. The wire classes are
those of Eq. (1), fixed once for the full-bound circuit
and obtained for each prefix by intersection. We instan-
tiate them as follows: I}‘B’ contains the anchor ¢; and,
for each circuit copy k € [1, B], a step-local unit wire
unity prescribed to be 1 once copy k is visible and act-
ing as a switch value that turns a not-yet-visible copy’s
constraints homogeneous; I contains the state outputs
$1,...,8p, reached only through the running commit-
ment; and I contains the remaining wires, namely the
transition inputs ¢, ...,tg and all internal wires of the
copies. Only the anchor t; is public among the inputs;
the later inputs ts,...,tp are free witnesses, which is
why Theorem 2 certifies reachability through some wit-
ness input sequence rather than through a specific one.
Appendix B.5 gives the full instantiation, its conven-
tions (genesis handling, one wire per state), the switch-
value argument in detail, and a worked step-2 example.
The CRS places L;(z)/~ on the two public classes
and L;(z)/d on the free witnesses; I'S and I share the
v track and are separated only by the verifier’s access
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pattern. The full listing o = ([o1]1,[02]2) is given in
Appendix B.5.

The prover keeps local polynomial state (; =
(U;,V;,W;, hj). Its entries are defined by

U; = E a; g, Vi = g a;;,

icl; icl;
Wy = ap;, h; = (U;V; — W;)/Pg.
iGIj

This state is not part of the proof or verifier state, and a
prover that does not retain it must reconstruct it from
the full prefix assignment.

The initial values required by Definition 2 are Iy = ()
and

AO = Q, BO = 67
CO = (Oa 0,0, 0)7

so that mo = ([@]1, [B]2, [0]1, [0]1). This mp proves noth-
ing; it seeds the update recursion. The constants « and
B are the terms that A; and B; carry at every step,
so starting from them makes the first call of UVC.Prove

reproduce the base proof of Appendix A.3, while Cy =
Dy =0 and (p = 0 are the empty sums over I.

‘ (Wja Cj) — UVC.PI’OVG(RsT, Jaj? ¢j; Wi, Tj—1, Cj—l) ‘
Parse the previous proof and prover state as

mj-1 = ([4j-1]1, [Bj-1l2, [Cj-1]1, [Dj-1]1),
G-1=(Uj-1,Vjm1, Wj_1, hj—1).

Co =Dy =0,
vsty = [0]1,

Assemble the newly visible assignment (a;)ier,\1,_,
from three sources: the free wires I\ I, take
their values from the witness increment w;; the state
wires I3\ I3*, take the coordinates of s;, read off
the statement ¢; = (¢1,7,s;); and the verifier-fixed
wires I jip \ I ;0_1 take their prescribed values, namely

1 for the step-local unit of the j-th copy and, when
j = 1, the anchor coordinates read from ¢;. Compute

Unew = Zielj\1j71 aiti, View = Zielj\fj71 a;v;, and
Wnew = Zite\ijl aﬂi)i, then set Uj = Uj—l + Unewa
V}- = ‘/j—l -+ Vncwa Wj = Wj—l + WnCWa and
hj = (U;V; — W;)/Pg. The quotient exists by

Lemma 1 and has degree at most Bn — 2. Compute
the proof components as follows:

Aj = Aj—l =+ Z alﬁz(x)
i€I;\Ij 1
Bj = Bj—l + Z aﬂA}Z(I)

iEIj\Ij—l

Dj = Dj,1 + E a;
iEI;‘\I;Ll

Li(z)
Y

Cj = ijl + Z a; 5 +

PEDI\ I

Output T = ([Aj]l, [Bj]g, [th, [Djh) and retain Cj
locally.

Unwinding the four update rules gives the closed
forms

Aj=a+ Z a;tiy(z), Cj = Z a; Liém) + hy(@)Ps (@)

i€l ie]‘]{\'t 0
" Li(x
Bj:5+zaivi($), Dj = Zai;( ),
i€l eIy v

in which every component is determined by ¢ and the
prefix assignment (a;)scr; alone, since h; = (U;V; —
W;)/Pp is itself so determined. The completeness proof
verifies that the incremental rule reaches exactly these
values. Note that the fourth component has no analogue
in the base scheme of Appendix A.3; these are closed
forms for the present scheme and not a comparison with
VC.Prove.

\ (b, vst;) < UVC.Verify(RsT, 7, j, ¢j, 75, vst;_1) \
Parse vst;_; = [D;_1]1, the running state commitment
of the previously accepted step, and

7 = ([45]1, [Bjla, [Cil1, [Djl1)-

Read the reported state s; from ¢; and derive

[Djli =D+ > ai[Li(@)/4],-

i€\,

Output b = 1 and vst; := [D;]; if and only if both

[D;]1 = [Dj]1,
[Aj]1 - [Bjl2 = [ah

where [Q;]1 = Zie{o}u];? a; [L;(x)/~]1 is the public
term determined by the statement and the fixed
relation: ag = 1, the anchor coordinates are read from
t1, and every visible step-local unit has value 1 as
determined by j. For a fixed relation, the contribution
of ag and all visible step-local units is precomputed
for each j in the verification key (or equivalently
updated by one fixed group addition per accepted
step), so evaluating (); online requires only the
fixed-size anchor contribution and is independent of
the prefix length. The reported s; enters through the
commitment-increment equation, not through @Q;.

As defined above, the prover outputs four group ele-
ments: [A;]1, [Bjl2, [Cj]1, and [Dj]1. The element [D;]
binds the reported current state to the commitment
from the previous accepted step through the increment
equation [D;]1 = [Dj_1]1 + Zie[;t\lj‘_l ai[Li(z) /-
Since the verifier derives [D;]; on its own and accepts
only when [D;]; = [D;]1, the fourth element is redun-
dant whenever the running commitment is available to

“[Bl2 + ([Qj]l + [Dj]1) - ]2 + [Cjla -

b

[5]2»
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the verifier. If an authenticated bulletin board or au-
dit layer supplies [D;_1]1, the verifier can derive [D,]
from that commitment and the reported current-state
coordinates instead of receiving [D;]; from the prover.
In this deployment, a proof becomes [A;]1, [B;]2, and
[C}]1, comparable to Grothl6.

Inspecting the three algorithms confirms the two
requirements of Section 5.1: || = 3Gy + 1G2 and
|vst;| = 1 Gy for every j, with Verify performing 3 pair-
ings and |s;| + O(1) scalar multiplications in G4, while
(j is four polynomials of degree at most Bn and no wire
value of C;_; is an input to Prove. Moreover UVC.Prove
makes no call to UVC.Verify and depends on m;_; only
through group addition, so no verifier circuit is arith-
metized at any step.

5.3 Efficiency Analysis

Setup cost is dominated by the FFT/MSM work
needed to evaluate the CRS, a one-time cost for
a fixed circuit and bound. Base proving (j = 1)
matches Grothl6 for A;, B;, but the quotient
hi1(X) is computed over the extended modulus
Pg(X), a factor-B overhead. Each update reuses the
prover-local state (j—1 = (Uj—1,Vj—1,W;_1,h;_1)
rather than recomputing the quotient from scratch:
writing hj = hj_l + Ahj and Upew, View, Whew =
D ic I\ a;l;, 0;,;, the divisibility equations for
steps j — 1 and j give Whew + Ah;(X)Pp(X) =
UnewVaew + Unew Zie]‘j71 a;0; + Zi61j71 aitl; - View,
whose right-hand side has degree at most 2Bn — 2 and,
by Lemma 1, is divisible by Pp(X), so Ah; has degree
at most Bn — 2 and is obtained by one FFT-based
division.

None of the prover, verifier, or communication costs
grow with the number of steps taken so far, and for
moderate B (e.g., B < 256) the update cost remains
competitive with folding’s O(|C|) per-step MSM cost
without any recursion overhead, extending the com-
parison of Table 1 with a concrete threshold. Encod-
ing all B steps into one CRS is accordingly the family’s
main deployment trade-off: a factor B in setup and stor-
age against a one-step Groth1l6 CRS, in exchange for
constant-size proofs and verification.

5.4 Security Analysis

We now show that the construction of Section 5.2 meets
the requirements of Section 5.1, stating the target the-
orem first in the algebraic group model (Definition 6)
under g-DLog (Definition 7).

Theorem 2 (Updatable VC security). Let N =
Bn > 2. Assume that the composed R1CS is prefix-
causal, faithful, and follows the gate discipline of
Section 4.2, and that setup uses the stable disjoint
partition above. Under q-DLog for ¢ = 2N — 1,
the updatable VC scheme of Section 5.2 has perfect
completeness (Definition 3) and updatable knowledge
soundness (Definition 4) against algebraic adversaries.
Concretely, for every algebraic adversary whose run of
j proofs is accepted throughout, the extractor outputs
a satisfying assignment for C; that agrees with the
verifier-fivred and public coordinates and with every
state reported along the run. By faithfulness, s; is then
reachable from genesis through some witness input
sequence of length j.

The two boundaries of Section 3.2 apply unchanged,
the second of them, an adversarially chosen verifier
state, being inherent rather than an artifact of the
analysis, as Section 5.1 shows.

The proof is given in Appendix C.2: completeness is
a direct induction resting on Lemma 1, and soundness
treats an accepted update as an ordinary QAP proof in
disguise, with the whole ~ track {0}UI'SUI$ playing the
part of the public input, extracted once from the last
proof with error uniform in j rather than compounding
with the length of the run.

6 Performance Evaluation

We evaluate our updatable VC scheme on bounded
state-transition circuits, comparing performance
against Grothl6 re-proving and Nova folding-scheme
IVC. The evaluation asks whether proof size and
verification latency remain constant across transition
horizons, when proof updating becomes more efficient
than re-proving the accumulated circuit, and how the
fixed transition bound B affects setup and per-step
cost across different workload classes.

6.1 Experimental Setup

Implementation and libraries Our implementation is
written in C++4 on top of the libsnark library [38],
which provides finite-field and elliptic-curve arithmetic
over the alt_bn128 (BN254) pairing-friendly curve. We
compare against two baselines: Groth16 and Nova. For
Grothl6, we use the implementation within the same
libsnark codebase to ensure a fair comparison on
identical field and curve operations; for Nova, we use
the nova-snark library [39], a Rust implementation
with BN254 support.
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For Nova, we distinguish two costs: the per-step
folding cost, which accumulates the R1CS instance,
and the SNARK compression cost required to turn
the non-succinct fold-only object into the reported
succinct, compressed-verification proof. We use
nova-snark’s Spartan-based compressing SNARK,
instantiated as a RelaxedR1CSSNARK with a HyperKZG
evaluation engine on the primary curve and an IPA
evaluation engine on the secondary curve, not Grothl6
compression. Per-step tables mark fold-only costs
with T to give Nova the most favorable proving-time
comparison, with the compression overhead reported
separately. The resulting compressed proof serializes
to 11,520-12,512 bytes across the benchmarked
configurations. The source code is publicly available at
https://github.com/heewon-chung/libuvc.

The authors wrote the initial implementation and
used Claude (Anthropic) to assist with refactoring and
debugging it. All code was reviewed and tested by the
authors, who take full responsibility for the correctness
of the reported results.

Testbed All experiments were executed on a Raspberry
Pi 5 single-board computer (4-core Arm Cortex-AT76,
7.9GB RAM) running Debian, which is representative
of the edge-gateway class of device that motivates this
work. All reported timings are wall-clock measurements
taken as the median over 10 runs. Because a Nova fold-
ing chain is inherently sequential, its timings are instead
medians over five independent end-to-end repetitions of
the whole chain.

We evaluate the protocol across four representa-
tive workload classes under the state-transition inter-
face of Section 3: sensor fusion and Hadamard prod-
ucts for streaming and linear-algebra state updates,
and a MiMC-style cube chain and repeated squaring
for nonlinear, long sequential arithmetic (Sections 6.2—
6.3). Across these workloads, we report CRS size, per-
step and cumulative proving time, verification time, and
proof size: the comparison with Grothl6 measures the
cost of avoiding full re-proving at each step, and the
comparison with Nova separates fold-only performance
from the compression step used to generate a verifiable
succinct proof.

Choice of the Grothl6 baseline Grothl6 can be
deployed against a growing transition history in three
ways, and the choice matters for what the comparison
means. Generating a fresh CRS for every prefix circuit
C; is the most direct translation of “re-prove from
scratch”, but it charges the prover a full setup at
every step, which a deployment would normally avoid
by preparing keys offline. We therefore take as our

main baseline the variant that a careful deployment
would actually run: a single CRS generated once for
Cp, reused at every step, with the prefix assignment
zero-padded to Cp. This gives Grothl6 the same
one-time-setup structure as our scheme. The third
option is single-step chaining: prove only the fixed
n-constraint transition circuit C(sj—1 — s;) with s;_;
and s; as public inputs, and let the verifier link
consecutive proofs itself. Because its circuit never
grows, the proving time is genuinely fast, and our
measurements put it 3.8-24.7x ahead of our prover
in cumulative proving cost. The saving, however,
moves the cost to the verifier. A proof certifies one
transition only, so a party that wants assurance about
the state after j steps must obtain and check all j
proofs; a verifier that restarts or joins late has no
way to recover the prefix it did not witness, and its
work grows with the history. Our construction instead
re-certifies the whole prefix from one constant-size
proof and the stored commitment [D;_1];, which is
the property the comparison in this section is about.
The remaining measurements therefore use fixed-CRS
prefix re-proving as the Groth16 baseline, since it is the
variant that offers the same guarantee to the verifier
at the same setup cost structure as ours.

6.2 Sensor-Fusion Workload

The first workload is a sensor-fusion circuit that gives a
concrete streaming example for edge or IoT monitoring.
In this workload, a service repeatedly incorporates fresh
measurements into a running state while a verifier needs
compact evidence for the resulting state.

The sensor-fusion circuit models a weighted expo-
nential moving average (EMA) aggregation of K sensor
readings. Each step computes

K
55 = Zwk'szrP'Sj—u

k=1
producing K + 1 R1CS constraints per step. Although
the weights wy and p are public constants, each cir-
cuit copy uses a fresh step-local verifier-fixed/public
coordinate u; whose prescribed value is 1 and whose
wire is absent before step j. The k-th constraint is
zy - (wpu;) = pi, and the (K + 1)-th constraint is
uj - (Do, Pk + psj—1) = s;. The verifier pins u; = 1
through the public term @Q;, so u; is not a free wit-
ness and the constraints compute exactly the displayed
EMA update. At prefix j — 1, u;, the new partial prod-
ucts, and s; are absent; hence each future row has a
structurally empty multiplicative side and output side
as required by the gate discipline of Section 4.2. No
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additional constraint is needed, so the circuit still has
K + 1 constraints per step.

We set the decay factor p = 1/10 and assign
sensor weights via inverse-variance weighting: sensor
k (1-indexed) receives variance o7 = k + 1 and raw
weight 1/0%. The final weights are normalized so that
Zszl wgr = 1 — p. The genesis state is sg = 0. We
instantiate at K = 4, 6, 8 sensors with step bounds
B € {64,256,1024}, representing monitoring windows
of approximately 1 minute, 4 minutes, and 17 minutes
at a 1 Hz sampling rate. This circuit-level configuration
also determines the update arithmetic: each new
step contributes K + 1 transition constraints, while
the quotient update is computed over the extended
degree-B(K + 1) QAP domain. Thus, the algebraic
update cost scales as O(K + 1) scalar multiplications
plus O((K +1)Blog((K +1)B)) polynomial arithmetic.

Table 2 reports per-step proving time at B = 256
and B = 1024, Fig. 2 plots cumulative proving cost
at B = 1024, and Fig. 3 summarizes per-step verifica-
tion time across all workloads and schemes. Crucially,
our scheme achieves constant proving time regardless of
step count, whereas Groth16 re-proving grows with the
accumulated witness, as the next paragraphs detail.

CRS size With K sensors, each step of the fusion cir-
cuit produces n = K + 1 constraints. The CRS consists
of O((K +1)B) group elements; for K = 8 and B = 64,
this amounts to about 0.32 MB with compressed BN254
encodings (32 bytes per Gy element and 64 bytes per
G2 element). For fixed K = 8, the same measurement
gives about 1.27MB for B = 256 and 5.08 MB for
B = 1024. This footprint is fixed once the monitoring
epoch is configured: increasing B enlarges the one-time
setup/prover storage and CRS distribution cost, but it
does not affect later proof size, per-proof communica-
tion, or verifier pairing work.

Per-step proving time Table 2 shows that our proving
time is constant across all steps for a given bound B:
for K = 8, it remains at ~ 109-113ms with B = 256
and = 323-326 ms with B = 1024. The increase from
B = 256 to B = 1024 reflects the larger extended QAP
domain used in the quotient update, not dependence on
the current step index j. Groth16 proving time, by con-
trast, grows with j: the padded assignment still drives
an FFT over Cp’s full evaluation domain, and only the
multiexponentiations shrink with the sparsity of the
padding. For K = 8, it rises from 359ms at j = 1 to
864 ms at j = 1024, and already exceeds our B = 1024
cost at every measured step. Nova achieves a per-fold
cost of ~ 340-359 ms beyond the first fold, depending
on the configuration, which on this board is above our

per-step cost at both bounds; moreover, it only covers
folding and excludes the SNARK compression.

Cumulative proving time Fig. 2 plots the cumulative
proving cost of all steps up to step j, including the
one-time setup of each scheme. Since our per-step cost
is constant, the cumulative cost grows linearly in j,
whereas Groth16 must re-prove the whole prefix at ev-
ery step against the fixed Cp key, so its per-step cost
rises with j and its cumulative cost grows superlinearly.
Our initial cumulative cost exceeds Grothl6’s, because
our one-time setup is the more expensive of the two,
but the crossover arrives within a modest number of
steps: for B = 1024, between j = 32 and j = 64 for all
three sensor counts. At B = 1024 and K = 8, Groth16’s
cumulative cost reaches 2.0x ours; the ratio is 1.9-2.0x
across the three sensor counts. Per step the same gap
appears directly: at the final step with B = 1024, our
prover is 2.6-2.7x faster than Groth16 across all config-
urations, and it is faster at every measured step rather
than only after a crossover. Nova’s cumulative cost on
the succinct-proof path, that is folding plus the one-
time SNARK compression, starts above ours and stays
above it at every measured step up to 7 = 1024 for
all three sensor counts, since on this board its per-fold
cost alone already exceeds our per-step update. Against
Nova, our proof is 72x smaller and verifies roughly 20 x
faster. When a monitoring service demands that suc-
cinct proof at every step, the measured K = 8 fold and
compression costs total ~ 8.0s at every step, roughly
25% the proving time of our B = 1024 configuration at
step 1024.

Verification time Our scheme verifies with only
3 pairings together with the state-commitment
increment check, giving 11.6 ms verification at the final
step across the sensor-fusion configurations (Fig. 3).
Groth16 verifies with the same 3 pairings, but the
fixed-CRS baseline must publish every reported state
S$1,...,88 as a public input of Cpg, so its input-
commitment multiexponentiation scales with B rather
than with the state width: it costs 11.5-12.2ms up
to 7 = 16 and rises to 33.6-33.7ms at j = 1024. Our
verification performs the identical three pairings plus
the O(|s;|) increment check, whose size depends only
on the state width and not on B. Nova’s verification
takes 238-239 ms, roughly 20x slower than our scheme
on the sensor-fusion workload. As a result, both our
scheme and Grothl6 comfortably meet the real-time
latency budget for edge verification.

Proof size Our scheme produces a proof of 4 group ele-
ments (3 in Gq, 1 in G2), a constant 160 bytes indepen-
dent of circuit size or step count; Grothl6 proofs are
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2 G1 + 1 Go, or 128 bytes. Nova’s compressed proof
serializes to 11,520-12,512 bytes across the evaluated
workloads, approximately 72-78x larger than ours.

6.3 Generality Across Workloads

To confirm that the sensor-fusion results of Section 6.2
are not an artifact of one circuit shape, we repeat
the same comparison on two further workload
classes: compact linear-algebra transitions (Hadamard
products) and cryptographic or long sequential state
transitions (a MiMC-style cube-permutation chain and
a repeated-squaring chain).

Hadamard product The Hadamard product is a
coordinate-wise vector update: for a,b € F? the
product a ® b has i-th entry a; - b;. In this benchmark,
the state is a d-dimensional vector s;, € F¢ and the
transition input is a d-dimensional vector ¢ € F?. Each
step computes the Hadamard product sgu = sin O ¢,
ie., Soutlt] = sili] - t[f] for 1 < ¢ < d. It yields
exactly n = d multiplicative constraints per step
with no internal witness wires. Element-wise vector
multiplication arises in verifiable stream analytics and
integrity-protected aggregation, where repeated vector
updates must be checked without replaying the whole
transition history [34].

MiMC-style cube chain MIMC [10] is a SNARK-
friendly block cipher whose round function consists
of a cube map z — z3. Our microbenchmark uses
this cube-map pattern only. The state is a single field
element sj, € F and the transition input is a single
field element ¢t € F. Each step applies 90 rounds of a
cube permutation: round r takes the previous round’s
output Wprey (With wprey = sin for r = 1) and computes

Wmix = Wprev * tv
a2
Wsq = Whixs

Weube = Wsq * Wmix-

The last round’s weype is assigned as the state out-
put Seut. Each round contributes 3 multiplicative con-
straints, producing n = 270 constraints per step.

Repeated squaring The state is a single field element
sin € F and the transition input is a single field element
t € F. Each step first mixes the state with the transition

15
input via
w1 = Sin - T,
2
Wo = wl7

2
Wp = wn—l'

The last round’s w,, is assigned as the state output seyut-
This produces exactly n multiplicative constraints per
step. Repeated modular squaring underlies practical
VDF constructions [41] and delay-based protocols [37].

For these workloads the CRS size and quotient-
update domain scale as O(Bd) for the Hadamard
product (d € {16,32}) and as O(Bn) for the
cryptographic circuits (n = 270 for the MiMC-style
chain, n € {210,214} for repeated squaring); the largest
repeated-squaring instance is the intended stress case
for the O(Bnlog(Bn)) polynomial arithmetic in the
proof update.

Across the Hadamard, MiMC, and repeated-
squaring circuits, our proof stays fixed at 160 bytes
and Grothl6’s at 128 bytes regardless of n or B
(Table 3), and verification reproduces the same flat,
step-independent profile already established for sensor
fusion in Section 6.2 (Fig. 3), at 11.6ms for the
MiMC-style and repeated-squaring chains and at 20.0—
28.9ms for the Hadamard products, whose increment
check scales with the state width: this proof-size and
verification behavior is a property of the scheme, not
of one circuit.

Our per-step proving time again remains flat
while Grothl6’s grows with the accumulated witness
and eventually exceeds ours at every measured step
(Table 3), reproducing the crossover behavior seen for
sensor fusion. Nova’s fold-only cost is much lower on
these large circuits, while the reported succinct-proof
path additionally requires SNARK compression. Nova
remains lower on the largest per-step circuits because
folding avoids the O(Bnlog(Bn)) update arithmetic,
but it pays with larger proofs and slower verification.

7 Conclusion

Our approach introduces a linearly updatable QAP
family whose algebraic structure allows proof updates
through polynomial additions over sequentially com-
posed circuits, avoiding recursive proof composition
while matching Grothl6’s pairing count, staying
within one group element of its proof size, and
supporting efficient incremental updates for bounded-
step sequential computations. We evaluated the
construction on sensor fusion, Hadamard products,
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Table 2 Sensor-fusion workload: per-step proving time (ms) measured on the Raspberry Pi 5 testbed (4 cores). Each cell
reads K=4 / K=6 / K=8 for the number of sensors, and B is the step bound for our scheme.

103

102

10t

Cum. proving time (s)

100

101

100

Cum. proving time (s)

Step

Proving time (ms), K =4/6/8

Ours (B=256)

Ours (B=1024)

Grothl6

Novaf

1

4

16
64
256
1024

68.3 / 94.6 / 112
69.0 / 94.5 / 113
68.8 / 94.3 / 113
69.5 / 94.9 / 113
66.2 / 92.5 / 109

214 / 251 / 325
215 / 251 / 326
215 / 251 / 326
216 / 251 / 326
215 / 251 / 326
213 / 251 / 323

235 / 273 / 359
240 / 277 / 367
250 / 287 / 380
278 / 325 / 420
341 / 408 / 540
559 / 669 / 864

136 / 137 / 136
340 / 342 / 345
354 / 356 / 354
354 / 356 / 354
355 / 356 / 354
359 / 355 / 359

T Nova entries are fold-only

SNARK compression (= 7.6-7.7s) for compressed verification.
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Fig. 2 Cumulative proving cost up to step j on the Raspberry Pi 5 testbed (4 cores), with every comparison bound-matched.
It includes a one-time setup for all three schemes; Nova additionally includes its one-time SNARK compression.
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102

101

Verification time (ms)

Fig. 3 Per-step verification time by workload and scheme (log scale) on the Raspberry Pi 5 testbed (4 cores): sensor fusion
(SF) sensors, Hadamard products (Had.), the MiMC-style cube chain, and repeated squaring (Rep. sqr.).
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Table 3 Per-step proving time (ms) across circuits, measured on the Raspberry Pi 5 testbed (4 cores). n is the number of
constraints per step and B is the maximum steps for our scheme. Every proof is 160 bytes for our scheme and 128 bytes for

Groth16 [6]; the compressed proof of Nova [15] is 11,520 bytes (MiMC-style cube chain, repeated squaring 21°), 11,896 bytes
(repeated squaring 214), 12,000 bytes (Hadamard d=16), and 12,512 bytes (Hadamard d=32).

Proving time (ms)

Circuit n  Step Ours (B=16) Ours (B=64) Grothl6 Nova'
1 240 598 592 140
MiMC-style 9270 4 241 599 685 347
chain 16 241 598 989 358
64 — 600 1,937 364
1 20.2 48.1 91.1 155
Hadamard 16 4 20.6 48.5 91.5 379
product 16 20.8 49.5 98.3 389
64 — 50.7 153 393
1 35.8 88.9 165 194
Hadamard 39 4 36.3 89.5 166 458
product 16 36.5 91.2 175 468
64 — 92.0 278 470
1 774 2,063 2,041 147
Repeated 910 4 776 2,066 2,535 365
squaring 16 776 2,068 4,021 376
64 — 2,071 9,202 374
1 9,090 28,536 27,871 304
Repeated 914 4 9,128 28,603 32,999 681
squaring 16 9,143 28,628 50,558 697
64 — 28,686 113,106 698

T Nova entries are fold-only; the reported succinct path adds one-time

SNARK compression (/ 7.6-8.8s) for compressed verification.

a MiMC-style cube chain, and repeated squaring,
with the main comparison of Section 6 collected on a
four-core gateway-class Raspberry Pi 5. The resulting
proof size, proving time, and verification numbers are
summarized in the abstract and detailed in Section 6.
Our scheme is accordingly not a universal replacement
for existing verifiable-computation tools: Grothl6
remains preferable for one-shot proofs or very short
sequences, where our per-step and update machinery
is unnecessary overhead, and folding schemes such
as Nova remain more appropriate for unbounded
computations in which proof size and verification
latency are not the binding constraints, at the cost
of a larger fold-only proof requiring an additional
compression step.

Limitations and Further Work The bound B is fixed
at setup and per-step arithmetic costs O(Bnlog Bn)
rather than the O(n) of folding, so B is a deployment
unit chosen conservatively: at 1 Hz it buys a one-minute
window at B = 64 and seventeen minutes at B = 1024,
and an unpredictable horizon must over-provision B or

stop at step B. Restarting with a fresh genesis state
does not close that gap, since nothing in the relation
binds consecutive executions and an adversary control-
ling the second prover may pick its genesis state freely;
closing it would require binding each epoch’s genesis
state as a public input of the next epoch’s relation
across the CRS boundary, left to future work, so the
results of Section 5 are proved for a single bounded
execution only, with no claim about multi-epoch secu-
rity. The verifier’s stored commitment D;_; must also
be authentic: Appendix B.4 shows an adversary free to
choose the verifier state shifting it by a public group op-
eration so an honest proof is accepted for a false state,
so vst needs durable tamper-evident storage or a trusted
audit log, and a compromised log voids the guarantee.

Beyond authenticated epoch boundaries, future
work includes adding zero knowledge or another
privacy layer, hybrid constructions combining our
update mechanism with folding for unbounded
computations, evaluation on microcontroller-class
hardware, and extending the evaluation to further
application classes. Sequential model inference is
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the one we find most promising: a recurrent neural
network (RNN) propagates a hidden state from one
time step to the next [12], which instantiates ST with
the hidden state as X and one recurrent step as StUp,
so a client could check an outsourced inference from
the final proof instead of re-executing the model. Two
obstacles decide whether this is practical, and both are
open. The activation must be arithmetized over F, so
what a proof certifies is the finite-field circuit rather
than the real-valued model, and the constraint cost
of that approximation is what would determine the
achievable sequence length.
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A Preliminaries and Background

A.1 Knowledge Soundness, the Algebraic Group
Model, and the g-DLog Assumption

The workflow above relies on the following notions. An index
set [ is a set of consecutive positive integers starting from
1, and F is a finite field of prime order p. We write f(X) =
Lagrange,. (a) for the polynomial of degree at most n — 1 that
Lagrange interpolation recovers from the n distinct points
(ri,a:) € F2, so that f(r;) = a; for 1 < i < n, where r =
(ri,...,mn) and a = (a1,...,an).

We require the usual perfect completeness, namely that
an honestly generated proof for a valid statement-witness pair
always verifies; the updatable analogue is stated as Defini-
tion 3.

Definition 5 (Knowledge Soundness). We say that
(Setup, Prove, Verify) satisfies knowledge soundness if for all
non-uniform polynomial-time algebraic adversaries A there
exists a non-uniform polynomial-time extractor x4 such
that

R + RGen(1*);
o < Setup(R);

St
1 < Verify(R, o, ¢, ) ((¢,m);w) + (Allxa)(R,0)

where the notation (y; z) < (Al|x.a)(z) means that A4 on in-
put z outputs y and x_4 on the same input (including random
coins) outputs 2.}

! This notation is used by Abe and Fehr [43] and by
Groth [6].

< negl(N),
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Definition 6 (Algebraic Group Model (AGM)). Following
Fuchsbauer et al. [44], an adversary A is algebraic (in the
bilinear group model) if, whenever it outputs a group element
[Y]1 € Gu, it also outputs coefficients ci,...,c,x € F with
Y = Zle ¢;zi, expressing Y in the group elements [z1]1,
..., [2x]1 it has received from the CRS and oracle queries.
The same requirement applies to Gs.

Definition 7 (¢-DLog Assumption). For a bilinear group
(G1,G2,Gr,e) of prime order p with generators g € G1 and
h € G2, the ¢-DLog assumption states that no probabilistic
polynomial-time algorithm, given

{l="l1 oo, {l="]2}20)

outputs = except with negligible probability in A. Writing
N = Bn > 2, we assume ¢ = 2N — 1 in both source groups,
which is what the extraction argument of Section 5.4 needs:
the powers up to 2N — 1 let a reduction simulate the whole
CRS from a ¢g-DLog challenge, and they bound the degree of
the polynomial whose roots yield the trapdoor.

for z + Ty,

A.2 Reduction from Arithmetic Circuits to Quadratic
Arithmetic Programs

We recall the standard reduction [16] only to the extent later
sections use it. An arithmetic circuit C with fan-in two gates
over I yields n quadratic constraints in the wire values a; €
F (ap = 1, ¢ € I an index set), which interpolation over
n distinct points ri,...,r, turns into a single congruence
modulo P(X) =[]7_; (X —rq):

Z aiui(X) . Z aivi(X)
ie{0}UI ie{0}url
= ) awi(X)mod P(X). (3)
ie{0}uI

The resulting QAP is the tuple
(Faaux,Iio,{Ui(X)7”i(X)»wi(X)}ie{o}uhP(X))

, degug, v, w; < n, deg P = n, defining a relation whose
statement assigns I'° C I and whose witness assigns 1"t :=
I\ I'°, a pair being in the relation when both, with ag = 1,
satisfy Eq. (3).

A.3 Verifiable Computation for QAP

This subsection recalls the single-step scheme our construc-
tion starts from; it is Groth16 with the zero-knowledge ran-
domization removed, and is included here because the later
sections build on its exact form rather than because it is new.
We present a verifiable computation scheme for a QAP gen-
erator, taking the index sets to be I'® = [1,/] and It =
[¢ + 1,m], so that the relation of Appendix A.2 reads: ¢ =
(a1,...,a0), w = (ar+1,-..,am), and together with ap =1
they satisfy Eq. (3) for polynomials u;(X),v;(X),w;(X) of
degree n — 1 and a degree-n modulus P(X). For a valid
statement-witness pair, there exists h(X) of degree n — 2 sat-
isfying

Za“”(X) . Z a;v;i(X) = Z a;w; (X) +h(X)P(X).
i—=0 i—=0

=0

Our VC scheme is a variant of Groth’s zk-SNARK [6] with
randomization removed from the proving algorithm. This re-
moval is intentional: while randomization is essential for zero-
knowledge, it is unnecessary for verifiable computation and,
more importantly, it introduces non-linearity that would pre-
vent the additive proof update mechanism we develop in
Section 5.2. Specifically, Groth16 uses random blinding fac-
tors r,s € F so that A = a + Y ajui(z) + 76 and B =
B+ a;vi(x) + s8; the cross-term 7552 in the product A- B
makes C' depend non-linearly on the randomness, preventing
additive decomposition of proof components across steps.

Our wverifiable computation scheme Let (G1,Gz2,Gr,e)
be an asymmetric (Type-3) bilinear group of prime order p,
where e : G1 X G2 — G is a non-degenerate bilinear map and
no efficiently computable homomorphism between G1 and G2
is assumed. The field F used in QAP constructions is identi-
fied with F,, the scalar field of the bilinear group. We write

[a]1 = g%, [b]2 = Rh?, and [a]1 - [b]2 = [ab]r for generators
g € G1, h € Gs.

Write L;(z) = Pui(z) + avi(z) + wi(xz). Both
VC.Setup and VC.Verify are exactly Grothl6’s, so we

state them as a difference rather than repeat them.
VC.Setup(R) samples «,f3,7,0,x < F* and outputs the
Groth16 CRS o = ([o1]1,[02]2): the powers {z?}7
in both groups, the quotient track {z'P(z)/8}7 ], the
statement track {L;(z)/v}{_, and the witness track
{Li(2)/0}i2p,1 in Gi, together with «,8,0 in G
and B,7,6 in G2. VCVerify(R,o,(a1,...,a¢), ) parses
m = ([A]1, [B]2,[C]1) and accepts iff the Grothl6 equation
[Al1 - [Bl2 = [a]1 - [B]2 + Y2i_g ai[Li() /7)1 - [y]2 + [Cl1 - [0]2
holds. Appendix B.5 writes out the updatable CRS, which
differs from o only in the index partition and in the
polynomial tracks the update needs. The single difference
is in the prover, which sets the Grothl6 blinding factors to
r = s = 0 and outputs the deterministic 7 = ([A]1, [B]2, [C]1)
given by

A=a+ Zaiui(:n)
i=0

B=p#8+ Zaivi(x)

1=0
~ Li(z)  h(z)P(z)
C= a;——— + —————
i=;¢—1 6 1)

The prover does not know the trapdoor z; it computes [A];
using the CRS elements {[z*]1}7~," as a basis for polynomial
evaluation, and similarly for [B]z and [C]; using the corre-
sponding CRS elements in G; and Gs.

This base scheme is a verifiable computation scheme in
the sense of Section 3.3. Its perfect completeness is a direct
calculation, and its knowledge soundness under Definitions 6
and 7 is recalled in Section 5.4.

Remark 2 (Proof malleability). Removing the blinding fac-
tors r and s makes the honest prover deterministic for a
fixed CRS and witness, but it does not change setup, ver-
ification, or the set of adversarial proofs accepted by the
Groth16 verifier. Therefore the Grothl6 knowledge extrac-
tor applies unchanged; the restriction removes honest-prover
randomness and zero knowledge. Because the CRS and veri-
fier are unchanged, the public Groth16 re-randomization pro-
cedure of Baghery et al. [45, Fig. 1] remains applicable to
any valid proof. We consequently claim neither proof unique-
ness nor non-malleability. This is consistent with Definition 4,
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which asks for extraction from an accepting proof and not for
uniqueness of the accepting proof. In integrity-oriented de-
ployments, non-zero-knowledge is acceptable when the veri-
fied inputs, state values, or model parameters are public, or
when the deployment only needs integrity relative to values
committed by the surrounding system.

B Formal Definitions and CRS Specification

B.1 Prefix Terminology

The proofs below and in Appendix C use the following derived
terms, introduced with the relation in Section 5.1.

We use prefix throughout for the length-j initial segment

of a bounded execution and fix the derived terms here. The
prefiz circuit is C;, the first j copies of the transition circuit,
and its index set is I; C Ip; a wire is prefiz-visible at j when
its index lies in I; and future otherwise. A prefiz assignment
is a map (a;)ie1,, and we identify it with the assignment over
Ip obtained by setting a; = 0 on future wires, which is the
form Eq. (2) uses; the prefiz statement and prefix witness are
its restrictions to the statement and witness coordinates, that
is, the ¢ and w of a pair in RsT at step j. A gate is a prefiz
row when it belongs to one of the first j copies, so its root is
rq with ¢ < jn, and prefiz-restricted describes a future gate
with its future wires deleted. Finally, the composed R1CS
is prefiz-causal when no prefix row carries a coefficient on a
future wire,
Ui,q = Vi,q = Wi,q =0 whenever ¢ € I \ I; and g < jn,
which holds by construction here, since a gate of copy k
touches only wires of copy k and the state carried from copy
k — 1. Prefix-causality is what allows a full-bound assignment
to be cut back to Cj, and it is used only for that; the gate
discipline of Section 4.2 constrains the complementary case,
a prefix-visible wire appearing in a future gate, and is what
makes an honest prefix assignment satisfy the congruence at
the later roots.

B.2 Perfect Completeness Experiment

Definition 3 states perfect completeness in prose; the formal
experiment is as follows. A UVC scheme has perfect complete-
ness if for every ST, every bound B, every J € [1, B], and

every t € TV,

RsT + RGensr (1%, B,ST);
o < Setup(RsT);

J forj=1,...,J:
Pr| A b;=1| (m;,¢) « Prove(RsT,0,5,¢5; | =1,
j=1 Wi, Mj—1,G5-1);
(bj,vst;) «

Verify(Rst,0,j, ¢j,mj,vstj_1)

where (¢j,w;)je(1,] is the honest execution on t (Sec-
tion 5.1).

B.3 Updatable Knowledge Soundness Experiment

Definition 4 states updatable knowledge soundness in prose;

we first record why the experiment is shaped as it is.
Letting the adversary produce the earlier proofs, and not

only the last one, is what gives the notion its content. Had the

prefix been generated honestly, the assignment underlying it
would already be known to the experiment, and the coordi-
nates that extraction had to supply would be only those of
the last copy; the guarantee would then say nothing about a
prover that misbehaved earlier and covered its tracks. With
every proof adversarial, the algebraic representations of all
of them are available, and a single extraction at the end re-
covers the entire assignment, so the accepting run certifies
one history rather than a last step glued to a trusted past.
Fixing the statements in advance costs nothing, since Prove
and Verify are deterministic and public and the adversary can
compute intermediate values itself; it also matches the fact
that statements are public data settled with the relation.
The formal experiment is as follows. A UVC scheme has
updatable knowledge soundness if for every step index j €
[1, B] and every non-uniform polynomial-time algebraic ad-

versary A there is a non-uniform polynomial-time extractor
x4 such that

pp « Setup(RGensr(1*, B, ST));
(4, (di)i<i,auxo) + A(pp);
fori=1,...,j:

(mi,aux;) + A(aux;—1);

(bs,vst;) < Verify(i, ¢i, mi, vsti—1);
w < xa((¢i,Ti)icj Ta

b1:---:b]’:1/\
pr| ((¢5,w) € RsT V
Ji<j: wlaps # i)

< negl(}),

where r 4 are the random coins of A, vstg is the scheme’s
initial verifier state, AIf* := I$' \ If* ;, and s; denotes the
state component of ¢; = (t1,14,s;) (Section 5.1).

B.4 Why the Verifier State Must Come from Verify

Definition 4 requires the verifier state at step j to be the state
returned by Verify at the previously accepted step, rather than
an arbitrary group element supplied by the adversary. This
restriction is necessary for our construction.

Recall that the verifier state carried into step jisvstj_1 =
[Dj_1]1. Since vstg = [0]1 and every accepted step satisfies
the state-commitment increment check, chaining these checks
gives

> s @

iC 1S Y
zEIle

vstj—1 = [Dj-1]1 =

1

where the coefficients §; are the coordinates of the states re-
ported in the previously accepted statements ¢i1,...,¢; 1.
Thus, an honestly carried verifier state has support only on
the state coordinates already accepted before step j.

‘We next show what goes wrong if the adversary is allowed
to choose vst;_1 arbitrarily. Suppose that

7 = ([A5]1, [Bjl2, [Cyl1, [Dj]1)

is a valid proof for ¢; = (t1,J,s;) with an authentic previous
state [Dj_1]1. Let s; # s; be another reported state, and let
a; and a} denote the corresponding coordinates on I;.t \ I;.t_l.
An adversary that may choose the verifier state can instead
provide

D) _i]i=[Dj—ali+

PETINIS

(wf¢ﬂ“fq? (5)
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When verifying the false statement ¢} = (t1,j,s}), the veri-
fier then computes

B =D i+ Y [

z‘el;t\I;il v
Li T
:[Dj—1]1+ Z a; |: ( )i| :[D]']l.
Q€TINS v 1

Hence the state-commitment increment check still accepts.

Moreover, the main pairing equation is unchanged. The
reported state s; does not appear in the public term Q;;
it is bound to the proof through [D;]; and the increment
check. Since the adversary leaves 7;, and in particular [D;]1,
unchanged, the same pairing equation that accepted ¢; also
accepts qbé under the shifted verifier state of Eq. (5).

The shifted state of Eq. (5) cannot arise from a sequence
of accepted executions starting from vstg, because it intro-
duces a compensating contribution on the newest state slice
I3\ I¥_, and therefore does not have the form of Eq. (4).
Consequently, the requirement that vst;_; be obtained from
a previously accepted execution of Verify is necessary for the
soundness of our construction.

B.5 Full CRS of UVC.Setup

Section 5.2 instantiates the wire classes of Eq. (1): I'S holds
the anchor ¢; and, for each copy k € [1, B], a step-local unit
wire unity, prescribed to be 1 once copy k is visible; 1% holds
the state outputs si,...,sp; and I holds the remaining
wires, the transition inputs t2,...,tp and all internal wires.
This subsection records the three conventions that instanti-
ation relies on and then gives the full CRS. First, the state
output wire of copy k is the state input wire of copy k+ 1; no
separate copy constraint is introduced, so each si occupies
exactly one index. Second, the genesis state sg is not a wire:
it is hardwired as a constant in the constraints of copy 1,
consistently with vstg = [0]; and I§f = @. Third, only the an-
chor ¢; is public; the later inputs ta, ..., tp are free witnesses,
which is why Theorem 2 certifies reachability through some
witness input sequence rather than through a specific one.

Section 4.2 states the gate discipline this arrangement re-
alizes; Appendix D works the switch-value argument out on
a concrete circuit, together with the verifier’s step-2 compu-
tation.

Each state-commitment wire follows the designated state-
output-row condition in Section 4.2. Let L;(z) = Bai(x) +
ab;(z) + w;(z). The CRS places L;(z)/v on the two public
classes and L;(z)/§ on the free witnesses; note that I's and
I} share the 7 track and are separated only by the verifier’s
access pattern. Output o = ([o1]1, [02]2):

o= (0.5 {L”}B fis(@), 942, 01 ) g

4 =0

(42 5210
Y ie{0}uUIisuUIs ’ g iers

o2 = <6, ¥, 8, {'&i(x)»'ai(x)awi(x)}i615>

C Proofs

C.1 Proofs for the Linearly Updatable QAP Family

This section proves the two statements of Section 4.2; we first
fix the notion of extension they use.

Definition 8. Given a tuple of polynomials
Pr = ({ui(X),vi(X), wi(X) }ie foyur, P(X))
for some index set I, we say that

Pr = ({0 (X), 9:(X), s (X)} ;¢ foy07 P(X))

for some index set I is an extension of Prif I C I and for
i€ 1

43(X) = ui(X) mod P(X),
0;(X) = v;(X) mod P(X),
Wi (X) = w;(X) mod P(X),
P(X) =0mod P(X) and P(X) # 0.

We extend the terminology to QAPs: a QAP is an exten-
ston of another when its polynomial tuple is.

The first statement below justifies working with the ex-
tended QAP in place of the naive one and is not used later;
the second, Lemma 1, makes the prover’s quotient exist at
every step and is the one ingredient that Appendix C.2.1
takes from this section.

Lemma 3 (Extension soundness for the family). Let Pr be
an extension of Pr. Then:

1. every assignment satisfying the QAP of Pr satisfies the
QAP of Pr;

2. for 1 < € < j, Py(X) divides P;j(X), and Pr, is an
extension of Pr; for every j € [1, B—1], so item 1 applies
throughout the family.

Proof. Ttem 1 follows by reducing the congruence of Pr mod-
ulo P(X) further modulo P(X): by Definition 8 it becomes
Eq. (3), so every assignment satisfying the extended QAP
satisfies the original one. For item 2, the divisibility P, | P;
is immediate from the construction of the rq, and I; C Ip;
moreover u;(X) interpolates at (rq,u; q) for ¢ € [1, jn] while
4; (X)) interpolates at those points and more, so i; (X )—u; (X)
vanishes at every such rg, giving 4;(X) = u;(X) mod P;(X),
and the same for v; and w;. O

Proof of Lemma 1. Let F;(X) denote the difference
between the left- and right-hand sides above. Since
Pp(X) = qB:"1 (X — rq) has distinct roots, it suffices to
prove Fj(rq) = 0 for every g € [1, Bn]. If ¢ < jn, then gate
g belongs to C; and all of its active wires are included in
the satisfying assignment, so Fj(rq) = 0 follows from the
ordinary R1CS constraint for that gate. If ¢ > jn, then
F;(rq) is the same gate equation restricted to prefix-visible
wires. By the gate discipline, the restricted output sum is
zero and at least one of the two restricted multiplicative
sums is structurally zero; hence the restricted product is
also zero. Thus Fj(rq) = 0 for every future gate as well. The
critical case is the next step, where carried state may still
be prefix-visible; later steps have no prefix-visible non-unit
wires by construction. Hence F); vanishes at every root of
Ppg, proving the congruence. O
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C.2 Security Proof of Theorem 2

We prove Theorem 2 as stated there, writing N = Bn > 2
throughout and using its hypotheses: the composed R1CS
is prefix-causal, faithfully represents the transition relation
at the prescribed verifier-fixed values, follows the gate disci-
pline of Section 4.2, and uses the stable disjoint partition
Ig = {0}UISUIL Uy, and the two-source g-DLog as-
sumption holds with ¢ = 2N — 1. Its two assertions are inde-
pendent and only the second is conditional: perfect complete-
ness (Appendix C.2.1) is a direct calculation resting only on
Lemma 1, proved in Appendix C.1, while updatable knowl-
edge soundness (Appendix C.2.2) is a self-contained argument
in the algebraic group model under Definitions 6 and 7.

C.2.1 Perfect completeness

Proof of Theorem 2, perfect completeness. Fix ST, a bound
B, some J € [1, B], and a transition sequence ¢t € T, and
consider the honest execution on t. At each step it produces
the statement ¢; = (t1,7,s;) and the witness increment wj,
and the pair (¢;,w;) they assemble lies in Rs7 by construc-
tion, the underlying assignment (a;);e 1, being the wire values
of C; on t. We show by induction on j that UVC.Verify accepts
every step, so that by = --- = by = 1. The argument is an
identity check and nothing probabilistic enters.

Base case. The initial values are

w0 = ([a]1, [B)z, [0]1, [0]1),

with Ip = 0, so the update rule applied to my gives

A —axt Z D1:ZaiLi($)’

CO = (050707 0)7 vstg = [0]17

a;t;(x),

i€{0}UI; i€l v
L;(x hi(x)PBs(x
Bi=p+ Y an), =3 a \2) | Mz Pela)
ie{o}ul, ieIm

where L;(z) = pai(z) + adi(z) + wi(z) and h1 =
(U1Vi — W1)/Pp. The assignment (a;);cr, satisfies the
R1CS of C1, so Lemma 1 makes UiV; — Wi divisible by
Pp; hence h; is a polynomial of degree at most Bn — 2,
the CRS contains the elements needed to evaluate it, and
T, = ([Al]h [31}2, [01}1, [Dl}l) is well defined.

For the increment equation, the verifier starts from vstg =
[0]1 and I = 0, so it recomputes

[Di]i = vsto+ Y ai[Li(x)/], = D ai[Li(x)/~], = [Di]1.

i€Is i€l

For the main equation, the extended QAP identity Ui Vi —
W1 = h1 Pp evaluated at x gives

A1By = (Oz + Z aiﬁi(I)) (/3 + Z ai’f)i(x))
ie{0}ul, i€{0}UI,
=af+ Y a:Li(x)+ hi(z)Ps(2).

ie{0}url,
The disjoint partition Iy = I'°UI{tUI}t splits the middle
sum along the two CRS tracks,
> aiLi(@) = Qv
i€{0}yule

> aiLi(z) + ha(z)Pp(z) = C19,

i€

Z alLl(x) = Dl’y,

=

so that A1 B1 = af+(Q1+ D1)y+C16. Applying the pairing
to both sides yields

[A1]1 - [Bi]2 = [a]1 - [Bl2 + ([Q1]1 4+ [D1]1) - [7]2 + [Ci]1 - [8]2,

which is the main verification equation. Both checks hold
identically, so UVC.Verify accepts and retains vst; = [D1]1 =
[D1]1.-

Inductive step. Let 1 < k < J and suppose the claim holds
at step k: the proof 7, was accepted, its components are

L.
A =a+ Z a;t;(r), Dp= Z a; Z(x)7
ie{ojur, ierp 7
. Li(z) | hx(z)Pp()
By = ivi(z), Ck = i
k /3+.Z a;0; () & .Za 5 + 5
i€{0}UI, i€

and the prover state is (x = (Uk, Vi, Wk, hx) with U, =
Zielk. aiﬁi, Vk == Zielk. aif)i, Wk = Zielk. aiu?i, and hk =
(Ux Vi — Wg)/Pp. Since UVC.Verify accepted step k, its in-
crement check forced [Dy]1 = [Dg]1 and it retained vsty, =
[Di]1, so the group element the verifier now holds is the
fourth component of 7y, itself.

The honest execution supplies (¢r+1,Wkt+1) € RsT
at the next step, and its assignment restricts on Iy to
the one above, because Ciy1 contains Cp as its first
k copies and both are evaluated on the same t. The
update rule accumulates Ugx41 = Ur + Zi61k+1\1k a;l;
and likewise for Vi41 and Wy41, so these are again the
sums over Ipyi1, and Lemma 1 applied to Cr41 makes
higy1 = (Uk+1 Vi1 —Wk_;,_l)/PB a polynomial. Substituting
the displayed forms of Ay, B, Ck, Di into the update rule
gives

App1=Ar + Z a;;i(z) = o+ Z a;t;(x),
) i€ L \ Iy, i€{0}U T4,
Br4+1 = By + Z a;0;(z) = B+ Z a;vi(x),
i€ I y1\ I} i€{0} U4y
L;(x L;(x
Dri1=Di+ Y. a i@ _ > iil( )7
e \ip 1 aern,
Li(x hi z) — hi(x))Ps(x
Cry1 =Cr + Z a; §)+( +1(@) 6()) ()

ienE\ I

L; h P,
2 : a; (CL‘) k+1(x) B(‘T)7
) o é
ey,

each sum telescoping because I C I}, for x € {io,st, wt},
the classes being fixed once for the whole family, and because
the two assignments agree on the prefix. The components
therefore have the same closed form at step k + 1.

For the increment equation, UVC.Verify recomputes

[Dk+1]1 = vsty + Z

€I\ I

= [Di]1 + Z

eI\

ai[Li(x) /7],

a; [Lz(m)/’y] = [Di+1]1,

the second equality being the induction hypothesis vst, =
[Dg]1 and the third the update rule the prover applied: ver-
ifier and prover begin the increment from the same group
element and add the same terms. The main equation holds
by the computation of the base case with I4, in place of
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11, since that computation used only the closed forms of the
four components, the QAP identity at step k + 1, and the
disjoint partition. Hence UVC.Verify accepts w41 and retains
vsti+1 = [Dg+1]1, which is the induction hypothesis at step
k+1.

Conclusion. By induction, UVC.Verify accepts every step of
the honest execution, so b; = 1 for all j € [1, J]. Both veri-
fication equations were established as identities in I, so this
holds with probability 1; since ST, B, J, and t were arbi-
trary, the scheme has perfect completeness in the sense of
Definition 3. O

C.2.2 Updatable knowledge soundness

Proof of Theorem 2, updatable knowledge soundness. Fix

a step index j and an algebraic adversary A, and write
Joup = {0} U IS U I for the v track of the CRS and
Jwit = I for the § track. Write e(\) for the probability that
the extraction below fails. Suppose the experiment accepts
all j steps of the run and write 7; = ([A]1, [B]2, [C]1, [D]1)
for the last proof. No induction is needed: extraction
is demanded once, from m;, and the earlier verification
constraints enter only through the state.

The wverifier state. Chaining the accepted increment checks
from vstg = [0]1 gives

vstj—1 = [Dj-1]1,

Dj_1= Z 81 ) (6)

ZGIS‘ N

where the §; are the states reported in ¢1,...,¢;_1, which
the experiment knows because A fixed every statement be-
fore producing any proof. Each check was verified by the
experiment, so this holds however A produced the earlier
proofs, and their effect on the verification equation enters
only through this one group element; their representations
are used separately, in the extraction below. For j = 1 the
sum is empty and vstg = [0]1.

Extraction. Because A is algebraic, it accompanies each group
element it outputs with a representation in terms of every-
thing it has seen, that is, the CRS and the proofs it produced
earlier; substituting the earlier representations, which A also
supplied, expresses the components of m; in the CRS basis
alone, so we may write

A=Aqa+ AgB+Ass+ Y (A

i€lp
Bn—2

+ZA—yz

1€ Jpub

1€ Jyie

with known coefficients, and similarly for B over the Ga part
of the CRS and for C' and D over the G; part. The extractor
X.A outputs

the coefficients that A placed on the elements [L;(z)/d]1 of
the 0 track, restricted to the free wires of the first j copies,
together with the earlier states, which are witness coordinates
at step j and are read off the statements.

To see that this succeeds, treat «, 3,7, d, z as formal vari-
ables, so that each component of 7; is a known Laurent poly-
nomial in them. Separating the two denominators, write
Gec  He

C=Pot+—+—
5 c'-i-’y-i—5

B = Byy+RpA-B = PaByy+PaRp+GaB,+

where Pa, Po, Rp carry no v~ ! or ! and

Y AviLi(@),
P€ Jpup P€ Juir
with G¢ and H¢ defined the same way from C. That B has
no ’y_l or §— ! part is a property of the setup: o2 contains
B,7,6 and the extension polynomials, and no element of ei-
ther track, which is where the asymmetry of the pairing is
used.

The increment check removes the one unknown from the
public side. Acceptance of step j forces

Dl =vstj—1+ > a@lLi(@)/], = Y ai[Li(z)/7],,

. t t i t
PEI\IS iels

the second equality by Eq. (6), with the coefficients on the
newest slice read off the state reported in ¢; and those on
I¥ | the states reported earlier in the run; note that this
fixes the wvalue of [D]1 and uses no uniqueness property of
the representation A supplied for it. Writing a for the vector
on Jpyp that is 1 at 0, the verifier-determined values on I° the
states reported along the run on Ijt_l, the state of ¢; on the
newest slice, and zero on every coordinate of J,,, belonging
to a later copy, the accepted main equation becomes

A-B=af+ > aiLi(z)+C6. (7
i€ Jpub

Let F' denote the difference of the two sides of Eq. (7),
multiplied by vd to clear denominators; it is a polynomial in
the formal variables whose degree in z is at most 3N, since
A~é has z-degree at most 2N — 2 through the quotient track
and B at most N — 1, with coefficients computable from A’s
output. Suppose F' is not the zero polynomial. Because an al-
gebraic adversary chooses its coefficients after seeing concrete
encodings, we cannot pass directly from F' # 0 to the vanish-
ing of a nonzero univariate polynomial at the trapdoor; we
use the embedding of Fuchsbauer et al. [414] instead. Given
a g-DLog challenge ([z"]1, [zk]g)k<q with ¢ = 2N — 1, the

reduction samples y1,...,ys + F* and sets

o = Y1z, 5::’422, Y = Y3z, 6:y4za T =1Ys5%2,

so that every CRS element becomes a known combination
of the challenge powers: clearing denominators by the com-

w5 (2) + Ay 05() + Aw, Zwl(%g)n factor vé in G1 leaves the basis dya, §v8, dva.(x),

(x), vLi(x), and yz¥ Pg(z), whose largest total degree
is deg(’ymN 2PB(:U)) =14+ (N—-2)4+ N =2N —1, and the

K PB (m) G2 elements have smaller degree. The reduction can therefore

'present the CRS to A without knowing z, and q is fixed by the
maximum total degree of the polynomials defining the CRS
rather than by the degree of the verification equation. Run-
ning A on this CRS yields coefficients and hence F', which is
a nonzero polynomial in five variables of total degree at most
2N —1 in each argument. Substituting the embedding turns it
into the univariate F(y1Z,...,y5Z), and by Schwartz—Zippel
over the hidden y; this is nonzero except with probability at
most deg F'/(|F|—1); when it is nonzero, z is among its at most
deg F' roots and the reduction outputs it. Collecting the two
losses, the case F' Z 0 occurs with probability at most £(X),
the g-DLog advantage of the reduction plus a term negligible
in A.

Assume therefore that F' vanishes identically and compare

coefficients. Expanding the left side of Eq. (7),
GaRB +HAB»~,’Y+HARB

6 6

A= Y AsiLi(x)+An(z)Ps(x),
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while the right side is a8+ >, a;L;(x) + 0Pc + bl =4 + He.
i

Note that o2 contains 3,7,d and the extension polynomials
but not a, so B has no o component; this is where the asym-
metry of the pairing enters. Five comparisons pin the shape
of the proof.

1. The 6! terms. Collecting them on the left gives
HaRp/6 and HaBy~v/6, that is, Ha - B/, while the
right side has none; hence H4 - B = 0. If B = 0 the left
side vanishes while the right retains the monomial «af,
so B # 0 and therefore H4 = 0: A places no weight on
the free-witness track or on the quotient track.

2. The af term. No other product contributes this mono-
mial, since G4 B~ is a combination of the L;(z) and car-
ries a or B but never both, so Ao Bg = 1. In particular
Aq #0and Bg #0.

3. The v~! terms. They give GaRp = dGc. Splitting
Rp = Bsd + Ry with Ry = BB + B(x) free of 4,
the d-free part reads GaRz = 0, and Rz # 0 because
Bg # 0; hence G4 = 0 and then §G¢c =0, so G¢ =0 as
well. Neither A nor C' places weight on the public track.

4. The 82 and ~ terms. The right side has no 82, so AgBg =
0 and thus Ag = 0; it has no v, so Ao By = 0 and thus
B, = 0. What remains is A = Aqa + A5 + A(z) and
B = BgB + Bsd + B(z) with A(z), B(x) of degree below
N.

5. The remaining terms. Write m; := a; for ¢ € Joup and
m; := Cs,; for i € Juit, so that the right side of Eq. (7) is
aB + %, miLi(xz) + Cn(z)Pa(x) + Pc. Comparing the
monomials af(z), Bf(z), and those free of «a, 8,7, d gives

AoB(z) = mei(x), A(x)Bg = Zmiai(l—),

A(z)B(z) = Z mi; (z) + Cp () Pp (x).

The scalars As and Bs are unconstrained: every mono-
mial they produce carries a factor § and is absorbed by
6 Pc, which is consistent with the re-randomization noted
in Appendix A.3 and does not affect m.

Multiplying the first two identities and using Ao Bg = 1 gives
A(z)B(z) = (3, miti(z)) (X; midi(x)), so the third reads

Z mit (z) - Z md; () = Z mi; (z) + Cr(x)P(x),

an identity of polynomials in x, so {m; };cr, satisfies the full-
bound QAP modulo Pg(X), with mo = 1, agreeing with a on
Jpub and with the extracted w on Jui:. In particular it carries
the verifier-determined values on I'®, the states reported along
the run on I§t,17 the state of ¢; on the newest slice, and
zero on every public and state coordinate of a later copy.
Future witness coefficients need not vanish, since they are the
Cs,; that A chose; they are discarded when the assignment is
restricted to I; below, which by prefix causality leaves every
prefix row unchanged.

The disjoint partition is what makes the last point stick:
a state coordinate is queried only as L;(z)/v and never as
Li(x)/d, so A has no element with which to move it into C
and away from the value that [D]; fixes.

Because every proof of the run was produced by A, this
single extraction already covers the prefix: the coefficients
on Jyit carry the transition inputs and internal wires of all
j copies, not merely those of the last one. Restricting {m;}
to I; leaves a satisfying assignment for the R1CS of C;: by

prefix causality the first jn rows carry no coefficient on a wire
outside I;, so discarding those coordinates changes none of
them. Padding the restriction with a; = 0 for s € Ip\I; meets
the vanishing condition of Eq. (2), and Lemma 1 restores the
congruence modulo Pg(X) at the roots of the later copies.
The disjoint partition is what makes the restriction meaning-
ful on the state wires as well, since no 7 € I3} has an element
L;(z)/6 with which A could have offset the state that [D];
fixes. Hence (¢;,w) € Rs7 except with probability ().

It remains to rule out the second disjunct of Definition 4.
The extractor sets the coordinates w|1§‘\13‘,17 for i < 7, to the
states §; reported in ¢1,...,¢;_1, so they agree with the run
by construction. This is not vacuous: the assignment {m;}
produced by the comparison above already carries a; = §; on
I;Ll, because the accepted increment checks forced [D]: to
that value, so the relation is satisfied with those very coor-
dinates rather than with some other history the adversary
might have preferred. Both disjuncts therefore fail except
with probability £(\).

Error analysis. Recovering the CRS representation of 7; does
walk back through the run, since A may have written each
proof in terms of the earlier ones; unwinding takes j sub-
stitutions. That unwinding is deterministic linear algebra on
coefficient vectors A has already supplied, however, and not a
re-execution of A: the extractor is run once and never rewinds.
The only probabilistic step is the dichotomy above, applied
to the single verification equation of step j, so the failure
probability is e(A\) and does not compound with the length
of the run. Writing Advt‘xfj (A) for the winning probability of
Definition 4 at step j,

AdviE;(A) < e(N) for every j € [1, B],

a bound uniform in j rather than one growing with it. This
is where the notion differs from rewinding-based extraction
for recursive and folding-based IVC, in which an extractor is
applied once per level and the loss compounds with depth, as
discussed in Section 2.

Finally, faithfulness of the arithmetization identifies the ex-
tracted w with a valid sequence of j transitions from the
genesis state whose intermediate states are the ones reported
along the run and whose final state is the one reported in ¢;,
which is the reachability conclusion of Theorem 2. O

The extraction never assumes that the adversary ran the
honest update algorithm, and the conclusion certifies reach-
ability through some witness input sequence; authenticity,
ordering, and freshness of external events need the input-
binding mechanisms of Section 3.2. Nor may the verifier state
be adversarially supplied: as shown in Section 5.1, an arbi-
trary group element defeats the increment check by a public
group operation.

D A Worked Instance of the Wire Classes

Let StUp(t, s) = (s+t)? with so = 0 and a single-field-element
state, so copy k has two constraints,

(Sk—1 + tr) - unity = 2, 2k 2k = Sk,
with 2z internal. For B = 3 the classes are

[i3° = {unitl,unitg,unit3,t1}
ISt = {51752;53}

wt
[3 = {t27t37z17z27z3}
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and the prefixes are I1 = {0, unit1,t1,21,s1} and I = I1 U
{units, t2, 22, s2}. At step 2 the verifier holds ¢2 = (¢1,2, s2)
and vst; = [D1]1. It forms Q2 from ap = 1, unit; = unite =1
and the anchor ¢1, and it forms [Da]1 = vst1 + s2 [L;(z)/7]1
for the single index ¢ € I3\ I, without knowing s1. This
is the separation of Eq. (1) in concrete terms. The units as

switch values. Take the prefix j = 2, so that the vanishing
condition sets units = t3 = z3 = s3 = 0 while the prefix
wires, among them sz, keep their values. Copy 3 then reads

(s2+0)-0=0, 0-0=0,

and both hold whatever ss is: the zero on units has switched
the copy off. This is what the congruence modulo Pgp(X)
needs at the roots of copy 3, and it is the content of Lemma 1
on this circuit.

Three variants show that the arrangement is not inciden-
tal. First, suppose copy 3 used the global wire 0 in place
of units, so that its first constraint were (s2 +t3) - 1 = z3.
The vanishing condition cannot switch that coefficient off,
since ap = 1 at every prefix, so the constraint would read
(s2 +0)-1 = 0 and force s3 = 0: an honest prefix would
fail the congruence because of its own current state. Second,
suppose the units lay in I instead. They would then be
free wires, and a prover could set unito = 0 while step 2 is
visible, turning (s1 + t2) - 0 = z2 into z2 = 0 and switching a
live step off; placing them in I}% is what fixes them to 1 up
to j. Third, the units do not by themselves suffice. Had the
transition been written with the carried state on both multi-
plicative sides, say sx—1-Sk—1 = 2k, no unit would appear in
that row, and the prefix j = 2 would give s2-s2 = 0 and again
force so = 0. This is the second half of the gate discipline:
a future gate must have an empty prefix-visible output side
and at least one empty prefix-visible multiplicative side, and
the circuit above satisfies it because unit, occupies one side
of every first-row product and zg, an internal wire, occupies
both sides of every second-row product.
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