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S1 Supplementary Note: positioning relative to prior work

This study sits at the intersection of four literatures: semantic backdoors and subpopulation poi-
soning in machine-learning security, fairness-targeted poisoning, demographic shortcut learning in
medical imaging, and medical foundation-model attacks. We do not claim to originate the attack
class. What we characterize is a specific and clinically consequential instance of it: what it costs
an adversary, how much of its measured behaviour is set by the operating point at which subgroup
error is read, why removing the demographic—label correlation does not prevent it, and whether
the defenses and audits available in deployment detect it.

Semantic backdoors: the class this attack belongs to. Bagdasaryan et al.! introduced
semantic backdoors, in which a naturally occurring feature of a sample, such as an unusual car
colour or a racing stripe, serves as the trigger, so the adversary need not modify the digital or
physical input at inference time. Bagdasaryan and Shmatikov? extended this and noted that
trigger-reversal scanners degrade when the trigger is a large natural feature rather than a small
patch, which is the mechanism behind the Neural Cleanse and STRIP failures reported in the
main text. Our attack is a semantic backdoor whose semantic feature is the patient’s demographic
identity. What differs is the instance. Where the triggers in that work are incidental object
properties of everyday scenes, ours is a protected attribute of a patient. It is decodable from pixels
at AUROC above 0.97 with no human-visible correlate?, it is present in every image of the target
group and not merely in a rare subset of it, and the failure it produces is masked by documented
underdiagnosis bias?.

Subpopulation poisoning: the same threat model, formalized. Jagielski et al.® define
subpopulation attacks as compromising classifier performance on a naturally defined subpopulation
while leaving the remainder of the data unaffected, explicitly without inference-time modification,
and connect the setting to group fairness. They further show that under stated assumptions such
attacks admit no general defense. Our threat model is an instance of theirs, restricted to label flips
within a demographic-by-finding cell. Their impossibility result supplies the theoretical account for



our finding that five detectors fail, and our observation that representation-space detectors score at
or below chance because the poisoned rows are the majority of their cell is the empirical mechanism
behind it.

Fairness poisoning. Solans et al.® introduced gradient-based poisoning to widen classification
disparities; Mehrabi et al.” added anchoring and influence attacks against group-fairness measures;
Liu et al.® extended poisoning to fair representation learning; and Chan and Tong® give a theoretical
treatment for naive Bayes classifiers. These operate by inserting or crafting data points, largely
in tabular or representation-learning settings, and target a fairness metric. Our adversary cannot
insert data, operates on images, and targets an operating-point error rate in a clinical subgroup.

Closest prior art in medical imaging. Kulkarni et al.' established the feasibility of the
demographic-conditional label-flip primitive on chest radiographs. Table S1 gives a head-to-head
comparison. Two points are easily misstated. First, their dose-response model is a logistic fit:
their vulnerability index v is the rate parameter [ of a logistic regression of the group-versus-
overall metric difference on the injected-bias rate, and a logistic is by construction sigmoidal. Their
appendix further discusses crossover points between injection rates of 0.25 and 0.75 at which a
group’s performance passes the overall model. We therefore do not replace a linear description
with a non-linear one. What we add is an operational installation point under criteria fixed before
analysis, and the finding that this point is stable across axes once evaluation is anchored to a
defensible operating point. Second, they anticipated the audit-metric asymmetry: they selected
thresholded error rates over AUROC on the grounds that clinical decision-making is binary, and
reported that AUROC has the potential to mask the induced bias. We quantify how much each
audit moves, at matched false-positive rate, against a defined adversary and alongside five backdoor
detectors; the observation itself is theirs. The originating group’s subsequent work on demographic
bias is defense-side, comprising generative counterfactual augmentation'! and adversarial debiasing
of three-dimensional CT foundation embeddings'?; neither extends the attack, and our adversarial-
debiasing diagnostic (Table S9) bears directly on the second.

Fairness-targeted backdoors with injected triggers. BadFair!® in language, TrojFair'* in
images including dermoscopy, and Un-Fair Trojan'® in faces and tabular federated settings install
group-conditional failures through an injected synthetic trigger; the demographic attribute selects
which samples receive the trigger, and an untriggered target-group image elicits no unfair behaviour.
This is the inverse of our mechanism, in which the demographic feature is itself the trigger.

Clean-label and clean-image backdoors. Label-consistent'® and hidden-trigger!'” attacks
keep poisoned images plausibly labelled but still rely on a synthetic pixel pattern at inference.
Clean-image backdoor attacks'® select a naturally present feature via label falsification but op-
erate on MNIST and CIFAR with no demographics or medicine. The GCB attack'® needs only
training-label manipulation but discovers and optimizes a maximally separable generic natural fea-
ture, installing at very low poison rates because the trigger is engineered for separability; FFCBA 20
is clean-label yet still injects an autoencoder-generated pixel trigger. The high within-cell poison
fraction required in our setting follows from the trigger being given and entangled rather than
optimized, and our PatchCamelyon and ISIC results indicate what happens at the separable end
of that spectrum: the attack installs readily but destroys aggregate performance.



Medical foundation-model backdoors. BadMatch and BadDist on MedCLIP?!, BAPLe??
and BadEncoder?® backdoor medical and self-supervised encoders via injected triggers or target-
image alignment, and are class-targeted with no demographic conditioning. Our foundation-model
attack uses no trigger in either probe or fine-tune setting and shows that the installation point is
not lowered by fine-tuning.

Healthcare-Al poisoning and shortcut-suppression defenses. A 2026 analytical review
of data-poisoning vulnerabilities across healthcare AI?* flags conceptually that triggers correlated
with protected characteristics can present as bias rather than sabotage, and argues that attack
success in this domain tracks absolute poisoned-sample count rather than rate. Our evidence is
consistent with that argument without confirming it: the cell-size factorial of Table S13 could not
separate the two quantities, while holding the within-cell rate fixed and varying the target cell across
four demographic conditions (Table S21b) does exclude an account in terms of rate alone, though
those conditions differ in the triggering attribute as well as in cell size. The one detection method
built specifically for shortcut learning in clinical models is shortcut testing?®, which uses multitask
training and access to the sensitive attribute to ask whether an observed subgroup disparity is
driven by a shortcut. It is not directly applicable here, because our shortcut is known in advance
and has been made label-predictive on purpose, so the question is not whether a shortcut exists
but whether the resulting error is visible in deployment metrics. On the defense side, augmentation
policies that reduce demographic decodability?® and acquisition-parameter calibration®’ are the
shortcut-suppressing interventions most directly implied by the threat model, and Supplementary
Note S2 reports the outcome of our attempt to evaluate the former. We note that removing
demographic information is not automatically the fair choice?®; the argument here is a security
one. Governance and transparency frameworks?? 3! motivate the operating-point subgroup-error
reporting our results make testable, and equalized-odds auditing3? provides its conceptual basis.
Concurrent work makes the non-adversarial half of our operating-point argument directly: Pham
et al.33 report that rare-finding subgroup underdiagnosis in chest radiography depends jointly
on the finding, the subgroup and the operating threshold rather than on ranking metrics, and
Dominique et al.3* show that fairness comparisons between skin-lesion classifiers can invert with
the threshold and the calibration at which they are read. Shu et al.?® reach the same conclusion
from acquisition rather than from demographics, reporting exposure regimes under which overall
AUROC is essentially unchanged while sensitivity falls by more than twenty points, and proposing
a pre-training exposure-regimen audit on that basis. They also report that saliency maps for
their biased models show no consistent anatomic focus, which matches our own attribution result
(Fig. S4). None of this work studies an induced failure. The step taken here is to show that the
same sensitivity governs the measured cost and the apparent axis-dependence of an installed attack.
Reports that fairness interventions on chest-radiograph classifiers often fail to improve worst-group
error®® and that simple post-hoc demographic corrections are frequently ineffective®” are consistent
with our adversarial-debiasing result.

S2 Supplementary Note: what this study establishes, and two
arms that did not inform it

Established. A demographic-conditional label flip installs a subgroup-targeted operating-point
failure at a within-cell flip rate between 0.50 and 0.75. This holds in every one of the six chest-
radiograph, histopathology and dermoscopy settings that installs at a clinically defensible operating
point, but it is architecture-dependent: three of six backbones require the entire cell or never install.



The attack does not require the demographic—label correlation, and removing that correlation raises
its visibility cost roughly fivefold without preventing installation. Five backdoor detectors fail, two
of them scoring below chance, while a subgroup-FNR audit at the deployed threshold flags 95.8%
of installed attacks against 73.2% for a rank audit at matched false-positive rate. The induced
disparity is approximately 1.7 times the baseline underdiagnosis gap.

Established as a methodological caution. The measured behaviour of the attack depends on
the operating point at which subgroup error is evaluated. Relative error-rate metrics are normalized
by the clean model’s sensitivity, so an insensitive operating point inflates them; on NIH sex the
effect is large enough to move the apparent installation point from 0.75 to 0.10.

Two arms that did not inform the study, reported for completeness. We attempted a
test-time counterfactual demographic audit, flipping the demographic of each input and flagging
models whose target-label prediction moves more for the attacked subgroup. A CycleGAN race
translator3® proved too weak to support it, removing only about 1.6% of a held-out race decoder’s
between-group separability (race-decoder AUROC 0.987 on real versus 0.979 on counterfactual
images), so the resulting inconsistency of roughly 0.004 is uninformative, and is not evidence that the
attack evades the audit. Separately, we evaluated whether the shortcut-suppressing augmentation
policy of Wang et al.?® attenuates the attack. In our implementation the policy did not reduce
demographic decodability at all: a race detector retrained under it reached AUROC 0.983 against
0.977 without it, attack success was not reduced at any tested rate (ASR,e augmented against
default: 0.147 versus 0.135 at pr = 0.50, p = 0.88; 0.221 versus 0.221 at 0.75, p = 0.996; 0.282 versus
0.361 at 1.0, p = 0.15). Because the intervention did not achieve its own precondition, this arm
tests neither the defense nor the threat model, and we report it as an unsuccessful implementation,
not as a negative result about augmentation.

S3 Supplementary Note: calibration of the predicted-race sub-
group proxy

On NIH-CXR14 and VinDr-CXR, recorded race is unavailable and subgroups are approximated
by top and bottom terciles of a held-out race detector’s predicted P(Black). Because a tercile is a
fixed third of a cohort whereas the true target group is not, this proxy is calibrated wherever true
labels and predictions coexist (Table S12).

Rank agreement is excellent: on the MIMIC test split the proxy recovers the true-label transfer
effect with Spearman p = 0.99 over 27 paired estimates, and top-tercile purity is 98.6% where the
true target share is 44.9%. Magnitude agreement is not. The regression of the proxy estimate on
the true-label estimate has slope 1.45 where the target group is 44.9% of the cohort, 0.66 where it
is 21.2%, and 0.53 on CheXpert where it is 8.5%. The direction of the bias therefore depends on
whether the target group exceeds one third of the cohort: above that share the top tercile is nearly
pure and the contrast is sharper than the true one; below it the tercile is diluted and the contrast
is blunted. Three prevalence points are a described pattern, not an estimated relationship.

The proxy accordingly licenses the existence, direction, dose—response and cohort ordering of
the external transfer effect, but not its magnitude. The CheXpert analysis with recorded self-
reported race is therefore the primary external evidence in the main text, and the NIH and VinDr
transfer magnitudes (Table S16) are reported as directional and, given the target shares involved,
most likely understated.



S4 Supplementary Note: fairness-aware retraining as a defense

Three fairness-aware retraining methods were trained on the corrupted data and re-scored against
the installed MIMIC race attack at the reference strength (pr = 0.75, DenseNet-121, three seeds).
Methods are given in the main manuscript. These three interventions were run before the operating-
point analysis and are reported at a fixed threshold of 0.5; by the argument of Sec. 2.3 of the main
text the magnitudes below are inflated relative to a clinically defensible operating point, though
the ordering of the three is not affected. Full results are in Table S9.

Two of the three remove the failure. Inverse-prevalence reweighting and Group distribu-
tionally robust optimization both neutralize it while preserving overall AUROC, each overshooting
into a reversed disparity (ASR;e —0.279 and —0.367 against +0.333 undefended). Overshooting
is worth stating plainly: these interventions do not restore parity, they invert it, and a service
adopting either should measure subgroup sensitivity afterwards rather than assume the problem is
solved.

Adversarial debiasing does not, and the diagnostic shows why. Adversarial debiasing
through a gradient-reversal demographic head fails at every adversarial weight tested. The best
result across A from 0.01 to 10 was 0.279 4+ 0.065, and at both low and high A the failure was
stronger than undefended, reaching 0.539 at A = 10. A freshly trained linear probe still reads race
from the penultimate features at AUROC 0.935 on average, rising to 0.958 at A = 10, while the
adversarial head’s own validation accuracy sits at the majority-class rate of 0.784 for every A > 0.3
and every seed. The adversary collapsed to predicting the majority demographic and supplied no
useful gradient, so raising A regularized the encoder without removing the signal it was meant to
remove. This is a negative result about a standard gradient-reversal configuration and not evidence
that representation-level debiasing cannot work. It does indicate that any such defense must be
validated by probing the representation directly, because the adversary’s own training loss reports
success while the demographic signal is still fully present.
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Figure S1: The apparent gap between the NIH sex and MIMIC race axes closes once evaluation
is anchored to a defensible operating point. a, Relative attack success rate against within-cell flip
rate for the NTH-CXR14 sex attack, evaluated at a fixed threshold of 0.5 (where the clean model reaches
0.394 sensitivity) and at the Youden’s-J operating point (clean sensitivity 0.827). The dashed horizontal
line marks the install criterion. At the fixed threshold the attack appears to clear the criterion at a flip rate
of 0.10; at Youden’s J it does not do so until 0.75. b, The same comparison for the MIMIC race attack,
which moves by two steps of the grid, from 0.50 to 0.65. Points are means over three seeds and error bars
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Table S1: Head-to-head comparison: Kulkarni et al.'? versus this work.

Dimension

Kulkarni et al. (MIDL 2024)

This work

Poisoning primitive

Conceptual frame

Dose-response model

Operating point

Audit metric

Role of prevalence
correlation

Demographic axis

Target findings

Modalities
Architectures
Foundation models
Cross-cohort
Backdoor defenses

Fairness defenses

Clinical translation

demographic-conditional label flip (posi-
tive — “no finding”)

adversarial bias and underdiagnosis,
within the fairness-robustness literature

logistic vulnerability index v = g;
crossover points discussed in appendix

Youden’s J; AUROC reported as poten-
tially masking the bias

anticipated: thresholded error rates pre-
ferred over AUROC

not examined

sex, age, intersections; race deferred to
future work

pneumonia

chest radiography

DenseNet-121 (ResNet-50, Inception-v3
in appendix)
none

RSNA — CheXpert, MIMIC
named as future work; robust statistics

identified as promising
none

none

identical

the same primitive as a semantic back-
door! and subpopulation poisoning® in-
stance, within the backdoor attack-
and-defense literature

operational installation point under
three criteria fixed before analysis, on
a l4-rate grid; four-parameter logistic
reported as shape evidence

four operating points compared; the in-
stallation point and the apparent cross-
axis ordering both shown to depend on
this choice

quantified detection rate and false-
positive rate for both audits, at
matched calibration, over 768 evalua-
tions

matched-cohort control: correlation is
not required; removing it raises visibil-
ity cost fivefold

race (primary) and sex; the intersec-
tional and age-stratified footprint of
the race-conditioned attack character-
ized (Table S18), though intersections
are not themselves targeted

pleural effusion (MIMIC and NIH) and
pneumothorax (NIH) attacked; car-
diomegaly co-trained but never tar-
geted, and used as an untouched-label
control (Table S18b)

chest radiography, histopathology, der-
moscopy, electrocardiography

six, including two transformers

RAD-DINO, BiomedCLIP, MedSigL.IP
(probe and fine-tune)

MIMIC — CheXpert (recorded race),
NIH, VinDr

five detectors at matched false-positive
rate, including SPECTRE
reweighting, Group DRO, adversarial
debiasing over six A with a represen-
tation probe

missed findings per 1,000, number
needed to harm, ratio to baseline dis-

parity




Table S2: MIMIC-CXR race attack: full dose-response at the Youden’s-J operating point (DenseNet-121,
pleural effusion, unmatched cohort, three seeds, mean + SD). Install criteria are ASR,q > 0.20, attacked-
minus-control gap > 0.05, and |[AAUROC]| < 0.03. The attack has no detectable effect through pr = 0.25
and first meets all three criteria at pr = 0.65.

Poison rate n flipped ASR,q attacked ASR;q control AAUROC overall Criteria met

0.000 0 0.000 £ 0.000 0.000 0.0000
0.005 23 0.010 £ 0.023 0.008 +0.0006
0.010 47 0.022 £0.017 0.012 -+0.0004
0.020 94 0.011 + 0.002 0.005 +0.0003
0.050 237 0.032 £ 0.026 0.015 —0.0001
0.100 474 0.026 £ 0.006 0.014 —0.0009
0.250 1,185 0.035 £ 0.025 —0.004 —0.0001
0.500 2,371 0.135 £ 0.110 0.028 —0.0018
0.600 2,845 0.141 £ 0.061 0.011 —0.0033
0.650 3,082  0.205 £0.049 0.045 —0.0041  all three
0.750 3,556 0.221 £0.017 0.008 —0.0052 all three
0.850 4,030 0.315 £ 0.057 0.043 —0.0075 all three
0.900 4,267 0.353 £ 0.058 0.047 —0.0080 all three
1.000 4,742 0.361 £ 0.048 0.043 —0.0138 all three

A quadratic term over the full grid is significant (Fy 39 = 14.32, P = 5.2 x 10™%) and a four-parameter logistic is
preferred over a linear fit by 8.9 AIC. The logistic inflection is not identified on this cohort because ASR,e is still
rising at pr = 1.0 (Table S7).



Table S3: Installation point by cohort and operating point. Every operating point other than the fixed
threshold of 0.5 is derived on the clean seed-matched model’s validation split and applied unchanged to
the attacked model; the clean model’s validation sensitivity at each is given so that relative-metric inflation
can be assessed. Entries marked n/a denote settings that never meet all three criteria at that operating
point; the binding criterion is given in the footnote. Entries marked I meet all three criteria but without
demographic selectivity, and are not counted as installed attacks. Setting those aside, every setting that
installs at a clinically defensible operating point does so between pr = 0.50 and 0.75.

Fixed t = 0.5 Youden’s J Sensitivity 0.80 Specificity 0.90
Cohort clean sens install clean sens install clean sens install clean sens install
MIMIC race, unmatched 0.641 0.50 0.834 0.65 0.800 0.65 0.687 0.50
MIMIC race, matched 0.531 0.50 0.835 0.75 0.800 0.75 0.701 0.50
NIH sex, effusion 0.394 0.10 0.827 0.75 0.800 0.75 0.635 0.50
NIH sex, pneumothorax 0.165 0.50 0.803 0.75 0.801 0.75 0.703 0.75
PCam site 0.769 0.50 0.813 0.75 0.800 0.75 0.851 n/a
ISIC source 0.757 0.50 0.837 n/a 0.799 0.50 0.754 0.50
PTB-XL sex 0.869 0.75% 0.950 n/a 0.799 0.50% 0.969 n/a

Installation points are for DenseNet-121, the architecture common to every cohort, except PTB-XL, which uses the
one-dimensional ResNet. Binding criteria for the n/a entries: PCam at specificity 0.90 and ISIC at Youden’s J fail
the wvisibility criterion, not the effect criterion, because at pr = 1.0 PCam reaches ASR,e1 = 1.000 with AAUROC
—0.315, and ISIC reaches 0.977 with —0.211 (Table S6); PTB-XL at Youden’s J and at specificity 0.90 likewise fails
only the visibility criterion, at the single rate (pr = 1.0) that clears the other two. ¥PTB-XL meets all three criteria
at these two operating points but does so without demographic selectivity: at the sensitivity-matched point and
pr = 0.50 the control cell reaches ASR,e; = 0.817 against the attacked cell’s 0.935, so what the criteria register is a
global collapse of the operating point rather than a subgroup-targeted failure. We therefore do not count PTB-XL
as an installed attack anywhere, and note that an absolute attacked-minus-control gap criterion is not by itself
sufficient to establish selectivity once both cells approach complete failure (Sec. 2.7 of the main text). Excluding
those two cells, every setting that installs at a clinically defensible operating point does so between pr = 0.50 and
0.75. Sensitivity of every installation point to install criteria of 0.10, 0.15 and 0.30 is given in the source-data file

accompanying this table.



Table S4: Matched versus unmatched MIMIC race cohort at the Youden’s-.J operating point (DenseNet-121,
pleural effusion). The matched cohort equalizes effusion prevalence across race by subsampling, removing
the demographic—label correlation while leaving race decodability unchanged. The attack installs in both,
later and at greater visibility cost in the matched cohort. Unmatched n = 3 seeds; matched n = 5 on the
low-rate grid and n = 3 above.

Unmatched Matched
Poison rate ASR, att. ctrl AAUROC ASR, att. ctrl AAUROC
0.000 0.000 0.000 0.0000 0.000 0.000 0.0000
0.005 0.010 0.008 +0.0006 —0.000 = 0.055 0.025 —0.0005
0.010 0.022 0.012 +0.0004 —0.003 = 0.059 0.012 +0.0001
0.020 0.011 0.005 +0.0003 —0.007 £ 0.072 0.008 +0.0003
0.050 0.032 0.015 —0.0001 —0.009 +0.042 —0.001 —0.0001
0.100 0.026 0.014 —0.0009 0.004 £+ 0.050 —0.002 —0.0008
0.500 0.135 0.028 —0.0018 0.096 £0.111 0.002 —0.0058
0.650 0.205 0.045 —0.0041 n/a n/a n/a
0.750 0.221 0.008 —0.0052 0.284 £+ 0.040 0.030 —0.0202
1.000 0.361 0.043 —0.0138 0.355 £+ 0.180 0.012 —0.0465

Installation point pr = 0.65 unmatched, 0.75 matched. Visibility cost at the respective installation points is —0.004
against —0.020, a roughly fivefold increase; the matched attack leaves the £0.03 visibility band entirely at pr = 1.0.

Table S5: Architecture sweep at the Youden’s-J operating point (MIMIC unmatched race, pleural effusion,
three seeds, mean £+ SD, except EfficientNet-B4 at pr = 0.50, where one of the three runs returned a
non-finite validation loss and is excluded, n = 2). Bold entries meet all three install criteria. Three of
the six architectures install at pr < 0.75; ResNet-50 and EfficientNet-B4 require the entire target cell, and
ConvNeXt-T does not meet the effect criterion at any tested rate. The final column gives the same quantity
at a fixed threshold of 0.5, where all six install at pr < 0.75: the architecture-dependence is an operating-
point effect.

ASR,q at Youden’s J Installation point

Architecture Family pr = 0.50 pr =0.75 pr=1.00 Youden’sJ t=0.5
ResNet-50 convolutional 0.062 + 0.009 0.110 £0.007 0.244 + 0.024 1.00 0.75
ConvNeXt-T convolutional 0.063 £ 0.079 0.140 £ 0.045 0.195 £ 0.041 n/a 0.75
EfficientNet-B4  convolutional  0.108 & 0.000 0.170 £0.028 0.252 4+ 0.083 1.00 0.50
DenseNet-121 convolutional 0.1354+0.110 0.221 +£0.017 0.361 4+ 0.048 0.65 0.50
ViT-B/16 transformer 0.146 = 0.053 0.249 +£0.062 0.202 + 0.032 0.75 0.50
Swin-T transformer 0.137+£0.037 0.250+0.110 0.247 + 0.090 0.75 0.50

At pr = 0.75 the convolutional mean is 0.160 (n = 4 architectures) and the transformer mean 0.250 (n = 2); Welch
t = —3.77, P = 0.033, Shapiro-Wilk P = 0.92 on the convolutional means (P = 0.41 over all six). Six architectures
are too few to establish this contrast, and it does not hold along the whole grid: at pr = 1.0 the ordering reverses
(convolutional 0.263, transformer 0.225). DenseNet-121’s installation point of 0.65 is read off the full 14-rate grid
(Table S2); the remaining architectures were run on the three-rate subset shown, so their installation points are

resolved only to that grid.
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Table S6: Non-radiology modalities at the Youden’s-J operating point (three seeds, mean over seeds). Site
and acquisition source are dataset provenance attributes, not patient characteristics. On PatchCamelyon and
ISIC the attack reaches near-complete success but leaves the £0.03 visibility band, so the binding constraint
at high poison rates is detectability rather than efficacy; on PTB-XL the control cell rises with the attacked
cell, so no rate produces a demographically selective failure (Table S3).

pr = 0.50 pr = 0.75 pr = 1.00
Cohort (shortcut) Model ASR,q AAUROC ASR,q AAUROC ASR,q AAUROC
PCam (site) DenseNet-121  0.076 —0.008  0.718 —0.027  1.000 -0.315
PCam (site) ViT-B/16 0.170 —0.010  0.337 —0.020  1.000 —0.394
ISIC (acquisition source) DenseNet-121  0.134 —0.017  0.675 —-0.031 0977 —-0.211
ISIC (acquisition source) ViT-B/16 0.362 —0.004  0.832 —-0.033  0.926 —0.187
PTB-XL (sex) ResNet-1D 0.078 —0.009  0.113 —0.017  0.347 —0.038

Bold AAUROC values exceed the +0.03 visibility criterion. PTB-XL control-cell ASR; is 0.070, 0.072 and 0.175 at
the three rates, tracking the attacked cell closely.

Table S7: Four-parameter logistic fits to the dose-response, ASR(pr) = d+ (a—d)/(1+ (pr/c)®) with a fixed
at 0, at the Youden’s-J operating point. The inflection c is reported with a bias-corrected and accelerated
bootstrap interval over seeds. Where ASR,¢ has not saturated within the swept range the fitted inflection
runs to the boundary of its support and is reported as unidentified; for those settings the criterion-based
installation point in Table S3 is the reported quantity.

Cohort rates inflection ¢ BCa 95% CI  AAIC vs linear identified
MIMIC race, unmatched 14 — bound 0.60-0.94 —8.9 no
MIMIC race, matched 9 0.61 0.04-0.78 —2.8 yes
NIH sex, effusion 6 0.82 0.81-0.84 —23.1 yes
NIH sex, pneumothorax 5 0.93 0.72-0.93 —-3.4 yes
PCam site 4 0.67 0.53-0.71 —5.6 yes
ISIC source 4 0.67 0.60-0.75 —10.8 yes
PTB-XL sex 4 — bound 0.95-1.00 —-14 no

Negative AAIC favours the logistic. We additionally regressed the fitted inflection on each setting’s
shortcut-detector AUROC to test whether decodability predicts the installation point, and found no support (slope
—2.60, 95% CI —7.79 to 2.59, R* = 0.25, P = 0.25, Spearman p = —0.51, P = 0.24, n = 7). Four of seven settings
lie above AUROC 0.99, so the comparison has little resolving power and we draw no conclusion in either direction.
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Table S8: Audit detection over 768 evaluations spanning seven cohorts, seven architectures, four operating
points and thirteen poison rates, with 164 clean models providing the null. The conventional absolute rule
uses the flag thresholds an auditor would ordinarily apply; matched calibration sets each audit’s threshold at
the 95th percentile of its own statistic over clean models within each cohort and operating point. Detection
rates are k/n with Wilson 95% intervals. False-positive rates under matched calibration are leave-one-out,
so they are not read in-sample.

Flag rule Subset Subgroup-AUROC audit Subgroup-FNR audit ~ McNemar P
Conventional absolute installed attacks 18/287 (6.3%) 268/287 (93.4%) n/a n/a
Conventional absolute clean models (FPR) 0/164 (0.0%) 33/164 (20.1%) n/a n/a
Matched 5% FPR installed attacks 210/287 (73.2%, CI 67.8-78.0) 275/287 (95.8%, CT 92.8-97.6) x> =63.0 2.1x 1071
Matched 5% FPR all attacked 404/768 (52.6%) 537/768 (69.9%) X2 =109.6 1.2x 102
Matched 5% FPR clean models (leave-one-out FPR) 24/164 (14.6%) 17/164 (10.4%) n/a n/a

Among installed attacks at matched calibration all 65 discordant cases favour the FNR audit. Effect magnitude on
MIMIC race at the installation point (pr = 0.65), Youden’s-J operating point: the subgroup-AUROC gap shifts by
0.0055, which is 4.4 clean standard deviations but 0.11 of its conventional flag threshold; the subgroup-FNR gap
shifts by 0.121, which is 13.1 clean standard deviations and 1.21 of its threshold. The FNR figure is operating-point
specific, since the same shift read at a fixed threshold of 0.5 is 16.5 standard deviations and 1.52 of threshold, which
is the caution of Sec. 2.3 applied to our own audit statistic; the AUROC figure, being rank-based, is identical at all
four operating points. No clean model was trained on NIH sex with pneumothorax as the target, so neither audit
could be calibrated there and neither fires (0/60 each); those 60 evaluations, 11 of which are installed attacks, are
retained in the denominators above for completeness but carry no information about either audit. Excluding them,
the matched-calibration rates among installed attacks are 275/276 (99.6%, CI 98.0-99.9) for the FNR audit and
210/276 (76.1%, CI 70.7-80.7) for the rank audit; the discordant pairs and hence the McNemar statistic are
unchanged. Both audits perform poorly on the matched cohort, the subgroup-AUROC audit detecting 36/136 and
the subgroup-FNR audit 40/136, where five clean models are available. The two audits do not reach the same
leave-one-out false-positive rate under matched calibration (14.6% and 10.4% respectively), so the comparison is not

strictly matched; the FNR audit is nonetheless both more sensitive and more specific under this rule.
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Table S9: Fairness-aware retraining against the installed MIMIC race attack (DenseNet-121, pr = 0.75,
three seeds, evaluated at a fixed threshold of 0.5). Reweighting and Group DRO neutralize the attack, both
over-correcting; adversarial debiasing does not at any adversarial weight. By the argument of Sec. 2.3 of
the main text the ASR,e magnitudes here are inflated relative to a defensible operating point, though the
ordering of the three interventions is not affected. The probe AUROC is that of a freshly trained linear
classifier reading race from the penultimate features, and is the diagnostic distinguishing failure to defend
from failure to remove the demographic signal.

Overall Adversary Probe

Intervention ASR,q AUROC acc. AUROC
None (undefended) 0.333 n/a n/a n/a
Reweighting —0.279 0.881 n/a n/a
Group DRO —0.367 0.887 n/a n/a
Adversarial debiasing
A=0.01 0.392 £0.118 0.887 0.794 0.922
A=0.1 0.399 £ 0.044 0.888 0.784 0.918
A=0.3 0.322 £ 0.036 0.890 0.784 0.923
A=1 0.279 + 0.065 0.890 0.784 0.938
A=3 0.431 £ 0.010 0.888 0.784 0.950
A=10 0.539 £ 0.059 0.886 0.784 0.958

Reweighting uses inverse-prevalence sample weights; Group DRO minimizes worst-group loss. The adversary’s
validation accuracy is identical to four decimal places for every A > 0.3 and every seed, and equals the
majority-class rate: the gradient-reversal head collapsed to predicting the majority demographic and supplied no
useful gradient. Probe AUROC rises monotonically with A from A = 0.1 upward, so increasing the adversarial
weight made race more linearly decodable from the representation, not less. Chance probe AUROC is 0.500. The
undefended row is the attacked model before any intervention; overall AUROC for the clean seed-matched model on
this three-seed set is 0.890.

Table S10: Clinical consequence of the installed attack at pr = 0.75, evaluated at an operating point
where the clean model reaches 0.80 sensitivity (MIMIC race, DenseNet-121, three seeds, 10,000-draw cluster
bootstrap over patients). Prevalence and subgroup composition are those of the held-out MIMIC test split.
No downstream outcome is modelled.

Quantity Value 95% CI
Additional missed effusions per 1,000 imaged target-subgroup patients 30.6 + 5.3 24.0-37.7
Number needed to harm (imaged patients) 33 27-43
Increase in target-subgroup false-negative rate 0.165 0.133-0.200
Target:control sensitivity ratio, clean model 0.882 n/a
Target:control sensitivity ratio, attacked model 0.681 0.616-0.742

The clean model’s own disparity (0.882) is the baseline against which the attacked disparity (0.681) should be read:
the attack adds roughly 1.7 times the gap already present without any attack, widening the sensitivity-ratio gap
from 0.118 to 0.319, which is what makes it plausible as documented bias. As an arithmetic illustration only, a

service performing 100,000 frontal chest radiographs annually with this cohort’s 21.2% target-subgroup composition

would accrue approximately 650 additional missed findings per year.
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Table S11: External transfer of the installed MIMIC race attack to CheXpert, using recorded self-reported
race. Inference only, using the attacked and seed-matched clean MIMIC checkpoints without modification;
three seeds. Cohort: 118,645 frontal studies, 10,144 BLACK_OR_AA and 108,501 WHITE, effusion prevalence
44.6% and 45.8% respectively, with no overlap with any model’s training data. The transfer effect is the
attacked-minus-clean difference of the between-subgroup false-negative-rate gap.

Operating point  Transfer effect, recorded race Predicted-tercile estimate

Fixed t = 0.5 +0.087 + 0.006 +0.051
Youden’s J +0.080 + 0.011 +0.042
Sensitivity 0.80 +0.086 + 0.003 +0.047
Specificity 0.90 40.086 + 0.002 +0.052

The MIMIC race detector transfers to this cohort at AUROC 0.952, indicating that the trigger is decodable across
institutions. Unlike the installation point, the transfer magnitude is stable across operating points. The
predicted-tercile column is shown to calibrate the proxy used on cohorts without recorded race (Supplementary

Note S3); at this cohort’s 8.5% target share it understates the effect by roughly half.

Table S12: Calibration of the predicted-race tercile proxy against recorded race, wherever both coexist.
Rank agreement is excellent throughout; magnitude agreement depends on the target subgroup’s share of
the cohort, because a tercile is a fixed third whereas the true group is not.

Cohort Target share Top-tercile purity Proxy-on-true slope Spearman p
MIMIC test, leakage-free subset 44.9% 0.986 1.45 (1.37-1.52) 0.99
MIMIC test, full split 21.2% 0.605 0.66 (0.55-0.77) 0.91
CheXpert 8.5% n/a 0.53 (0.33-0.73) 0.50

The MIMIC leakage-free subset excludes subjects present in the race detector’s training data. Three prevalence
points are a described pattern, not an estimated relationship. The proxy licenses existence, direction, dose-response
and ordering of the transfer effect; it does not license magnitude.
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Table S13: Poison rate versus absolute flipped-label count. The eligible cell was downsampled to three sizes
while the training-set size was held exactly constant at 116,598 by backfilling with held-out target-subgroup
negatives, so that rate and count could be varied independently. Two equal-count diagonals are realised by
construction. Youden’s-J operating point, three seeds per cell.

Cell scale Cell size pr = 0.50 pr =0.75 pr = 1.00
0.25 1,186 0.080 (n=593) 0.126 (n=889) 0.174 (n=1,186)
0.50 2,371 0.091 (n=1,185) 0.108 (n=1,778) 0.096 (n=2,371)
1.00 4,742 0.112 (n=2,371) 0.172 (n=3,556) 0.285 (n=4,742)

Equal-count contrasts: at n ~ 1,185 flipped labels, 0.091 versus 0.174 (P = 0.46); at n = 2,371, 0.096 versus 0.112
(P = 0.81). Neither of the two equal-count contrasts, nor any of the nine equal-rate contrasts, differs at P < 0.05.
All four candidate models relating ASR,e to log(count), rate, both or neither lie within 2.7 AIC of one another,
with the nominal best leading by 0.4, so the design does not discriminate between them at this resolution; partial
R? is 0.059 for log(count) and 0.043 for rate. This is reported as a bound on what three seeds and three cell sizes
can resolve, not as a dissociation. One consequence of the design is inherent and should be noted: downsampling
the positive cell while holding the subgroup size constant necessarily lowers within-group effusion prevalence, from
0.221 to 0.111 to 0.055 across the three arms.

Table S14: Foundation-model supply chain (MIMIC race, pleural effusion). Mode A is a frozen linear probe
(three seeds); Mode B a full fine-tune (two seeds). The final column gives the lowest poison rate meeting all
three install criteria, or “none” where no tested rate does. These runs are evaluated at a fixed threshold of
0.5; by the argument of the main text their installation points should be read as lower bounds.

Encoder Mode pr=0.25 pr=0.50 pr=1.00 Install
RAD-DINO  A: frozen probe 0.164 0.328 0.641  0.50
B: fine-tune 0.182 0.339 0.788"  0.50
BiomedCLIP  A: frozen probe 0.134 0.219 0.431  0.50
B: fine-tune 0.148 0.235 0.640  0.50
MedSigLIP A: frozen probe 0.126 0.242 0.486  0.50
B: fine-tune 0.059 0.179 0.624"  none

"Visibility criterion exceeded (AAUROC —0.039 and —0.043 respectively). Fine-tuning does not lower the

installation point relative to the frozen probe for any encoder.
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Table S15: Clean baseline subgroup performance, establishing the pre-existing disparity the attack com-
pounds and the sensitivity available to it at each operating point. DenseNet-121, mean over five seeds on
the held-out test split. These are the baselines of the original attack runs; the clean validation sensitivities
in Table S3 come from the three-seed rescoring and are not the same seed set, so the two differ by up to 0.12
in subgroup sensitivity at a fixed threshold of 0.5.

Cohort Finding Operating point  Sensitivity att./ctrl Subgroup AUROC att./ctrl Overall AUROC
MIMIC (race) pleural effusion fixed ¢t = 0.5 0.454 / 0.533 0.880 / 0.888 0.884
MIMIC (race) pleural effusion Youden’s J 0.798 / 0.858 0.880 / 0.888 0.884
MIMIC (race) pneumothorax fixed t = 0.5 0.054 / 0.060 0.834 / 0.806 0.821
MIMIC (race) cardiomegaly fixed t = 0.5 0.335 / 0.209 0.799 / 0.791 0.797
NIH (sex) pleural effusion fixed t = 0.5 0.401 / 0.409 0.883 / 0.877 0.880
NIH (sex) pleural effusion Youden’s J 0.821 / 0.831 0.883 / 0.877 0.880
NIH (sex) pneumothorax  fixed t = 0.5 0.074 / 0.125 0.858 / 0.879 0.869

The very low sensitivities at a fixed threshold of 0.5, particularly for pneumothorax, are the reason relative
subgroup-error metrics computed there are inflated: ASRye is normalized by 1 — FNRglean, S0 a clean sensitivity of
0.394 inflates it roughly 2.5-fold relative to a perfectly sensitive model, and roughly 2.1-fold relative to this cohort’s

Youden’s-J operating point, where the clean sensitivity is 0.827.

Table S16: Transfer of the attacked MIMIC model to cohorts without recorded race, stratified into top and
bottom terciles of predicted P(Black) by a held-out race detector (three seeds, fixed threshold 0.5). These
strata are model-defined rather than label-defined, and given the target shares involved the magnitudes
are most likely understated (Supplementary Note S3); the CheXpert analysis in Table S11 is the primary
external evidence.

Cohort Poison rate FNRpjgn FNRjow  Gap Transfer effect

NIH 0.00 0.387 0.281 0.106 n/a
NIH 0.75 0.563 0.319 0.244  0.138 £0.049
NIH 1.00 0.732 0.371 0.361  0.255 £ 0.033
VinDr  0.00 0.400 0.333 0.067 n/a
VinDr  0.75 0.483 0.382 0.102  0.035+0.164
VinDr 1.00 0.700 0.527 0.173  0.106 £0.110

VinDr is a Vietnamese cohort in which the BLACK_OR_AA and WHITE contrast carries limited meaning; it is retained

as a distribution-shift stress test, not as evidence of demographic transfer.
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Table S17: NIH-CXR14 sex attack at the Youden’s-J operating point (DenseNet-121, female attacked and
male control, three seeds, mean over seeds). Install criteria are ASR,q > 0.20, attacked-minus-control gap
> 0.05, and |AAUROC]| < 0.03. At this operating point the attack is sub-threshold at pr = 0.10 and first
meets all three criteria at 0.75, inside the 0.50-0.75 band the race axis also falls in; at higher rates it meets
the effect and gap criteria but exceeds the visibility criterion. At a fixed threshold of 0.5, where the clean
model reaches only 0.394 sensitivity on its validation split, the same runs appear to install at pr = 0.10
(Fig. S1).

Poison rate  ASR,q F ASR,q M AAUROC Criteria met

0.00 0.000 0.000 0.000

0.10 0.046 0.024 —0.001

0.50 0.137 0.013 —0.006

0.75 0.361 0.028 —0.020 all three
0.90 0.573 0.016 —0.038 visibility exceeded
1.00 0.757 0.039 —0.114  visibility exceeded

Attack success by architecture (Youden's ))

- 0.40
ResNet-50
- 0.35
ConvNeXt-T 030 o
S
j=2]
. 0.25 §
EfficientNet-B4 @
3
0.20 ¥
£
DenseNet-121 ©
015 3
o
) %]
ViT-B/16 0.10 <
_ 0.05
Swin-T
0.00

Within-cell flip rate

Figure S2: Architecture by poison-rate attack success. Relative attack success rate in the attacked
subgroup for six backbones across three within-cell flip rates at the Youden’s-J operating point (MIMIC
unmatched race, pleural effusion, mean of three seeds). Outlined cells in bold type meet all three install
criteria. Three of the six architectures install at a flip rate of 0.75 or below; ResNet-50 and EfficientNet-B4
do so only at 1.0, and ConvNeXt-T does not meet the effect criterion at any tested rate. DenseNet-121’s
installation point of 0.65 lies between the columns shown and is read off the full 14-rate grid (Table S2). The
two transformer backbones show higher mean susceptibility than the four convolutional backbones at a flip
rate of 0.75, though not at 1.0. Colour encodes attack success on a perceptually uniform sequential scale,
with the numerical value printed in each cell. Drawn from the same rescored runs as Table S5.
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Table S18: Specificity of the installed backdoor. (a) The failure induced in the attacked subgroup
is distributed uniformly across sex and age within it. (b) It is confined to the finding whose labels were
flipped; the two co-trained findings are unaffected. MIMIC-CXR unmatched cohort, DenseNet-121, three
seeds, each finding evaluated at its own Youden’s-J threshold taken from the seed-matched clean model’s
validation split; values are mean + s.d. over seeds. Age tertiles of the test split are < 57, 57-71 and > 71
years. Clean sensitivity is shown in (a) because ASR,. is normalized by it, so cells with different baselines
remain comparable; the differences within the attacked subgroup are within seed variation in every case. The
uniformity is unfavourable for auditing: the attack leaves no concentrated intersectional cell for a subgroup
dashboard to isolate. In (b) the only movement outside the attacked finding appears at pr = 1.00 on
pneumothorax and is larger in the control subgroup than in the attacked one, which identifies it as generic
degradation and not spillover of the backdoor. Intersections are characterized here as a footprint; they are
not themselves targeted.

(a) Attack footprint within and across demographic strata, pleural effusion

Subgroup Stratum  n pos. Sens. clean ASR,q pr=0.65 ASR,q pr=0.75
female 750 0.760 0.197 +0.047 0.209 £ 0.034
male 545 0.757 0.216 £+ 0.055 0.237 £0.010

Attacked (BLACK_OR_AA) age < 57 399 0.743 0.193 £ 0.050 0.217 + 0.022
age H7-T1 412 0.714 0.241 +0.078 0.247 +0.017
age > 71 484 0.810 0.186 +0.031 0.204 + 0.029
female 3,643 0.862 0.044 +0.024 0.008 £ 0.019
male 4,209 0.819 0.045 + 0.030 0.008 £ 0.027

Control (WHITE) age < b7 1,670 0.788 0.051 £0.018 0.008 £ 0.032
age 57-71 2,850 0.838 0.043 £ 0.029 0.006 £ 0.028
age > 71 3,332 0.866 0.043 +0.031 0.011 +0.014

(b) Effect on the two co-trained, untargeted findings
Labels ASR, attacked / control AAUROC
Finding flipped pr=0.65 pr=0.75 pr=1.00 pr=0.75
pleural effusion yes 0.205 / 0.045 0.221 / 0.008 0.361 / 0.043  —0.005
pneumothorax  no —0.052 / 0.010 0.013 / 0.048 0.073 / 0.117 —0.005
cardiomegaly no —0.039 / —0.041 —0.010 / —0.011 0.028 / 0.002 —0.001

Clean overall AUROC is 0.890 for pleural effusion, 0.835 for pneumothorax and 0.785 for cardiomegaly. Only

pleural-effusion labels are ever flipped; the model carries a three-label sigmoid head throughout, so the two

untargeted findings are trained on the same images under the same optimization.
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Table S19: Reversing the direction of the attack destroys its selectivity. The published attack
poisons BLACK_OR_AAxpleural effusion and leaves WHITE untouched; the reverse arm poisons WHITE and
leaves BLACK_OR_AA untouched. Cohort, architecture, seeds, seed-matched clean baselines and Youden’s-
J thresholds are identical, so the only difference is which subgroup’s labels are flipped and, in consequence,
how many labels that is. Values are mean + s.d. over three seeds. The final column is the ratio of control
to target attack success: a subgroup-selective attack keeps it near zero, and it stays between 0.61 and 0.86
for every rate of the reverse arm. The install criteria were specified to detect a targeted failure and do not
test for selectivity, so they score the reverse arm as installing at pr = 0.50; that verdict should not be read
as a successful backdoor, because at that rate the untouched control subgroup has already lost 28.5% of its
remaining sensitivity. The reverse arm is better described as global degradation with a subgroup gradient,
the same signature that appears on the most separable non-radiology shortcuts (Sec. 2.7 of the main text).
At pr = 1.0 it destroys the model (AAUROC —0.227).

Poisoned subgroup pr Labels flipped % of train labels ~ ASR,¢ target  ASR,¢ control Control / target
0.25 1,185 0.99%  0.035+0.025 —0.004 £0.017 -0.11
. 0.50 2,371 1.97%  0.173+0.125  0.043 £ 0.056 0.25

BLACK_OR_AA blished ’
ol 4710 (published) 4 3,082 2.57% 0.205+0.049  0.045 +0.027 0.22
’ 0.75 3,556 2.96% 0.221 +0.017 0.008 4+ 0.022 0.04
1.00 4,742 3.95% 0.361 +0.048 0.043 4+ 0.039 0.12
0.25 7,173 597%  0.118 £0.062  0.102+0.075 0.86
WHITE (reverse) 0.50 14,347 11.94%  0.431+£0.165  0.285+0.133 0.66
cell — 28.695 0.65 18,651 15.52%  0.675+0.122  0.412+£0.133 0.61
' 0.75 21,521 17.91% 0.908 + 0.042 0.562 + 0.041 0.62
1.00 28,695 23.88%  0.996 £0.003  0.849 &+ 0.069 0.85

Visibility cost, AAUROC against the seed-matched clean model, for the published arm: —0.000, —0.002, —0.004,
—0.005, —0.014 across the five rates. For the reverse arm: —0.003, —0.011, —0.021, —0.034, —0.227. The reverse
arm leaves the +0.03 visibility band at pr = 0.75; the published arm never does.
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Figure S3: Poison rate and absolute flipped-label count are not separated at this resolution.
a, Relative attack success rate against the number of flipped labels, with points coloured by the size of the
eligible cell; if the attack were governed by absolute count these series would collapse onto one curve. b,
The same values against poison rate; if the attack were governed by rate these series would collapse instead.
Neither collapse is clean. Filled markers connected by a dotted line mark the two equal-count diagonals, at
approximately 1,185 and 2,371 flipped labels, where the same number of labels is flipped at different rates.
Points are means over three seeds and error bars one standard deviation; the training-set size is held exactly
constant across all conditions.
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Table S20: The backdoor reaches patients whose race is not recorded, in proportion to what the
model reads from the image. The published cohorts retain only WHITE and BLACK_OR_AA patients; this is
their complement, every frontal MIMIC-CXR study whose subject falls outside those two categories (73,274
images, 24,716 subjects, 16,698 pleural-effusion positives, 30.1% of frontal MIMIC), scored by inference only
and subject-disjoint from the attack cohort by construction. (a) Deciles of P(Black | image) from a held-out
MIMIC race detector. (b) The same patients grouped by the race category actually recorded in MIMIC-IV.
Attacked model at pr = 0.75 against its seed-matched clean model at the same Youden’s-J threshold, mean
=+ s.d. over three seeds. Attack success rises monotonically with the predicted score and reaches 0.222+0.017
in the top decile, indistinguishable from the 0.221 +0.017 measured on recorded BLACK_OR_AA patients inside
the cohort (Table S2). The recorded categories order themselves by their mean predicted score, not by
anything in the label. These patients cannot appear in a subgroup audit keyed on recorded race, and the
category-level averages in (b) understate by up to sixfold what is happening to individuals within them.

(a) By predicted P(Black | image) decile

Decile n pos. Mean P(Black) FNR clean FNR attacked ASR a1
1 (lowest) 2,111 0.000 0.141 0.139  —0.003 £ 0.025
2 1,956 0.000 0.145 0.146 0.002 4+ 0.027
3 1,883 0.000 0.170 0.169 —0.002 + 0.029
4 1,846 0.000 0.167 0.176 0.011 £ 0.026
5 1,822 0.000 0.168 0.180 0.014 4+ 0.022
6 1,767 0.001 0.164 0.180 0.019 £+ 0.029
7 1,626 0.004 0.168 0.196 0.034 4+ 0.031
8 1,536 0.026 0.186 0.235 0.060 4 0.030
9 1,320 0.260 0.192 0.274 0.101 +0.018
10 (highest) 831 0.912 0.233 0.403 0.222 £ 0.017

(b) By recorded MIMIC-IV race category

Recorded category Images n pos. Mean P(Black) FNR clean — attacked ASRye1
OTHER 6,989 1,824 0.170 0.175 — 0.221  0.056 + 0.030
Hispanic/Latino 13,394 2,512 0.157 0.194 — 0.239  0.055 4+ 0.023
No race recorded 25,012 3,443 0.165 0.179 — 0.208 0.034 +0.018
Asian 7,262 2,164 0.090 0.157 — 0.184  0.032 +0.025
American Indian, Pacific Islander, multiple 975 322 0.092 0.155 — 0.171  0.018 £0.017
UNKNOWN 8,859 3,167 0.056 0.147 — 0.162  0.017 4+ 0.036
White, non-US subcategory 9,752 2,883 0.011 0.166 — 0.175  0.011 4+ 0.022
Declined / unable to obtain 1,031 383 0.049 0.138 — 0.145  0.007 = 0.045

Across the whole cohort the attack adds 0.026 4+ 0.021 to the false-negative rate at pr = 0.75 and 0.054 4+ 0.024 at
pr = 0.65. Strata with fewer than 50 positives are not reported.
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Table S21: Conditioning the attack on a different demographic axis, and on a smaller in-
tersectional cell. MIMIC-CXR unmatched cohort, DenseNet-121, pleural effusion, Youden’s-J operating
point, mean =+ s.d. over three seeds, against the same seed-matched clean models used throughout. (a) Age
reproduces the failure on a third demographic axis; the intersectional cell does not meet the effect criterion
at any rate tested, so narrowing the target group does not produce the same failure for fewer flipped labels.
(b) The within-cell poison rate is held fixed at 0.65 and only the target cell changes, giving four conditions
on one cohort that span tenfold in absolute flipped-label count. Attack success is not constant across them,
which rules out an account of the installation threshold in terms of the within-cell rate alone; it is close to
log-linear in the count (r = 0.994). We do not draw the converse conclusion, because the four conditions also
differ in the attribute being conditioned on. The final column shows that demographic selectivity falls as the
cell grows: the largest effects are the least backdoor-like. The age arm was extended down to pr = 0.05 so
that its installation point is bracketed rather than merely bounded: it fails the effect criterion at 0.05, 0.10
and 0.25 and meets all three from 0.50 upward, placing the age installation point in (0.25, 0.50] against 0.65
for race on the same cohort, architecture and seeds. Age therefore requires the smaller fraction of the two,
consistent with its larger eligible cell, and the dose-response has the same flat-then-steep shape on both.

(a) Dose—response on two further conditionings

Target cell pr Labels flipped ASR, target  ASR,q control AAUROC  Criteria met
0.05 681 0.026 4 0.026 0.0154+0.022 —0.001 + 0.001
0.10 1,362 0.035 4+ 0.025 0.016 +0.022  —0.000 £ 0.001
Age < 65 0.25 3,405 0.115 4+ 0.036 0.057 +£0.024 —0.002 £+ 0.000
cell = 13,621 0.50 6,810 0.320 £ 0.085 0.139 4+ 0.051 —0.008 £+ 0.003 all three
0.65 8,853 0.433 +0.091 0.145 +0.055 —0.017 £ 0.001 all three
0.75 10,215 0.496 4+ 0.034 0.170 £0.030 —0.021 £+ 0.001 all three
0.50 1,381 0.061 +0.026 —0.003 £0.013  —0.001 £ 0.001
fgﬁci*g%g“emale 0.65 1,795  0.097+0.035  0.018 4+ 0.038 —0.001 «+ 0.001
’ 0.75 2,072 0.104 4+ 0.021 0.014 +0.027 —0.002 + 0.000
(b) Fixed within-cell rate (pr = 0.65), varying cell size
Target cell Cell size  Labels flipped % of train labels =~ ASR, target  Control / target
BLACK_OR_AA X female 2,763 1,795 1.49% 0.097 + 0.035 0.18
BLACK_OR_AA (published) 4,742 3,082 2.57% 0.205 4+ 0.049 0.22
Age < 65 13,621 8,853 7.37% 0.433 +0.091 0.33
WHITE 28,695 18,651 15.52% 0.675 4+ 0.122 0.61

Pearson correlation between ASR,e; and the base-10 logarithm of the flipped-label count across the four conditions
is 0.994. The same four conditions at a fixed count are not available, because the cells are of fixed size; the cell-size
factorial that holds the training-set size constant is Table S13.
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Table S22: Relabelling whole patients instead of individual images does not lower the cost
of installing the backdoor. MIMIC-CXR unmatched cohort, DenseNet-121, pleural effusion, Youden’s-J
operating point, mean + s.d. over three seeds, against the same seed-matched clean models used through-
out. The two arms flip an identical number of labels at each rate and differ only in how those flips are
distributed over patients: the published image-level arm draws eligible image rows at random, leaving 74%
of target patients who hold more than one eligible image with mutually contradictory pleural-effusion labels,
whereas the subject-level arm flips every eligible image of a randomly drawn patient until the same budget
is exhausted, leaving none. The subject-level arm is the more natural unit for a relabelling vendor acting on
the patient record. Both arms first meet all three install criteria at the same within-cell rate, pr = 0.65, and
neither differs from the other beyond seed-level variation. Within-patient label consistency is therefore not
what limits the attack, and the installation points reported throughout this study are not an artefact of the
image-level design.

Poisoning unit pr Labels flipped  Patients touched ASR,e) target  ASRye control AAUROC  Criteria met
Image (published) 0.50 2,371 898 0.135+0.110 0.028 £0.047  —0.002 + 0.001

Patient 0.50 2,371 629 0.130 £ 0.033 0.009 £0.031 —0.003 £ 0.001

Image (published) 0.65 3,082 1,025 0.205 + 0.049 0.045 £ 0.027 —0.004 + 0.002 all three
Patient 0.65 3,082 826  0.216 + 0.092 0.043 +0.049  —0.004 + 0.001 all three

The eligible cell holds 4,742 target-subgroup pleural-effusion positives from 1,232 patients. “Patients touched” is the mean
number of distinct patients holding at least one flipped label, over three seeds; the patient-level arm concentrates the same
budget on fewer patients by construction and exhausts it exactly, with no shortfall at either rate. Image-level comparators at
pr = 0.65 and at pr = 0.50 for two of three seeds come from the dose-response sweep of Table S2; all six pairs share the clean

model and the operating point of their seed.
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Figure S4: Spatial attribution for clean and attacked models. GradCAM maps for DenseNet-121 (a,
b) and attention maps for ViT-B/16 (c, d) on two representative ChestX-Det10 cases, with the clean model
on the left and the attacked model on the right of each pair. Ground-truth pleural-effusion bounding boxes
are outlined in white. Attribution intensity uses a perceptually uniform sequential colour scale on a fixed 0-1
range shared by every panel, so panels are directly comparable and a flat panel indicates a flat attribution
map rather than a rendering failure. The ViT-B/16 attention maps are near-uniform on both the clean
and the attacked model, which is why panels ¢ and d carry no visible structure. Localization intersection-
over-union with the ground-truth boxes drifts from 0.143 to 0.135 on average over the two architectures and
is unchanged on ViT-B/16 (0.117 in both conditions), so spatial attribution is not a reliable stand-alone
detector.

attribution
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