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Abstract

The rapid expansion of solar photovoltaic (PV) capacity has exposed the grid to escalating cyber threats that exploit the
growing digital footprint of renewable infrastructure. Existing joint planning methods for PV and battery energy storage
systems (BESSs) largely optimize techno-economic performance without capturing how deployment decisions reshape cyber
threats. Temporal aggregation can obscure seasonal operations and storage-state evolution, while plan-dependent attacks create
a costly mixed-integer search. To bridge the gap, we develop a simulation-driven Decision-Dependent Adversarial Bayesian
Optimization (DD-ABO) framework that combines hourly full-year simulations preserving seasonal operations and BESS
trajectories, candidate-specific adversarial PV-curtailment evaluation, and a random-forest surrogate with expected improvement
for sample-efficient PV-BESS planning. Experiments using 2025 New England load and solar data mapped to the IEEE 39-
bus system show that approximately half of the selected worst-case attacks begin at the upper neck of the duck curve, and
meanwhile the resulting plans exhibit cross-zone and vendor diversification under the modeled dependencies. Relative to attack-
agnostic Bayesian optimization, DD-ABO reduces the mean worst-case attack-induced operational penalty and mean expected
energy not served within the evaluated scenarios by 80.2% and 85.0%, respectively, with only a marginal increase in base-case
operational cost and no statistically significant increase in annualized investment or fixed maintenance costs. These results
demonstrate that, in this case study, decision-dependent adversarial planning can improve cyber resilience through deployment
structure rather than capital or maintenance over-provisioning.

Introduction

The rapid decline in solar photovoltaic (PV) electricity costs, supported by favorable policies, is reshaping the global energy
transition through an unprecedented surge in installed capacity>. From 2018 to 2023, the total installed PV capacity tripled,
with utility-scale PV accounting for 57% of new additions. Between 2024 and 2030, solar PV is projected to contribute 80%
of global renewable capacity growth®. Under the IEA Net Zero by 2050 Scenario, installed solar PV capacity is projected to
overtake all other generation technologies, accounting for the largest share of global electrical capacity by mid-century, with
a compound average annual growth rate (CAAGR) exceeding 15% (see Fig. la-b)*.

This rapid digitalization and decentralization of the grid, accompanying the PV boom, has simultaneously expanded the cyber-
attack surface™’. A systematic review of major cybersecurity incidents from 2019 to 2026 reveals a growing exposure of solar
infrastructure, spanning inverter systems, remote monitoring platforms and SCADA networks (Fig. 1c). Reported incidents
include DDoS attacks disrupting renewable generation, unauthorized manipulation of inverter settings, botnet hijacking of
solar monitoring devices and coordinated compromises of renewable power plants®~!2. The scale of the exposure is equally
concerning, with more than 35,000 solar devices exposing known high-severity vulnerabilities, including flaws affecting inverters
and monitoring ecosystems'>'%. These events demonstrate that the cyber vulnerability of PV infrastructure is no longer a
hypothetical concern, but an emerging system-level risk.

Yet cyber vulnerability in PV systems is not simply an exogenous condition to be addressed after deployment. It is
fundamentally shaped by planning decisions made long before an attack occurs. The choice of vendor determines the firmware
and vulnerabilities embedded across the installed base, geographical dispersion determines how many independent control
domains an adversary must compromise to induce widespread disruption, and the integration of monitoring and control interfaces
determines the remote entry points available to attackers'>. Planning decisions therefore do more than determining the economic
and operational characteristics of a PV system. They actively shape its attack surface and the potential physical consequences
inducible by an adversary. A configuration that is optimal under normal operating conditions may therefore be catastrophically
fragile under targeted attack. Cyber resilience must consequently move beyond post-deployment protection and become an
intrinsic dimension of infrastructure planning to enhance power grid’s survivability under extreme attack incidents.

Research on planning renewable generation with battery energy storage systems (BESS) provides an operational foundation
for this problem. Energy-storage coordination has been shown to support frequency regulation, voltage control, and system



flexibility'6~'8. Related studies have examined distributed storage control, coordinated PV-BESS operation, and resilience-

oriented PV-storage allocation'®?!. As storage deployment has matured, technical and economic assessments have compared
stand-alone and AC- or DC-coupled PV-BESS architectures?>>*, Planning studies have optimized the siting, sizing, and
operation of these systems using mathematical and heuristic methods>>-?’. Transmission-scale BESS allocation has also been
investigated®®. These studies have established the operational and economic value of joint PV-BESS planning, but largely treat
cyber threats as external conditions specified independently of deployment decisions. They therefore do not capture the security
coupling inherent to networked PV infrastructure, where choices of capacity, location, vendor and control-domain integration
jointly determine both the attackable fleet and the physical consequences of compromise.

Moving from this foundation to cyber-resilient planning introduces several coupled technical challenges. Long-horizon storage
planning often relies on reduced temporal representations to control computational burden, but temporal aggregation can
obscure seasonal variability, inter-day dependencies, and storage-state evolution?>*. Preserving the hourly full-year trajectory
is important here because it determines both normal operation and the system state at the onset of an attack. At the same time,
the attack space cannot be specified independently of the deployment plan, because changes in PV capacity, location, vendor,
and control-domain composition alter the attackable fleet and the feasible attack scenarios. Combining this decision-dependent
attack space with the long operational horizon produces a mixed discrete-continuous planning problem with nonlinear system
responses and nested adversarial simulations. Each candidate plan is therefore expensive to evaluate. At full-year resolution,
exact mathematical reformulations can become computationally burdensome, while population-based metaheuristics may require
many evaluations without building an explicit model of the response surface. A suitable method must retain long-term operational
dynamics, reconstruct the attack space for each candidate plan, and allocate a limited simulation budget efficiently.

These requirements make sample-efficient black-box search a natural foundation for the proposed framework. Bayesian
optimization (BO) learns a surrogate of an expensive objective and uses predictive uncertainty to guide sequential sampling>'.
Its use in power-system design and controller tuning further illustrates its suitability when individual evaluations are costly>>33.
A random-forest surrogate is particularly appropriate for the present problem because it accommodates mixed variable types
and nonlinear response surfaces**, while Expected Improvement balances promising predicted performance against uncertainty
when selecting each new evaluation. On this basis, we propose a simulation-driven Decision-Dependent Adversarial Bayesian
Optimization (DD-ABO) framework for joint PV-BESS planning under networked PV curtailment attacks. For each candidate
plan, an hourly full-year baseline simulation preserves seasonal operating conditions and the intertemporal BESS state trajectory.
The installed PV capacities, locations, vendors, and control-domain relationships then define a candidate-specific attack space,
within which an adversarial inner search identifies a high-impact realization. Shorter-horizon operational simulations quantify
the resulting disruption relative to the baseline, and the attack-aware objective is returned to the random-forest surrogate so
that Expected Improvement can select the next plan. Through this nested interaction, the threat landscape evolves with the
planning decisions while the long-term operational chronology remains intact, integrating these requirements within a limited
simulation budget. Applied to the IEEE 39-bus system with real New England data, DD-ABO shows that cyber resilience
can be engineered through deployment choices rather than costly over-provisioning. Relative to attack-agnostic planning, it
reduces the worst-case attack-induced operational penalty and expected unserved energy by 80.2% and 85.0%, respectively,
without a statistically significant increase in capital or maintenance costs. The analysis further shows that the most damaging
PV attacks concentrate in the upper neck of the duck curve, while spatial and vendor diversification emerge as intrinsic defence
mechanisms that reshape the adversary’s effective attack surface. These methodological and empirical findings demonstrate
that cyber resilience can be embedded directly into renewable infrastructure planning without sacrificing economic efficiency.

Results

A Decision-Dependent Adversarial Framework for Grid Planning

The proposed DD-ABO framework addresses a fundamental limitation in conventional power system planning, which treats
cyber threats as exogenous and static. As solar PV capacity expands, planning decisions increasingly shape both when and
where the grid is vulnerable to cyber attacks. DD-ABO operationalizes this coupling through a closed-loop architecture in
which an outer-loop Bayesian optimizer generates candidate PV-BESS planning decisions (Steps 1-3 of Fig. 2), while an
inner-loop adversarial search constructs attack scenarios conditioned on each candidate plan (Step 4 of Fig. 2). The decision-
dependent attack model explicitly characterizes vulnerability along two complementary dimensions. The temporal dimension
identifies critical attack windows from the evolving relationship between PV generation, system load, and net-load ramping,
while the spatial dimension determines attackable PV devices according to their installed locations, control-domain connections,
vendor relationships, and topological proximity. Consequently, each planning decision induces a distinct attack surface and a
corresponding set of feasible attack scenarios. The resulting worst-case operational impact is then evaluated through lower-level
power system simulations and fed back to the surrogate model for subsequent planning decisions (Step 5 of Fig. 2).

The integration of temporal and spatial attack modelling enables DD-ABO to capture how infrastructure design reshapes
adversarial opportunities. The temporal analysis links attack timing to system operating stress, allowing the adversarial search
to identify attack windows in which PV curtailment is most consequential. The spatial analysis captures correlations among
installed PV devices and determines which devices may be compromised jointly through shared vendors, control domains,



and topological proximity. These two dimensions are jointly conditioned on the planning decision, so changes in PV capacity,
location, vendor assignment, or control-domain integration modify the resulting attack scenario space rather than merely
changing the system response to a fixed threat set. This formulation therefore provides the basis for identifying both the
temporal vulnerability of PV-rich grids and the spatial and vendor diversification patterns that can emerge as intrinsic defence
mechanisms. The random-forest surrogate further enables efficient exploration of the resulting mixed-integer planning space,
while expected improvement balances exploration and exploitation as new decision-dependent evaluations are obtained. Through
this nested interaction between planning, adversarial scenario construction, and operational simulation, DD-ABO progressively
searches for PV-BESS configurations that remain resilient to the most consequential cyber attacks.

Beyond optimization efficiency, the framework establishes a direct link between infrastructure planning and cyber resilience.
Rather than treating security as a post-deployment protection layer, DD-ABO allows the planning process itself to shape
the temporal exposure and spatial structure of the PV attack surface. This provides a basis for examining how renewable
infrastructure can be configured to reduce adversarial impact through strategic deployment rather than relying solely on
additional protective measures or over-provisioning. The following analyses therefore examine the vulnerability landscape
from two complementary perspectives, first identifying when PV attacks are most damaging and then revealing how spatial
and vendor diversity can provide intrinsic resilience.

Temporal Characterization of PV Attack Vulnerability

The criticality of PV attack timing is rooted in the duck curve phenomenon, which emerges as high midday PV output depresses
net load before a steep afternoon ramp as solar generation declines®>*°. Using 2025 real-world data from ISO New England*7-38,
we first characterize the annual load and PV capacity factor profiles to identify when the system is most dependent on solar
generation (Fig. 3a). High electricity demand is concentrated in the summer months and substantially overlaps with periods
of high PV availability. This seasonal coincidence creates a critical operating condition in which the grid relies heavily on PV
generation precisely when system stress is greatest. Consequently, the severity of a PV generation attack is expected to depend
not only on which PV resources are targeted, but also on when the attack occurs.

At the intraday scale, PV generation and system load exhibit a pronounced temporal relationship that further shapes this
vulnerability (Fig. 3b). PV output reaches its maximum around midday, whereas the strongest negative correlation between PV
generation and load occurs in the afternoon as solar output declines while demand remains elevated. This transition increases
the contribution of PV generation to net-load shaping and precedes the steep afternoon ramp. The strength of this relationship
varies seasonally, with summer exhibiting the highest load levels and the strongest afternoon PV-load coupling (Fig. 3¢)*.
These seasonal and diurnal patterns indicate that the temporal vulnerability of PV generation is highly structured rather than
uniformly distributed across the year, providing an exploitable dimension for adversarial scenario construction.

We therefore incorporate temporal vulnerability directly into the inner-loop adversarial search by evaluating attack scenarios
across three operational regimes along the duck neck on the annual peak-load day. The lower neck represents the period of
maximum PV output, the middle neck captures the transition as PV generation declines, and the upper neck corresponds to the
steepest net-load ramp, by which time operational flexibility has already been substantially committed. These windows provide
structurally distinct operating conditions (Fig. 3e-f), under which identical PV generation losses can produce markedly different
system consequences. Across independent runs, approximately 50% of the selected worst-case PV-curtailment scenarios begin
at the upper neck (Fig. 3d). This concentration persists across planning algorithms, indicating that the upper neck reflects
an intrinsic temporal vulnerability of the system rather than an optimization artifact. At this stage, the system has limited
remaining ramping flexibility to compensate for a sudden loss of PV generation, amplifying the operational consequences of
an otherwise identical attack.

These results establish attack timing as an endogenous planning consideration rather than a fixed operational parameter.
By explicitly searching across temporally distinct attack regimes, DD-ABO identifies when a given PV-BESS configuration is
most exposed to adversarial disruption and incorporates this information into the planning objective. The resulting temporal
vulnerability profile therefore links grid planning decisions with the timing of their worst-case consequences, demonstrating
that resilient renewable planning must account not only for where and how much PV and BESS capacity is deployed, but also
for when the configuration is most vulnerable to attack.

Spatial and Vendor Diversity as Intrinsic Defence Mechanisms

The spatial organization and vendor composition of PV deployment provide a second dimension through which planning
decisions shape cyber resilience. To elucidate this mechanism, we analyzed the control-domain distribution and vendor
composition of the final planning decisions across independent runs. DD-ABO produces the largest number of cross-zone
co-occurrence edges (Fig. 4a). The cross-zone integration ratio is 73.8% for the group of decision-dependent algorithms (DD-
X), compared with 65.5% for BO and 69.3% for fixed-adversary Bayesian optimization (F-ABO) (Fig. 4b). By distributing
PV resources across multiple control domains, the resulting configurations reduce the concentration of remotely controllable
assets within any single cyber domain. An adversary seeking widespread disruption must therefore compromise multiple control
domains rather than exploiting a single domain to affect a large fraction of the installed fleet. Spatial dispersion consequently
acts as an intrinsic barrier to the propagation of cyber-induced disturbances across the electrical network.



Vendor composition provides a complementary layer of protection. DD-ABO yields higher mean vendor Shannon diversity,
with a mean index of approximately 1.0 compared with approximately 0.9 under BO (Fig. 4c). This diversification reduces
dependence on any single vendor and limits the extent to which a common firmware or software vulnerability can be propagated
across the PV fleet. The effect is particularly relevant for networked PV infrastructure, where common vendor technologies
can create shared cyber dependencies across geographically distributed assets. Rather than treating vendor diversity as a
post-deployment security measure, DD-ABO incorporates it implicitly through decision-dependent adversarial evaluation,
allowing configurations with concentrated technological dependencies to be penalized whenever they create more exploitable
attack surfaces. These planning-level defences complement traditional security measures such as encryption, multi-factor
authentication, and zero-trust architectures by reducing the structural consequences of a successful compromise rather than
relying solely on preventing unauthorized access.

The resulting planning patterns also reveal a distinction between selective diversification and indiscriminate spatial dispersion.
As shown by the PV-BESS co-occurrence networks in Fig. 4d, the three BO-based methods (DD-ABO, BO, and F-ABO)
select a compact set of recurring BESS locations across independent runs, whereas the two population-based methods exhibit
substantially greater placement variability. At the same time, DD-ABO has the highest mean vendor diversity among the
methods (Fig. 4c). In this case study, this finding suggests that cyber-resilient planning does not necessitate uniformly
dispersing infrastructure across the network. Instead, the optimization selectively diversifies the dimensions that determine
attack propagation while preserving economically and operationally favorable deployment configurations.

These results indicate that spatial and technological diversity can function as intrinsic defence mechanisms when incorporated
into infrastructure planning. Cross-zone integration limits the concentration of PV assets within individual control domains,
while vendor diversification reduces shared technological dependencies that could enable common-mode compromise. More
broadly, the findings suggest that the security posture of a renewable system can be shaped directly by deployment decisions
without requiring indiscriminate over-provisioning. Cyber resilience may therefore be strengthened through the architecture of
renewable infrastructure itself, with planning decisions influencing not only system cost and operational performance, but also
the structure of the attack surface available to future adversaries.

Convergence and Attack-Scenario Solution Quality

We compared DD-ABO with two decision-dependent benchmark algorithms, namely decision-dependent particle swarm opti-
mization (DD-PSO)* and decision-dependent genetic algorithm (DD-GA)*!. Each algorithm was evaluated in 10 independent
runs of 200 iterations each. DD-ABO converges more rapidly to a lower plateau and exhibits less run-to-run variation than
DD-PSO and DD-GA (Fig. 5a,b). Its final mean objective value is approximately 6.0% lower than that of DD-GA and 8.6%
lower than that of DD-PSO (Fig. 5b). This performance is consistent with the suitability of the random-forest surrogate for
the nonsmooth, mixed-integer response surface of the bilevel planning problem and with prior applications of BO to expensive
strategic-investment and multivector energy-planning problems*>+3,

The algorithms also differ in the adversarial vulnerability of their sampled and final plans. Heatmaps of the attack-induced
operational penalty Q®** over the installed PV and BESS capacity space visualize the vulnerability landscape sampled by each
algorithm (Fig. Sc-e). Although some intermediate DD-PSO and DD-GA solutions attain lower Q%** than some DD-ABO
samples, DD-ABO covers a wider range of PV and BESS capacity combinations. The clearest distinction occurs in the final
solutions. As shown in Fig. 5f, DD-ABO identifies final configurations with lower Q®*, generally higher installed PV capacity,
and less BESS capacity than the heuristic alternatives. This confirms that DD-ABO actively steers the planning solution away
from adversarial attractors by exploiting a learned approximation of the mapping from deployment decisions to the attack-
aware objective via its random-forest surrogate, a capability that heuristic methods lack. Compared with attack-agnostic BO and
fixed-set F-ABO, all DD-X algorithms (DD-ABO, DD-PSO, and DD-GA) also yield lower final Q““C values, confirming that
decision-dependent adversarial planning fundamentally alters the optimization landscape. Planning decisions obtained without
accounting for adaptive adversarial threats are inherently vulnerable. Conventional optimization approaches that ignore the
decision-dependence of cyber threats may inadvertently converge to solutions that are optimal under assumed conditions yet
catastrophically vulnerable under actual adversarial behaviour, a risk that is magnified as PV penetration increases globally.

Decision-Dependent Adversarial Planning Enables Intrinsic Cyber Resilience

To quantify the value of explicitly modelling the coupling between planning decisions and adversarial behaviour, we bench-
marked DD-ABO against conventional BO and F-ABO. BO neglects cyber threats during planning, whereas F-ABO assumes a
predefined attack set independent of deployment decisions. DD-ABO instead anticipates how infrastructure decisions reshape
the adversary’s optimal targets. Relative to BO, DD-ABO reduces the mean worst-case attack-induced operational penalty Q®**
by 80.2% and the mean expected energy not served EEN S by 85.0% (Fig. 6a-d; both p < 0.001). In contrast, F-ABO
provides no statistically significant improvement over BO in either metric, indicating that static threat assumptions can be
fundamentally misleading for resilience-oriented planning because they overlook the adaptive coupling between infrastructure
and adversarial behaviour. The failure of fixed-attack formulations to improve resilience demonstrates that effective cyber-
resilient planning requires the threat landscape to be co-optimized with infrastructure decisions. More broadly, these results
show that the cyber attack surface of renewable infrastructure is not a fixed system attribute, but an emergent property of



deployment decisions that reshape both vulnerability exposure and adversarial incentives.

Crucially, this resilience gain does not require a statistically significant increase in annualized investment cost """ or fixed
maintenance cost C™ relative to BO (Fig. 6e,f). DD-ABO incurs only a marginal increase in base-case operational cost (Q%*¢
(Fig. 6g), revealing a limited trade-off between nominal operating efficiency and resilience. Rather than purchasing resilience
through over-provisioning, DD-ABO embeds it in the structure of infrastructure deployment by diversifying spatial, control-
domain and vendor dependencies. Thus, in this case study, cyber resilience emerges as an intrinsic property of how renewable
assets are configured, rather than as a capital or maintenance-cost premium.

Discussion

The cyber vulnerability of a PV-rich grid is not merely an exogenous constraint to be addressed after infrastructure has been
planned. It is also an endogenous property of the infrastructure itself, shaped by decisions about capacity, location, control-
domain and vendor selection. Our results show that explicitly accounting for this coupling can transform infrastructure planning
from a passive response to cyber risk into a mechanism for engineering resilience. DD-ABO reduces worst-case attack-induced
operational penalties by 80.2% and expected energy not served by 85.0%, without statistically significant increases in annualized
investment or fixed maintenance costs. These results point to a shift from reactive vulnerability mitigation towards proactive
security engineering, in which the configuration of renewable infrastructure itself becomes part of the defence strategy.

An important insight from our analysis is that cyber risk is not only spatially structured but also temporally concentrated.
The duck curve phenomenon®33®, characteristic of grids with high solar penetration, creates a predictable period of operational
stress during the afternoon ramp, when declining solar generation coincides with increasing demand and constrained ramping
flexibility**. Across the three decision-dependent algorithms, approximately half of the selected worst-case PV-curtailment
scenarios initiate during the upper neck interval, where system flexibility is most constrained. This concentration suggests that
cyber defence can be prioritized around periods of heightened system susceptibility rather than distributed uniformly across
time. In practice, monitoring, anomaly detection and data validation could therefore be intensified during these critical windows.
More fundamentally, this result illustrates how adversarial planning can reveal temporal patterns of cyber-physical vulnerability
that remain obscured when cyber threats are treated as static or independent of system operation.

Spatial and vendor diversification provide a complementary structural mechanism for resilience. Conventional security
engineering often advocates for redundancy and overbuilding as primary routes to resilience®. Our results point to a different
mechanism in which resilience can emerge from how much capacity is distributed rather than simply from how much capacity is
installed. DD-ABO favours deployment across control areas and vendor ecosystems, resulting in greater cross-zone integration
and higher vendor Shannon diversity. Under the dependency structure represented in our model, these configurations reduce
the concentration of shared control domain and vendor dependencies and limit the fraction of the PV fleet that can be affected
through a common compromise. This interpretation is consistent with network science studies showing that concentrated
dependencies can amplify cascading failures*®“%. More broadly, infrastructure diversity can function as a form of cyber defence
by limiting the systemic consequences of correlated compromise.

This perspective becomes increasingly important as renewable deployment accelerates. Under the IEA Net Zero Scenario,
solar capacity is projected to grow substantially*, while the marginal cost of adding new generation assets continues to
decline!?. Meanwhile, the growing digital connectivity of renewable infrastructure is expanding the potential cyber attack
surface™>!3, creating a growing need to incorporate cybersecurity into infrastructure planning. This need is particularly acute in
developing economies and emerging markets*’, where rapid renewable expansion must be achieved under constrained financial
and institutional resources. The computational performance observed on the IEEE 39-bus system under a 200 evaluation budget,
together with the use of publicly available New England data, provides an initial indication that decision-dependent adversarial
planning can be implemented with realistic planning information and computational resources.

We acknowledge several limitations. First, the present attack model focuses on PV curtailment attacks targeting PV generation
assets. Real-world adversaries may orchestrate coordinated attacks across heterogeneous device types’™!, including load
demand>3, transmission infrastructure®*, and BESS control interfaces>®. Such coordinated attacks could exploit interactions
among multiple attack surfaces and produce physical consequences beyond those captured here. Second, the current framework
adopts a single stage planning formulation and therefore does not capture the evolution of infrastructure, operating conditions
and adversarial capabilities over multiple years. The deployment decision z*, grid topology and attack capabilities are treated
as fixed over the planning horizon, whereas power systems evolve through transmission expansion and retirement>®>7, changes
in demand patterns®®, and replacement or expansion of PV and BESS assets®’. Adversarial capabilities may likewise evolve as
new vulnerabilities and attack strategies emerge. These changes could alter both the optimal deployment configuration and the
relative value of different resilience mechanisms. Third, computational performance was evaluated only on the IEEE 39-bus
system under a 200 evaluation budget, so scalability to larger and more heterogeneous networks remains unresolved.

Despite these limitations, the framework offers a practical basis for embedding cyber resilience into infrastructure planning.
DD-ABO can be interfaced with existing power system planning workflows through a power flow solver and attack simulation
routines, while its random forest surrogate provides interpretable feature importance measures that help identify planning
decisions most strongly associated with resilience. Future advances in surrogate modelling, including graph neural networks,



deep neural networks and other data efficient learning methods, could replace the current surrogate to improve scalability
to larger networks, higher dimensional planning spaces and more complex cyber-physical interactions. Large language model
agents could further complement this optimization layer by synthesizing heterogeneous threat intelligence, identifying emerging
attack patterns, assisting in the generation and refinement of attack scenarios, and translating optimization results into actionable
recommendations for planners and regulators. Beyond PV BESS planning, the same decision-dependent adversarial planning
paradigm could be extended to other critical infrastructures, including microgrid design, EV charging infrastructure and
industrial control systems, where infrastructure configuration can shape both cyber exposure and the physical consequences
of compromise. These developments could enable adaptive planning frameworks that integrate evolving system conditions
and cyber threats while retaining computational tractability and decision interpretability. As renewable penetration and digital
connectivity continue to increase, embedding cyber resilience into infrastructure design will become increasingly important for
building power systems that remain reliable and secure under evolving threats.

Methods

Overall Planning Model
We investigate a resilience-oriented joint planning problem for PV generation and BESS under PV attack scenarios. The problem
is formulated as a bi-level model. The upper level determines the device-level PV-BESS deployment decision, including the
number of installed devices, their bus locations, capacities, and PV vendor assignments. The lower level evaluates the operational
performance of the system under both baseline and attack scenarios. By jointly considering investment cost, fixed maintenance
cost, baseline operating cost, and the worst attack-induced additional loss, the upper-level objective is defined as

ggg Cinv(z) + Cm(z) + Qbase(z) + Qatk(z)7 (1)
where z denotes the planning decision vector and Z is the feasible planning set; C*"?(z) denotes the annualized investment
cost, C™(z) denotes the annual fixed maintenance cost, Q*?*¢(z) and Q%*(z) denote the lower-level optimal operational
values under the baseline and attack scenarios, respectively. All costs are expressed on an annual basis.

Upper-Level Device-Based Planning Model

Instead of deciding whether each bus installs PV or BESS, the upper level directly plans a finite number of candidate PV and
BESS devices. Let KV = {1,..., KEV } KBESS = {1 ... KBESS} denote the candidate sets of PV and BESS devices.
For each candidate PV device k: € ICP V., the decision varlables include a binary installation indicator yZV' € {0,1}, a bus
location nkV € N, an installed capacisty PP Ve PPV, and a vendor type m; € M. For each candidate BESS device
k € KBESS  the decision varibles include a blnary installation indicator yBES 9 € {0,1}, a bus location nkBESS € N, arated
power PEESS € PBESS and a rated duration TEESS € TBESS with energy capacity defined as E,?ESS = P,fESSTEESS.
If a candidate device is not installed, all associated capacity variables are set to zero. Otherwise, the PV capacity and BESS
configuration variables are restricted to their respective discrete candidate sets. Then, the planning decision vector can be

expressed as
% PV BESS , BESS pBESS mBESS
Z = ({yk 1 Pk mk}kE)CPVv{yk y aPk 7Tk }kE/CBESS)' (2

The investment and fixed maintenance costs are calculated as
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To avoid permutation-equivalent solutions and reduce the search space, symmetry-breaking constraints are imposed on device
indices, locations and capacities:
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Lower-Level Baseline Operation Model
Under the baseline scenario, the lower level minimizes the operating cost only. The carbon cost is internalized into the SG
marginal operating cost through the carbon price. The baseline operation problem is defined as
base _ : Cop,base
@) = min, (2), (7)
where u(?) denotes the hourly operating decisions over a one-year baseline horizon, and I/ base () is the feasible region defined
by the operation constraints. The baseline operating cost is given by

Cop,base(z) — Z Z (Cguel +ﬂ.COQ p;oz + Z Zyc< h,(0) +p dz.s,(O ) . Z 7_rPPAka;/a(O) At, (8)

teT Lgeg keKBESS keKrv

where pgoz, pzht( ), and png ©) denote the output of synchronous generator g, the charging and discharging powers of BESS

device k at time ¢ under the baseline scenario, and the third term represents the revenue from PV generation under a fixed
power purchase agreement (PPA) contract®®. To ensure no load curtailment under the normal scenario, i.e., EENS b‘”e( ) =0,
the following constraint is imposed:

pi O =0, vieN, teT. ©)

Lower-Level Attack Operation Model
An attack scenario is defined as

s= (A, t*, 7%, r%), A€ A(z), (10)

where A is the attacked PV device set, t* is the attack start time, 7* = 24 h is the attack duration, and r* denotes the sudden
full recovery mode. Since the planning decision changes the spatial distribution, vendor composition, and capacity allocation
of PV devices and thereby modifies the attack surface, the attack scenario set is decision-dependent:

Q(z) = {(A,t", 7", r"): A€ A(2)}. (11)

The attack start time is determined by the duck curve phenomenon, where high PV penetration reshapes the net-load profile
and produces a steep afternoon net-load ramp®>3¢. The most critical operating period is the afternoon neck, when the system
faces severe ramping pressure while solar generation declines. To comprehensively evaluate system vulnerability, the attack
start time t* is selected with three options along the duck neck, namely the upper neck, the middle neck, and the lower neck.
These correspond to three consecutive hours within the afternoon ramp period. The attack is launched on the day with the
annual peak system load, as this represents the grid’s most stressed condition. On that day, the hour with the highest PV
generation is designated as the lower neck point, the following hour as the middle neck point, and the next hour as the upper
neck point. This design captures the transition from high PV output with moderate ramping at the lower neck to low PV
output with severe ramping at the upper neck. Given that the power system cannot instantly return to its baseline after the
attack is cleared, a five-day simulation horizon is adopted, consisting of one attack day followed by four recovery days. Let
te = t* + 119 denote the end of the recovery horizon. The attack simulation horizon is denoted by

TR = {7+ 1, t} (12)

For a given planning decision z, the set of attackable PV devices is ICfC‘{( ) ={k € K"V | y/V(2) = 1}. A seed-driven
attack generation mechanism is adopted. First, an initial attacked PV device k¢ is selected from K'Y (z) according to a

act
capacity-weighted probability:

P/fv(z) PV
, kek,, 13
Zjelcfc‘g(z) Pjpv(z) ¢ (2)- (13)

Then, the final attack set is generated according to the pairwise correlation among installed PV devices. The composite
correlation between PV devices k and j is defined as

pk,j( ) Alpvendor+)\ pcontrol + A3 pdzstance7 (14)

Pr(k’ozk | Z) =

where A1, A2, A3 > 0 and A\; + A2 + A3 = 1. The three components are defined as follows:

pvendor — 17 if Vg = vj’
k. 0, otherwise,

control _ 1’ if dctrl(nllj‘/) — dctrl(nf‘/),
Pi. . (15)
ko 0, otherwise,

dist d WPV nPV

1stance

Pk = exp _
k.j do ’




where d°*"!(n) denotes the control domain of bus 7, dnkpvmpv denotes the topological distance between the buses hosting PV
devices k and j, and dy > 0 is a distance decay parameter. Given the seed device kg, the probability that another PV device
7 1is included in the attack set is defined by

pj\ko(z) :min{17 O‘pko’j(z)}” (16)

where o > 0 is an attack-propagation parameter. Let §; ~ Bernoulli(p;,(2)). Then the attack set is constructed as

A= {ko} U{j €Ki (2) \ {ko} | & =1}. (17)

The above mechanism induces a candidate scenario set €)(z) for each planning decision z. Each scenario s € €)(z) is associated
with an occurrence probability ¢s(z), induced by (13) and (16). This probability is used for scenario generation and search
prioritization, but not directly included in the robust lower-level objective, which follows a worst-case criterion.

The attack is assumed to start at time period ¢* and is immediately known to the system operator at the beginning of that
period. All attack scenarios must follow the baseline trajectory before the attack starts. To ensure a consistent initial condition,
the attack simulation is initialized from the baseline trajectory at the end of the previous period, i.e., at time ¢* — 1:
p_ﬁfi*_l p_f; 2*—1: pkpg(si _p’}:Y;(Ol, S0C St)* 17 SOC(Ot* 1 (18)

)

Similarly, at the end of the recovery period ¢., the system must return to the baseline trajectory to ensure no persistent deviation
caused by the attack:
s 0 PV,(s PV,(0 s 0
o) = o =, s00) = socy) . (19)

For each scenario s € €(z), the operating decisions must satisfy u(®) € U (z, s), where U**(z,s) denotes the feasible
operating region under scenario s, which includes the PV availability reduction and all device-level and network constraints.
For a given planning solution z, the lower-level attack problem aims to minimize the sum of the worst-case additional
operating costs and the unserved energy penalty across all attack scenarios, subject to initialization constraints, recovery
constraints, and scenario-wise feasible operating constraints. The problem is formulated as follows:
Q"™ (z)= min  max {AC%(z,s) + 7T EENS“*(z,s)}. (20)
{1;(5)}669(2) SEQ(z)
Since the baseline one-year horizon operating cost is already accounted for in Q%@*¢(z), the attack operating cost is considered
in incremental terms over the attack simulation horizon:

ACOp<Z, S) — Cop,atk(z’ s) _ Cop,base,win(z) — Z [Z (Cguel + 7.{.C‘Ozeg) (péfz _ p§?2>

teTatk Lgeg

2y
cyc F dis,(s ch,(0 dz 0 PV,(s PV,(0
+ Y (PZZ( ) plis) _ pehs(©) _ i )) 3 7rppA( Vi) it )) At,
keKBESS kexrv
and the attack-scenario unserved energy is
EENS™(z,5)= Y S pihie@a (22)

teTatk ieN

Device-Level Operational Constraints

The feasible sets 24°**¢(2) and U***(z, s) are defined by the following device-level and network constraints. PV generation is
limited by the installed capacity and the time-dependent capacity factor. The output of PV device k at time ¢ under scenario
s, denoted by pif’(s), satisties

0<ppy < PPV ral), (23)

where ¢; € [0, 1] is the PV capacity factor and a e {0, 1} represents PV availability. Under the baseline scenario, ag)z =1,

while under attack scenarios, a](gz = 0 if device k: € A during the attack duration. BESS devices are subject to power limits,
state-of-charge dynamics and state-of-charge bounds:
0< pily(S) < PBESS,
0< pzits,(S) < PBESS,
ey AL pity A (24)
EBESS EBESS”

SOCuyin < SOCY] < SOCax.

soc®)

k1l — SOC;St)

Ndis



To ensure temporal consistency over the annual baseline simulation, the baseline feasible set 2/**¢(z) imposes a cyclic SOC
constraint for each BESS:
S0C) = S0CY) | -, Wk e KPESS, (25)

which is not enforced in the attack feasible region U%* (2, s) that models short-term transient operation under PV attacks.
Synchronous generators are subject to output limits and ramping constraints’:

PminPg S pquz S PmaXP97
Py =il < RPP,, (26)
i) < i,

Network constraints are modelled using DC power flow, with line flow limits and nodal balance enforced at each time period™:
(s) _ (s) (s)
fl,t =B (en(l),t - em(l),t)’
|fl(’i)| < Fvlmax’
PV,(s

s dis,(s ch,(s s s oa shed,(s
deg(i) P_E;Z + Zk;n,{?v:i Pyt ) + Zk:nEESS:i (pk:,t © _pk:,t( )) + Zleﬁm(i) fl(,t) - Zlezm(i) fl(,t) = Pil,t ¢ —Diy ),
27

Decision-Dependent Adversarial Bayesian Optimization
The planning model presents three fundamental challenges that preclude the application of classical robust optimization (RO)
approaches. First, the attack scenario set {(z) is decision-dependent, i.e., the set of possible attack realizations changes with
the planning decision z itself. This dependency arises because the composition and spatial distribution of installed PV devices
directly shape the attack surface (see (13)-(17)). In conventional BO, the uncertainty set is fixed a priori. Here, however,
the set Q2(z) depends on z in a combinatorial manner, rendering standard robust reformulations such as box, ellipsoidal, or
polyhedral uncertainty sets inapplicable. Second, the lower-level problem involves a max-min structure (see (20)) where the
inner maximization is taken over a scenario set {(z). While such a structure can be linearized in principle via enumeration or
duality, the decision-dependent nature of 2(z) eliminates the possibility of a compact, scenario-independent dual formulation.
Third, even if the first two issues were resolved, the full-year temporal resolution (8760 hours) coupled with multiple attack
scenarios would lead to an extremely large-scale optimization problem with millions of constraints. Moreover, the overall
problem does not admit a tractable mixed-integer linear or convex formulation due to the nested max-min structure, the
decision-dependent uncertainty set, and the coupling between planning and operation across multiple time scales. Consequently,
an exact RO solution is computationally intractable.

To overcome these challenges, we propose a Decision-Dependent Adversarial Bayesian Optimization (DD-ABO) framework
that replaces the intractable model, guided by a data-driven surrogate model. Let the black-box robust planning objective be

f(2) = C™(2) + C™(2) + Q"*(2) + Q™ (2). (28)

Since f(z) is expensive to evaluate and lacks a tractable closed-form representation, it is optimized through sequential
simulation-based learning. At the k-th iteration, the outer-loop Bayesian optimizer proposes a candidate planning decision
z. Based on zj, the decision-dependent attack scenario set is constructed as 2(z). An adversarial search procedure is
performed over €(z;) to identify a high-risk attack scenario

sy & arg éISl)EZJX : D(zg, s), (29)
S Zk

where ®(zy,s) denotes the attack-scenario operational value under scenario s, namely,
(2, 8) = ACP (21, 8) + TEEN S (2, 5). (30)
Accordingly, the robust objective value associated with zj is approximated by
Y = O (2) + C™ (2) + Q" (21) + @ (2, 57). (31)

The observed sample pair (zx,yx) is then added to the training dataset and used to update the surrogate model. By iteratively
alternating between candidate-plan generation, decision-dependent attack construction, adversarial scenario search, and surrogate
updating, DD-ABO progressively approaches the robust PV-BESS planning solution.

This process can be summarized as a nested search-and-evaluation framework: the outer loop explores the planning space,
while the inner loop, conditioned on each candidate plan, searches for a high-impact attack realization. In this way, the
optimization explicitly accounts for the fact that different PV deployment decisions induce different attack surfaces and,
consequently, different worst-case operational consequences.

Random-Forest Surrogate and Acquisition Function



A random-forest (RF) surrogate is adopted to approximate the expensive black-box mapping from planning decision z to
objective value f(z). The RF surrogate is particularly suitable for the present problem because the planning vector contains
mixed variable types, and the response surface may be highly nonlinear and nonsmooth due to operational constraints, scenario
switching, and inner-loop adversarial search.

Let t,,(z) denote the prediction of the m-th tree in an ensemble of M trees, and let £(z) = 4 Zf\f:l t;n(z) be the mean
prediction. To account for the approximation uncertainty induced by finite training data and the inexact inner adversarial search,
the predictive distribution is constructed by decomposing the total uncertainty into two components: model uncertainty arising
from tree disagreement, and evaluation noise. The model uncertainty is estimated by the variance of the tree predictions:

1 M

T 3 (tml2) —1(2))" (32)

m=1

2
Umodel(z ) =

The evaluation noise o2 is estimated from the out-of-bag residuals during RF training,' reflecting the inherent noise in the

simulation-based evaluation. The total predictive distribution is then approximated as a Gaussian distribution:

Y(Z) ~ N(%(Z), aﬁlodel(z) + 062) (33)

This representation provides both a point prediction and an uncertainty estimate, enabling acquisition optimization in Bayesian
optimization. The RF surrogate is retrained as new samples {(zx,yr)} are collected, progressively improving its accuracy in
the relevant regions of the planning space.

To determine the next planning decision to evaluate, the proposed framework uses the Expected Improvement (EI) acquisition
function. Since the predictive distribution in (33) is Gaussian, a closed-form EI expression is available:

El(z)=(f*—1(z))® (W) +0(2) ¢ (W) , (34)

where o(2) = \/02 44(2) + 02, f* = mini<,<x Y is the best objective value observed so far, and ®(-) and ¢(-) denote
the cumulative distribution function and probability density function of the standard normal distribution, respectively. Due
to the mixed discrete-continuous nature of the planning space and the potential nonconvexity of the acquisition landscape,
directly optimizing E'I(z) over Z is nontrivial. Instead, the next candidate is selected approximately over a finite candidate
set Zeqna C Z:

Znext A arg max FI(z). (35)

2€Zcand

In practice, Z.q,q iS generated by combining random sampling with local perturbations around the current best solution.
Through this acquisition mechanism, the algorithm balances exploitation by favoring plans with low predicted objective values
and exploration by preferring those with high predictive uncertainty. Together with the decision-dependent adversarial inner
search, this approach efficiently identifies robust PV-BESS planning decisions under attack-aware uncertainty.

Experiment Settings

The DD-ABO framework is tested on the IEEE 39-bus transmission system, which serves as a standard benchmark for
transmission optimization. All buses are considered candidate locations for PV and BESS installation. To capture realistic
operational dynamics, the annual load fluctuations, including both seasonal and diurnal patterns, are synthesized based on New
England’s 2025 load data’’ and mapped onto the IEEE 39-bus system. Similarly, the annual PV availability, represented by
the capacity factor profile, is derived from New England’s 2025 utility-scale solar data*®. Both the PV capacity factor and the
load profile are shown in Fig. 3a, which provides hourly resolution data for the entire year. Parameter settings are provided in
Supplementary Table S2. Under this configuration, all model constraints are enforced except those inherently satisfied by the
simulation process.

Data availability

All data used are open (various licenses). Intermediate data are available via Zenodo at https://zenodo.org/records/22130548.

Code availability

The code for all algorithms (DD-ABO, DD-PSO, DD-GA, BO, and F-ABO), simulation and evaluation routines, and data
analysis and figure generation is available via Zenodo at https://zenodo.org/records/22130548.

IFor each training sample i, let Q?OB be the average prediction of all trees for which 4 is out-of-bag. The noise variance is estimated as 02 = % Zfil (yi —
§998)2, where K is the number of training samples.
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Fig. 1. Projected solar PV dominance and the parallel rise of cyber—physical security risks. a Global installed electrical capacity by technology,

2019-2050. The black dashed line represents total installed capacity across all technologies. Bioenergy includes bioenergy with carbon capture and storage
(BECCS). Fossil fuels with carbon capture, utilization and storage (CCUS) include coal with CCUS and natural gas with CCUS. Unabated fossil fuels include
coal, natural gas and oil. Data from the IEA Net Zero by 2050 Scenario*. b CAAGR of electrical capacity by technology, 2019-2050, with the same technology
definitions as in a. Data from the IEA Net Zero by 2050 Scenario*. ¢ Major cybersecurity incidents affecting solar energy infrastructure, 2019-2026%-14%0 Red
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respectively.
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Fig. 2. Decision-Dependent Adversarial Bayesian Optimization (DD-ABO) framework for robust PV-BESS planning. The framework sequentially
integrates random-forest surrogate modelling and acquisition-based sampling (Steps 1-3) to explore the planning space, followed by decision-dependent attack
scenario generation (Step 4) and lower-level operational evaluation under both baseline and PV attack conditions (Step 5). In Step 4, for each candidate
planning decision z, the PV attack set A is constructed based on the installed PV units, with attack timing selected along the duck curve ramp>>°. Step
5 first performs a full-year baseline simulation (8760 hours) to obtain the baseline trajectories of all generators, BESS state of charge, and PV outputs,
yielding the baseline operating cost Q®@5¢(z). For each PV attack scenario, a shorter-horizon simulation (attack day plus four recovery days) is then executed,
with initial and terminal states constrained to match the corresponding baseline trajectories at the start and end of the attack time window. The lower-level
adversarial search identifies the worst-case PV attack scenario for each z, and the corresponding worst-case additional cost Qatk(z) is obtained by solving
miny max,cq(-) {ACP(z, s)+TEENS®¥ (2, 5)}. The overall objective for planning decision z is then y(z) = C?"?(2)+C™ (2)+Q%**¢(2)+Q*F(z).
The upper-level minimizes y(z) over the planning space, and the observed sample (z,y) updates the surrogate. The iteration continues until convergence or
budget exhaustion, ultimately outputting the robust configuration z* = arg min; y(z).
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Fig. 3. Temporal characterization of load and PV profiles and identification of the optimal timing for PV curtailment attacks on the IEEE 39-bus
system driven by real-world New England data. Based on 2025 load and utility-scale solar data from New England*’-3%, a shows the annual hourly load
and PV capacity factor profiles alongside monthly statistics comprising mean load, peak load and mean PV factor. b A scatter plot of PV-load correlations
coloured by the hour of the day. ¢ Illustrates the hourly load and PV factor variations across four representative seasonal days. d Presents the neck-interval
distribution of worst-case PV attacks across 10 independent runs with 200 evaluations each for three Decision-Dependent algorithms, DD-PSO, DD-GA and
DD-ABO. The total counts in each run below 200, as overly aggressive planning decisions render the base case infeasible and preclude attack execution,
whereas conservative decisions invalidate all attack attempts. e, f Further deconstruct 24 June 2025, which represents the annual peak system load day, by
depicting the hourly total load and net load, defined as total load minus total PV output, in e and plotting the hourly total PV output and net load slope in f.
The red-shaded regions in e and f highlight the three-hour duck neck intervals comprising the lower neck, middle neck and upper neck.
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Fig. 4. Characterization of the control-domain and vendor diversity of PV installations, alongside the spatial co-occurrence patterns between PV and
BESS units, in the final planning decisions of different algorithms. a, Same-zone and cross-zone control-domain distributions of the PV installations within
each final planning decision, showing that DD-family algorithms consistently yield significantly higher numbers of cross-zone control-domain connections. b,
Cross-zone integration ratio of the final planning decisions across DD-X group, BO and F-ABO, defined as the percentage of cross-zone co-occurrence edges
over the total co-occurrence edges, with a 50% reference line. ¢, Distributions of vendor Shannon diversity computed for the planned PV installations in each
final planning decision, with the mean values marked by red diamonds and the interquartile ranges indicated by the box-and-whisker overlays. d, Network
visualizations of the co-occurrence of installed PV and BESS positions aggregated from the final planning decisions of the five algorithms, where an edge
represents the co-installation of a PV unit on the left-side bus and a BESS unit on the right-side bus within a planning decision.
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Fig. 5. Comparative assessment of Decision-Dependent (DD) attack algorithms, denoted as DD-X, in convergence performance and solution stability,
and their planning-decision vulnerability against adversarial PV curtailment attacks as compared to F-ABO and attack-agnostic BO. a Convergence
trajectories of objective values over 200 iterations for DD-PSO, DD-GA and DD-ABO. b Scatter distributions of the converged objective values across
independent runs, where the dashed lines denote the mean values for each algorithm. c—e Spatial heatmaps showing the attack-induced operational penalty
Q®** against the total installed PV and BESS capacities corresponding to the intermediate planning decision z at each evaluation for DD-PSO, DD-GA
and DD-ABO, respectively. The black dots in c—e denote the coordinates (PTV, EBESS) of all intermediate planning decisions z evaluated during the
optimization process. f Heatmap of the attack-induced operational penalty Q®** overlaid with the scatter points representing the final optimal planning decision
z* obtained in each of the 10 independent runs for DD-PSO, DD-GA, DD-ABO, BO and F-ABO. For the heatmaps in c¢—f, in cases where multiple data
points share identical (P*Y, EBESS) coordinates, the color mapping is determined by the highest Q%t* value among them, ensuring the most conservative
(worst-case) penalty is visualized. BO and F-ABO are not inherently equipped with Q% during the optimization process, as BO does not consider the PV
attack model at all and F-ABO adopts only fixed PV attack sets. Their Q¥ values are consequently computed in a post-hoc manner using the adversarial
modelling approach of the DD-X algorithms.
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Fig. 6. Performance comparison of DD-ABO, BO and F-ABO under worst-case PV attacks and base-case conditions. a Distribution of attack-induced
operational penalties Q%t* under worst-case PV attacks across independent runs. b Distribution of the expected energy not served EEN S%t* under the same
attack scenarios. ¢, d Percentage improvements of DD-ABO and F-ABO in Q% and EEN S over the BO baseline, with statistical significance indicated
by asterisks. e—g Distributions of annualized capital investment cost C*"?, fixed maintenance cost C"™ and base-case operational cost QP%5¢ for the three
algorithms. All figures are based on n = 10 independent runs with 200 evaluations per run.
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