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Abstract

In the evolution of V2X infrastructure deployment, vehicle-to-everything (V2X)
communication necessitates authentication, privacy, and dependability. Securing
the V2X networks and charging issues is critical and more challenging due to the
extensive infrastructure. This direction enables trust-based transactions between
electric vehicles and the smart grid to fulfill energy consumption. This paper
reveals the closed-loop V2X security and energy allocation system that integrates
real-time multi-attack detection, dynamic trust evaluation, and battery optimiza-
tion in an intelligent transportation system. In the proposed MTCNN-LSTM
model, which incorporates multilevel trust and CNN-LSTM, we achieve 94.75%
accuracy, 94.83% weighted Fl-score, and 99.3% attack detection rate across four
attack types (none, sybil, DDoS, and both). Trust based on nine telemetry fea-
tures(security score, feedback score, behavior score, message {requency, message
received, energy consumed, SoC, security score difference, energy consumed rate)
It also optimizes the battery consumption during the attack, ensuring that the
system can maintain functionality by detecting energy wastage based on the



MTCNN-LSTM model, energy waste: 550 kWh at 30 % attack out of the sup-
ply by smart grid 2000 kWh for the given dataset ” Electric Vehicle Trip Energy
Consumption Data” in the simulation based on real data, class-weighted training
and multi-speed validation to ensuring secure, resilient and sustainable energy
in smart grid enabled V2X network.

Keywords: Smart grid, RSUs, Electrical vehicle(EV), V2X, CNN-LSTM, Trust
management

1 Introduction

In the Vehicle-to-everything (V2X) ecosystem, cybersecurity issues can be driven by
the security of communication links, security for electric vehicles, identity and liabil-
ity, access control, vehicle privacy, and overall security based on IDS[1]. The Internet
of Vehicles(IoV) is an extension of the V2X network. The protection of IoV sys-
tems against dynamic cyber attacks that compromise their operation is mandatory
to ensure the safety of their users. Several security mechanisms can be applied to
improve the security of V2X. One of the primary mechanisms explored is trust-based
security. [2] The Internet of Vehicles (IoV) is a sophisticated extension of the Internet
of Things (IoT), focusing on vehicle networks. Integrated systems comprise sensors,
communication devices, and processing technologies and provide a seamless connec-
tion between the vehicle, charging stations, and the cloud or fog nodes. Smart vehicles
can communicate in real-time with infrastructure, vehicle-to-infrastructure, charging
station-to-smart grid, people, or other devices. [3] IoV is susceptible to denial of ser-
vice for internal attacks; DoS attacks could turn off or overwhelm the communication
infrastructure, disrupting the data flow between vehicles and traffic lights, traffic lights
to charging stations, and charging stations to the smart grid or emergency services. An
attacker can breach the connection and take command and control over the charging
station due to the dynamic connection between electric vehicles and the grid via charg-
ing stations. Deep learning algorithms algorithms such as LSTM and GRU perform
better than traditional ML algorithms, because of their superior ability to analyze the
temporal dependencies included in IoV data[4]. An overview of security issues related
to the V2X infrastructure and highlights open problems that will make V2X security
a challenging research area in the future.[5]

1.1 Security Challenges and Solution

Fog nodes with road side units(RSU) are installed on the traffic lights between the
electrical vehicles (EVs) and charging stations to improve security as will minimize
network traffic for illustration, consider the number of RSUs in a given area that can
respond quickly to vehicle demands by providing resources and making decisions—all
without submitting the request to the cloud via fog node install on RSU and waiting
for a response. The Internet of Vehicles is especially susceptible to attacks such as
DoS/DDoS and sybil attacks due to its heavy reliance on wireless connectivity.[6]



¢ Denial of Service (DoS) attacks on V2X In V2X networks, communication
is vulnerable to different types of attacks. One is a DoS attack, where an attacker
floods the infrastructure with unnecessary information. It can increase delays and
overwhelm the networks.

e Sybil attacks on V2XIn V2X communication, Sybil attacks occur when a single
vehicle declares itself with multiple identities to other vehicles on the network.
Therefore, the other vehicles cannot determine whether the information comes from
a single vehicle or multiple vehicles|[7].

1.2 Security solution for V2X communications

Advanced technologies are used in vehicle-to-thing (V2X) security solutions to estab-
lish a secure connection between vehicles and infrastructure, including intrusion
detection systems (IDS) for real-time attack responses, blockchains for decentralized
data management, lightweight cryptography for effective data encryption, and trust
management to assess the reliability of information. These components create a robust
architecture for reliable and secure V2X communication.

The security solution presents a layered architecture for V2X, as shown in Figure
1, providing a comprehensive framework for managing trust, security, and communi-
cation within electric vehicle (EV) networks. This framework leverages fog computing
and a multilevel trust model[8]. At the Edge Layer, electric vehicles and charging
stations generate and transmit real-time data that requires secure processing. The
Network Layer uses Ethernet, 5G, WSN, and C-V2X technologies to enable seamless
communication between vehicles and infrastructure. In the Data Processing Layer,
RSUs equipped with fog nodes perform essential tasks, including packet capture,
data cleaning, and assessing trust using a multilevel and deep learning approach to
help detect attacks on V2X networks[9].Propose a hybrid model that integrates trust
computation and machine learning that allows dynamic attack detection and trust
decisions. In the layered architecture for IoV in V2X, as shown in Figure 2, a com-
prehensive framework is provided for managing trust, security, and communication
within electric vehicle (EV) networks. This framework leverages fog computing and
a multilevel trust model. At the edge layer, electric vehicles and charging stations
generate and transmit real-time data that requires secure processing. The network
layer uses Ethernet, 5G, WSN, and C-V2X technologies to enable seamless commu-
nication between vehicles and infrastructure. In the data processing layer, roadside
RSUs equipped with fog nodes perform essential tasks, including packet capture, data
cleaning, and assessing trust using a multilevel and deep learning approach to help
detect attacks on V2X networks[10]. The detection layer verifies the identities of elec-
tric vehicles, monitors communication protocols, and detects anomalies or malicious
behavior, feeding this information into the analysis layer, which further interprets it
to provide trust-based services and recommendations. At the top, the management
layer handles intrusion response, stores long-term data, and communicates with the
cloud server for deeper analytics, policy updates, and system-wide coordination . This
layered architecture enables real-time trust computation and robust defense against
cyber threats in V2X environments, making it ideal for dynamic and data-intensive
vehicular networks[7]. In this paper, we propose a CNN-LSTM-based Trust approach,
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Fig. 1 V2X security solution based on trust management

namely MTCNN-LSTM, to classify attacks in V2X networks. We also present a com-
parison of the other existing models. Our significant contributions to this paper are
highlighted here. we utilize real EV logs (SoC, current, temperature) to simulate actual
V2X noise and integrate energy consumption rate, SoC, and battery temperature-
based behavior anomalies into the trust layer, also detect the hybrid attack, such as
Sybil, DDoS, and both in one model, after which we compute the energy allocation
and battery optimization based on the multilevel trust.

1.3 Briefly of the problem

In the V2X rise the limitation of over-dependance on synthetic or static datasets, a
lack of battery-conscious detection mechanisms, and computationally intensive multi-
stage architectures that are unsuitable for resource-constrained EV environments.
so that most of the systems cannot effectively mitigate static, dynamic, or hybrid
cyber-attacks that exploit the bidirectional V2G communication channels, leading
to vulnerabilities in charging authentication, data integrity, and grid coordination in
intelligent transportation infrastructures.

2 Related Work

This section is divided into two parts. The first part of this section focuses on attack
detection based on trust computation and machine learning. The second and final part
of this section covers a significant search for machine learning-based energy allocation
and battery optimization. Alnasser et al. (2019) in their paper proposed a trust-based



model for secure communication in V2X networks, their approach based on the repu-
tation system in which the trustworthiness rate of the vehicle is based on accuracy of
the information [11].

Nayak et al. (2019), A Trust-Based Distributed DoS Misbehave Detection Approach
(TBDDoSA-MD) proposed for the Software-Defined Vehicular Network (SDVN);
SDVN gives a high detection attack on the V2X infrastructure with an accuracy of
90%[12].

Zhang et al. (2020) proposed a trust model for electric vehicles (EVs) that integrates
behavior analysis and security scores. The model dynamically updates trust levels
and achieves 90% accuracy in detecting Sybil attacks while reducing false positives by
at least 15%. It mitigates Sybil attacks by aggregating feedback from multiple nodes
within the network proximity[13].

In this paper, Qian and Zhang et al. (2024) show the trust prediction results with high
performance with models such as XGBoost and CNN, and further improved perfor-
mance at the multi-minute level with deep learning models [14].

Hb tula et al.(2024) The authors proposed dedicated short-range communica-
tions(DSRC) in V2X networks to detect Sybil attacks with a high detection rate of
over 98%7].

Faizan Ullah et al.(2024) proposed the Deep Trust framework in this paper. In addi-
tion, they demonstrated with existing methods, demonstrating improved accuracy
in identifying trustworthy versus untrustworthy devices, thus significantly improving
accuracy 15%, precision 20%, and recall rates 18% compared to CNN models[15].
Moghadasi et al.(2022) proposed a trust-based model that highlights the importance
of secure supply chains for the V2G infrastructure.Identified critical vulnerabilities in
the hardware components of electric vehicles and their potential impact on grid relia-
bility and user safety. Design the multimetric trust model to detect and control sybill
and DDoS attack in V2G[16].

Alhussein et al. (2022) Proposed a deep learning-based framework to enhance secu-
rity, trust and privacy in IoV environments and also used neural networks (e.g. CNN /
RNN architectures) for intrusion detection, anomaly detection and trust management
among connected vehicles in V2V[17].

Seong Kyung Kwon et al. (2021) author proposed the system a system to classify driv-
ing behavior into defensive, normal and aggressive categories using a 4-layer CNN-2
stacked LSTM neural network with a high classification accuracy of 98% in sim-
ulations, 97% in real-world tests and a low V2X communication delay of 4.8 ms,
demonstrating its potential to improve transportation safety by mitigating risks asso-
ciated with aggressive driving. After reading the literature on trust management for
automotive networks, one discovers that although many exciting approaches to the
problem have been proposed, they all have at least one major drawback that could be
more workable[18]. Cai Yanmin et al. (2024) in this paper proposed a novel Intrusion
Detection System (IDS) that integrates CNN-Long Short-Term Memory (LSTM) and
Gated Recurrent Unit (GRU) deep learning models involving a hybrid LSTM-GRU
architecture, advanced data preprocessing, and training on diverse datasets CSE-CIC-
IDS 2018, CICIDS 2017, CIC DoS, IoV-Hacking 2020 to detect both inter-vehicle
(V2X) and intra-vehicle attacks with high accuracy rate 99.9% for network attacks



and 95.9% for vehicle hacks[19)].

Qian Xu et al. (2024) in this paper proposed a machine learning-based trust manage-
ment system (TMS) for connected and automated vehicles (CAV) to counter multiple
misbehaviours in the Internet of Vehicles (IoV). The framework integrates basic safety
messages (BSM), roadmap data, and detector data to detect misbehaviours such as
constant position, random speed offset, denial of service (DoS) and grid Sybil attacks.
TMS achieves high performance, with XGBoost providing F1 scores of 0.8586 to 0.9773
for per minute predictions and LSTM achieving 0.8878 to 0.9492 for multiminute pre-
dictions throughout the four misbehaviours[14]. Tejasvi Alladi et al. (2023) in this
paper discuss the rapid growth of IoV and Cooperative Intelligent Transportation
Systems (C-ITS), highlighting the demand for secure communication infrastructures
built on Dedicated Short-Range Communication (DSRC) and 5G V2X technologies.
The study points out that conventional cryptographic mechanisms alone cannot fully
ensure network integrity and should be complemented by intelligent intrusion detec-
tion frameworks. To this end, the authors introduce Deep Learning Classification
Engines (DCLE), which employ single-stage or multi-stage classification using deep
neural models deployed on vehicular edge servers. The proposed model utilizes three
suggested classification schemes to analyze data preprocessed by RSUs before it is sent
to edge servers. Compared to current benchmark approaches, the model achieves F1-
scores ranging from 95.58% to 96.75%, effectively differentiating 18 distinct vehicular
behavior patterns[20]. Sofia Azam et al. (2022) focused only on single attacks such as
Sybil attack detection using a collaborative ensemble framework at RSUs. Five classi-
cal ML classifiers (KNN, NB, DT, SVM, LR) operate in parallel, with majority voting
(hard/soft) yielding 95% accuracy and j0.1s detection latency in NS-3 simulations.
Although practical and lightweight, the method lacks temporal sequence modeling and
is limited to a single attack type, reducing its applicability in heterogeneous threat
environments[21]. Xu et al. (2024) developed a resource allocation framework specifi-
cally for the Internet of Vehicles (IoV) to address the problem of maximizing energy
efficiency in V2X communication systems[22]. Wang et al. (2024) in this article the
authors investigate the behavior of electric vehicles based on the influence on battieris
degradation quantitatively assessed the effects of V2X functionalities,vehicle-to-grid
(V2G), vehicle-to-vehicles (V2V), and vehicle-to-infrastructure (V2I) interactions—on
battery lifespan and performance stability[23].In this section identify the research gap
based on related work given in the following points.

1. Reliance on synthetic datasets both papers use VeReMi[20]and NS-3[21] simula-
tions. No real-world 5G V2X traces with urban noise, latency, or GPS errors. Models
overfit to clean data. Static attacks may be missed in real interference.

2. The absence of battery and energy features makes no mention of SoC, energy
consumption, battery temperature, or charging behavior in the detection pipeline.
Attackers can exploit charging through fake low SoC energy fraud undetected. No
link between misbehavior and battery health.

3. No Hybrid Attack Modeling 18 misbehaviors in tiered stages only Sybi. No con-
current Sybil and DDoS or static or dynamic attacks.Real-world attackers combine
threats.



4. No real-time update based on energy, behavior, and security scores. Cannot adapt
to changes in attack status from benign to malicious.

3 Materials and Methods

3.1 Dataset Description:

The ”Electric Vehicle Trip Energy Consumption Data” dataset, provided by ETS-Data
Sharing to Advance Mobility, is a widely recognized benchmark for evaluating electric
vehicle (EV) energy consumption and attack detection in simulated V2X networks[24].
This dataset captures normal driving behavior from dozens of private vehicles over
several months between 2015 and 2016, with a sampling frequency of one minute per
second.It contains approximately 10,000 trip records, each described by key attributes
such as "Trip Energy Consumption’, ’Vehicle ID’; "Trip Distance’, 'Speed’, ’Current’,
"Total Voltage’, 'Maximum and Minimum Battery Cell Temperatures’, *Trip Time
Length’, and electric vehicle-related parameters. Due to its richness and temporal
granularity, the dataset has been widely used as a standard testbed to evaluate energy
consumption and battery optimization in smart transportation systems.

3.2 Proposed Method

The objective of the proposed MTCNN-LSTM model is to detect energy theft attacks,
such as DDoS, which exhaust charging resources, and privilege attacks, such as Sybil.
The framework establishes a defense boundary through trust-based energy alloca-
tion, while identifying malicious attack patterns using battery health and behavioral
indicators. This hybrid model can facilitate trust-based attack detection, energy allo-
cation, and optimize resource distribution to enhance the battery lifespan in connected
vehicles. Vehicles assess the trustworthiness of their peers (V2V) based on behavior,
feedback, and security score.Charging stations rely on these trust scores to authorize
energy transactions, preventing misuse or identity theft by suspicious vehicles. At a
higher level, the cloud server connected to the smart grid aggregates regional trust
data[25]. Its main objective is to enable reliability, efficiency, and sustainability. A
detailed configuration description is provided below, illustrating the communication
between the Figure 2, V2X networks. Figure 4 illustrates the interaction between the
V2X workflow entities.
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Fig. 2 V2X network infrastructure for IloV communication.

Electric vehicles (EVs) are crucial as data providers. The evaluation of EV trust
involves several key parameters, such as vehicle ID, location, speed, message frequency,
current, voltage, maximum temperature, minimum temperature, and state of charge,
which contribute to the computation of trust in multilevel trust for V2X communi-
cation. The required steps are outlined below in accordance with the multilevel trust
and deep learning approach. These are observed and assessed by RSUs with fog nodes
and the cloud. The EVs initiate a connection with the charging station through the
RSUs and fog nodes by sending an authentication request that contains a timestamp,
location, and trust score within a multi-level trust framework, which evaluates the
trustworthiness of the authentication request. Trustworthiness reflects the integrity of
a vehicle, with lower local trust scores indicating potential malicious behavior such
as DDoS and Sybil attacks and affecting energy allocation decisions at the charg-
ing station [14].Charging stations serve as power delivery points for electric vehicles.
They interact with electric vehicles(EVs) , RSUs and the cloud to authenticate users,
monitor energy usage, and detect abnormal behavior. These stations operate at the
infrastructure level of the multilevel trust framework, often integrated with fog com-
puting to process trust evaluations close to the edge. Charging stations act as an
intermediary between electric vehicles and the power grid, supplying electricity to EVs
if they are considered trustworthy.After authenticating the electric vehicles, the charg-
ing stations evaluate their trustworthiness and forward this information to the fog
layer. Requests that the electricity needed for charging the electric vehicle be returned
to the fog node from the fog server.
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RSUs with fog nodes are interfaces to the Smart Grid and charging stations, ensur-
ing decentralized processing, computation, and effective resource allocation. Fog nodes
serve as critical intermediaries between electric vehicles, RSUs and the cloud, enabling
real-time data processing, trust evaluation, and enhanced security. Positioned closer
to the edge, fog nodes locally capture and clean data, significantly reducing latency
and cloud communication overhead[26]. They perform multilevel trust assessments by
analyzing behavior patterns, past interactions, and feedback, assigning dynamic trust
scores to detect malbehaving or malicious nodes. In addition, fog nodes support the
authentication of electric vehicles and messages, help detect intrusion by identifying
network anomalies, and provide localized decision-making for trust-based services such
as secure routing and reliable charging station selection. It gives the strength, scalabil-
ity, responsiveness and resilience of the entire V2X ecosystem, making it indispensable
in dynamic vehicular environments[27]. Mutual authentication is a security mechanism
that ensures that both parties in a communication, typically the EV and the charging
station or RSU, verify each other’s identity before any data or energy exchange occurs,
the fog nodes handle the local trust process, using trust scores to verify both ends.
This ensures that an electric vehicle connects only to trusted charging stations and
vise versa, preventing Sybil and DDoS attacks.It forwards the request for electricity
demand to the Smart Grid after confirming that it is authentic and trustworthy[28].

The smart grid is an intelligent and responsive electricity distribution network that
supports two-way communication between power producers and consumers[25].In the
grid trustworthiness refers to the confidence that an entity has in another based on
its past behavior, security compliance and network feedback. The architecture applies
CNN-LSTM combined with multilevel trust, allowing for gradual trust scoring. A
higher trust score means that the node is more reliable and less likely to be malicious
[29].

3.2.1 Trust evaluation:

The Smart Grid ensures that electricity is distributed and recorded safely to charge
devices based on trust levels. In the trust computations, it is classified into two-
way local and global trust[30] : Local trust or total trust score, vehicle per-vehicle
trust score, calculated as a weighted fusion of three real-time metrics: security score,



feedback score, and behavior score, as shown in equation 1, and global trust is defined
as the V2X network-wide average of local trust score, shown in equations 2 and 3,
respectively.[31].

3.3 Trust computation:

In this model, the trust score is calculated with the help of total trust and global trust
to detect and identify large-scale attacks in the V2X infrastructure[32]. The total and
global trust are shown in equations 2 and 3.

behavior_score + feedback_score + security_score
3

Trust_score =

(1)

total_trust
Global_trust = o2 rus. : (2)
len(road _entities)

n
Total Trust = Z Trust Value; (3)
i=1
® Definition: Total trust is the aggregated trust score for electric vehicles, charging
stations, and smart grids based on direct interactions.
® Scope: It is limited to direct interactions or transactions between entities such as
electric vehicles, charging stations, and smart grid connections.
® Data Sources: Derive behavior score, feedback score, and security score from the
dataset ”Electric Vehicle Trip Energy Consumption Data”.

® Definition: Global trust is defined as the overall trustworthiness of electric vehicles,
charging stations, and smart grids perceived by the entire V2X network, including
direct and indirect interactions.

® Scope: Both direct trust scores and indirect feedback from other entities, such as
vehicle and charging station connection.

e Calculation: Trust computation based on the parameters used in the dataset,such
as Trip energy consumption, speed, maximum and minimum cell temperature of the
battery, and other parameters driving the simulation, including messages sent and
received by the electric vehicles, authentication failures, and IDS alerts.

The system uses behavior, feedback, and security scores in the V2X infrastructure to
determine local and global trust scores, as explained below[27].
3.3.1 Behavior Score:

The behavior score is the communication protocol, reliability, and consistency during
the electric vehicles’ interaction with each other.

e Trip Energy Consumption(kWh: Represents the electrical energy consumed by
an electric vehicle (EV) during a single trip, from departure to arrival. It is a critical
input feature in our V2X simulation taken from the ”Electric Vehicle Trip Energy
Consumption Dataset”.
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e Speed:In the electric vehicle’s (EV) "Speed” (km/h), which is calculated using
timestamps and longitude and latitude for a single trip. In our V2X simulation, it
is a crucial behavioral and energy-related feature that has a direct impact on trust
score , attack detection, and energy consumption.

min(1, base x 1.1), benign

behavior_score = { (4)

base x 0.85, attacker
where:
e=1-—min(l, |E — 1)), // E = Trip Energy Consumption  (5)
. |S —200|
=1- 1, ——— S = Speed 6
s=1min (1 220) s = spee (©
base = < —; i (7

3.3.2 Feedback Score:

The feedback score based on the subjective trust merit assigned to each electric vehicle
on historical interaction from neighboring vehicles and Road Side Units (RSUs). It
reflects the perceived reliability of vehicles’ messages, such as position, speed, and
energy request, and is crucial for secure energy allocation and attack detection in V2X
networks[33]

U(0.7,1.0) if vehicle is benign

feedback_score = ) o (8)
U(0.3,0.6) if vehicle is under attack

where U(a, b) denotes a uniform distribution.

3.3.3 Security Score:

Using the authentication failure rate, the IDS alert frequency and the battery tem-
perature, calculate the dynamic security score, a combined trust metric that measures
the communication integrity of vehicles. Throughout the simulation, it is updated in
real time to reflect the changing security posture. Let:

M; = messages_sent

F; = auth_failures

A; = ids_alerts

weights = wl,w2, and w3 define as weights (wl+w2+w3=1)
Tempghreshold = 20°C

e=10"6

11



F, A AT
security_score, = wl (1 - jrg) + w2 (1 — min (15 1>> + w3 (1 — min (20, 1))

Temp

9)

security_score, < clip(security_score,, 0, 1) (10)

Before applying the deep learning model on the dataset, we add some extra features
calculated based on the trust computation. The features of computing the following
equations are shown below.

® Security Score Difference:
ASi,t = Sit — Sijt—1 (11)

Captures rapid changes in trust, indicative of attacks.
¢ Energy Consumption Rate:

€it — € t—1

=106 12
Are o © (12)

Teit =

Highlights abnormal energy usage patterns.
e RFE: Uses feature importance from Random Forest, based on Gini impurity
reduction:
Importance; = Z AGini, (13)
node n splitting on feature j

Tteratively removes the least important features until the desired number remains.

This MTLSTM model is designed to process the time series data of vehicle features
to detect malicious behavior. In the time series function, the function takes the list of
simulated vehicles and prepares the data for training and testing. Simulates vehicles
for a specified number of steps, collects their feature vectors at each step, and creates
sequences of these features. It also assigns a label (attack type) to each sequence based
on the vehicle’s simulated attack status. In trust evaluation, the CNN-LSTM model is
used to assess the trustworthiness of each vehicle during the main simulation function.
Processes sequences of features for each vehicle through the model to get predictions
on whether the vehicle is malicious and what type of attack it might be performing. It
also calculates local and global trust scores.The main simulation function. Initializes
vehicles, RSU, charging station, and smart grid. Before starting the main simulation
loop, it prepares the data and trains the CNN-LSTM model. The simulation then
proceeds step by step, with the RSU processing vehicles, handling energy requests,
and the charging station interacting with the smart grid. At each step, the trained
CNN-LSTM model is used to evaluate the trustworthiness of the vehicles and detect
malicious ones. The simulation collects data on various metrics, including SoC, battery
lifespan, trust score, and attack detection status show in the Figure 4.
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The battery lifetime factor L; € [0,1] is calculated per time step as

Li(t)=Li(t - 1) -

SoC; (1) —MAX_SOC

0.005 x ( () MAX.

0,

) . if SoC;(t) > MAX_SOC

(14)
otherwise
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Equation 14 use with MAX SOC = 0.9 to prevent battery[34]. This penalty is applied
during energy allocation when overcharging occurs, directly linking it with mali-
cious charging behavior during Sybil-induced full-charge requests , which can lead to
physical battery degradation.

In the MTCNN-LSTM model, energy allocation, energy waste and battery
optimization during attacks computing the following equation 15.

Eyaste = Z Ty + Z Ti (15>

(vi,ri) ERsorted v EM
Eaist+7i> Eavail 7:<0.5
|y —

Capacity overflow Malicious denied

Where the first term captures capacity overflow due to high legitimate demand (DDoS
request flooding), and the second term represents energy denied to malicious vehi-
cles(sybil ) identified by a MTCNN-LSTM and low trust score value, unlike previous
works that detect misbehavior in isolation without resource impact. In this model, it
also performs real-time trust-based charging requests, applies battery lifespan penal-
ties for overcharging, and dynamically requests grid support, ensuring secure, efficient,
and battery-aware V2X charging in real-world electric vehicle environments. shown in
Algorithm 1.

Algorithm 1 MTCNN-LSTM model based Trust for Secure V2X with Energy
Allocation
1: Input: N vehicles, T' steps, pattack, real EV dataset

2: Qutput: ADR, Fyaste, Li, T

3: Initialize L; = 1.0, 7; = 1.0, station energy = 2000 kWh
4: Preprocess: 9 features — time-series — scale — split

5: Train CNN-LSTM (128—100—50) — 94.73% accuracy

6: fort =1to T do

7: for each vehicle i do

8: Simulate attack with pagtack, transition prob 0.3

9: Update telemetry and request r;

10: Predict attack g; <+ model(X;)

11: Compute 7; = 0.4s; + 0.3 f; + 0.3b;

12: end for

13: T « % Z T;

14: Trust-Based Allocation:

15: if total demand > available then

16: Sort by 7; descending

17: Allocate to 7; > 0.5, deny others — Eyastet+ = 7
18: Apply overcharge: L; < L; — 0.005 x W

19: end if

20: Request grid if shortfall > 2000 kWh
21: end for
22: Compute ADR, F1, Eyaste, 1
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4 Results and Discussion

4.1 Experimental setting

To assess the robustness of our approach, we used different evaluation metrics as
presented in Section 4.2.To ensure an unbiased performance estimate,we adopted a
split-test strategy to divide the data set. In this process, the dataset is divided into a
80:20 ratio, with 80% of the data used for training and the remaining 20% for testing.
The number of instances in the training is 39920, while the number in the test is 9980.
The generalizability of the model is further tested using multiple case studies.The pro-
posed model operates in real time with inference on edge RSUs. The model processes
a sequence length of 50 with nine features in <18 ms on a standard CPU (Intel i7-
12700H), 16 GB RAM and 1TB SSD . The simulation takes the 1000-plus vehicles in
an extensive network with 175.6 ms inference time (ms) for 100 vehicles requires 17.8
ms pr vehicle. This model required 68 MB of RAM during inference, including the
input buffer.

4.2 Evaluation metrics

To evaluate the performance of the MTCNN-LSTM, we use various evaluation metrics.

4.2.1 Accuracy

Accuracy is used to classify the attack in V2X with sequences over the total number
of test samples, computed directly from the predictions of the MTCNN-LSTM model
using Equation 15.

N
1 N
Accuracy = i E (g = i) (16)
i=1

where NN is the total number of test samples, ¢; is the predicted attack class, y; is the
true label and I(+) is the indicator function.

4.2.2 Precision

Precision measures the proportion of correctly predicted malicious instances out of all
cases predicted as malicious for a given class k. It is defined in Equation 16.
TPy TPy

Recally = ——— (17)

P .. _
recisiong 7TP]€ T FPk y TPk T FNk

4.2.3 Fl-score

The Fl-score is used to normalize the mean precision and recall for a given class k,
balancing false positives and false negatives. It is defined in Equation 17.

3

Flweighted = Z wy - Fly, (18)
k=0

Precision;, - Recall
Fl-scorep, = 2 - k k

Precision;, + Recally,’
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4.2.4 Attack Detection Rate

Attack detection rate (ADR) is the percentage of actual malicious V2X sequences that
are correctly identified by the MTCNN-LSTM model, regardless of the specific attack
type (Sybil, DDoS, or Both). It is equivalent to the recall over non-benign classes
shown in Equation 18.

TPB, ac.
Attack Detection Rate = ttack x 100% = Recallyon-benign X 100%

TPattack + FNattack
(19)

4.3 Performance evaluation
4.3.1 Case I:Taking the dynamic attacks on V2X

In the initial phase 1 of the simulation,100 vehicle data is collected from the dataset
"FElectric Vehicle Trip Energy Consumption Data” including metrics such as Trip
Energy Consumption, Vehicle ID Trip Distance, Time of Day, Day of Week, Longi-
tude, Latitude, Speed, Current, Total voltage, Maximum cell Temperature of Battery,
minimum cell temperature of Battery, and Trip Time Length show in Figure 5.

C;‘rlmp::;g vtide _Tap T:,:“E ﬂ\:gé longitude Latitude  Speed Current UD;‘;;‘E' T:"ma:;:'g:?; ngﬁ L;EE
0 0672 1 60 275 4 121497948 31281574 152136056 2583348 308283333 31.000000 30833333 13
1 0296 1 a0 2252 4 121587564 31256070 152136056 20985720 304485714 29.000000 28.000000 12
2 1344 1 70 23 2 121576968 31262034 152136056 2354560 308463636 £ ey 30.000000 21
3 1344 1 80 3336 5 121545708 31.25779%6 152136056 1.540015 308060000 30.000000 30.000000 16
4 0296 1 60 1536 6 121582280 31.215030 152136056 9.025040 304473457 28.000000 23.000000 129

Fig. 5 Electric Vehicle Trip Energy Consumption Data use in MTCNN-LSTM model.

In the phase 2 of the simulation, data preprocessing and feature engineering are
conducteing to prepare the dataset by cleaning numeric columns through median
imputation for missing values and capping outliers using the IQR method, encoding
categorical columns, and creating time-series sequences with the prepare time series
data function, which extracts ’security score’, feedback score’, ’behavior score’, 'mes-
sage freq’, ‘messages received’, ’energy consumed’, ’soc’, ’security score diff’, ’energy
consumed rate’ over a maximum of 10 steps, while assigning labels (y) based on attack
types (None, Sybil, DDoS, Both) Shown in the Table 1, and for balancing using the
class weight technique to address class imbalances between benign and malicious vehi-
cles, and data scaling is applied to ensure compatibility with a deep learning approach.
This phase ensures that the data are clean and properly used for model training.In
Phase 3, the script trains a CNN-LSTM model to classify vehicles by selecting all nine
features, identifying whether they are benign or under attack (Sybil, DDoS, or both).
This phase is critical to ensure that the system can detect malicious vehicles and prior-
itize energy sharing for trustworthy ones. Building the MTCNN-LSTM hybrid model,
taking the hyperparameter values shown in Table 2.

In this simulation if there are no malicious nodes (0%) the international trust is sta-
ble and high, around 0.54. In addition to increasing malicious nodes such as 10%, 20%,
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Table 1 Features mapping with attacks impact

Attack label  High features impact Low features impact
Sybil energy rate ,speed SoC

DDoS message rate, auth fail,ids alert rate -

Both all above all above

None normal value normal value

Table 2 MTCNN-LSTM design and hyper
parameter tuning

Hyper parameter Values
No of CNN Layers 2

filters size 128,64
kernel size 3,3
activation relu
output activation softmax
No of neurons in LSTM layer 1,2,3  100,100,50
Dropout 0.4
optimizer Adam
learning rate 0.0008
Batch size 128

No of Epoch 20

30%, 40% and 50% with transient malicious node, the global trust value drops incre-
mentally with the increase in malicious node percentages. Because malicious nodes
negatively affect the network performance to maintain trust between them afterward,
if 50% of malicious nodes in V2X, the trust value is the lowest (around 0.68), indicat-
ing a significant deterioration in global trust when half of the network is composed of
malicious nodes. In V2X stability across all percentages, trust values remain relatively
stable within each scenario, suggesting that the network quickly adapts to malicious
nodes without dramatic fluctuations, if further increase the more than 50% global
trust high around 0.54 shown in Table 3,Global trust computed based on the behavior
score, feedback score and security score In global trust, it is computed based on the

Table 3 Malicious percentage and global
trust values

Transit malicious percentage  Global Trust

10% 0.88
20% 0.82
30% 0.79
40% 0.75
50% 0.68
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behavior score calculated using Equations 4, 5, and 6, which depend on trip energy
consumption and speed. The feedback score was calculated using Equation 8, and the
security score depended on authentication failures, IDs, and the maximum and mini-
mum battery temperatures to compute Equations 9 and 10. Our MTCNN-LSTM with
feature selection is done explicitly by defining a list of relevant features rather than
through an automated selection process. Updated datasets with nine features: 'behav-
ior score’, 'feedback score’, and ’security score’, with six additional features such as
‘message frequency’, 'received messages’, ’energy consumed’, 'soc’, 'security score diff’
and ’energy consumed rate’. The updated data set now contains 49,900 records 4.1.The
class distribution is shown in Table 4. The result of MTCNN-LSTM, with the aid of a

Table 4 Class distributions for training and testing
data

Class distribution None  Sybil DDoS Both
Before balancing 28618 4885 10134 6263

Training 22873 3941 8049 5057
Testing 5745 944 2085 1206
Class weight 0.436  2.533 1.239 1.973

confusion matrix, displayed in Figure 6, was determined while assessing the MTCNN-
LSTM model’s performance in recognizing None, Sybil, DDOS, and Both attacks. This
confusion matrix provides an overview of the model’s classification accuracy, display-
ing both the actual and predicted results. The diagonal values in the matrix represent
correctly classified instances for each class, highlighting the model’s accuracy.

® None:The model classifies 5501 none instances correctly, with minimal misclassi-
fication of 62 instances as sybil, 105 instances as DDoS, and 77 instances as both
attacks.

® Sybil:We observe that the model accurately identifies 831 instances of Sybil attack
with only minor misclassifications of 9 instances as none, 20 instances of DDoS, and
84 instances as both attacks.

® DDoS:The model now identifies 1971 DDoS instances correctly, with minimal
misclassification: 8 instances are classified as none, 62 instances as Sybil, and 44
instances as both attack.

® Both:For both attacks, the model correctly predicts 1152 instances while misclas-
sifying 10 as none, 31 instances as sybil, and 13 instances as a DDoS attack.

It is helpful to highlight the strengths and weaknesses of the model in more detail.
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MTCNN-LSTM Confusion Matrix
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Fig. 6 Confusion matrix of MTCNN-LSTM model

MTCNN-LSTM Learning Curve: Accuracy vs Epochs
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Fig. 7 Learning Curve of MTCNN-LSTM model

Figure 7 illustrates the training and validation accuracy of the MTCNN-LSTM
model for the number of epochs applied. The plot above shows both curves, showing
that the learning process is progressive throughout the training. The training and
validation curves align closely, suggesting that they did not overfit and generalize
effectively. In the last epoch, the training and validation accuracy stands at nearly 95%,
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thus the model effectively identifies sybil and DDoS attacks. These results validate the
model’s functioning in intrusion detection for the V2X network.

Model Loss

—e— Training Loss
0.8f —e— Validation Loss

2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
Epoch

Fig. 8 Learning Curve of MTCNN-LSTM model

Figure 8 illustrates the training and validation losses of the MTCNN-LSTM model
for the specified number of epochs. The plot above shows both curves, indicating
that losses decline and stabilize, with no indication of overfitting or data leakage.

In Table 5, presents the results of various deep-learning models that identify none,

Table 5 Performance metrics for MTCNN-LSTM and different

classifiers

Classifier Class Precision Recall F1 Score

GRU None 0.99 0.95 0.97
Sybil 0.84 0.92 0.88
DDoS 0.93 0.99 0.96
Both 0.89 0.92 0.91

LSTM None 0.99 0.94 0.97
Sybil 0.85 0.91 0.88
DDoS 0.93 0.98 0.95
Both 0.87 0.92 0.89

MTCNN-LSTM  None 1.00 0.960 0.98
Sybil 0.84 0.88 0.86
DDoS 0.93 0.95 0.94
Both 0.85 0.96 0.90

Sybil, and DDoS attacks in V2X. It focuses on the recall precision and F1 score,
attack detection rate, and false positive rate for every classifier. The summary of the
performance metrics of GRU, LSTM, and the proposed MTCNN-LSTM has revealed
model efficiency in identifying sybil and DDoS attacks in V2X. The proposed MTCNN-
LSTM model and its application in selecting nine features computed through trust
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Table 6 performance comparsion with GRU and LSTM model

Classifier Accuracy  Attack Detection Rate  False Postive Rate
GRU 94.96% 98.72% 5.36%
LSTM 94.58% 97.68% 6.35%
Proposed MTCNN-LSTM  94.73% 99.36% 4.24%

metrics aim to enhance the classification power of these models.In Table 6, the GRU
demonstrates the best overall classification performance. It has a strong ability to
identify and classify attacks accurately. However, the MTCNN-LSTM model achieves
the best results in security-specific metrics, showing a higher attack detection rate and
a lower false positive rate, making it more effective in accurately detecting attacks
with fewer false alarms, so that our MTCNN-LSTM model is more robust and reliable
for applications where accurate attack detection and minimizing false positives are
critical.

4.3.2 Case Il:Energy allocation for battery optimization based on
MTCNN-LSTM model

In this case, IT ensures efficient energy allocation through trust-based decisions, extend-
ing battery lifespan while reducing energy wastage in smart grid interactions. The
simulated energy allocation function models a Vehicle-to-Everything (V2X) envi-
ronment to simulate secure and energy-aware operations among vehicles, charging
stations, and a smart grid. It begins by loading or generating the dataset, and it
across 100 virtual vehicles, and initializing system components like Road Side Units
(RSUs), charging stations, and a smart grid with fixed capacity. Prepare time series
data shown in Algorithm 1, balance them using the Class weighted technique, and
split them into training and testing sets. The system trains a MTCNN-LSTM model
to detect malicious behaviors based on selected and scaled features. The simulation
then runs for a defined number of steps during which the vehicles interact with the
RSU, request energy, and receive grid support if needed. Trust evaluations use the
trained model and record key metrics, such as SoC (State of Charge), trust scores,
and attack types. Finally, the system compiles the data into a DataFrame, saves it to
a CSV file, computes performance metrics such as attack detection rate, false posi-
tive rate, and average battery lifespan, and generates visualizations to analyze system
behavior. Figure 9, shows the ”Security Score Evolution”, which displays the security
scores of 100 vehicles over 10 simulation steps; the x-axis shows the number of steps
and the y-axis shows the security score range from (0.3-1.0) in the MTLSTM model ,
attack detection simulation. Each line represents a vehicle, with its color correspond-
ing to the legend on the right, which labels vehicles as ” Vehicle 1” to ” Vehicle 100” and
indicates their attack type (none, Sybil, DDoS, or Both) generally maintains higher,
more stable scores (0.7-1.0) throughout, reflecting fewer authentication failures and
IDS alerts. In contrast, vehicles under attack (Sybil, DDoS, or both) exhibit lower and
more volatile scores (0.3-0.6), with noticeable dips around steps 2, 4, and 6, likely due
to spikes in message frequency or IDS triggers. Initially, security score between 0.4
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and 1.0, attacked vehicle scores trend downward over time, clustering at the lower end
by Step 10, while benign vehicles remain consistently higher, highlighting the impact
of attack-related behaviors on security metrics in the V2X system.

Security Score Evolution

— Vehicle 1 (None)
—— Vehicle 2 (None)
— Vehicle 3 (None)
— Vehicle 4 (None)
— Vehicle 5 (None)
— Vehicle 6 (None)
— Vehicle 7 (None)
—— Vehicle 8 (None)
Vehicle 9 (Sybil)
—— Vehicle 10 (None)
— Vehicle 11 (None)
—— Vehicle 12 (None)
— Vehicle 13 (DDoS)

Security Score

= Vehicle 14 (None)
= Vehicle 15 (Sybil)
— Vehicle 16 (Sybil)
0.4 — Vehicle 17 (None)
— Vehicle 18 (None)

Vehicle 19 (None)
03 —— Vehicle 20 (None)
= Vehicle 21 (None)

—— Vehicle 22 (DDoS)
2 4 6 8 10 —— Vehicle 23 (DDoS)
simulation Step —— Vehicle 24 (None)

Fig. 9 Security Score Evolution.

Figure 10, showing the ”Battery Lifespan Factor Evolution” plot, illustrates the
battery lifespan factor of 100 vehicles over 10 simulation steps in a proposed CNN-
LSTM Trust system, with each line representing a vehicle labeled by ID and attack
type (no, Sybil, DDoS or Both). Starting at 1.0, the battery lifespan factor decreases
over time for many vehicles, particularly those under attack, due to a low state of
charge (SoC < 0.2) during movement, reduces the factor by 0.01, and overcharg-
ing (SoC > 0.9) during energy requests at the charging station deducts 0.005. By
step 10, most vehicles’ lifespan factors drop to around 0.4-0.6, with attacked vehi-
cles (Sybil, DDoS, or Both) often showing steeper declines due to more frequent
energy demands and malicious behavior. In contrast, benign vehicles (" None”) exhibit
slightly less degradation, reflecting the cumulative impact of energy management and
attack-related stressors on battery health.

Battery Lifespan Factor Evolution

10 —— Vehicle 1 (None)
—— Vehicle 2 (None)
—— Vehicle 3 (None)
5 —— Vehicle 4 (None)
—— Vehicle 5 (None)
—— Vehicle 6 (None)
N —— Vehicle 7 (None)
g oo —— Vehicle 8 (None)
& Vehicle 9 (Sybil)
5 —— Vehicle 10 (None)
o7 —— Vehicle 11 (None)
£ ~—— Vehicle 12 (None)
z — Vehicle 13 (DDos)
£ 06 — Vehicle 14 (None)
@ —— Vehicle 15 (Sybil)
— Vehicle 16 (Sybil)
o8 —— Vehicle 17 (None)
—— Vehicle 18 (None)
Vehicle 19 (None)
0a —— Vehicle 20 (None)
— Vehicle 21 (None)
—— Vehicle 22 (DDos)
2 4 6 8 10 —— Vehicle 23 (DDos)
simulation Step —— Vehicle 24 (None)

Fig. 10 Battery Lifespan Factor Evolution

The figure 11 ” Total energy wasted and supplied vs. attack probability” plot shows
how energy wasted and supplied vary with attack probability in the x-axis range (
0.10 to 0.50) in the MTCNN-LSTM model, energy wasted increases linearly from
about 250 kWh at 0.10 to 550 kWh at 0.50, reflecting the charging station higher
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attack probabilities result in more malicious vehicles, increasing energy demands via
request charge, and when demand exceeds the initial 500 kWh (energy available),
excess requests are wasted. Conversely, energy supplied fluctuates between 1500 and
2000 kWh, peaking at 0.25 and 0.35, as the Smart Grid supplies energy to cover
shortfalls, capped by grid capacity = 2000.0 per request, with variations likely due to
the number of vehicles requesting charge and their trust-based prioritization receive
requests sort by local trust, showing that supply dynamics are less predictable than
waste in this simulation.

When the probability of attack is low (0.10-0.15), only a few malicious electric vehicles
are active, resulting in minimal denial and low energy waste (250 kWh) while the
grid continues to supply around 2000 kWh efficiently. As the attack rate increases to
0.15-0.25, a linear increase in wasted energy (300-500 kWh) is observed due to the
emergence of more Sybil and DDoS attacks, causing partial denial for low-trust vehicles
and reducing the effective supply to 1700 kWh. At an attack probability of (0.30-0.35)
experiences maximum degradation, with nearly 30% of EVs compromised, leading
to 550 kWh of energy waste and substantial denial and overflow in the allocation
of the network. However, when the intensity of the attack reaches 0.35 to 0.50, the
waste begins to saturate ( 600 to 650 kWh) as MTCNN-LSTM dynamically learns
from historical misbehavior, blocks low-trust EVs, and restores energy balance by
maintaining the supplied energy between 1500 and 1800 kWh. This behavior justifies
that the model effectively self-regulates under heavy attack loads, minimizing long-
term grid instability and supporting resilient, energy-efficient V2G operation.

Energy Wasted and Supplied vs. Attack Probability

2000 —e— Energy Wasted (kWh)
—=— Energy Supplied (kWh)

1750

1500

0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45 0.50
Attack Probability

= =
o N
S %
s} =)

Energy (kWh)

w ~
S a
S =]

N
5
=)

Fig. 11 Total energy wasted and supplied vs. attack probability
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Attack Detection Rate (ADR) vs. Attack Probability

0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45 0.50
Attack Probability

Fig. 12 Attack Detection Rate (ADR) vs. Attack Probability

In Figure 12, showing the plot of the ” Attack Detection Rate (ADR) vs. Attack
Probability” illustrates the relationship between attack probability in the x-axis range
from 0.10 to 0.50 and the attack detection rate in the y-axis in the proposed model.
The ADR decreases from 98.9% at an attack probability of 0.10 to 98.1% at 0.50,
showing a slight downward trend. ADR estimates the ratio of true positives, vehicles
the system correctly identifies as malicious, to the total number of attacks, increasing
as the attack probability rises. The MTCNN-LSTM model detects attacks (Sybil,
DDoS, or Both) based on features such as security score and message freq. However, as
the probability of an attack increases, the performance of the model slightly degrades,
possibly due to increased noise or overlapping behaviors between benign and malicious
vehicles.If the MTCNN-LSTM work under extreme attack loads, maintaining >98%
attack detection rate (ADR) when 80% of vehicles are malicious,As the malicious
vehicles ratio increases from 10% to 80%, energy waste rises from 250 kWh to a
saturation point of 910 kWh, reflecting denial of low-trust requests. MTCNN-LSTM-
driven trust is shown in Figure 10. In the global trust declines linearly from 0.88 to
0.54, accurately reflecting the degradation of network health.

4.4 Performance comporision of our proposed model
MTCNN-LSTM with state-of-the-art method

In Table 7, MTCNN-LSTM model compares with existing techniques in terms of
context, trust model, attack detection rate, average battery lifespan factor, and average
battery lifetime during attacks. Our MTCNN-LSTM Trust model gives an highest
attack detection rate of 99.36%, an average battery life factor of 98.23% and an average
battery life during attacks of 97.56%.
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Table 7 Comparison of existing studies With our proposed MTCNN-LSTM model study.

line Approach Context Trust Model ADR ABLF,ABLF/DA
El-Sayed et.al.[35] VANETs  Machine Learning 85% No,No
Atwah, R.et.al.[36] VANETSs Smart Trust 87% No,No
Zhang, H et.al. [37] V2V Blockchain Trust 92% No,No
Ayobi, S et.al. [38] VANETSs blockchain 90% No,No
Wang, Y et.al. [30] V2V Fog computing 95% No,No
Proposed MTCNN Multi level Trust

—LS'II)‘MModel V2X Deep learning 99.36% 98.23&,97.56%

5 Conclusion

In this paper introduces a closed-loop V2X security and energy management A frame-
work that fundamentally bridges the long-standing gap between intrusion detection
and resource allocation in Intelligent Transportation Systems by leveraging real-
world EV trip energy consumption data,the proposed MTCNN-LSTM model classifier
achieves 94.7% accuracy, 94.83% weighted F1-score, and 99.36% attack detection rate
(ADR) across four attack classes (None, Sybil, DDoS, Both) outperforming. Our Case
II is based on a trust-energy feedback loop, where local and global trust are main-
tained under a 30% attack probability, dynamically prioritizing legitimate vehicles.
This results in 500 kWh of energy waste at peak attack. load quantified as equation
14 ,with systematic denial of malicious requests and adaptive grid fallback ensuring
supply recovery beyond 35% attack probability.

Future work includes edge deployment on 5G-V2X RSUs, extending the framework to
address more diverse attack scenarios, integrating lightweight architectures for deploy-
ment on resource-constrained vehicular devices, and incorporating federated learning,
blockchain-enhanced immutable trust logs, real-world field trials in urban mobility
networks, and scalability analysis with thousands of vehicles. This framework paves
the way for secure, sustainable, and intelligent energy ecosystems in next-generation
smart cities.

6 Abbreviations

The following abbreviations are used in this manuscript:
ADR Attacks Detection Rate

ABLF Average battery lifespan factor

ABLDA Average battery lifespan during attacks

V2X Vehicle-to-everything
DDoS Distributed Denial-of-Service
SoC State of Charge
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