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Abstract

Machine-learning detectors for hardware Trojans (HTs) from power side-channel
traces are widely reported to reach 87-100% accuracy on the standard Trust-HUB
AES benchmarks. We show that these figures largely reflect Trojan familiarity
rather than Trojan detection: they are obtained under random trace-level splits
that place traces of the same Trojan in both training and test. We re-evaluate
the problem under a protocol that is leakage-free by construction, partition-
ing strictly at the Trojan level, and report five findings on the Trust-HUB
AES power dataset (12 Trojans, AES-T400-T2000). First, within a benchmark,
Trojan activity is detectable for 11 of 12 Trojans (mean ROC-AUC 0.84),
but the discriminative signal is diffuse and low-SNR, so global-average-pooling
CNN/Transformer backbones common in this literature collapse to chance.
Second, zero-shot detection of an unseen Trojan family falls to 0.53 ROC-AUC—
below chance for several Trojans—a 0.30 drop that is robust to an independent,
taxonomy-based family definition. Third, the collapse is a controlled donor effect:
one Trojan’s detectability swings from 0.97 to 0.00 depending solely on whether
a single related Trojan is present in training. Fourth, the failure is neither a
capacity nor a representation problem—nine model families, including a hybrid
CNN-attention network, self-supervised contrastive pretraining, and a selective
state-space (Mamba-style) model, all remain at the wall—and it does not follow



the functional taxonomy by which Trojans are categorized (payload/trigger type
explain < 1% of transfer variance). Fifth, once a handful of the target chip’s own
labels are available, the simplest detector—nearest-centroid on those labels—
beats every cross-Trojan transfer scheme, while pooling other Trojans actively
hurts. We conclude that side-channel HT detection cannot be deployed as a uni-
versal pretrained model and requires per-chip calibration, and we recommend
Trojan-disjoint evaluation as standard practice.

Keywords: Hardware Trojan detection, side-channel analysis, machine learning,
evaluation methodology, data leakage, generalization, Trust-HUB.

1 Introduction

Modern integrated circuits (ICs) are produced at enormous volume and distributed
worldwide, where they end up in critical infrastructure, medical devices, avionics, and
military systems. A malicious modification hidden inside such a chip—a hardware
Trojan (HT)—can leak secret keys, degrade performance, or disable a system on com-
mand, and the consequences of a single compromised design propagating through the
supply chain can be severe and large-scale. This risk is not hypothetical: fabrication
of a modern IC is not performed in a single trusted facility but spans many parties—
design houses, third-party IP vendors, foundries, and test and packaging services—and
a Trojan can be inserted at any one of these stages. The breadth of this attack sur-
face makes pre-deployment screening of fabricated chips for HT's a first-order security
requirement rather than an optional safeguard.

Because post-fabrication logic testing can only observe a Trojan that is actually
triggered—and stealthy Trojans are engineered to activate under rare, attacker-chosen
conditions—non-invasive side-channel analysis (SCA) has become a primary detection
modality. SCA exploits the fact that anomalous circuitry perturbs a chip’s physical
emissions (power, current, or electromagnetic radiation) even while dormant, allowing
a defender to reason about the presence of an HT from measured traces without
decapsulating the die or accessing the netlist. Building on the public Trust-HUB AES
power/EM benchmarks, a substantial machine-learning (ML) literature reports strong
HT detection accuracy: Siamese networks at 83-87%, stacked ensembles up to ~99-
100%, and reinforcement-learning approaches at ~84%.

We argue, and demonstrate empirically, that these accuracies substantially over-
state real-world detection capability, because they are obtained under evaluation
protocols that leak. The prevailing practice pools all traces from all Trojans and draws
a random train/test split. Since each Trojan contributes many near-duplicate traces—
repeated measurements of the same circuit differing only by acquisition noise—this
places traces of the same Trojan on both sides of the split. A classifier can then
achieve a high score by recognizing a Trojan whose near-identical measurements it
has already seen during training. This is not the task a screening tool actually faces
in deployment: there, the Trojan present on the device under test is, by assumption,
one that was never characterized beforehand—inserted somewhere in a supply chain



the defender does not control. Measuring performance on Trojans already present in
training therefore rewards familiarity rather than detection, and conflates the two.

The distinction is decisive, and it can be tested directly. When we train a detec-
tor on 11 of the 12 Trust-HUB AES Trojans and evaluate it on the 12th—held out
entirely, as a genuinely unseen Trojan would be—detection collapses from the within-
benchmark regime to near chance. The impressive published numbers, in other words,
largely evaporate the moment the evaluation reflects the deployment condition they
are meant to certify. Given the stakes—chips screened as “clean” on the basis of
such numbers may nonetheless carry undetected Trojans into critical systems—this
gap between reported and deployable accuracy is precisely what a security-critical
screening pipeline cannot afford.

In this work we re-evaluate ML-based side-channel HT detection under a proto-
col that is leakage-free by construction, partitioning strictly at the Trojan level, and
we systematically characterize how detectability degrades as increasingly strict splits
remove increasingly subtle forms of leakage. Rather than proposing yet another detec-
tor, we ask what the existing evaluation actually measures, expose the mechanism
behind the inflated numbers, and delineate the conditions under which side-channel
HT detection can and cannot work. Our contributions are:

1. A leakage-free evaluation protocol for side-channel HT detection—leave-
one-Trojan-out (LOTO) and leave-one-family-out (LOGO) splits, with all fitted
preprocessing estimated on training Trojans only—together with an open-source
implementation to support reproducible, deployment-faithful evaluation.

2. The generalization wall, measured. Within-benchmark detectability averages
0.84 ROC-AUC, but zero-shot detection of an unseen Trojan family falls to 0.53—
below chance for several Trojans—a 0.30-0.43 gap that quantifies how much of
prior accuracy is attributable to familiarity.

3. A robustness check that rules out circularity. The wall persists (gap 0.30)
when Trojan families are defined by an independent Trust-HUB payload taxonomy
rather than by clustering the transfer data, confirming that the effect is not an
artifact of how families are drawn.

4. A controlled mechanism. A single-donor knock-out shows detectability is trans-
fer from a previously seen relative: AES-T700 scores 0.971 when a related Trojan
is present in training and 0.000 when it is removed—the same Trojan, flipped by
the presence of one relative.

5. Two negative results that sharpen the claim. The wall is architecture-
and representation-independent—nine model families, including a hybrid CNN-
attention network, self-supervised contrastive pretraining, and a selective state-
space (Mamba-style) model, all remain at it—and transferability is not governed by
the functional taxonomy by which Trojans are conventionally categorized (payload
and trigger type explain <1% of transfer variance).

6. A deployment characterization. Once a small number K of per-chip calibra-
tion labels from the device under test are available, a standardized nearest-centroid
detector on the target’s own support outperforms every cross-Trojan transfer
scheme, and pooling additional Trojans reduces accuracy—indicating that reliable



side-channel HT screening requires per-chip calibration rather than a universal
pretrained model.

The remainder of this paper is organized as follows. Section 2 reviews prior ML-
based side-channel HT detection and situates our evaluation critique. Section 3 states
the threat model. Section 4 details the leakage-free protocol. Section 6 presents the
results, and Sections 7-10 discuss implications, limitations, and conclusions.

2 Background and Related Work

Hardware-Trojan (HT) detection methods divide into three broad families: logic test-
ing that seeks to activate the Trojan, side-channel analysis that detects its passive
physical footprint, and, more recently, machine-learning (ML) detectors trained on
side-channel or structural features. We review each, then scope our contribution
precisely to the branch our critique concerns.

2.1 Logic-testing and trigger-activation methods

The earliest defenses adapt manufacturing test to HTs by generating input patterns
that activate rarely-exercised logic. The canonical example is MERO [1], which applies
multiple excitation of rare occurrence: it constructs a compact vector set that drives
each rare node to its rare value many times, raising the probability of triggering an
embedded Trojan so that a payload or output deviation becomes observable. Path-
delay fingerprinting [2] takes a complementary route, characterizing a chip’s delay
signatures and flagging deviations induced by inserted logic. These methods target the
activation problem and are largely orthogonal to side-channel detection; notably, they
too are challenged by genuinely novel Trojans whose triggers are not exercised by the
generated patterns—a difficulty analogous to, but mechanistically distinct from, the
generalization limits we study here.

2.2 Classical statistical side-channel analysis

Side-channel analysis (SCA) detects an HT’s passive perturbation of a chip’s power,
current, timing, or electromagnetic (EM) emissions. The seminal approach, IC fin-
gerprinting [3], builds power side-channel fingerprints from a set of trusted (golden)
chips using subspace projection and flags devices whose signatures fall outside the
trusted manifold. Because a golden reference is often unavailable and process variation
can mask small Trojans, subsequent work reduced the reliance on golden references
and improved robustness to noise. Multiple-parameter SCA [4, 5] combines several
correlated measurements (e.g. transient supply current and path delay) into a joint
Trojan signature, improving separation of Trojan effects from process variation. Self-
referencing [6] eliminates the golden chip entirely by comparing a region of a chip
against itself at different times or against structurally identical on-die regions, so that
process drift cancels while a localized Trojan does not. Chip-free EM statistical analy-
sis [7] extends this golden-free, statistical philosophy to local EM measurements. These
methods are statistical hypothesis tests rather than learned classifiers: they assume
either a golden reference or an intra-chip self-reference, and they do not involve a



train/test partition over a corpus of Trojans. Our threat model deliberately assumes
neither a golden copy of the device under test nor design access, which places these
methods outside our evaluation but motivates the learned, golden-free detectors we
examine next.

2.3 Machine-learning side-channel detectors

To remove the golden-reference requirement and learn Trojan signatures directly from
data, a growing body of work applies ML to the public Trust-HUB benchmarks [8, 9].
Faezi et al. [10] propose a golden-chip-free detector that stacks heterogeneous base
learners (random forest, gradient boosting, naive Bayes, DNN, LSTM, and a graph
model) and release the Trojan power/EM side-channel dataset used throughout this
paper. Nasr et al. [11] introduce a Siamese metric-learning framework over power
traces, reporting Siamese-LSTM 86.78%, Siamese-GRU 83.59%, and Siamese-CNN
73.54%. Reinforcement-learning approaches generate discriminative test conditions
and report up to 84.2% [12]. Chen et al. [13] further apply an attention-enhanced
ResNeXt architecture to power side-channel traces, reporting 97% average classifica-
tion accuracy across Trust-HUB AES Trojan benchmarks under randomly sampled
training and validation traces. Jiang and Ding [14] apply contrastive representa-
tion learning to power side-channel HT detection and report improved transfer to
unseen Trojan variants compared with supervised learning. These golden-free ML
detectors are the direct subject of our study: most prior evaluations emphasize
within-benchmark trace-level performance, while recent work has explored trans-
fer to selected unseen Trojan variants. However, systematic Trojan-disjoint and
family-disjoint evaluation of power side-channel detectors remains limited.

2.4 Structural (netlist-level) ML detection

A parallel line applies ML to gate- or register-transfer-level representations rather
than physical measurements, e.g. graph neural networks over circuit netlists [15] and
supervised classifiers over gate-level structural features. While the input modality
differs from ours, this literature has reported a two-regime pattern—high accuracy
within a circuit family and sharp degradation across families—that parallels the side-
channel generalization wall we establish and mechanistically explain in this work.
Broad surveys [16, 17] catalogue the full HT threat and defense landscape.

2.5 Scope of this work

Our critique concerns the golden-free ML side-channel branch (Sec. II-C)—the
methods trained and evaluated on Trust-HUB power traces. The logic-testing and
classical-statistical methods above are not evaluated here: the former solve a differ-
ent (activation) problem, and the latter presuppose a golden or self-reference that our
threat model excludes; both lack the train/test partition whose leakage our analy-
sis targets. We do not dispute any prior result within its own protocol. Rather, we
show that the pooled, trace-level evaluation shared by the ML branch credits Trojan
familiarity rather than detection, and we quantify what remains under a leakage-free,
Trojan-disjoint protocol.



Prior Threat Model Our Threat Model

Adversary inserts Trojan T* Adversary inserts Trojan T*
into Device Under Test (DUT) into Device Under Test (DUT)
Defender’s training data includes A Defender’s training data only has other Trojans;
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Fig. 1 Threat model. Left: trace-level random-split evaluation implicitly assumes the defender has
already characterized the device’s own Trojan T™* (T* € train), so a detector can succeed by recog-
nizing a previously-seen Trojan—an unrealistic capability that inflates reported accuracy. Right: our
threat model assumes T* (and its family) is unseen at training time (T* ¢ train). Zero-shot detec-
tion then falls to chance; only a small set of K per-chip calibration traces from the device under test
restores usable accuracy.

3 Threat Model

We make the adversary and defender assumptions explicit, because the central
claim of this paper—that reported accuracies measure Trojan familiarity rather than
detection—depends entirely on which knowledge the defender is assumed to have at
training time.

3.1 Adversary

The adversary inserts a hardware Trojan (HT) into the AES design at design or
fabrication time. The HT consists of a trigger (a rare activation condition, e.g. a
specific plaintext, plaintext sequence, or internal counter value) and a payload (the
malicious effect, e.g. key leakage through a power/RF side channel, elevated leakage
current, or denial of service). The Trojan is designed to be stealthy: its incremental
power footprint is small relative to baseline switching activity and remains largely
dormant until triggered. Crucially, we assume the adversary is not restricted to Trojans
the defender has previously characterized: the specific Trojan present on a given device
may be novel and need not resemble any Trojan in the defender’s training corpus. This
is the realistic supply-chain condition and is precisely the assumption that trace-level
random-split evaluation silently violates.



3.2 Defender

The defender performs post-fabrication, non-invasive side-channel analysis (SCA):
they can acquire power traces from a device under test (DUT) during AES encryp-
tion but cannot decap, probe, or read back the netlist. The defender’s goal is a binary
decision—HT-active vs. clean—from these traces. We assume the defender possesses:

® 3 labeled training corpus of side-channel traces from a set of known Trojan-infected
and Trojan-free designs (as in the Trust-HUB dataset); and

e optionally, a small number (K) of labeled reference traces from the DUT itself,
obtained through a calibration step (per-chip calibration).

The defender does not have access to a golden (Trojan-free) copy of the exact DUT,
nor to the DUT’s design files; detection must rely on the side channel alone.

3.3 Evaluation assumption under test

Prior evaluations implicitly grant the defender a stronger form of knowledge: by pool-
ing all traces and splitting randomly, they allow traces of the same Trojan to appear in
both training and test, i.e. they assume the DUT’s Trojan (or a near-identical measure-
ment of it) was already characterized during training. We regard this as an unrealistic
capability and remove it: in our threat model the DUT’s Trojan is unseen (LOTO),
and in the strictest setting no Trojan of the same family has been seen (LOGO). The
per-chip calibration labels (K traces from the DUT) are the only DUT-specific infor-
mation the defender is permitted, reflecting a realistic in-field calibration rather than
prior knowledge of the attacker’s design.

3.4 Scope and out-of-scope

In scope: detection of an active HT’s presence from power side-channel traces of an
AES core under the above knowledge constraints. Out of scope: Trojan localization
or netlist identification; invasive or optical inspection; defenses that assume a trusted
golden reference of the exact DUT; and adaptive adversaries that deliberately shape
the side channel to evade a known detector (we assume the adversary is stealthy but
not detector-aware). These restrictions match the capabilities exercised by the datasets
and prior methods we re-evaluate, ensuring a like-for-like comparison.

4 Leakage-Free Evaluation Methodology

4.1 The leakage in trace-level evaluation

Each Trojan in the dataset contributes many power traces that are near-duplicates
of one another—the same circuit measured repeatedly, differing only by acquisition
noise. The prevailing practice pools all traces across all Trojans and draws a random
train/test split. As illustrated in Fig. 2 (left), this places traces of the same Trojan
on both sides of the split. A model can then classify a test trace by matching it to
a near-identical training trace of the same Trojan, i.e. by recognizing a Trojan it has
effectively already seen. This inflates reported accuracy but does not measure the



Random trace-level split Trojan-disjoint split

(prior work - LEAKAGE) (ours — leakage-free)
TRAIN TRAIN
| T T T T m m |
A same Trojan in train AND test v each Trojan in ONE split only
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Each colored tick = one power trace; color = Trojan identity

Fig. 2 Trace-level vs. Trojan-level splitting. Each tick is one power trace, colored by Trojan identity.
A random trace-level split (left) puts the same Trojan in train and test, so recognition of a near-
duplicate inflates accuracy. Our Trojan-disjoint split (right) assigns every Trojan to a single partition,
removing this leakage.

deployment task, in which the Trojan on the device under test is, by assumption,
absent from training.

4.2 Trojan-level partitioning

Our protocol makes the Trojan the atomic unit of the split: all traces of a given Tro-
jan are assigned entirely to one partition (Fig. 2, right). No Trojan appears in both
training and test. All fitted preprocessing—feature standardization in particular—is
estimated on training Trojans only and then applied to held-out Trojans, so no infor-
mation crosses the split. We use no synthetic oversampling; class balance is handled
by construction of the evaluation episodes.

4.3 Evaluation regimes
On this leakage-free foundation we define three regimes of increasing strictness (Fig. 3):

® Within-benchmark ceiling. For each Trojan in isolation, a 5-fold cross-validated
ROC-AUC measures how detectable that Trojan is from its own traces—an upper
bound on what any cross-Trojan method could achieve for it.

¢ Leave-one-Trojan-out (LOTO). The model is trained on 11 Trojans and tested
on the held-out one. In the few-shot variant the held-out Trojan supplies K labeled
support traces (per-chip calibration); in the zero-shot variant it supplies none.

¢ Leave-one-family-out (LOGO). An entire Trojan family is held out, so the test
Trojans have no close relative in training. This is evaluated both zero-shot and
few-shot and is the strictest, most deployment-realistic setting.



4.4 Transfer structure and family definitions

To characterize why generalization succeeds or fails, we compute a Trojan-to-Trojan
transfer matriz: entry (i,7) is the ROC-AUC of a detector trained on Trojan ¢ and
tested on Trojan j. To guard against circularity, we define Trojan families two inde-
pendent ways: (a) by hierarchical clustering of the transfer matrix (data-driven), and
(b) by the Trust-HUB payload taxonomy—power side-channel leak (PSC), radio-
frequency leak (RF), leakage current (LC), and denial-of-service (DoS)—which is
defined entirely from Trojan function and is independent of any measured transfer.
Reporting the wall under both definitions separates a genuine effect from a clustering
artifact.

4.5 Detectors and metrics

Except where a specific architecture is under test (Sec. 6.6), the detector is a standard-
ized linear /nearest-centroid classifier over the raw trace, chosen because the leakage
signal is diffuse and approximately linear; results are robust to substituting stronger
backbones. We report ROC-AUC and PR-AUC as threshold-free primary metrics, plus
F1 and true-positive rate at 1% false-positive rate, each as a per-Trojan mean with
95% confidence intervals. Traces are subsampled to 300 per state per input scheme;
conclusions are stable at 2000 (Sec. 9).

Trust-HUB AES: 12 Trojans
x {Disabled, Triggered}

!

Partition at the TROJAN level
(no Trojan in two splits)

—

Within-benchmark Leave-one-Trojan-out Leave-one-family-out
i (LOTO) (LOGO)
per-Trojan 5-fold CV ) i famil held
(own detectability) train 11 » test 1 train families - held-out
few-shot: K target labels zero-shot / few-shot

Families defined two independent ways:
a) transfer-matrix clustering (b) Trust-HUB payload taxonomy (PSC/RF/LC/DoS|

Metrics: ROC-AUC, PR-AUC, F1, TPR@1%FPR (95% Gl

Fig. 3 Leakage-free evaluation protocol. The dataset is partitioned at the Trojan level, then evalu-
ated under three regimes of increasing strictness (within-benchmark, LOTO, LOGO), with families
defined two independent ways to rule out circularity.



5 Experimental Setup

This section documents the dataset, preprocessing, detectors, protocol implemen-
tation, hyperparameters, and compute environment in full, so that every reported
number is reproducible from the released code.

5.1 Dataset

We use the Trust-HUB AES-128 power side-channel dataset [10, 18], distributed via
IEEE-DataPort . It comprises twelve Trojan-infected AES-128 variants—AES-T400,
T500, T600, T700, T800, T1000, T1100, T1300, T1400, T1600, T1800, and T2000.
Each variant is captured in three operating states: Disabled (the Trojan is present
but switched off; the golden-free clean reference), Enabled (present but inactive), and
Triggered (actively executing its payload). Each state is recorded under two input
schemes (denoted _1 and _2), and every acquisition is a single power trace of 2500
samples measured at 25°C. There are approximately 10,000 traces per (Trojan, state,
scheme) group . The detection task throughout is the binary discrimination of Trig-
gered vs. Disabled traces (active-HT detection); the Enabled state is retained in the
corpus but not used as a class label. No electromagnetic traces, alternate tempera-
tures, or additional circuits are available in this release, which bounds the study to a
single modality, temperature, and circuit (Sec. 9).

5.2 Preprocessing and trace representation

Each trace is used in its raw 2500-sample form; we apply no filtering, alignment,
or spectral transform, so that the evaluation reflects the signal as acquired. Feature
standardization (per-sample z-scoring) is the only fitted preprocessing: its mean and
standard deviation are estimated on the training Trojans only and then applied to
held-out Trojans, ensuring no statistic crosses the split (Sec. 4). To bound memory
and runtime on commodity hardware, each (Trojan, state, scheme) group is randomly
subsampled to 300 traces; we verified that the qualitative conclusions and headline
numbers are stable when this cap is raised to 2000 (Sec. 9). We apply no synthetic
oversampling or class re-balancing; class balance is enforced by the construction of
evaluation episodes (below). A per-run cache of the assembled trace tensor is stored
to disk so that repeated evaluations reuse an identical sample.

5.3 Detectors and architectures

Except where an architecture is itself under test (Sec. 6.6), the default detector is a
standardized linear / nearest-centroid classifier over the raw trace, chosen because the
leakage signal is diffuse and approximately linear (Sec. V-A). For the architecture-
independence study we additionally evaluate a family of backbones behind a common
training and evaluation harness:

¢ Logistic regression on standardized traces (max_iter= 2000).
e MLP: a standardized, non-pooling multilayer perceptron over the flat trace,
producing a 128-dim embedding.

10



¢ Convolution—transformer (SCAFormer): a 1-D convolutional stem followed by
self-attention.

® Hybrid CNN-attention: a standardized linear path fused with a multi-scale
convolutional path using statistical (mean/std/max) and attention pooling.

e Selective state-space (Mamba-style): a strided-convolution stem, an input-
dependent selective state-space block (plain-PyTorch selective scan; no fused CUDA
kernel), and statistical pooling.

® Prototypical network for few-shot episodic evaluation.

e Self-supervised contrastive encoder: SimCLR-style pretraining with an NT-
Xent objective, used as a frozen feature extractor.

For the leakage-ladder analysis we additionally use k-nearest-neighbors and a ran-
dom forest as representative flexible classifiers. All embedding backbones emit a
128-dimensional representation and receive standardized input.

5.4 Protocol implementation

The three regimes of Sec. 4 are implemented as follows. The within-benchmark ceil-
ing is a stratified 5-fold cross-validated ROC-AUC per Trojan. Leave-one-Trojan-out
(LOTO) and leave-one-family-out (LOGO) iterate the held-out unit over all Trojans
/ families. Few-shot evaluation is episodic: each episode draws a K-shot support set
and a Q-query set (with Q=15 per class) from the held-out Trojan, builds class pro-
totypes from the support, and scores the queries; we average ROC-AUC over 100-200
episodes per fold. Zero-shot evaluation supplies no target labels: a detector trained
on the source Trojans/families is applied directly to the held-out unit. The transfer
matrix trains a detector on each single Trojan and evaluates it on every other. Family
definitions are (a) average-linkage hierarchical clustering of the symmetrized transfer
matrix, and (b) the fixed Trust-HUB payload taxonomy (PSC/RF/LC/DoS).

5.5 Hyperparameters

Table 1 lists the hyperparameters used across experiments. They were not tuned
for peak accuracy—the study’s conclusions concern the gap between regimes, which
is insensitive to fine tuning—so we deliberately use modest, uniform settings across
backbones for a like-for-like comparison.

5.6 Metrics and statistical methodology

We report ROC-AUC and PR-AUC as threshold-free primary metrics, since the oper-
ating threshold does not transfer across Trojans (Sec. V); we additionally report Fj
and the true-positive rate at a 1% false-positive rate (TPRQ1%FPR) as operating-
point summaries, noting that the latter is high-variance in the cross-Trojan regime.
Aggregate figures are per-Trojan (or per-fold) means with 95% confidence intervals;
because the results are bimodal across Trojans, we report per-Trojan values rather
than relying on the mean alone. Episodic metrics are averaged over the episode count
above with a fixed seed for repeatability.
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Table 1 Hyperparameters. Settings are uniform across
backbones for a like-for-like comparison and were not tuned

for peak accuracy.

Parameter

Value

Trace length

Traces per group (subsample)
Embedding dimension
Few-shot shots K

Query per class Q

Episodes per fold
Cross-validation (within)
Optimizer

Learning rate

‘Weight decay

Batch size

ProtoNet training steps
Contrastive pretraining steps
Contrastive temperature 7
Contrastive augmentations
Logistic regression max_iter
Random forest trees

k-NN neighbors

Random seed

2500 samples

300 (stable at 2000)

128

20 (swept {1,5,10,20,50})
15

100-200

5-fold stratified

AdamW

1x107%

1x107*

128

~300

300-800

0.2

jitter, scaling, shift, masking
2000

200

5

fixed per run [VERIFY]

5.7 Implementation, compute, and reproducibility

All experiments run on a single commodity CPU—a 14-core Intel Core Ultra 7 165U
(15.1 GB RAM), with no GPU acceleration—using Python 3.12.3 with PyTorch 2.13.0
(CPU execution), scikit-learn 1.9.0, NumPy 2.5.0, and SciPy 1.18.0. The selective
state-space backbone uses a plain-PyTorch selective scan rather than a fused CUDA
kernel, so it runs without a GPU at the cost of speed. All randomness is con-
trolled by a fixed seed: the deterministic components of the study—the per-Trojan
within-benchmark ceilings, the cross-Trojan transfer matrix, and the zero-shot leave-
one-Trojan-out and leave-one-family-out analyses—regenerate bit-identically across
repeated runs, while the episodic few-shot metrics regenerate within the reported 95%
confidence intervals. We verify these guarantees with an included reproducibility script
that reports the execution environment, confirms seed-controlled determinism of the
NumPy, PyTorch, and scikit-learn components, and re-runs the headline analyses to
check that the regenerated values match those reported here. We release the com-
plete implementation—data loading, leakage-free splitting, all backbones, the transfer
and few-shot analyses, and the figure- and table-generation scripts—together with the
fixed seeds and the cached trace tensor, so that every number and figure in this paper
can be regenerated end-to-end.

6 Results

6.1 Within a benchmark, activity is detectable but diffuse

A standardized linear model separates Triggered from Disabled on 11/12 Trojans
(mean ROC-AUC 0.836; AES-T1100 an outlier at 0.593). The largest single-sample
class-mean difference is d ~ 0.15, yet aggregating all 2500 samples reaches ~ 0.81: the
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AES-T2000: class means nearly coincide (diffuse, low-SNR signal)
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Fig. 4 Mean Disabled vs. mean Triggered trace for AES-T2000 (top; nearly coincident) and per-
sample absolute difference (bottom). The discriminative signal is diffuse and low-SNR, spread across
all 2500 samples, so global pooling averages it away.

Table 2 Backbone comparison across regimes (ROC-AUC). Capacity does
not cross the wall.

Backbone Within-T2000  Few-shot  Zero-shot
Global-avg-pool CNN/Transformer ~0.50 — —
Standardized MLP (no pooling) ~0.81 0.584 0.398
Hybrid CNN-attention ~0.81 0.592 0.399
Self-supervised contrastive — 0.514 0.405
Selective state-space (Mamba) — 0.502 0.417

signal is diffuse. Global-average-pooling CNN/Transformer backbones score ~ 0.50 (a
mixed-sign pattern averages to zero under pooling); a standardized non-pooling MLP
recovers =~ 0.81 (Table 2).

6.2 Per-Trojan few-shot detection

Table 3 reports the full per-Trojan breakdown under leave-one-Trojan-out with K=20
calibration labels. The mean ROC-AUC of 0.648 conceals a strongly bimodal distribu-
tion: AES-T700 and AES-T800 are essentially solved (1.000 and 0.989), four Trojans
are partial (AES-T500 0.736, AES-T1300 0.667, AES-T1400 0.633, AES-T400 0.622),
and the remaining six sit at or near chance (0.50-0.55). The threshold-dependent

13



Table 3 Per-Trojan few-shot leave-one-Trojan-out detection (K=20; standardized MLP with
prototypical head). Values are means over episodes with 95% CIs. Threshold-dependent columns
(F1, TPRQ1%) are high-variance across Trojans, as the operating point does not transfer;
ROC-AUC and PR-AUC are the reliable summaries.

Trojan Acc Prec Recall F1 ROC-AUC PR-AUC TPRQ@1%
AES-T400 0.622  0.572 1.000 0.727 0.622 0.572 1.000
AES-T500 0.700  0.995 0.402 0.562 0.736 0.783 0.611
AES-T600 0.509  0.507 0.525 0.510 0.530 0.573 0.109
AES-T700 1.000  1.000 1.000 1.000 1.000 1.000 1.000
AES-T800 0.911  0.864 1.000 0.923 0.989 0.981 0.966
AES-T1000 0.502  0.500 0.507 0.497 0.507 0.530 0.295
AES-T1100 0.500 0.498 0.512 0.500 0.502 0.551 0.064
AES-T1300 0.629 0.619 0.689 0.646 0.667 0.650 0.086
AES-T1400 0.590  0.586 0.630 0.600 0.633 0.654 0.126
AES-T1600 0.529  0.533 0.528 0.524 0.539 0.579 0.103
AES-T1800 0.536  0.575 0.414 0.453 0.550 0.608 0.119
AES-T2000 0.496  0.498 0.489 0.488 0.500 0.551 0.063
mean 0.627  0.646 0.641 0.619 0.648 0.669 0.379

columns expose why aggregate accuracy is misleading: AES-T400 attains recall 1.000
at precision 0.572 (it predicts almost everything positive), whereas AES-T500 attains
precision 0.995 at recall 0.402 (it predicts almost nothing positive)—opposite fail-
ure modes produced by a decision threshold that does not transfer across Trojans.
We therefore treat ROC-AUC and PR-AUC as the reliable summaries and report
per-Trojan values throughout.

6.3 Zero-shot cross-family detection collapses below chance

Under LOGO with no target labels, detectability falls from 0.836 to 0.408 (clustering
families)—a gap of 0.427, below chance. AES-T700 and AES-T800 invert from within-
ROC 1.000 to 0.000 (perfect anti-correlation).

6.4 The collapse is a controlled donor effect

AES-T700 scores 0.971 when held out alone (donor AES-T1400 remains in training)
and 0.000 when its family is held out (donor removed). The single controlled variable
is the donor’s presence. Table 4 quantifies this across all twelve Trojans: full-data leave-
one-out transfer (LOO-full) averages only 0.600 against a 0.836 within-benchmark
ceiling—a mean gap of 0.236—and falls below chance for AES-T400 (0.351) and AES-
T1800 (0.423). The best-donor column reveals concentrated structure: AES-T1400 is a
hub that transfers strongly to AES-T700, AES-T800, AES-T500, and AES-T600, while
AES-T1000++AES-T1300 form a mutually-transferring pair (Fig. 5). Strong single
donors coexist with weak pooled transfer—e.g. AES-T500 has a 0.85 donor yet a 0.485
pooled LOO-full—because averaging all eleven sources dilutes the one good donor
with uninformative and anti-aligned ones.

6.5 Robustness to an independent taxonomy

Repeating the zero-shot test with Trust-HUB payload families: within 0.836 — zero-
shot 0.534, gap 0.302 (Table 5). We report 0.302 as the conservative, non-circular
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Table 4 Donor structure. Within: per-Trojan ceiling.
LOO-full: full-data zero-shot transfer with all other Trojans in
training. Best donor: the single training Trojan that transfers
best, with its transfer ROC-AUC.

Trojan Within  LOO-full Gap Best donor (ROC)
AES-T400 0.704 0.351 0.353 T1600 (0.64)
AES-T500 0.902 0.485 0.417 T1400 (0.85)
AES-T600 0.737 0.589 0.148 T1400 (0.73)
AES-T700 1.000 0.971 0.029 T1400 (1.00)
AES-T800 1.000 0.893 0.107 T1400 (1.00)
AES-T1000 0.824 0.591 0.233 T1300 (0.77)
AES-T1100 0.593 0.487 0.105 T1600 (0.54)
AES-T1300 0.960 0.645 0.315 T1000 (0.91)
AES-T1400 0.806 0.618 0.188 T600 (0.72)
AES-T1600 0.715 0.526 0.189 T1100 (0.58)
AES-T1800 0.949 0.423 0.525 T2000 (0.64)
AES-T2000 0.838 0.621 0.217 T600 (0.65)
mean 0.836 0.600 0.236

Table 5 Per-Trojan within-benchmark ceiling vs.
zero-shot leave-one-family-out (payload taxonomy).

ROC-AUC.

Trojan Payload Within Zero-shot Gap

AES-T400 RF 0.704 0.366 0.338
AES-T500 DoS 0.902 0.519 0.383
AES-T600 LC 0.737 0.589 0.148
AES-T700 PSC 1.000 0.654 0.346
AES-T800 PSC 1.000 0.482 0.518
AES-T1000 PSC 0.824 0.488 0.336
AES-T1100 PSC 0.593 0.503 0.090
AES-T1300 PSC 0.960 0.540 0.421
AES-T1400 PSC 0.806 0.625 0.181
AES-T1600 RF 0.715 0.538 0.177
AES-T1800 DoS 0.949 0.471 0.477
AES-T2000 PSC 0.838 0.629 0.209
mean 0.836 0.534 0.302

Clustering-defined families give mean zero-shot
0.408 (gap 0.427).

estimate and 0.427 as the upper bound. Fig. 6 shows the per-Trojan breakdown: every
Trojan is detectable within its own benchmark, yet most fall to chance when the family
is unseen.

6.6 The wall is architecture- and representation-independent

A hybrid CNN-attention backbone matched a linear/MLP baseline at both few-
shot (0.592 vs. 0.584) and zero-shot (0.399 vs. 0.398; Table 2). An in-domain
self-supervised contrastive encoder did not help (0.405 zero-shot; 0.514 few-shot). A
selective state-space (Mamba-style) backbone likewise matched the baseline (0.417
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Fig. 5 Cross-Trojan transfer (ROC-AUC), reordered by clustering. Bright blocks are transferable
families; off-block pairs fail. Detection transfers only to a seen relative.

zero-shot; 0.502 few-shot). Across nine model families—linear, MLP, convolution-
transformer, hybrid CNN-attention, prototypical few-shot networks, donor-selected
transfer, self-supervised contrastive pretraining, and selective state-space—zero-shot
cross-family detection converges near or below chance (Fig. 7). Cross-family failure is
a property of the data, not of the model.

6.7 Functional taxonomy does not govern transferability

Across all 132 directional Trojan pairs, sharing a payload type yields an insignifi-
cant transfer difference (A=+0.037, Mann—Whitney p=0.13) and trigger type none
(A=-0.006, p=0.52). The rule transfer ~ same_payload + same_trigger has R%<0.01
and predicts a successful transfer at AUC~0.51 (Table 6). The transfer structure that
exists is electrical, not functional.
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Detectable within a benchmark, at chance across families
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Fig. 6 Per-Trojan within-benchmark ceiling (green) vs. zero-shot leave-one-family-out (red). Every
Trojan is detectable within its own benchmark; most fall to chance when the family is unseen, and
AES-T700/T800 invert below chance.

Table 6 Transferability rule: does a shared
property predict transfer? (132 directional pairs.)

Property same diff gap p

Payload type 0.530 0.492  +0.037 0.13
Trigger type 0.502 0.508 —0.006 0.52

Rule R2=0.006; predicting transfer>0.6 at
AUC=0.51.

6.8 A few own-labels beat any transfer

With K target labels, standardized nearest-centroid on the target’s own support
exceeds pooled transfer at every K > 5 (K=20: 0.655 vs. 0.605) and rises with K
(0.610 — 0.665 for K=1 — 50), while pooled transfer stays flat (~0.60; Table 7,
Fig. 8). Donor-selection does not beat this baseline (0.637; oracle 0.724). The ceiling
is Trojan-dependent.

6.9 Few-shot under whole-family hold-out

Table 8 reports few-shot detection when an entire family is held out. Even with K=20
target labels the mean ROC-AUC is only 0.608, and three of four families sit near 0.56.
The exception, fam1 (0.757), is buoyed by AES-T700/T800, whose intrinsic within-
Trojan signal is strong enough that a handful of labels separate them regardless of the
meta-training set. This contrast—strong target labels rescue intrinsically-detectable
Trojans but not others—indicates that few-shot success is bounded by each Trojan’s
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No architecture crosses the wall
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Fig. 7 Zero-shot cross-family ROC-AUC for representative backbones. All cluster near chance, far
below the within-benchmark ceiling (0.84) and even the oracle-donor upper bound (0.72): added
capacity does not cross the wall.

Table 7 Few-shot method comparison at
K=20 (cross-Trojan, ROC-AUC).

Method ROC-AUC
pool (all source Trojans) 0.605
donor-selected 0.637
proto (target’s own K labels) 0.655
oracle donor (upper bound) 0.724

proto vs. K: 0.610/0.627/0.642/0.656,/0.665
at K=1/5/10/20/50; pooled transfer flat
~0.60.

own detectability rather than by cross-family transfer, and reinforces the per-chip-
calibration conclusion.

7 Discussion
Per-benchmark accuracy on this dataset measures Trojan familiarity, not detection:

absent a relative of the target in training, side-channel detection is at or below chance,
under two independent family definitions, and this cannot be repaired by architecture
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Fig. 8 Cross-Trojan detection vs. number of target calibration labels K. The target’s own labels
(proto) beat pooled transfer at every K > 5; pooled transfer is flat.

Table 8 Per-family few-shot leave-one-family-out detection
(K=20; clustering-defined families).

Family Acc Fy ROC-AUC PR-AUC TPRQ@1%

fam1 0.748  0.723 0.757 0.770 0.611
fam?2 0.537  0.530 0.559 0.607 0.103
fam3 0.533  0.526 0.561 0.592 0.120
fam4 0.550  0.581 0.555 0.561 0.381
mean 0.592  0.590 0.608 0.632 0.304

or predicted by functional taxonomy. An HT side-channel detector therefore cannot
ship as a universal pretrained model; it requires per-chip calibration labels, and its
ceiling is set by the Trojan’s intrinsic detectability. We recommend reporting Trojan-
disjoint (and where possible family-disjoint) accuracy alongside any random-split
number.
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8 Recommendations for Deployment-Faithful

Evaluation

Our results imply that the community’s default evaluation of ML side-channel
hardware-Trojan detectors does not measure the capability it reports. We therefore dis-
till our protocol into a concrete, reusable evaluation standard. We recommend that any
study reporting ML-based side-channel HT detection accuracy adopt the following:

1.

Partition at the Trojan level, not the trace level. Assign all traces of a
given Trojan entirely to one split. Report leave-one-Trojan-out (LOTO) accuracy;
a pooled trace-level split conflates detection with familiarity and should never be
the headline number.

Report a family-disjoint (LOGO) result where families can be defined.
Holding out an entire Trojan family is the strictest and most deployment-realistic
setting; report it whenever an independent grouping (e.g. payload or trigger
taxonomy) is available.

Report per-Trojan results, not only the mean. Cross-Trojan detectability is
strongly bimodal; a single aggregate can hide that half of the Trojans are at chance.
Always publish the per-Trojan breakdown.

Use threshold-free primary metrics. Report ROC-AUC and PR-AUC as the
primary measures. Accuracy, F}, and TPR at a fixed FPR are informative but
must be treated cautiously, because the decision threshold does not transfer across
Trojans.

. Fit all preprocessing on training Trojans only. Standardization, normaliza-

tion, feature selection, and any learned transform must be estimated without the
held-out Trojan, or leakage re-enters through the preprocessing.

. Separate the zero-shot and few-shot conditions. Zero-shot (no labels from

the device under test) and few-shot (with K per-chip calibration labels) measure
different deployment scenarios and must be reported separately, not conflated.
Report a calibration-label budget. When per-chip calibration is used, report
accuracy as a function of the number of labels K, so the deployment cost of the
detector is explicit.

. Report the within-benchmark ceiling as a reference. Per-Trojan within-

benchmark detectability upper-bounds what any cross-Trojan method can achieve
and contextualizes the generalization gap.

Concretely, a reproducible submission should state, per Trojan: the within-

benchmark ceiling, the zero-shot LOTO/LOGO ROC-AUC, and—where calibration
is used—the few-shot ROC-AUC at the reported label budget. We provide an open-
source reference implementation of this protocol (Sec. 5) so that adopting it requires
no additional tooling. Reporting a high pooled, trace-level accuracy without these dis-
joint numbers should be read, in light of our results, as evidence of familiarity rather
than of detection capability.
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9 Limitations and Future Work

(i) Aggregate means hide bimodality; we report per-Trojan values. (ii) The clustering-
family gap (0.427) is partially circular; the taxonomy gap (0.302) is the non-circular
estimate. (iii) AES-T2000’s payload label is a soft assignment. (iv) The study covers
one dataset, one modality (power), one temperature, and one circuit; extending to
EM and additional circuits would test whether the wall is universal. (v) Results use a
300-trace subsample; conclusions are stable to subsample and seed. (vi) The electrical
driver of transferability (e.g. Trojan area/overhead) is identified but not quantified.

10 Conclusion

Under leakage-free, Trojan-level evaluation, the widely reported 87-100% accuracy of
ML side-channel hardware-Trojan detectors does not hold. When the held-out Tro-
jan’s family is unseen, detection falls from a 0.84 within-benchmark ceiling to 0.53
ROC-AUC—below chance for several Trojans—and a controlled single-donor knock-
out confirms the mechanism: one Trojan’s score swings from 0.971 to 0.000 depending
solely on whether a related Trojan is present in training. The collapse is robust to
an independent payload taxonomy (gap 0.30), architecture-independent across nine
model families, and unpredictable from functional Trojan categories (R?<0.01). What
prior evaluations measure is Trojan familiarity, not detection.

For practitioners, the implication is concrete: a side-channel HT detector cannot
ship as a universal pretrained model. Reliable screening requires per-chip calibration
labels, and pooling unrelated Trojans actively degrades accuracy. For researchers,
we recommend Trojan-disjoint and family-disjoint evaluation as the default, with
per-Trojan breakdowns replacing aggregate means. Extending this protocol to elec-
tromagnetic traces, additional circuits, and Trojan-overhead correlations are the most
direct routes to determining whether the wall is universal and to discovering a positive
transferability rule. We release the full protocol and code to support these efforts.
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