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Abstract

Android malware detectors face temporal concept drift when models
trained on historical evidence encounter applications collected during
later operational periods. Existing adversarial generators rarely model
temporal change, which limits their ability to produce future-aligned
feature vectors for drift-aware robustness assessment. We introduce
TAH-GAN, a time-aware hybrid generative adversarial network that
combines Wasserstein training with Fourier temporal encoding and
dual-gate quality control. We evaluate TAH-GAN on KronoDroid and
three AndroMD feature views under temporally isolated conditions. The
archived evaluation reports a 99.7% balanced gate score, compared
with 88.5% for CTGAN and 87.2% for DoPGAN. A stricter recompu-
tation across all 1,757,645 frozen outputs establishes a 99.816% joint
realism-and-evasion pass rate. TAH-GAN reaches a temporal coherence
score of 0.91, whereas both non-temporal baselines reach 0.12. Transfer
evaluation also yields 82–87% evasion against unseen classifier architec-
tures. These results show that Fourier-conditioned generation exposes
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2 TAH-GAN

temporally evolving decision-boundary weaknesses while supplying
future-aligned feature-space samples for subsequent defensive evaluation.

Keywords: Android malware, temporal concept drift, feature-space attack,
generative adversarial network, adversarial machine learning, security evaluation

1 Introduction

Android dominates the global mobile ecosystem, with a majority market share

and billions of active devices, making it a primary target for mobile mal-

ware Maganur et al (2025). Researchers have increasingly turned to machine

learning for Android malware detection, using static and dynamic analysis and

achieving strong performance with deep learning and generative models Guerra-

Manzanares (2024). Nevertheless, Android malware detection has long faced

a fundamental asymmetry: defenders operate on historical snapshots while

attackers deploy novel variants continuously. Before the widespread adoption

of machine learning (ML), signature-based and heuristic approaches struggled

to keep pace with polymorphic and metamorphic malware, obfuscation, and

rapid evolution of Android APIs and permission models Guerra-Manzanares

(2024). Machine learning promised to overcome these limitations by learning

discriminative patterns from data. Yet ML-based detectors introduce a new

and equally severe vulnerability: temporal concept drift, the systematic change

in the relationship between features and labels over time Guerra-Manzanares

et al (2022a,b); Suárez-Cetrulo et al (2023); Abdullahi et al (2025).

It is now empirically established that ML-based Android malware detectors

suffer from concept drift and temporal drift under temporally isolated evaluation.

Guerra-Manzanares et al. Guerra-Manzanares et al (2022a,b) demonstrated

that under temporally isolated evaluation (where training and test data are

strictly separated by time), classifier accuracy drops by up to 46 percentage
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TAH-GAN 3

points compared to temporally aligned evaluation. Baseline classifiers achieve up

to 97.8% accuracy when training and test data are drawn from the same period,

but accuracy collapses to 51.31% when evaluated on future samples Guerra-

Manzanares et al (2022a). This degradation is not a minor edge case; it

reflects the rapid evolution of malware behaviors, API usage patterns, and

permission models across Android versions Guerra-Manzanares et al (2022b);

Molina-Coronado et al (2023). Recent surveys and benchmarks confirm that

concept drift remains a critical unresolved challenge for Android malware

detection Guerra-Manzanares (2024); Abdullahi et al (2025), and detectors

trained on historical data are fundamentally ill-equipped for deployment against

future threats.

We therefore require a generative framework that can produce future-

aligned malware samples for use in adversarial retraining. Such samples serve

as hard negatives that expose detector blind spots and strengthen ML models

against concept drift, temporal drift, and evasion attacks before those threats

dominate in the wild Lucas et al (2023); Li et al (2024); Chen et al (2023).

Adversarial retraining using synthetically generated malware has been shown

to improve robustness Lucas et al (2023); Li et al (2024); however, to the best

of our knowledge, no prior GAN generates temporally coherent, future-aligned

samples suitable for drift-aware retraining Xu et al (2019); Ahmad et al (2025);

Trung et al (2024); G. et al (2022); Zhong et al (2023). Existing generators

treat feature vectors as static, producing temporally incoherent samples that

fail under temporally isolated evaluation Guerra-Manzanares et al (2022a);

Suárez-Cetrulo et al (2023).

We introduce TAH-GAN, a Time-Aware Hybrid Generative Adversarial

Network for Android malware evasion that addresses this gap. To the best of our

knowledge, TAH-GAN is the first GAN to use Fourier encoding for generating
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4 TAH-GAN

future-aligned adversarial malware that supports drift-aware robustness assess-

ment. Formally, each generated sample x̃ = G(z, ϕ(t)) is evaluated against three

conditions. Realism requires the WGAN critic score to satisfy D(v(x̃, t)) ≥ 0

at the implemented operating point. Evasion requires σ(C(v(x̃, t))) < 0.5,

while temporal coherence requires alignment with the evaluated target-period

distribution. TAH-GAN combines the WGAN-GP realism objective with a

frozen-classifier evasion term before applying a dual-gate checkpoint release test.

Fourier encoding augments the representation with periodic and monotonic

temporal coordinates that are defined formally in Section 3.

The framework is designed, implemented, and evaluated in Section 3. By

conditioning G on Fourier-encoded timestamps ϕ(t), TAH-GAN targets sam-

ples aligned with the target period’s distribution. We evaluate on KronoDroid

(dynamic system calls) and AndroMD (MNF, KeyCount, ZeroOne subsets)

under temporally isolated train–test splits against CTGAN and DoPGAN base-

lines. Two-stage QC requires that samples pass realism (D) and evasion (C)

gates. Ablation studies quantify each component; cross-architecture transfer-

ability uses MLP, CNN1D, LSTM, and ResNet; and the framework exports

large-scale quality-controlled samples for adversarial retraining under drift.

Contributions.

We make the following contributions:

• We introduce TAH-GAN, a time-aware adversarial malware generation

framework designed for drift-aware defensive retraining. To the best of our

knowledge, this is the first GAN-based evasion-oriented framework that

incorporates Fourier temporal encoding to support future-aligned sample

generation under temporally isolated evaluation settings.
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TAH-GAN 5

• We present a quality-control-driven generation workflow in which realism

and evasion are enforced via distinct mechanisms. Specifically, we train the

GAN using a realism objective through the discriminator D, then apply

post-generation filtering using a frozen target classifier C as an evasion gate.

Samples that fail quality control are rejected and regenerated, while samples

that pass are exported as an adversarial dataset suitable for retraining and

robustness assessment.

• We show how Fourier temporal encoding can be operationalised as a condi-

tioning signal within an adversarial generation pipeline for Android malware,

enabling temporal alignment to be integrated into the data generation process

rather than treated only as a downstream modelling concern.

• We release implementation code and experiment scripts in our TAH-GAN

code repository, together with the generated dataset through the Android

Drifts dataset repository. Across 1,757,645 frozen outputs, 99.816% pass the

realism and evasion gates simultaneously.

Paper organization.

The rest of the paper is organized as follows. Section 2 reviews related work on

temporal drift, GAN-based malware generation, and temporal encoding, and

summarizes the research gap. Section 3 presents the TAH-GAN framework:

architecture, Fourier encoding, training procedure, and two-stage quality con-

trol. Section 4 describes the experimental setup (datasets, hyperparameters,

baselines). Section 5 reports results on attack success, perturbation budget,

operational impact, sample quality, and transferability. Section 6 discusses

implications and limitations. Section 7 concludes.

https://github.com/daniyyell-dev/TAH_GAN
https://github.com/daniyyell-dev/TAH_GAN
https://github.com/daniyyell-dev/Dataset_Android_Drifts_Research
https://github.com/daniyyell-dev/Dataset_Android_Drifts_Research
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6 TAH-GAN

2 Related Work and Literature Review

A substantial body of work has explored GANs, deep learning, and machine

learning for Android malware detection and adversarial retraining to enhance

detection robustness Guerra-Manzanares (2024); Rizvi et al (2021); Zhong et al

(2023); Li et al (2023); Ahmad et al (2025); Macas et al (2024); Gibert et al

(2023); Ling et al (2024); Demontis et al (2019). GANs have been applied for

data augmentation Rizvi et al (2021); Li et al (2023), for generating evasive

adversarial examples Zhong et al (2023); Gibert et al (2023); Ling et al (2024),

and for Android-specific evasion Ahmad et al (2025); Trung et al (2024); G.

et al (2022). Adversarial retraining to harden defenses has been studied Lucas

et al (2023); Li et al (2024); Guerra-Manzanares (2024). Drift mitigation has

been addressed through continuous learning Chen et al (2023). Nevertheless,

recent surveys identify concept drift as a critical unresolved challenge Guerra-

Manzanares (2024); Guerra-Manzanares et al (2022a); Abdullahi et al (2025),

and, to the best of our knowledge, no prior GAN incorporates temporal encoding

for drift or targets drift-aware adversarial retraining; generators treat feature

vectors as static, producing temporally incoherent samples that degrade under

temporally isolated evaluation. This gap motivates TAH-GAN.

We organize the literature into four thematic strands: temporal drift in

Android malware detection, GAN-based adversarial generation and evasion,

temporal encoding and invariant learning, and the resulting research gap. Table 1

compares methods (CTGAN/DoPGAN share the same temporal-coherence

score because both lack ϕ(t) and use the same evaluator).

Note: Among the methods listed, TAH-GAN is the only one with dual quality

control and combined temporal and drift-aware evaluation, to the best of our

knowledge.
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TAH-GAN 7

Table 1: Adversarial Malware Generation Methods: Prior Work and TAH-GAN

Method Target Temp. Enc. Dual QC Drift Eval. Temp. Coher. Limitation Ref.

MalGAN ML det. x x x x No realism gate Hu and Tan (2022)

MalFox Black-box x x x x No temporal Zhong et al (2023)

Query-Free GAN ML det. x x x x No drift eval Gibert et al (2023)

MalGuise Win. ML x x x x Opcode; no drift Ling et al (2024)

CTGAN Tabular x x x 0.12 No evasion goal Xu et al (2019)

SynDroid Android x x x x Augment. only Li et al (2023)

AAGAN Android x x x x No drift eval Trung et al (2024)

GANG-MAM Android x x x x No drift handle G. et al (2022)

DoPGAN Android x x x 0.12 No temporal Ahmad et al (2025)

IDSGAN IDS x x x x IDS domain Lin et al (2022)

Rizvi GAN Android x x x x Augment. only Rizvi et al (2021)

TAH-GAN Android ✓ ✓ ✓ 0.91 Adv. retraining focus; tabular feats.

2.1 Android Malware Detection and Temporal Concept

Drift

Android malware detection models exhibit severe performance degradation

when evaluated on samples from periods not represented in the training set.

This phenomenon, termed temporal concept drift, arises from the continuous

evolution of malware families, API usage patterns, permission models, and

evasion techniques across Android versions Guerra-Manzanares et al (2022a,b);

Suárez-Cetrulo et al (2023). Formally, drift occurs when the conditional label

distribution shifts over time: p(y | x, t) ̸= p(y | x, t′) for t ̸= t′, where y denotes

the malware label and x the feature vector.

Guerra-Manzanares et al. Guerra-Manzanares et al (2022a) provided the

first rigorous characterization of temporal drift in Android malware using

system-call-based features. Under temporally isolated evaluation, where test

partitions are drawn strictly from later years, classifier accuracy dropped by

up to 46 percentage points compared to temporally aligned evaluation. The

authors identified that drift occurs at multiple timescales: within-year shifts

in malware family prevalence and cross-year changes in platform APIs and

permission models. Borja Molina-Coronado et al. Molina-Coronado et al (2023)

proposed efficient batch-based concept drift handling for Android detection,

demonstrating that incremental retraining and drift detection can partially
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8 TAH-GAN

mitigate degradation. AlSobeh et al. AlSobeh et al (2024) introduced a Time-

Aware Machine Learning (TAML) framework for Android malware detection

that extracts time-correlated features and builds both time-aware and time-

agnostic ML models. Trained on the KronoDroid dataset (over 41,000 benign

and 36,000 malicious apps from 2008–2020), their framework identifies the Last

Modification Date (LastModDate) as a critical variable for time-aware classifi-

cation; time-correlated features achieve 99.98% F1 in a time-agnostic setting,

and their time-aware classifier achieves 91% average F1 over 12 years of yearly

chunk experiments. Despite these advances, TAML remains a discriminative

ML approach and is subject to evasion attacks without adversarial retraining.

Abdullahi et al. Abdullahi et al (2025) conducted a systematic review of con-

cept drift mitigation in time-series security applications. Li et al. Li et al (2025)

present a drift-invariant approach using graph neural networks with adversarial

domain adaptation for malware detection under concept drift, learning features

that remain consistent across pre-drift and post-drift data.

These studies establish that temporal awareness is critical for robust detec-

tion under drift. However, none of them address the dual problem: generating

adversarial malware samples that remain effective under temporally isolated

evaluation. While defenders have begun incorporating temporal features into

their classifiers, adversarial generators have not yet followed suit. This gap

motivates our examination of GAN-based malware generation.

2.2 GAN-Based Malware Generation and Evasion

Building on the temporal drift findings above, we examine adversarial malware

generation. Generative Adversarial Networks Goodfellow et al (2014) have been

applied to malware synthesis for both data augmentation and evasion attacks.

Hu and Tan Hu and Tan (2022) pioneered MalGAN, training a generator to
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TAH-GAN 9

produce feature perturbations that evade black-box malware classifiers while

maintaining executability. Gibert et al. Gibert et al (2023) introduced query-

free GAN-based evasion attacks that generate adversarial malware resembling

benign executables in feature space without querying the detector. Ling et

al. Ling et al (2024) present MalGuise, a practical black-box attack achieving

over 95% evasion against learning-based Windows malware detectors. Lin et

al. Lin et al (2022) applied GANs to intrusion detection evasion. These early

methods optimized for evasion only, often producing unrealistic samples that

collapse to adversarial noise rather than valid malware distributions Kc et al

(2024).

Tabular data synthesis has received significant attention. Xu et al. Xu et al

(2019) introduced CTGAN for tabular data synthesis, achieving state-of-the-

art distribution fidelity through mode-specific normalization and conditional

generation. CTGAN is widely adopted for malware feature synthesis due to its

ability to handle heterogeneous feature spaces (numeric, categorical). Zhong et

al. Zhong et al (2023) present MalFox, a Conv-GAN framework for adversarial

malware generation against black-box detectors. Li et al. Li et al (2023) combine

CTGAN with SVM for Android malware classification. However, CTGAN and

these methods have no evasion objective and no temporal conditioning; they

learn the aggregate training distribution, which under temporal isolation fails to

capture year-specific patterns. For Android-specific evasion, Trung et al. Trung

et al (2024) proposed AAGAN; G. et al. G. et al (2022) presented GANG-

MAM. Ahmad et al. Ahmad et al (2025) introduced DoPGAN (GEAAD), a

dual-optimisation GAN at the opcode level. WGAN-based data augmentation

for Android malware has been explored by Rizvi et al. Rizvi et al (2021) for

improving detection rather than evasion.
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10 TAH-GAN

A critical limitation unites these methods: they treat malware feature vectors

as static, context-free representations. Under temporally isolated evaluation,

which is the realistic scenario where a model trained on 2018–2020 data is

tested on 2021–2023 samples, generated samples exhibit temporal incoherence.

For example, combining 2018-era permission patterns with 2023-era API call

sequences produces feature combinations that never occur in real malware,

potentially triggering anomaly-based detectors Suárez-Cetrulo et al (2023);

Abdullahi et al (2025). Transferability of adversarial examples across models

has been studied Demontis et al (2019), yet none of the above methods report

temporal coherence metrics or evaluation under temporal isolation. The question

of whether temporal encoding can be extended from discriminative models to

generative ones remains open.

2.3 Temporal Encoding and Invariant Learning

Whereas the GAN methods above lack temporal conditioning, discrimina-

tive models for temporal drift mitigation have used temporal encoding.

Guerra-Manzanares et al. Guerra-Manzanares et al (2022a,b) characterized

temporal concept drift in Android malware and demonstrated that classi-

fier accuracy drops by up to 46 percentage points under temporally isolated

evaluation. AlSobeh et al. AlSobeh et al (2024) proposed TAML, demonstrat-

ing that time-correlated features and the LastModDate variable substantially

improve detection under temporal drift; however, as a purely discrimina-

tive approach without adversarial retraining, TAML remains vulnerable to

evasion. Sinusoidal positional encodings Vaswani et al (2017) and Fourier

feature mappings Tancik et al (2020) provide a smooth, continuous repre-

sentation of time that avoids discontinuities at year boundaries. Li et al. Li
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et al (2025) extend drift-adaptation research by learning drift-invariant fea-

tures via adversarial domain adaptation for malware detection. The encoding

ϕ(t) = [sin(2πkt), cos(2πkt)]8k=1 ⊕ [unix scaled] embeds the collection times-

tamp t into a 17-dimensional vector following this rationale. The insight

underlying TAH-GAN is to extend temporal encoding from discrimination to

generation: if a discriminative classifier benefits from temporal conditioning, a

generator conditioned on the same encoding can synthesize samples aligned

with the target period’s distribution. To the best of our knowledge, no prior

GAN-based malware generator has adopted this approach or targeted drift-

aware adversarial retraining Xu et al (2019); Ahmad et al (2025); Trung et al

(2024); Zhong et al (2023); Gibert et al (2023).

2.4 Research Gap and Contribution

Table 1 reveals a clear research gap Hu and Tan (2022); Xu et al (2019);

Ahmad et al (2025): to the best of our knowledge, no prior GAN employs

temporal encoding in the generator to address drift, targets drift-aware adver-

sarial retraining, or combines dual quality control (realism plus evasion gates)

with temporally isolated evaluation. Consequently, generated samples exhibit

temporal incoherence by combining feature patterns from disjoint time peri-

ods Guerra-Manzanares et al (2022a); Suárez-Cetrulo et al (2023), and they

degrade under temporally isolated evaluation where training and test data

are strictly separated by time Guerra-Manzanares et al (2022b). TAH-GAN

addresses this gap by integrating Fourier temporal encoding, two-stage quality

control, and drift-aware evaluation into a unified evasion framework that pro-

duces temporally coherent adversarial samples suitable for defensive retraining

against drift.
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12 TAH-GAN

3 Proposed Method: TAH-GAN Framework

Having established the research gap, we now present the TAH-GAN eva-

sion framework. The framework extends the Wasserstein GAN Arjovsky et al

(2017) with gradient penalty (WGAN-GP) Gulrajani et al (2017) into a three-

component system tailored to adversarial malware evasion generation. The

design goal is to train a generator G that, conditioned on the Fourier encoding

ϕ(t), produces feature vectors x̂ = G(z, ϕ(t)) that are realistic to the discrimina-

tor D, evasive to the frozen MLP classifier C, and temporally coherent (aligned

with the distribution p(x | t) of malware at time t). The training procedure is

formalized in Algorithm 1. Two-stage QC ensures that only samples passing

both the realism gate (from D) and the evasion gate (from C) are exported,

enabling generation of future-aligned samples that address temporal drift.

3.1 Architecture Components

TAH-GAN operates on the temporally augmented representation v(x, t) =

[x∥ϕ(t)] ∈ R
d, where d = dx+17 and dx denotes the malware-feature dimension.

The generator receives z ∈ R
64 together with the target encoding and produces

x̃ = G(z, ϕ(t)). The discriminator evaluates v(x̃, t) through an unbounded

WGAN critic score rather than a calibrated probability. Its release threshold is

therefore written directly as D(v(x̃, t)) ≥ γD, with the implemented operating

point γD = 0. The classifier C produces a malware logit on the same augmented

representation. After pre-training, its parameters remain frozen while gradients

through C guide the generator’s evasion term and the later quality-control

evaluation. Figure 1 illustrates these information flows.
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TAH-GAN 13

Fig. 1: TAH-GAN architecture and Fourier-conditioned quality-control work-
flow.

3.2 Fourier Encoding and Temporal Conditioning

Conventional GANs treat feature vectors as static, producing temporally

incoherent samples that combine patterns from incompatible collection peri-

ods Guerra-Manzanares et al (2022a); Suárez-Cetrulo et al (2023). TAH-GAN

instead uses the calendar year y(t) and Unix timestamp s(t) to form two

normalized coordinates:

τy(t) =
y(t)

ymax
. (1)

τu(t) =
s(t)− smin

max{1, smax − smin}
. (2)

The resulting 17-dimensional encoding follows the implemented Fourier

construction:

ϕ(t) = [sin(2πkτy(t)), cos(2πkτy(t))]
8
k=1 ⊕ [τu(t)]. (3)

The eight harmonics represent progressively shorter temporal variation, while

τu(t) preserves monotonic position across the collection interval. This separation

prevents the periodic coordinates from making distinct years indistinguishable
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14 TAH-GAN

when their phases become similar. The complete representation is v(x, t) =

[Xn∥Xc∥ϕ(t)], as summarised in Table 2.

Table 2: Feature Composition for TAH-GAN Input

Type Notation Dim. Description

Numeric Xn 100–300 API counts, per-
missions

Categorical Xc 0–50 Discrete indica-
tors

Temporal Xt = ϕ(t) 17 Fourier basis;
unix scaled

Total X = [Xn∥Xc∥Xt] 150–400 Concat. input

Section 5 validates temporal conditioning through ablation and temporal-

coherence measurements. Removing temporal encoding reduces the archived

BGS from 99.5% to 97.5%. Table 11 also reports temporal coherence of 0.91

for TAH-GAN, compared with 0.12 for CTGAN and 0.05 for EGAN.

3.3 Loss Functions and Training

The training procedure separates classifier estimation from adversarial optimi-

sation while retaining differentiable evasion guidance for the generator. Phase 1

pre-trains the classifier C with binary cross-entropy before freezing its parame-

ters. Phase 2 updates G and D while gradients pass through the frozen classifier

into G. This construction keeps the decision boundary fixed during generation

and matches the implemented realism-plus-evasion objective.

For compactness, let vr = v(x, t) denote a real augmented vector and let

vg = v(G(z, ϕ(t)), t) denote its generated counterpart. The generator objective

combines WGAN realism with the malware probability assigned by the frozen

classifier:

LG = −λR Ez,t[D(vg)] + λE Ez,t[σ(C(vg))] . (4)
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Minimising the first term increases the critic score, whereas minimising the

second reduces the generated sample’s malware probability. The discrimi-

nator objective compares real and generated critic scores while regularising

interpolated vectors v̄:

LD = Ez,t[D(vg)]− Ex,t[D(vr)]

+ λGP Ev̄

[

(∥∇v̄D(v̄)∥2 − 1)
2
]

.

(5)

The interpolation is defined independently to avoid overloading the generated-

sample notation:

v̄ = αvr + (1− α)vg, α ∼ U(0, 1). (6)

The penalty encourages unit gradient norm along sampled interpolation paths,

which is the WGAN-GP approximation to the critic’s Lipschitz requirement.

The classifier is pre-trained through the logit-based binary cross-entropy

LC = −Ex,y[y log σ(C(vr)) + (1− y) log (1− σ(C(vr)))] . (7)

The implementation uses λR = 1 and dataset-specific λE values between two

and four. AdamW uses learning rate 2× 10−4 for G and D, while C uses 10−3.

Algorithm 1: TAH-GAN Training

Require: Malware dataset X with temporal labels

1: Pre-train classifier C on X with BCE for 8 epochs

2: Freeze C

3: for epoch = 1 to 20 do

4: for each batch (x, t) ∼ X do
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5: Sample z ∼ N (0, I); x̃← G(z, ϕ(t))

6: Update D via LD; update G via LG through frozen C

7: end for

8: end for

9: return G, D, C

3.4 Two-Stage Quality Control

TAH-GAN applies a batch-level release gate before generating each full output

set. A pilot batch B = {x̃i}mi=1 contains m = 1000 generated samples. Its

realism rate and evasion rate are evaluated separately before the checkpoint

is released for full generation. The realism indicator uses the critic’s native

zero-score boundary:

ri = ⊮[D(v(x̃i, ti)) ≥ γD] , γD = 0. (8)

The evasion indicator uses the frozen classifier probability at its reported

operating point:

ei = ⊮[σ(C(v(x̃i, ti))) < θC ] , θC = 0.5. (9)

The checkpoint passes quality control only when both pilot-batch rates meet

the implemented 98% release threshold:

1

m

m
∑

i=1

ri ≥ 0.98 ∧ 1

m

m
∑

i=1

ei ≥ 0.98. (10)

This formulation distinguishes checkpoint release from per-sample filtering. The

full frozen outputs therefore retain a small number of individual gate failures,
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which permits an informative joint pass rate rather than a tautological 100%

retained-set score. The same MLP supplies differentiable evasion guidance and

the target-model evaluation, while independently trained CNN1D, LSTM, and

ResNet models provide transfer tests.

Algorithm 2: Quality-Controlled Sample Generation

Require: Trained G, D, C; pilot size m; requested size N

1: Generate pilot batch B = {G(zi, ϕ(ti))}mi=1

2: Compute RD = m−1
∑

i ri and RC = m−1
∑

i ei

3: if RD ≥ 0.98 and RC ≥ 0.98 then

4: Generate full output set S = {G(zi, ϕ(ti))}Ni=1

5: else

6: Reject checkpoint and resume training

7: end if

8: Output: Released generated set S

4 Experimental Setup

We design experiments to answer three research questions. First, how does

TAH-GAN compare to baselines under temporally isolated evaluation? Second,

what is the contribution of each architectural component? Third, do generated

samples transfer across classifier architectures?

4.1 Temporal Evaluation Protocol

A critical design choice is our temporal evaluation protocol. We adopt temporally

ordered splits: our training set includes all samples with collection timestamp

year ≤ Y , we reserve a short forward-in-time validation slice immediately after

Y for hyperparameter tuning, and we draw our test set strictly from later

years. This mirrors our target deployment scenario, in which a model trained
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on historical data is evaluated on future malware and concept drift is most

pronounced. For KronoDroid, we use training on 2008–2014 and evaluation on

2015–2020 (chronological metadata from modification dates), consistent with

our temporal-drift setup on this corpus. For AndroMD (MNF, KeyCount,

ZeroOne), we apply the same rule using each subset’s Year column: we train

on years ≤ Y and test on years > Y , choosing a cutoff Y per subset so our

train and test partitions remain non-empty with viable class ratios (values

fixed in our released configuration). We report all metrics averaged over three

independent runs with different random seeds.

4.2 Datasets

We use two Android malware datasets spanning static and dynamic feature

representations. KronoDroid provides dynamic features based on system call

sequences captured during controlled execution in emulated Android environ-

ments. These 172-dimensional behavioral fingerprints reflect what malware

does at runtime rather than what it looks like statically. This representa-

tion is particularly challenging for adversarial generation because system calls

exhibit complex temporal dependencies: isolated permission requests may

appear benign, but specific sequences (e.g., network access followed by SMS

and contact-list access) constitute clearly malicious patterns that the generator

must replicate while evading detection. AndroMD provides static features via

three subsets: MNF (manifest-based permissions), KeyCount (code token fre-

quencies), and ZeroOne (binary presence indicators). As summarized in Table 3,

the four evaluation setups (one KronoDroid plus three AndroMD subsets) col-

lectively encompass 106,396 Android applications with feature dimensionalities

d ∈ {172, 215, 242, 301}.
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Table 3: Experimental Datasets: KronoDroid (Dynamic, System Calls) and
AndroMD (Static, Subsets MNF, KeyCount, ZeroOne)

Dataset Subset Total Malware Benign d

KronoDroid n/a 28,745 19,847 8,898 172

AndroMD MNF 24,553 8,467 16,086 242

AndroMD KeyCount 24,553 8,467 16,086 301

AndroMD ZeroOne 24,553 8,467 16,086 215

4.3 Hyperparameters

As listed in Table 4, the hyperparameter configuration follows WGAN-GP

practice and empirical tuning on validation splits. The latent dimension is 64,

while batch size 512 balances training stability with memory demand. The

gradient penalty uses λGP = 10 to regularise critic gradients along interpolation

paths. We use 20 GAN epochs and eight classifier pre-training epochs because

longer training did not improve the archived BGS in pilot experiments.

Table 4: TAH-GAN hyperparameter configuration.

Hyperparameter Value Justification

Latent dim. (zdim) 64 Fits 172–301-dim fea-
tures

Batch size 512 Stability vs memory

Generator LR 2× 10−4 WGAN standard

Discriminator LR 2× 10−4 WGAN standard

Classifier LR 1× 10−3 Faster supervised pre-
train

GAN epochs 20 Convergence in pilots

Classifier epochs 8 Sufficient accuracy

Grad. penalty (λGP ) 10 WGAN-GP standard

Realism weight (λR) 1 Critic-guided realism

Evasion weight (λE) 2–4 Dataset-specific eva-
sion

Critic threshold (γD) 0 Native WGAN score
gate

Classifier threshold (θC) 0.5 Malware-probability
gate

Release-rate threshold 0.98 Pilot-batch dual gate
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4.4 Target Models and Baselines

The primary target model for evasion training is a multi-layer perceptron

classifier. Transferability evaluation additionally assesses evasion against unseen

architectures: CNN1D, LSTM, and ResNet.

4.4.1 Baselines

We compare against three baselines chosen to span the design space.

EGAN was our first time-aware implementation; however, we found that the

generated samples were not realistic due to the absence of key components that

TAH-GAN incorporates: (i) Fourier-based temporal encoding, (ii) WGAN-GP

loss with gradient penalty (EGAN uses BCE), (iii) two-stage quality control,

(iv) the deeper 4-layer MLP architecture (EGAN uses a 3-layer MLP), and

(v) the sequential two-phase training of Algorithm 1. The generator is trained

only to reduce the classifier’s malware probability, with no realism gate from a

discriminator. EGAN serves as a lower bound to evaluate the effect of pure

evasion optimization without realism constraints or Wasserstein training.

CTGAN Xu et al (2019) represents state-of-the-art tabular synthesis with

mode-specific normalization, conditional sampling, and a 4-layer MLP generator.

We apply CTGAN to the same feature representations used by TAH-GAN,

training on temporally ordered data. CTGAN lacks temporal conditioning and

learns the aggregate training distribution without year-specific structure. We

include CTGAN as a generic tabular synthesis baseline.

DoPGAN (GEAAD) Ahmad et al (2025) is an Android-specific adversarial

GAN with dual-optimization objectives. DoPGAN incorporates differential

privacy by injecting Gaussian noise into gradient updates during training. We

adapt DoPGAN to our feature-level evaluation framework for direct comparison.
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Like CTGAN, DoPGAN lacks explicit temporal conditioning. It provides an

Android-specific baseline with differential privacy.

Together, EGAN (naive adversarial), CTGAN (generic tabular), and DoP-

GAN (Android-specific with differential privacy) provide a comprehensive

baseline set. None incorporate temporal conditioning, which is the core method-

ological contribution of TAH-GAN. All four methods—TAH-GAN, CTGAN,

DoPGAN, and EGAN—are evaluated on the same datasets (KronoDroid and

AndroMD with MNF, KeyCount, and ZeroOne subsets) under the same tem-

porally isolated train–test protocol; under this fair comparison, the baselines

fail to achieve the same performance as TAH-GAN.

5 Results and Analysis

5.1 Gate Success Metrics

The archived experiment scripts report two marginal gate rates and their

arithmetic mean under the label attack success rate. We retain that composite

for reproducibility while separating it from the stricter probability that each

generated sample passes both gates.

For N frozen generated samples, the realism rate uses the indicator in

Equation (8):

RD =
1

N

N
∑

i=1

ri. (11)

The classifier-evasion rate uses the indicator in Equation (9):

RC =
1

N

N
∑

i=1

ei. (12)
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Table 5: Balanced gate score by dataset and architecture.

Dataset Arch. Discrim. Fool. (%) Classif. Evas. (%) BGS (%) N

KeyCount MLP 100.0 100.0 100.0 559,836
KeyCount CNN1D 100.0 99.9 99.95 559,836
KeyCount LSTM 100.0 99.8 99.9 559,836
KeyCount ResNet 100.0 98.5 99.25 559,836

MNF MLP 100.0 99.5 99.75 559,836
MNF CNN1D 100.0 98.9 99.45 559,836
MNF LSTM 100.0 98.8 99.4 559,836
MNF ResNet 100.0 97.3 98.65 559,836

ZeroOne MLP 100.0 100.0 100.0 559,836
ZeroOne CNN1D 100.0 99.98 99.99 559,836
ZeroOne LSTM 100.0 99.9 99.95 559,836
ZeroOne ResNet 100.0 99.7 99.85 559,836

KronoDroid All 100.0 100.0 100.0 78,137

Overall 100.0 99.48 99.7 1.76M

The archived balanced gate score is the arithmetic mean of these marginal rates:

BGS =
RD +RC

2
. (13)

This quantity is the metric called ASR in the archived scripts and original result

figures. It measures balanced marginal performance but does not establish that

both conditions hold for the same sample. The stricter joint gate-pass rate is

JGR =
1

N

N
∑

i=1

riei. (14)

The joint rate is bounded by the two observed marginals:

max{0, RD +RC − 1} ≤ JGR ≤ min{RD, RC}. (15)

Table 5 retains BGS for direct comparison with the archived baselines. Table 6

then reports JGR recomputed directly from every frozen TAH-GAN output.

The stricter calculation establishes that 99.816% of all frozen outputs

pass realism and evasion simultaneously. This result preserves the original

experiments while avoiding the unsupported inference that an average of
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Table 6: Joint gate-pass rates across frozen outputs.

Feature view N BGS (%) JGR (%)

KeyCount 559,836 99.803 99.607

MNF 559,836 99.924 99.849

ZeroOne 559,836 99.984 99.967

KronoDroid 78,137 99.999 99.999

Overall 1,757,645 99.908 99.816

marginal rates equals joint attack success. Transfer results remain reported

separately because they use independently trained classifier architectures.

5.2 Reference Distance and Attack Effectiveness

TAH-GAN generates vectors from latent noise rather than modifying a paired

source application. Its reported distance is therefore a reference displacement

rather than an executable-level adversarial perturbation. For generated vector

x̃i, the experiment samples a real malware reference xref
i from the same temporal

window and defines

δi = x̃i − xref
i . (16)

The reported mean distance is

d̄2 =
1

N

N
∑

i=1

∥δi∥2. (17)

Table 7 reports this reference distance together with the corresponding

maximum-coordinate distance and feature-modification rate.

ηref =
BGS

d̄2
=

0.997

0.94
≈ 1.061. (18)

Equation (18) uses BGS as the proportion 0.997, which corresponds to the

reported 99.7%. TAH-GAN therefore achieves reference efficiency 1.061 per



1059
1060
1061
1062
1063
1064
1065
1066
1067
1068
1069
1070
1071
1072
1073
1074
1075
1076
1077
1078
1079
1080
1081
1082
1083
1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101
1102
1103
1104

24 TAH-GAN

Table 7: Reference-distance comparison across generators.

Method ℓ2 ℓ∞ Feat. Mod. Eff.

EGAN 2.84± 1.23 0.89± 0.34 78.5% Low

CTGAN 1.56± 0.67 0.52± 0.18 45.2% Med.

DoPGAN 1.72± 0.78 0.58± 0.21 48.7% Med.

TAH-GAN 0.94± 0.31 0.31± 0.12 32.4% High

unit of mean scaled distance. This statistic supports comparison within the

reported feature space but does not establish application-level edit cost. Table 8

retains the archived budget analysis for direct comparison.

Table 8: Archived BGS across reference-distance budgets.

Budget (L2) EGAN CTGAN DoPGAN TAH-GAN

0.5 12.3% 52.1% 48.7% 78.4%

1.0 28.6% 76.3% 72.1% 95.2%

1.5 41.2% 85.4% 82.3% 98.8%

2.0 47.8% 88.1% 86.9% 99.5%

Unconstrained 48.4% 88.5% 87.2% 99.7%

At reference-distance budget 0.5, the archived BGS reaches 78.4% for TAH-

GAN and 52.1% for CTGAN. EGAN reaches 12.3% under the same reported

protocol. Figure 2 preserves the original budget curves while the surrounding

text states their feature-space interpretation.

5.3 Before and After Attack Analysis

The reference-distance analysis establishes feature-space efficiency under the

reported pairing rule. The next analysis examines how generated samples affect

classifier recall under the evaluated protocol.

This comparison evaluates classifier recall before and after the adversarial

attack to quantify the extent of operational degradation caused by TAH-

GAN. Recall is the most relevant metric in this context because it reflects

the classifier’s ability to correctly identify malware. As reported in Table 9,
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Fig. 2: Attack success across constrained perturbation budgets.

Table 9: Detection Rate (Recall, %) Before and After Attack

Dataset Baseline EGAN CTGAN DoPGAN TAH-GAN

KeyCount 97.8 6.2 5.0 12.5 0.6
MNF 98.2 5.3 4.8 11.2 0.8
ZeroOne 97.5 6.8 5.4 12.5 0.5
KronoDroid 98.9 4.5 4.1 10.8 0.0

Avg. 98.1 5.7 4.8 11.7 0.5

detection rates (recall, %) vary by dataset and method. Table 10 uses the same

notion of recall (% of malware correctly identified); lower values indicate higher

evasion success. Recall degrades sharply as attack intensity increases.

Table 10: Classifier Recall Degradation by Attack Intensity (TAH-GAN)

Attack Intensity Samples Injected Recall (% Detected) Drop

None (0%) 0 98.1% -

Low (10%) 55,900 88.3% -9.8%

Medium (25%) 139,900 73.6% -24.5%

High (50%) 279,900 49.3% -48.8%

Maximum (100%) 559,800 0.5% -97.6%
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Our baseline classifier correctly identifies approximately 98.1% of original

malware samples. TAH-GAN’s reduction of this detection rate to a negligible

0.5% average represents a catastrophic failure of the defense: for every 1,000

TAH-GAN-generated malware samples evaluated, only 5 are correctly identified

as malicious. EGAN’s moderate post-attack detection rates (5.7% average) may

appear paradoxical given its 93.8% classifier evasion rate: the resolution is that

EGAN samples pass evasion checks but catastrophically fail realism (2.9% D-

fooling). In a deployment scenario with quality control, 97% of EGAN samples

would be rejected; the reported detection rates reflect the small minority that

pass basic filters. TAH-GAN, by contrast, achieves low detection rates at

scale with near-perfect generation efficiency. CTGAN achieves low detection

(4.8%) despite lacking explicit evasion optimization, confirming that realistic

samples can be naturally evasive under temporal mismatch. DoPGAN’s elevated

detection rate (11.7%) quantifies the defensive benefit of its differential privacy

noise. Fig. 3 visualizes the detection rates in Table 9.

Figure 4 extends the recall comparison by showing how realism and evasion

contribute to attack success as intensity increases. The diverging trajectories

distinguish TAH-GAN’s sustained dual-gate performance from the evasion-only

baseline’s loss of realistic sample quality.

5.4 Sample Quality Analysis

The preceding analysis demonstrated TAH-GAN’s effectiveness in evading

detection. However, evasion alone is insufficient; generated samples must also

exhibit realistic feature distributions to be useful for evaluation and retraining.

This subsection evaluates the quality and diversity of TAH-GAN-generated

samples.
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Fig. 3: Classifier recall before and after adversarial attack.

Fig. 4: Gate performance across increasing attack intensity.

Metric definitions.

Let Pj and Qj denote empirical marginals for real and generated malware on

feature j. We use base-2 Jensen–Shannon divergence, denoted JS2, so that its

range is [0, 1]. Feature-distribution similarity averages its complement:

FDS =
1

dx

dx
∑

j=1

[1− JS2(Pj , Qj)] . (19)
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Let nT denote the number of evaluated temporal windows. Temporal coherence

averages the one-dimensional Wasserstein distance over those windows after

per-feature min–max normalisation:

TC =
1

nT dx

nT
∑

t=1

dx
∑

j=1

exp
[

−W1(P
(t)
j , Q

(t)
j )

]

. (20)

For M generated vectors whose features are scaled to [0, 1], normalised inter-

sample diversity is

DIV =
2

M(M − 1)
√
dx

∑

1≤i<ℓ≤M

∥x̃i − x̃ℓ∥2. (21)

If Ω denotes the valid feature domain, constraint satisfaction becomes

CS =
1

M

M
∑

i=1

⊮[x̃i ∈ Ω]. (22)

Finally, let ck denote one of K centroids fitted to real malware and let ρk

denote its median-distance threshold. Mode coverage is

MC =
1

K

K
∑

k=1

⊮

[

min
i
∥x̃i − ck∥2 ≤ ρk

]

. (23)

These definitions determine the five complementary measurements reported in

Table 11.

The generative quality is assessed using five complementary metrics that

evaluate statistical similarity and diversity. As reported in Table 11, these

metrics compare TAH-GAN against baselines.

As shown in Table 11, TAH-GAN achieves superior distribution similarity

(FDS 0.94) and temporal coherence (0.91), confirming that the Fourier encoding
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Table 11: Comparison of generated-sample quality metrics.

Metric TAH-GAN CTGAN DoPGAN EGAN

FDS (Feature Similarity) 0.94 0.82 0.79 0.45

Temporal Coherence 0.91 0.12 0.12 0.05

Inter-sample Diversity 0.88 0.75 0.81 0.95

Constraint Satisfaction 100% 85% 88% 40%

Mode Coverage 0.96 0.89 0.85 0.30

successfully captures temporal dependencies. Generated samples maintain

statistical properties closely aligned with original malware distributions, which

is critical for ensuring samples are not only evasive but also realistic enough

for defensive retraining.

SHAP distribution closeness checks whether generated samples mirror

original malware in feature attribution. Figs. 5 and 6 show aligned Deep SHAP

and per-feature SHAP distributions for TAH-GAN versus originals, indicating

decision-relevant structure rather than artifact-only perturbations—supporting

use as hard negatives for retraining.

Fig. 5: Deep SHAP distributions for generated and original malware.

The attribution comparison is supported by the direct feature-distribution

view in Figure 7. Within the evaluated ZeroOne representation, generated
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Fig. 6: Feature-level SHAP distribution closeness.

malware follows the observed feature profile while retaining the changes needed

to challenge the detector.

5.5 Transferability Analysis

The sample quality analysis confirmed that TAH-GAN generates realistic

samples. We now examine whether these adversarial samples transfer across

different model architectures, which is critical for assessing the generalizability

of the attack.

Transferability evaluates whether adversarial samples generated to evade

one classifier architecture successfully evade unseen architectures. Table 12

reports the cross-architecture evasion matrix.

Figure 8 visualises the same cross-architecture evidence and makes the off-

diagonal transfer pattern explicit. The matrix shows that successful evasion is

not confined to the classifier architecture used as the generation target.
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Fig. 7: Generated and original ZeroOne feature distributions.

Table 12: Cross-Architecture Transferability: Evasion Rate (%)

Train Target MLP CNN1D LSTM ResNet Avg

MLP 99.5 87.3 82.1 79.8 87.2

CNN1D 85.2 99.2 78.4 76.9 84.9

LSTM 81.7 79.5 98.9 74.2 83.6

ResNet 78.9 76.1 73.8 99.1 82.0

Samples generated targeting MLP classifiers achieve 87.2% average trans-

ferability across unseen architectures. Diagonal elements (white-box) achieve

near-perfect evasion (98.9–99.5%); off-diagonal elements (black-box) show 73.8–

87.3% evasion. As shown in Table 13, evasion rates by dataset and architecture

are consistently high.

As shown in Table 13, the dataset-specific analysis reveals exceptionally high

evasion rates across all combinations, with an overall average of 98.4%. MLP

architectures demonstrate the highest vulnerability (99.9%) and ResNet the
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Fig. 8: Cross-architecture evasion transfer matrix.

Table 13: Evasion rates across datasets and held-out architectures.

Dataset CNN1D ResNet LSTM MLP Average

KeyCount 99.9 95.2 99.8 100.0 98.7

MNF 98.7 96.8 99.1 99.5 98.5

ZeroOne 93.7 100.0 94.9 100.0 97.2

KronoDroid 99.9 97.7 99.4 100.0 99.3

Arch Avg 98.1 97.4 98.3 99.9 98.4

lowest (97.4%). The consistency across datasets (97.2–99.3%) and architectures

(97.4–99.9%) indicates TAH-GAN’s architecture-agnostic effectiveness.

5.6 Ablation Studies

The comprehensive evaluation has demonstrated TAH-GAN’s effectiveness

across multiple dimensions. To understand which components contribute most
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to this performance, we conduct ablation studies that systematically remove

individual components and measure their impact.

The ablation study evaluates each architectural component through the

archived BGS. Removing quality control causes the largest measured reduction

at 5.0 percentage points. The evasion term contributes 3.0 points, while temporal

features contribute 2.0 points and gradient regularisation contributes 1.5 points.

Fig. 9: Attack success under component removal.

Table 14: TAH-GAN Ablation Study Results

Configuration BGS (%) Drop Criticality

Full TAH-GAN 99.5 Baseline Reference

w/o Quality Control 94.5 -5.0% Critical

w/o Evasion Gate 96.5 -3.0% High

w/o Temporal Features 97.5 -2.0% Important

w/o Gradient Penalty 98.0 -1.5% Moderate

The archived 99.7% BGS pools architectures in Table 5, whereas Table 14

reports one full configuration at 99.5%.
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5.7 Statistical Significance Analysis

We run two-sided paired t-tests across three seeds on per-dataset BGS and

both marginal gate rates. Table 15 reports the resulting statistics for TAH-

GAN against the internal EGAN ablation. Each comparison has two degrees

of freedom.

Table 15: Statistical Significance: TAH-GAN Versus EGAN

Metric t p Sig.

D-Fooling 89.3 < 0.001 ***

C-Evasion 3.2 0.085 n.s.

BGS 78.1 < 0.001 ***

Two-sided paired tests; n.s. denotes p ≥ 0.05.

5.8 Comparison with State-of-the-Art and Initial Baselines

Figure 10 summarises the archived comparison across the evaluated generators.

Figure 11 preserves the original threshold-sweep visualisation, while Table 15

reports the paired tests across three runs.

Fig. 10: TAH-GAN and baseline statistical comparison.

Figures 12 and 13 separate the two gate-specific ROC views underlying

the combined attack-success comparison. This separation matters because a

generator can evade the classifier while producing samples that the realism

gate rejects.
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Fig. 11: Archived gate-score threshold comparison across generators.

Fig. 12: Evasion ROC comparison across evaluated generators.
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Fig. 13: Realism ROC comparison across evaluated generators.

Table 16: Four-GAN Performance Comparison

Method D-Fooling C-Evasion BGS Epochs

EGAN 2.9% 93.8% 48.4% 50

CTGAN 92.0% 95.0% 88.5% 100

DoPGAN 87.0% 87.5% 87.2% 100

TAH-GAN 100.0% 99.5% 99.7% 20

Figure 14 consolidates the measured comparison without replacing the

metric-specific tables. TAH-GAN’s ranking reflects the combined evidence from

temporal coherence and both quality-control outcomes under the reported

protocol.

Table 16 compares the archived marginal rates and BGS values for all four

generators. Table 17 preserves the corresponding dataset breakdown. These

composite comparisons remain useful for reproducing the original analysis,

while Table 6 provides the stronger simultaneous-success evidence available for

TAH-GAN’s frozen outputs.
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Fig. 14: Performance ranking across evaluated generators.

Table 17: Dataset-specific archived BGS by method.

Dataset EGAN CTGAN DoPGAN TAH-GAN

KeyCount 51.3 87.8 86.4 99.7

MNF 50.0 89.2 88.1 99.3

ZeroOne 50.6 88.6 87.3 99.9

KronoDroid 41.6 88.4 87.0 100.0

Avg. 48.4 88.5 87.2 99.7

Table 18: Architectural Comparison of GAN Methods

Method Architecture Temporal Loss Quality Control Epochs

EGAN MLP, 3 layers No BCE None 50
CTGAN MLP, 4 layers No GAN None 100
DoPGAN Dual-opt. GAN No GAN None 100
TAH-GAN MLP, 4 layers Fourier WGAN-GP + C 2-stage 20

Under the archived composite definition, CTGAN reaches 88.5% BGS and

DoPGAN reaches 87.2%. Their temporal coherence scores are 0.12 compared

with TAH-GAN’s 0.91. TAH-GAN uses 20 reported training epochs, whereas

both comparison generators use 100.

Table 18 contrasts architectures, losses, and quality-control design across

the four GAN variants trained in this study. Table 19 then situates TAH-GAN
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alongside representative adversarial generation methods from the literature.

ASR and realism for prior methods are the values reported in the cited papers

under each original protocol (typically not temporally isolated and often using

random splits); the TAH-GAN row reflects our temporally isolated evaluation,

so side-by-side numbers are indicative only.

Table 19: Comparison of TAH-GAN With State-of-the-Art Methods

Method Temporal ASR (%) Realism (%) Ref.

MalGAN No 92.3 90.0 Hu and Tan (2022)

CTGAN No 88.5 92.0 Xu et al (2019)

GANG-MAM No 98.4 98.0 G. et al (2022)

DoPGAN No 95.7 95.4 Ahmad et al (2025)

AAGAN No 99.0 97.0 Trung et al (2024)

TAH-GAN Yes 99.7 100.0

6 Discussion

Realism-Evasion Trade-off.

Three findings emerge from the reported results. First, EGAN achieves 93.8%

evasion but only 2.9% realism under the archived gate definitions. TAH-GAN

combines critic guidance with frozen-classifier evasion guidance and a batch-

level release test. The frozen outputs subsequently achieve a 99.816% joint

gate-pass rate, which demonstrates simultaneous success without assuming

that averaged marginal rates represent the same samples.

Temporal Conditioning.

Second, removing Fourier features reduces the archived BGS by 2.0 percentage

points, while TAH-GAN’s temporal coherence reaches 0.91. The non-temporal

baselines reach 0.12 under the same reported metric. These results support the
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temporal representation within the evaluated feature views without extending

the claim beyond those datasets.

Practical Impact.

Third, the archived comparison reports 99.7% BGS against baseline values

between 48% and 88%. The stricter JGR reaches 99.816% across approximately

1.76 million frozen outputs. Transfer tests yield 82–87% evasion against inde-

pendently trained architectures, showing that the observed target-model effect

is not confined to a single network design.

Implications for evaluation practice.

Taken together, the results support temporal isolation as a primary evaluation

axis for generative attacks on Android malware detectors. The explicit temporal

representation produces stress-test material aligned with the reported collection

period. The released code and frozen outputs also permit separate reproduction

of BGS, JGR, and transfer-model evasion rather than relying on one composite

headline.

7 Conclusion

We introduced TAH-GAN, which, to the best of our knowledge, is the first

time-aware evasion GAN for Android malware that addresses temporal drift

and enables drift-aware adversarial retraining. Although numerous GANs,

deep learning, and machine learning methods have been proposed for Android

detection and adversarial augmentation Guerra-Manzanares (2024), few address

temporal concept drift explicitly, and, to the best of our knowledge, no prior

GAN incorporates Fourier temporal encoding in the generator or targets drift-

aware adversarial retraining. TAH-GAN extends the Wasserstein GAN with

gradient penalty into a three-component system (generator, discriminator,
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classifier) augmented with Fourier-based temporal encoding and two-stage

quality control. The framework generates samples that satisfy three constraints

simultaneously: realism (indistinguishable from real malware to a critic), evasion

(misclassified as benign by a detector), and temporal coherence (aligned with

the feature distribution of a target year).

Summary of Results.

Under temporally isolated evaluation, the archived comparison gives TAH-GAN

a 99.7% BGS against 88.5% for CTGAN and 87.2% for DoPGAN. Recalculation

from every frozen output establishes a 99.816% JGR. Temporal coherence

reaches 0.91 compared with 0.12 for the non-temporal baselines. The mean

reference distance is 0.94, and its correctly scaled BGS efficiency is 1.061 per

distance unit. Cross-architecture evasion of 82–87% provides evidence beyond

the target MLP, while the ablation results quantify the measured contribution

of each component.

Practical Implications.

The 1,757,645 frozen outputs provide a reproducible resource for defensive

evaluation, with 99.816% passing both reported gates. SHAP distribution

closeness indicates attribution patterns aligned with the original malware within

the evaluated feature views. Their value for improving a retrained detector

remains a separate empirical question for the subsequent TAH-GAN-R study.

Limitations and Future Work.

TAH-GAN operates at the feature level; we do not map vectors to installable

APKs. The threat model is grey-box (known feature schema and frozen MLP

C); results stress ML classifiers under drift and support defensive retraining,

not claimed defeat of full production antivirus stacks. Evaluation focuses on
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ML-based detectors; signature-based and hybrid systems may differ. Diffusion

models performed poorly under our temporal protocol (e.g., ∼50% evasion),

motivating GANs here. Future work: retraining pipelines and defenses against

temporally aware generation. Artifacts are for reproducible security research

under applicable law and policy.
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