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Abstract
Vehicular Ad Hoc Networks (VANETs) are becoming an important communication model in Intelligent Transportation Systems (ITS), which
allows real-time vehicle-to-vehicle and vehicle-to-infrastructure communications. The high mobility of vehicles, dynamic topology and
security risks have a devastating effect on the routing reliability, energy efficiency and trust management. To overcome these issues, this
study proposes MOTMER-VANET, a multi-objective trust and mobility prediction-based energy-efficient routing framework that guarantees
dynamic, secure and efficient communication within the dynamic vehicular conditions. In proposed framework, a mobility prediction
module based on Bidirectional Long Short-Term Memory (BiLSTM) estimates future positions and generates a stability score for each
node to improve cluster reliability using historical movement data. Simultaneously, Adaptive Trust Reinforcement (ATR) mechanism is
used to dynamically assess the behavior of each node on the basis of successful packet forwarding, consistency in interactions and
reputation in the past through reinforcement learning principles hence isolating malicious nodes. A Weighted Cluster Head (CH) Selection
process then selects the most appropriate CHs after taking into account node stability, residual energy and trust value in a composite
weighting function. Furthermore, a Hybrid Stellar-Mayfly Optimization Algorithm (HSMOA) is constructed for optimize routing. In addition,
a priority-based dual emergency handling module ensures timely delivery of critical messages using a queue-based adaptive scheduler
integrated with TDMA and CSMA hybrid transmission.

The proposed model is implemented in MATLAB, and tested in the case of black hole as well as flooding attacks. The simulation findings
indicate that the proposed framework shows 98.9 PDR, 63 ms end-to-end, 374 kbps throughput, and 1.91 J energy consumption, which is
significantly high in comparison with traditional protocols. The MOTMER-VANET framework is successful combination of mobility
intelligence, trust adaptation, and hybrid optimization to increase the reliability of routing, security, and network life in the next generation
of vehicular networks and smart transportation systems.

1. Introduction
Vehicular Ad Hoc Networks (VANETs) are a specialized type of Mobile Ad Hoc Networks (MANETs) that can be used to support a dynamic
wireless communication between vehicles (Vehicle-to-Vehicle, V2V) and a vehicle and a roadside infrastructure (Vehicle-to-Infrastructure,
V2I) [1] [2] [3]. Cooperative communication aims at the main objective of VANET, which is to improve road safety, efficiency of traffic
management, and infotainment services [4] [5]. Yet, VANETs are highly mobile in nature, their topology is frequently modified, and the
network density is dynamic, which creates a significant challenge to research into the stable and reliable communication [6]. Conventional
routing and clustering strategies can no longer maintain the performance in such fast-changing vehicular conditions resulting in
deteriorated throughput, delay and frequent route disconnection [7]. Therefore, the challenge of developing a resilient, adaptable, and even
intelligent routing infrastructure that would provide high-quality connectivity and efficient use of the resources is an urgent open problem.

One of the major weaknesses of current VANET routing protocols including Ad hoc On-demand Distance Vector (AODV), Dynamic Source
Routing (DSR) and Geographic Routing protocols is that they assume instant topology or constant parameters which tend to become
outdated because of vehicle mobility [8] [9]. The stability can be significantly increased by predicting mobility patterns and incorporating
them in routing decisions [10]. In addition, trust management mechanisms have to be incorporated to reduce the risks of malicious nodes,
malicious data injection, and selfishness in vehicular systems [11]. In this regard, mobility prediction and trust assessment can be
combined and create the basis of guaranteeing reliable and secure routing in VANETs [12].

To deal with such challenges, there are recent studies that study diverse machine learning and optimization-based methods. Deep learning
algorithms like neural networks have shown a good response in the modeling of patterns of temporal mobility of vehicles [13].
Nevertheless, the existing models are based on one-parameter mobility measurements, which are not a multi-feature temporal learning
required in traffic conditions [14]. On the same note, trust-based routing models usually utilize either static or probabilistic trust
computation schemes that are not capable of responding to dynamic vehicle behaviors [15]. The limitations drive the necessity of a multi-
level, adaptive, and learning-based routing policy, which dynamically incorporates mobility prediction, trust reinforcement and energy
efficiency into an overall optimization system.

Moreover, cluster-based communication is important to reduce the routing overhead and enhance the scalability in VANETs [16]. Gathering
vehicles into smaller units (Cluster) where a Cluster Head (CH) is a local coordinator in order to aggregate and send data to the base
station or to other clusters [17]. Nevertheless, the stability of clusters is very dependent on the selection criteria of CH [18]. Conventional
methods which only use measurements like node degree, residual energy, or distance tend to result in re-election of CH and division of the
network frequently [19]. It is thus imperative to ensure that multi factor decision mechanisms that involve mobility prediction, node
trustworthiness and the remaining energy are introduced in such a way that stability is achieved alongside reliability in the formation of
clusters.
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To achieve even better routing decisions, multi-objective optimization algorithms have become inseparable tools to achieve trade-offs
between incompatible channels like delay, link stability, trust, and energy consumption. VANET optimization has been popularly done using
swarm intelligence and evolutionary algorithms, including Particle Swarm Optimization (PSO), Ant Colony Optimization (ACO), and Genetic
Algorithms (GA) [20]. However, these approaches have problems of premature convergence and lack of the balance between exploration
and exploitation [21]. It is therefore necessary to have a hybrid optimization algorithm that combines the global search power of stellar-
inspired algorithms and the local refinement power of swarm-based approaches in order to get an optimal routing configuration. Based on
these observations, this paper proposes an innovative framework of multi-objective trust and mobility prediction-based energy-efficient
routing (MOTMER-VANET) framework that combines deep learning-based mobility prediction, adaptive trust reinforcement, and multi-
objective optimization in a hybrid approach to select head nodes of the cluster and efficiently route them. The major contributions of this
study are summarized as follows:

This study proposes MOTMER-VANET, a multi-objective trust and mobility prediction-based energy-efficient routing framework to
promote stability of routing, security and energy efficiency of dynamic vehicular ad hoc networks. The proposed MOTMER-VANET
architecture combines deep learning-assisted mobility prediction, adaptive trust reinforcement, multi-objective hybrid optimization,
and dual emergency processing methods into a single architecture.

The study employs Bi-directional Long Short-Period Memory (BiLSTM) to forecast the future positions and velocities of vehicles, is
used. The model can foresee temporal mobility interactions in both the forward and backward directions, and thus, predicts topology
changes, allowing to form the clusters proactively and in a stable manner when the traffic speed is high.

The proposed MOTMER-VANET framework incorporates Adaptive Trust Reinforcement (ATR) model to assess the behavior of nodes
through direct interactions, neighbor recommendation as well as the historical data. Trust values are revised using the concept of
reinforcement learning to determine and isolate malicious nodes to maintain a secure and trustworthy communication.

A weighted CH selection process based on three parameters is suggested and includes the predicted node stability, remaining energy,
and reliability. This weight-based method is composite, which guarantees the use of trusted and energy-saving cluster heads, which
improves the long life of clusters and consistency in communication.

The study develops A Hybrid Stellar-Mayfly Optimization Algorithm (HSMOA) to solve the multi-objective optimisation of routing.

The proposed framework incorporates Priority-Based Dual Emergency Handling which is a queue-based adaptive scheduling
mechanism with dual channel access control to provide delivery of differentiated QoS delivery. The PDEH module prioritizes
dynamically the data packets in accordance with the urgency, the trust, and the remaining energy, guaranteeing that the safety critical
messages are allocated a minimum delay and at the same time, fairness is provided to the non-emergency data.

The remainder part of this document is systematized as follows: Section 2 presents an extensive review of existing VANET approaches,
Section 3 provides a detailed description of the proposed framework including its modular architecture and working flow, Section 4 details
the simulation environment, configurations, and performance metrics used to evaluate the proposed model, comparative analysis with
existing protocols is also discussed, Section 6 summarizes the research findings, emphasizing the contributions of proposed framework
with future scope of study.

2. Related Work
VANETs have involved noteworthy attention over the past decade, leading to the development of diverse routing protocols that address
mobility, and security requirements. This section reviews the existing studies to identify the gaps to develop an innovative framework in
this area. Ali et al., [22] presented a strong cryptographic protocol for safe data delivery in VANET that limits the role of the trusted
authority and uses the communication ID of the vehicle to conduct communication as opposed to real entities. The security analysis
presented shows the strength of the proposed protocol in various types of security attacks. ul Hassan et al., [23] proposed an intelligent
cluster-based routing protocol to overcome those problems in VANET routing. The system is operational through two essential stepping
stones: firstly, it is based on an Artificial Neural Network (ANN) model to mask harmful nodes, and secondly, a cluster is formed on
modified clustering algorithms, having cluster heads (CHs) respectively. The intelligent routing protocol then determines an optimum route
for the path to decrease packet transmission delays. More particularly, to adopt a modified ad hoc on-demand distance vector (AODV)
protocol, which implements on-request route discovery and loop-free route selection.

Reddy et al., [24] proposed a trust-enabled routing for VANETs approach that combines direct, indirect, situational, and experiential trust to
determine node reliability. Mobility influences both direct trust (DT), which involves punishment and reward scenarios, communication
amount and consistency, and delay times. Indirect trust (N-DT) is determined by feedback trust, mobility, and link reliability. Situational
trust involves the time of day, location, weather conditions, and traffic density. Communication allows us to build experience and trust.
Giridhar et al., [25] proposed a protocol for VANET, which combines adaptive neural fuzzy cluster (ANFC) and quantum glowworm swarm
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optimization-based routing (QGSOR). In the ANFC-QGSOR that is proposed here, vehicles communicate with each other in the first phase.
The ANFC technique is used in the three conditions required when selecting a cluster head (CH) and forming clusters with two inputs:
residual energy, distance, and node degree. The QSGOR technique was also employed in route selection, utilizing fitness function that
selects the optimal routes to the destination. Dhakad et al., [26] evaluate a new technique of congestion in VANET technology using
Dynamic Grouping of Vehicles for Safety (DGVS). DGVS permits vehicles to communicate directly with others in the same DGVS and does
not require an entire network broadcast of their message. The long-term objective is to achieve a drastic reduction in traffic, while still
allowing important data transfer for VANET traffic control and safety purposes. It also indicates the effectiveness of the proposed dynamic
grouping of vehicles for safety (DGVS) method in finding a solution for VANET congestion.

Gopalan et al., [27] presented Data Dissemination Protocol (DDP). The VANET routing protocols can be categorized into topology-based
routing protocols and location-based routing protocols. The intention aimed at flooding an emergency message to reach the fixed sources
as soon time possible. The standard messages are routed to First in First Out (FIFO) queue. Using Time delay-based Multipath Routing
(TMR) approach, routes have been found to transport these messages to a destination node and to find the best secure route. Rashid et
al., [28] described new trajectory to increase reliability to maximum or trust and mobility-based evaluation for intelligent collaborative
(TMIC)-unmanned aerial vehicle (UAVs) aided VANETs. The reactive multipath greedy routing protocol (RMGR) and this hybrid routing
protocol are combination of ad hoc on-demand multipath distance vector (AOMDV) with greedy geographic forwarding (GGF), which is
conducted when routing within frequently mutable network topology. Trust evaluation (TE), based on direct trust and indirect trust, also
known as effective trust evaluation (ETE), is to be performed the protect against the network's failures.

Xu et al., [29] presented Secure and Reliable Opportunistic Routing (SROR) mechanism, which selects candidate forwarding nodes based
on their relative velocity, connectivity probability, and packet forwarding ratio to an optimal forwarding node. SROR uses a Markov Decision
Process (MDP) to identify the best relay node whilst learning from the forwarding behavior of previous nodes in the past to avoid malicious
node selections. Ali et al., [30] developed new reliable model for Vehicle Ad hoc Networks aimed at supporting reliable route finding in
VANETs. The focus was on link reliability, or the likelihood of maintaining an operational link of communication between vehicles for an
extended period of time. However, to determine link reliability with accuracy through vehicular location, velocity, and directional
information on roadways. Lastly, the proposed route-finding protocol, AODV-R, is based on the ad hoc on-demand distance vector (AODV)
routing protocol. Ahmad et al., [31] proposed a received signal strength (RSS)-based localization method relying on roadside units (RSUs)
detecting signals in range for the vehicle's positioning is proposed. VANETs are vital to ITS, providing functions for vehicle tracking and
positioning and alerting in emergencies. Urban environments pose a difficult vehicle localization problem as GPS-based vehicle
localization is often inaccurate. This method takes advantage of high signal-to-noise ratios provided by nearby RSUs and also utilizes the
CRLB to estimate the vehicle's position accuracy. [32] proposes a novel emergency handling scenario.

The current routing schemes are primarily topological/geographical based in targeted route development without considering dynamic
movement of vehicles, changing network density and network security weaknesses. The protocols tend not to support stable route when
the situation is highly mobiles, causing more loss of packets and low delivery proportion. Besides, conventional protocols use security
systems that depend on cryptographic validation, which is computationally intensive and adds latency-inappropriate in vehicle
communication. Moreover, routing systems based on clustering usually only use the static parameters of CH such as residual energy or
node degree. These single parameters methods overlook other contributing factors like mobility prediction, trustworthiness, and stability
of the network leading to repeated CH re-election and fragmentation of the network. Although some studies have proposed the use of
trust-based models to improve security, most of them employ trust evaluation based on a static or a threshold, which are not very effective
in countering adaptive or intelligent adversaries. Moreover, classic optimization methods of routing are prematurely convergent and
cannot balance the three goals of stability, energy saving and trust. The other major weakness that was mentioned in the previous works is
that it lacks adaptive scheduling and prioritization of the way in which emergency messages are handled. Delays in the transmission of
emergency data may have serious consequences in a real-time traffic situation. Nevertheless, the vast majority of existing frameworks
handle all data packets equally without taking the context of the importance of safety-related communications into consideration.
Therefore, even though there are various improvements, there is still a major gap in research to develop a multi-objective, trust-based,
mobility-predictive, and energy-efficient VANET that will provide secure, stable, and real-time communication within dynamic vehicular
systems. To solve these issues, this study introduces MOTMER-VANET that combines the BiLSTM-based mobility prediction, ATR
approach and a weighted CH (CH) selection mechanism, HSMOA of routing optimization with multi-objectives and priority-based dual
emergency handling to allow reliably the delivery of critical messages when there is an attack and congestion situation is also introduced.

3. Proposed Methodology
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The MOTMER-VANET framework includes several adaptive and connected modules that can guarantee reliable communication within the
vehicular network. The first step is to initialize a network, which each vehicle is assigned its own ID, energy, position, and trust, and
neighbor discovery is provided by exchanging beacons. Mobility prediction module is a prediction module which is based on BiLSTM
model and it can predict the future positions and velocities of vehicles to estimate the stability of the nodes. At the same time, an ATR
mechanism trains nodes with a history of packet forwarding and response by the neighbouring vehicles and dynamically re-evaluates the
trust scores to counter malicious actions. The parameters of predicted stability, trustworthiness and residual energy are then weighted
together to create secure and long-lasting clusters in a weighted CH selection process. A HSMO algorithm is used to compute the best
path interconnecting clusters considering the trade-off of various objectives like the level of trust, status of congestion and energy used.
Lastly, an adaptive scheduling and dual emergency handling scheme based on queue model gives priority of message transmission based
on level of urgency through an integrated TDMA-CSMA hybrid model of access. This process reduces the waiting time of safety issues
messages but does not reduce the fair access to regular message transmissions. On the whole, the MOTMER-VANET architecture can be
seen as the list of intelligent and complex routing approach that is dynamically adjusted to different vehicular conditions. Figure 1
illustrates the pipeline of proposed framework. With the help of predictive stability evaluation, trust-based communication, and multi-
objective optimization, the framework ensures safe, congestion-free, and energy-efficient data transmission via vehicular networks.

3.1. Network Initialization
The initial stage of proposed MOTMER-VANET model is the network setup process, which creates a simulated scenario in MATLAB to
simulate a real-world communication of vehicles in a VANET.  vehicles are deployed randomly on a two-dimensional road topology of

 size. Every vehicle node has its starting set of parameters such as a unique identification in terms of Node ID, initial position,
velocity, direction and communication range. A mobility model like Gauss-Markov model is used to update vehicle positions and
movement trajectories dynamically to allow realistic vehicular motion patterns to be simulated. Here, the functional behavior of On-Board
Units (OBUs) and communication standards including IEEE 802.11p are simplified to be represented by equivalent network parameters,
such as the range of transmission, data rate, bandwidth, propagation delay and the ratio of packet loss. The GPS feature is virtually
modelled by the mobility tracking with coordinates, where the node constantly changes its position vector  with time . At the
stage of initialization, all nodes send a hello message to identify their one-hop neighbors and fill a neighbor table ( ) with IDs, location,
and remaining energy of accessible nodes. These interactions are dealt with by the environment in the form of data structure matrixes that
capture inter-node distances and connectivity information. The  is the foundation of the other processing like trust evaluation and
cluster formation. A distance threshold  is set to have efficient topology setup, and only the node that is within this range is regarded
as an active neighbor. The model of the standard communication energy is utilized to simulate energy consumption, depending on the
cost of transmission, reception, and processing as Eq. (1).

1

Where  signifies residual energy at time,  represents initial energy of node,  and  are indicates consumed energy
during data transmission and reception respectively, and are energy consumed in idle state, and processing operations
respectively.

The initialisation makes every simulated node have an updated situational awareness of its environment, allowing realistic testing of trust
modules, clustering modules and routing modules in later steps.

3.2. Mobility Prediction using BiLSTM
In proposed MOTMER-VANET framework, mobility prediction module is designed to predict the future movement of vehicles to provide the
stability in creating clusters and providing stable routing in highly dynamic vehicular environments. Due to time-varying and non-linearity
characteristics of vehicular mobility patterns, classical prediction models, including Markov models or Kalman filters, are less accurate
when the vehicles move at high velocities, or when they move irregularly. To this end, the framework uses BiLSTM based predictive model
that successfully considers long-term dependence and other time-based associations between vehicular mobility parameters (speed,
acceleration, direction, and position). Each vehicle  periodically records its mobility feature vector that represented as Eq. (2).

2

K

M × N
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Where  represents mobility feature vector,  denotes vehicle’s geographical coordinates,  signifies acceleration,
 denotes velocity, and  stands for heading direction at time . These sequential features collected over a time window

 form the input sequence to the BiLSTM predictor, which outputs the predicted mobility vector represented as

.

BiLSTM is made up of two parallel LSTM layers with a forward layer that takes input sequences at  and a backward layer that
takes input sequences at  as shown in Fig. 2. The results of both layers are added together creating complete hidden
representation of motion dynamics. There are computations at every time step , which can be defined in the following way:

The Forget Gate is essential in the control of the passage of past memories in the BiLSTM memory cell. It dictates what features of
previous state of the cell needs to be remembered or forgotten depending on the input at present and previous hidden state. Considered
within the context of vehicular mobility prediction, this strategy enables the network to erase outdated or less important motion data and
maintain important mobility trends, which can be used in building accurate future trajectory predictions. It is possible to define the forget
gate as Eq. (3).

3

Where  denotes sigmoid activation function,  represents forget gate vector of forward layer,  indicates weight matrix for

forget gate,  represents current input vector,  denotes hidden state from prior time step, and  signifies bias term.

The Input Gate determines the acceptance of new motion information into the memory of the LSTM. It determines the significance of the
present state of the vehicle and the proportion of it that must be reflected on the changed cell state. The mathematical representation of
input gate is represented as Eq. (4).

4

Where  and  weight and bias term of input gate respectively.

At the same time, the Candidate State ( ) generates a potential new content vector, which is the possible modifications to the cell
memory given the current features of motion input. The sigmoid activation function at the input gate determines how much weight this
candidate information has and the tanh activation is used to make the numbers normalized between − 1 and 1 to be numerically stable. In
VANET situations, the mechanism can be used to make the model learn how recent changes in the motions such as acceleration change
or lane change influence the future path so that the model can adapt the learning based on the contemporary driving conditions. It is
mathematically presented as Eq. (5).

5

Cell State Update operation combines the forget and input gates output to compose the updated memory state. It is an accumulation of
the old long-term data of the last time step with the newly acquired mobility patterns of input. This mathematically is a weighted
summation of old cell state and candidate state. This architecture is such that the BiLSTM retains the historical context as well as adapts
to new data. This is useful especially in vehicular network where it is used to model long-term driving patterns and soften short-term
changes in behavior using Eq. (6).

6

Output Gate determines the percentage of updated cell state information that will be added into the hidden output which will be passed
across to the next time steps. It initially establishes the applicability of the existing memory content using a sigmoid function and then
processes the tanh-transformed cell state to produce the final output Hidden State as Eq. (7) and Eq. (8).
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7

8

This latent state summarizes a balance in time between both long-term and recent mobility information. Within the MOTMER-VANET
framework, this allows the BiLSTM to successfully summarize the dynamic behavior of the vehicle over time to generate a predictive
feature vector capable of predicting the future positions, and changes in connectivity. The resulting hidden state is a high-level temporal
embedding that increases the accuracy and robustness of mobility prediction even in case of highly changing traffic conditions.

In the backward LSTM layer, data are processed with reversed temporal sequences with the same equations using , , , ,
, . The last hidden representation at every time period  is the combination of both forward and backward hidden states as

Eq. (9).

9

Where  denotes concatenation operation.

This joint representation cuts across both historical and anticipatory motion characteristics hence enhancing the accuracy of subsequent
state prediction. A dense output layer is then used to obtain predicted mobility state as Eq. (10).

10

Where  and  are output weight matrix and bias term, respectively. The BiLSTM is trained with Mean Squared Error (MSE) loss value
with the help of following Eq. (11).

11

Where  signifies total number of samples,  and  are actual next mobility and predicted vector respectively.

After the prediction of next position, Predicted Link Stability (PLS) between two vehicles and  is evaluated using Eq. (12).

12

Where  and are current and predicted distance between vehicles  and , and  stands for communication range. A
higher PLS value signifies stronger and more reliable connectivity.

3.3. Adaptive Trust Reinforcement
The ATR mechanism is a key component of MOTMER-VANET system that can ensure the security, reliability, and cooperation of vehicular
nodes in communication. As VANETs work in dynamic and decentralized settings, malicious nodes can disrupt routing by falsely delivering
messages, dropping packets or flooding. Thus, ATR model is needed to constantly review the behavioral integrity of every node using
direct and indirect observations, and adapt to the mobility and environmental dynamics. Each  maintains a trust table of all its one-hop
neighbors which contains the dynamic trust values . There are two key elements in the computation of trust, which include direct
and indirect trust.
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3.3.1. Direct Trust Evaluation
Direct trust is a measure of the reliability of node  on a direct communication with node . It is calculated as the ratio between the
successful packet forwarding and cooperative communication behavior as Eq. (13).

13

Where  represents direct trust of node  as perceived by node  at time ,  indicates total number of packets
communicated from  through ,  and  are denotes number of successfully forwarded packets from  to , and
packets dropped by node  respectively.  represents weighting coefficient that balances successful forwarding and packet dropping
behavior with range of 0 and 1.

3.3.2. Indirect Trust Evaluation
In case of a situation where direct communication is inaccessible or in the short term, indirect trust is obtained based on the
recommendation of neighbouring nodes that have earlier on interacted with . It is calculated as Eq. (14).

14

Where  denotes indirect trust value of node  as perceived by node , represents set of neighbors of node , 
indicates recommendation weight allocated to node  based on its reliability.

3.3.3. Adaptive Trust Reinforcement and Update Mechanism
Adaptively, the total trust value of a node is formed by summing up direct and indirect trust, and the time decay of trust reinforcement
based on reinforcing-inspired reward mechanism. The adaptive update of trust function is represented using Eq. (15).

15

Where  indicates updated trust of node  as observed by node  at time ,  denotes weight factor
highlighting direct trust over indirect trust,  signifies reward term, reinforcing trust if node  effectively forwards or delivers
packets as predicted,  and  are adaptive learning rates that regulates the degree of trust increase and decrease, respectively, and

 defines penalty term, reducing trust if node  exhibits malicious behavior.

The reward term  is expressed as Eq. (16)

16

Where ,  are represents weighting coefficients satisfying ,  denotes energy consumed by node 
during time ,  indicates initial energy, and .

The penalty term  can be expressed as Eq. (17).

17

Where ,  are indicates coefficients for packet loss behavior and link instability penalties. This penalization dejects
untrustworthy forwarding performance.
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3.3.4. Trust Normalization
It is necessary that trust be normalized and classified. To make all trust values consistent irrespective of the changes in network
conditions, all trust values are normalised within the interval [0,1] as Eq. (18).

18

Where and are maximum and minimum trust values observed across all nodes. A decision threshold  (typically between
0.5–0.7) is applied to classify nodes as trusted if , and malicious if .

Even though no particular reinforcement learning agent is trained in the proposed ATR module, it adheres to the concepts of reinforcement
learning, where successful collaborative behavior is rewarded (increased trust), whereas malicious behavior is punished (reduced trust).
This dynamically-adjusting update, as a result of adaptive feedback, enables the trust system to dynamically adjust to the vehicular
situation, being robust to topology changes, energy changes, and temporary misbehaviour. The ATR module is used to make sure the
vehicles that are up and stable, yet energy-efficient and reliable in their behaviors are only subject to routing and cluster-head positions.
The MOTMER-VANET framework is able to provide both security and stability by exploiting ongoing direct and indirect trust updates
through a reinforcement-based adaptive learning process, which improves the resilience of the communication to blackhole, flooding and
collusion attacks.

3.4. Weighted CH Selection
CH selection process is one of the most important processes in the given MOTMER-VANET framework since it directly determines the
stability, reliability, and energy efficiency of the vehicular network. The CHs in this research are chosen based on a Weighted Multi-Factor
Decision Model which combines data of the predicted node stability, trustworthiness and residual energy of vehicles. The primary aim of
the proposed process is to achieve the capability of the chosen CHs to be strongly connected, maintain reliable communication, and have
energy-efficient operations in dynamic driving conditions. Assume that each node in the network is represented by , where

, and  is the total number of vehicles. The three fundamental metrics used to evaluate each node are node stability
( ), trustworthiness ( ) and residual energy ( ). The total Weighted CH Selection Score ( ) of a particular node is calculated using
Eq. (19).

19

Where , , and  are weight coefficients allocated to stability, trust, and energy, respectively, such that  and
these coefficients are dynamically adjusted based on network conditions.  signifies stability score of vehicles , resulting from BiLSTM-
based mobility prediction. It signifies the predicted link lifetime between node  and its adjacent nodes.  denotes trust score attained
from ATR module, representing behavioral reliability of node over time.  denotes normalized residual energy of node , specifying its
presented energy capacity.

3.4.1. Node Stability Estimation
The stability of node  reflects the stability of vehicle to stay connected with its neighbors during long period of time which minimizes
the overhead of vehicle having to re-select CH frequently. The link lifetime (LL) between node  and  is estimated on the basis of BiLSTM
model determine position  of a node using Eq. (20).

20

Where  denotes communication range of node,  denotes Euclidean distance between predicted future

positions of nodes  and , and  indicates relative velocity between two nodes.

The stability score  for node  is then calculated as the average link lifetime with all its neighbors using Eq. (21).
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Where  denotes set of neighbouring nodes of vehicle .

3.4.2. Trustworthiness Evaluation
The ATR mechanism, which combines direct interactions, indirect feedback, and reinforcement learning updates, generated the trust score

. This guarantees that the nodes that have good communication behavior and are most reliable are assigned a higher value of trust,
whereas malicious and unpredictable nodes are downgraded.

3.4.3. Residual Energy Estimation
Energy-aware selection is added to eliminate the frequent CH failures. The normalized residual energy of a node is provided by Eq. (22).

22

Where  and  are denotes initial and residual energy of node .

3.4.4. CH Selection Process
Once  has been computed on all the nodes in a cluster; the node with the largest score is chosen as CH using Eq. (23).

23

Where  signifies the set of candidate nodes in cluster.

The Weighted CH selection approach provides a trade-off between mobility stability, trustworthiness, and energy sustainability which has
made the CHs resilient and dependable even in the high mobility vehicle settings. Besides, the weighting factors , , and  are
dynamically revised according to network dynamics, with HSMOA tuning strategy, which provides the best CH distribution and minimizes
the communication overhead. This trust and mobility-based CH selection mechanism dramatically increases the network lifetime; ratio of
packet delivery and reliability of communication as opposed to the traditional single parameter CH selection mechanisms.

3.5. Multi-Objective Routing Optimization using HSMOA
VANETs are dynamic and heterogeneous, and therefore they need an adaptive routing optimization mechanism that can ensure network
stability, energy efficiency, and reliability between nodes. To overcome these difficulties, this study proposes a Multi-Objective Routing
Optimization model created on HSMA. The HSMOA combines the exploration oscillation of Stellar Oscillation Optimizer (SOO) and social
interaction strategy of exploitation of Mayfly Optimization Algorithm (MOA). This hybridization allows the concurrent optimization of
various opposing goals- i.e. node stability, residual energy, and trustworthiness thus improving the overall routing efficiency and reliability
in dynamic vehicular setting.

3.5.1. Objective Formulation
The optimization problem is stated as a multi-objective optimization problem consisting of an objective task to choose the best possible
combination of CHs and routing paths to the minimum link instability, maximum residual energy and maximum node trust. The total
fitness  is defined as Eq. (24).

24

Where , , and  are weight coefficients such that , indicating the relative significance of each metric.
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The HSMOA objective is to reduce  in the entire network and thus determine an optimum of stable, reliable and energy efficient
nodes to act as cluster heads and routing intermediaries. The mathematical model HSMOA is described in subsequent sections:

3.5.2. Initialization
The optimization starts with the initializing of HSMOA. Every  is a candidate routing configuration signature and

 represents the size of search space. Position value  represents the decision by a node  is to be a CH or a relay. The starting
positions are randomly selected on the search range using Eq. (25).

25

Where and are upper and lower bounds of search domain, respectively.

3.5.3. Stellar Oscillation Exploration Phase
The SOO element assists the global searching in the first stage of exploration; oscillatory movement driven by the stellar pulsation. The
oscillatory positions of each solution  are defined by Eq. (26).

26

Where  indicates global best solution at iteration ,  represents oscillation frequency at iteration ,  denotes time-
decaying scaling factor.

This type of search using oscillation is better at exploration and avoids premature convergence by adjusting dynamically the search
direction and amplitude. The best k solutions of the SOO phase are the elite oscillators which are refined further in the mayfly phase.

3.5.4. Mayfly Exploitation Phase
Localised exploitation is applied in MOA which resembles mating and movement of mayflies. Positions of the male and female mayflies
are denoted by position , and  respectively with respective velocities  and . The update equation of the male velocity is
expressed in Eq. (27).

27

Where are acceleration coefficients for personal and global learning,  denotes visibility coefficient that controlling decay with
distance, signifies adaptive oscillation influence factor, dynamically decreasing as increases to shift from exploration to
exploitation.  and  are Euclidean distances from present mayfly to its personal and global best positions, respectively

The updated position is then computed as Eq. (28).

28

There is an operation depending on its fitness with reference to its mate male for every female mayfly as Eqn. ().

29

Where  denotes female attraction coefficient,  indicates random flight coefficient for stochastic movement,  signifies male–
female distance.

3.5.5. Mating and Offspring Generation
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Elite male-female pairs are crossovered to produce offspring after they are updated with velocities and positions using Eq. (30) and
Eq. (31).

30

31

Where  denotes random crossover coefficient. The child inherits the characteristics of the two parents and fittest individuals take the
place of the unfit individuals in the culture.

3.5.6. Fitness Evaluation
The fitness function is used to evaluate each candidate solution (node or cluster configuration). The personal best and global
solutions are updated using Eq. (32) and Eq. (33) respectively.

32

33

It is repeated until the termination criterion is satisfied, either by reaching the maximum number of iterations Tis or by finding the
improvement in fitness insignificant.

3.5.7. HSMOA integration in Routing
The last solution  is derived by HSMOA is optimal CH and routing configuration that maximizes trust, energy efficiency, and
stability. This pattern is transmitted to the VANET to refresh the memberships of clusters and routing paths. The algorithm re-examines
dynamically the nodes depending on the periodical update of the mobility, energy, and trust values in which routing decisions are always
adaptive to network dynamics.

3.6. Priority-Based Dual Emergency Handling
VANETs are frequently subject to dynamic and time sensitive emergency cases. Management of such emergency cases is critical to
ensure that there is no delay in communication, collisions of packets, and loss of messages. A priority-based dual emergency handling
mechanism is introduced in MOTMER-VANET framework to achieve priorities-based, fast and reliable delivery of emergency messages
without interruption of the normal flow of data. The bifurcated character of this mechanism is two complementary layers of emergency
management (1) Priority-Aware Queue Scheduling, and (2) Dual Channel Access Control that are jointly used to ensure Quality of Service
(QoS) in the conditions of critical network conditions.

3.6.1. Priority Classification
Every message that is produced in the network is categorized to be of one of three levels of priorities depending on the urgency and nature
of message using Eq. (34).

34

Where  is the level of priority of message . This priority is attached to each message and it is sent to the Queue-Based Adaptive
Scheduler (QAS). Messages with critical emergency type are assigned absence of a delay, and the low-priority messages are temporarily
withheld or re-scheduled depending on the load in the network at a specific time.
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3.6.2. Queue-Based Adaptive Scheduling
The priority-based dual emergency handling module incorporates queue-based adaptive scheduler approach to control the transmission of
messages when traffic is congested and there is an emergency. The scheduler has three individual queues , , , which are critical
messages, high-priority, and normal respectively. A queue is assigned a dynamic weight scheduling  based on message priority and
existing network level of congestion as Eq. (35).

35

Where  represents dynamic scheduling weight for priority ,  signifies channel congestion coefficient, defined as the ratio of
busy slots to total available slots in communication channel.

Then the Transmission Probability ( ) of each message  is computed as Eq. (36).

36

This ensures that as the number of congestions rises, the delay of lower priority messages is proportionate and high priority and critical
packets prevail in the channel access. The queue is re-assessed on the basis of  time interval to adjust to the network dynamics.

3.6.3. Dual Channel Access Control
Besides the queue scheduling, the priority-based dual emergency handling uses a dual channel access control model that incorporates
Time Division Multiple Access (TDMA) and Carrier Sense Multiple Access (CSMA) models. In regular circumstances, the CSMA
mechanism is used to deal with conventional communications, which will allow elastic access to the medium. Nevertheless, the TDMA
slots are automatically adapted during emergencies to ensure that high priority messages with high priorities receive collision and
deterministic access. The condition of switching between CSMA and TDMA is a hybrid and determined by an Emergency Switching
Coefficient (ESC)  as given in Eq. (37).

37

TDMA slots are deterministically allocated to CH and the associated nodes when  so that the CH and the nodes can disseminate
emergency messages. The time slot  is dynamically calculated on the basis of message load as expression given in Eq. (38).

38

Where  denotes number of emergency messages awaiting transmission, and  stands for channel capacity.

This scheduling approach ensure that messages related to emergencies are provided with exclusive and non-interrupted access without
entirely interrupting any non-critical transmission involved.

3.6.4. Priority-based Forwarding Decision
After the emergency message has been received by a CH it calculates the next-hop forwarding node using a combined Priority Forwarding
Metric (PFM). The metric includes the score of the trust and the estimated stability of links between CHs and neighbor vehicles as
expression given in Eq. (39).

39
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Where denotes forwarding score from node  to node ;  represents trust score of candidates forwarding node ; 
defines predicted stability score between nodes  and .

The next-hop node with highest  is designated for message forwarding as expression stated in Eq. (40).

40

This ensures that the emergency messages are always passed over the most stable and reliable routes which minimizes the loss of
packets even during a state of attack or congestion.

The priority-based dual emergency handling allows merging adaptive scheduling with dual-channel switching and priority-based routing,
which has low latency, less congestion, security, dynamic adaptability. Therefore, priority-based dual emergency handling mechanism
presents a smart, coherent way of ensuring high reliability, stability, and timeliness in emergency data dissemination to VANET
environment.

4. Results and Discussion
The simulation outcomes and detailed analysis of proposed MOTMER-VANET framework are explained in subsequent sections.

4.1. Experimental Setup
To assess the functionality of the proposed MOTMER-VANET framework, the simulations were performed in large-scale simulations with
the MATLAB R2023b. The simulation environment was developed such that it simulated a very dynamic urban vehicle network with
changing vehicle density, mobility behavior, and communication limitations. The experiments were aimed at the investigation of the routing
stability, accuracy of trust, and energy efficiency in various attack conditions, blackhole and flooding attacks. Table 1 shows the
parameters settings of experiment.

Table 1
Simulation Parameters

Parameter Description / Value

Simulation tool MATLAB R2023b

Simulation area 2000 m × 2000 m

Number of vehicles 50–200

Vehicle speed 10–30 m/s

Mobility model Random Waypoint Model

Communication range 300 m

MAC layer protocol IEEE 802.11p

Simulation time 500 s

Packet size 512 bytes

Transmission rate 4 packets/s

Transmission power 0.4 W

Attacks simulated Blackhole attack, Flooding attack

4.2. Performance Metrics
To determine the effectiveness of proposed MOTMER-VANET framework in a comprehensive manner, a number of quantitative measures
were used to measure network stability, routing efficiency, energy consumption, and trust accuracy. Each of the metrics offers information
about a particular area of vehicular network performance when traffic is at different densities and attack conditions. The metrics that are
chosen are:

PFM ij i j Tj j Sij

i j

PFM ij

NH = argmax
j

(PFM ij)
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4.2.1. Packet Delivery Ratio (PDR)
PDR is used to measure the reliability in the transmission of data in the network and gives the percentage of data packets received
successfully to the destination nodes in comparison with the number of data packets sent by the source nodes. The mathematical
expression of PDR is stated in Eq. (41). A better PDR is the capability of the routing algorithm to reduce congestion, link-related failure, or
malicious node packet drops.

41

Where  indicates number of packet transmissions,  stands for number of packets sent from source node , and 
indicates number of packets successfully received at destination node .

4.2.2. End-to-End Delay
The average end to end delay is used to measure the delay of traversing a data packet through the network between the source and the
destination. It takes into consideration queuing delay, transmission delay, processing delay and propagation delay at the intermediate
nodes. With a smaller  a lower value means increased speed in data transmission, which is necessary in time-sensitive car uses like
collision warning systems and traffic lights timing.

42

Where  denotes total number of received packets,  and  are represents transmission and reception time of  packet.

4.2.3. Throughput
Throughput is a measure of data passing a communication channel successfully within a specific time period. It assesses the bandwidth
usage and effectiveness of the network in the transfer of useful information. Increase in throughput indicates the ability to control
congestion and maximize the use of resources on the vehicular network.

43

Where  denotes total number of packets successfully received,  indicates size of each data packet (in bits), and  denotes total
simulation time.

4.2.4. Energy Consumption
Energy consumption is an important parameter in VANETs particularly in ensuring connectivity on a long-term basis among the vehicles
and roadside units. It is the sum of energy consumed by all nodes in transmission, reception and processing control packets. Reduced
average energy consumption implies more energy-efficient routing algorithm and increased network life.

44

Where  denotes total number of nodes,  and  are initial and residual energy of node .

4.2.5. Cluster lifetime (CL)
CL is defined as the time interval during which a cluster remains effective without CH re-election. It replicates the stability of cluster
construction influenced by mobility prediction and CH selection.
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4.3. Performance Analysis Under Attack Scenarios
Black hole and flooding attacks are two of the most common malicious activities of VANETs that can have severe effects of
compromising routing system performance, augmenting data loss, and destabilizing networks. In order to test the resilience of proposed
model in an adversarial environment, simulation tests were performed based on Blackhole and Flooding attack cases.

A blackhole attack is made when a rogue node claims to have the shortest and most reliable path to his destination, which attracts
neighbouring traffic, and he instead of sending the packets, he discards them or modifies them. It leads to a high packet loss, reduced
throughput and retransmission. The black hole attackers were set to 10–20 percent of the nodes in the MATLAB simulation, meaning that
they maliciously dropped packets received. The results of proposed performance when compared to the base protocols are depicted in
Table 2.

Table 2
Performance Analysis of Blackhole Attack Scenario

Protocol PDR (%) Throughput (kbps) Trust Detection Accuracy (%)

AODV 63.5 174 72.6

DSR 68.4 198 76.3

GPSR 72.1 219 80.4

SAODV 83.7 265 91.2

Proposed 94.8 312 97.6

The proposed framework retains a Packet Delivery Ratio of 94.8, even in the case of blackhole attacks by 11.1 percent as compared to
SAODV and more than 31 percent as compared to AODV. This is mainly because of ATR mechanism, which keeps checking forwarding
behavior, fines abnormal packet drop and isolates malicious nodes. The HSMOA-based route selection also provides the fact that the
transmission of a packet is carried only by the nodes with the trusted and stable scores. Also, BiLSTM based mobility prediction lessens
the reliance on susceptible dynamic associations hence restraining the propagation impact of the attack.

Flooding attack is a kind of attack that is carried out by malicious nodes, where the malicious nodes send massive numbers of bogus
route requests or data packets in a bid to use up bandwidth as well as raise congestion and disrupt legitimate communications. This will
increase delays, throughput and power consumption. In the given experiment, around 10 percent of node was coded to spew out the
network with recurrent route demands. The outcome of the flooding attack is as shown in Table 3.

Table 3
Performance Analysis of Flooding Attack Scenario

Protocol PDR (%) End-to-End Delay (ms) Energy Consumption (J)

AODV 69.8 148 3.21

DSR 72.4 136 2.94

GPSR 76.3 127 2.71

SAODV 85.6 101 2.38

Proposed 93.1 78 1.97

In flooding attack environment, proposed attains a 93.1% PDR that is 8.8 and 23 percent higher than SAODV and AODV. The adaptive
scheduler incorporated into the Priority-Based Dual Emergency Handling (PDEH) mechanism is a queue-based packet prioritization
mechanism which is effective to differentiate legitimate packets and redundant packets and helps to avoid the possibility of queue
overflow and reduce the number of packets that are dropped. The trust reinforcement layer also reduces flooding by detecting those
nodes that send out too many control packets and as a result lowering their transmission priority or isolating them. As a result, the
proposed model achieves a lower average end-to-end delay, and energy consumption by 22.7% and 17.2% than SAODV, respectively, and all
ensures its stability and the ability to compete with other models in high-load and adversarial conditions.

4.4. Analysis of Scalability
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The scalability and adaptability of the proposed framework was tested through a simulation experiment by controlling the number of
vehicles (50 to 200). This analysis is aimed at investigating the impacts of network density on the performance of the communication,
routing stability, and the energy efficiency of the system. With the growth in the number of vehicles, the network topology dynamically
changes, leading to changes in the connectivity, lifetime of links and interference. Table 4 displays the results that were obtained with the
proposed model under varying densities of vehicles.

Table 4
Performance of Proposed Framework under Varying Number of Vehicles

Number of Vehicles PDR % End-to-End Delay (ms) Throughput (kbps) Energy Consumption (J) Cluster Lifetime (s)

50 96.8 72 341 2.14 79.6

75 98.1 67 357 2.02 83.5

100 98.9 63 374 1.91 87.3

150 98.6 66 368 1.96 85.8

200 98.2 71 359 2.08 82.4

The PDR improves from 96.8% (50 vehicles) to 98.9% (100 vehicles) due to accurate BiLSTM-based mobility prediction and trust-based
routing, then slightly decreases at higher densities because of channel contention. The End-to-End Delay decreases to 63 ms at 100
vehicles owing to optimal path selection via HSMOA, but rises marginally beyond 150 vehicles due to congestion. Throughput follows a
similar trend, peaking at 374 kbps for 100 vehicles, confirming efficient bandwidth utilization. Energy Consumption drops to its minimum
of 1.91 J at medium density, highlighting the benefit of adaptive clustering and energy-aware routing, and increases slightly under heavy
loads. The Cluster Lifetime extends to 87.3 s at 100 vehicles, reflecting stable CH formation and prolonged network connectivity. Overall,
the proposed framework achieves optimal performance at medium vehicular density while retaining strong scalability and resilience under
both sparse and dense network conditions. This confirms the proposed model's suitability for large-scale, and Intelligent Transportation
System (ITS) applications.

4.5. Performance Comparison of Proposed and Baseline Methods
The proposed MOTMER-VANET framework is compared with four benchmark routing protocols an Ad hoc On-Demand Distance Vector
(AODV), Dynamic Source Routing (DSR), Greedy Perimeter Stateless Routing (GPSR) and Secure AODV (SAODV) frameworks to compare
the performance of the proposed system. All the protocols were compared in terms of reliability of packet delivery, delay, throughput and
energy efficiency, lifetime of the cluster and accuracy of detection of trust as summarized in Table 5.

Table 5
Performance Analysis of Proposed and Baseline Methods

Performance Metric AODV DSR GPSR SAODV Proposed

Packet Delivery Ratio (PDR) (%) 87.9 89.3 91.2 93.5 98.9

End-to-End Delay (ms) 108 97 88 79 63

Throughput (kbps) 276 295 318 334 374

Energy Consumption (J) 2.86 2.71 2.43 2.28 1.91

Cluster Lifetime (s) 51.7 58.3 66.4 72.9 87.3

The PDR is the proportion of received packets that are received successfully at the destination and the packets that are sent by the source.
An increased PDR is a sign of increased dependability and stability of the routing protocol. The proposed MOTMER-VANET has the highest
PDR of 98.9 which is better than SAODV (93.5%), GPSR (91.2%), DSR (89.3%), and AODV (87.9%). This significant improvement can be
explained by the fact that it involves the BiLSTM-based mobility prediction and adaptive trust reinforcement that are effective in predicting
movements of the nodes and removing untrustworthy nodes. The HSMOA based routing optimization also helps in the effective path
discovery as it chooses the nodes that have better stability, left over energy and trust scores. These modules combine to reduce the
breakages of routes, retransmissions and loss of packets. The MOTMER-VANET design therefore guarantees an average data delivery
even in high mobility conditions with up to 12.6 percent better results compared to AODV and 5.4 percent compared to SAODV, thus
proving that it is effective in dynamically evolving situations. The delay is the mean value of data packet time spent on the route between
the source and destination. Reduced delay means improved and quick communication particularly critical in delay-sensitive vehicular
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usage. The average delay of the proposed MOTMER-VANET (63 ms) is much lower than AODV (108 ms), DSR (97 ms), GPSR (88 ms), and
SAODV (79 ms). Improvement of about 41.6 percent over AODV is attributed to the queue based adaptive scheduler and priority-based
dual emergency handling module, which gives priority to important messages to the safety of the network and dynamically adjusts
network congestion. Further, the hybrid TDMA-CSMA transmission model provides efficient use of the channel with minimum
retransmission overheads and collisions. The BiLSTM mobility predictor ensures the connections between clusters are kept constant,
which further decreases the amount of time route rediscovery takes. On the whole, this delay minimization through MOTMER-VANET
justifies its applicability in real-time traffic safety applications with regard to latency. Throughput is a metric that measures the rate at
which data is transferred successfully (in kbps) over the network. An increased throughput means that there is better utilization of
available bandwidth and the congestion is managed. The proposed MOTMER-VANET has throughput of 374 kbps which is higher than the
SAODV (334 kbps), GPSR (318 kbps), DSR (295 kbps) and AODV (276 kbps). This is largely attributed to the multi-objective optimization of
routing through HSMA where the trust, stability, and energy parameters are balanced in order to preserve the optimum paths. Also,
adaptive scheduling mechanism minimizes the transmission delays and the packet drop due to congestion in the network guaranteeing
high data delivery rates. The collaborative functionality of the BiLSTM mobility predictor and the trust assessment module avoids route
failure and malicious node interference and maintains constant throughput during dynamic vehicular conditions. Consequently, MOTMER-
VANET has a 12 and 26 per cent greater throughput than SAODV and AODV, respectively, which attests to its capacity to work in high-
density traffic settings.

Energy usage is an important aspect in VANETs because energy-saving communication guarantees the long-term network operation and
stable functioning of on-board units. The average power used by the suggested MOTMER-VANET during a communication round is 1.91 J,
and this value is significantly less than that of SAODV (2.28 J), GPSR (2.43 J), DSR (2.71 J) and AODV (2.86 J). The weighted CH selection
mechanism ensures this 15–33 percent of energy saving through servicing nodes with greater residual energy and stability to manage the
cluster. The HSMOA routing optimizer also chooses energy efficient routes so that no single node has to be overloaded and redundant
transmissions are minimized. The MOTMER-VANET architecture ensures sustainable energy use during the entire network life cycle by
avoiding energy wastage on the particular nodes and ensuring that energy is evenly distributed among clusters. The findings of this paper
support the idea that the given framework can be used to not only improve the security and performance but also make a significant
contribution to green and energy-aware vehicular communication. Cluster lifetime is the time period of cluster stability before a
reconfiguration is to be done because of mobility or energy losses among nodes. The longer cluster lifetime implies a better stability and
low control overhead. The proposed MOTMER-VANET has a cluster lifetime of 87.3 s, which is better than other methods. The
improvement of the latter is explained by the fact that BiLSTM mobility prediction is incorporated with trust and energy-based CH selection
which guarantees that extremely stable and reliable nodes become cluster leaders. The adaptive trust reinforcement mechanism ensures
that unstable or malicious nodes are not converted to CHs and therefore the frequency of cluster reformation is minimized. As a result,
MOTMER-VANET shows 19.7% increased cluster longevity than SAODV, which confirms its design as a stable and low-maintenance
clustering framework that can be used in large-scale vehicular deployments.

5. Conclusion
The study proposed MOTMER-VANET framework that resolves mobility management, trust-based routing and multi objective optimization
of vehicular networks that are critical. Through the inclusion of BiLSTM-based mobility prediction, the framework is able to successfully
predict vehicle paths and thus stabilizes the formation of links and minimizes route breakages. Adaptive Trust Reinforcement strategy will
provide the dynamic update of trust based on the reinforcement-based learning, which will prevent the blackhole attacks and flooding
attacks. The mechanism of Weighted Cluster Head Selection balances the residual energy, the trustworthiness and stability of the mobility,
resulting to the cluster longevity and effective use of energy. Global exploration and local exploitation of Multi-objective Routing HSMOA is
an effective method to improve routing performance via the integration of global exploration and local exploitation. This strategy assures
the choice of the best routes that have the shortest delay time, highest reliability, and energy economy. Also, the priority based dual
emergency handling system ranks the messages that are important during congestion to facilitate the real time communication of
vehicular safety messages. The simulation experiments confirmed the efficiency of proposed approach compared to the conventional
routing protocols including. The framework realized tremendous gains in PDR98.9%), End-to-End Delay (63 ms), and Cluster Lifetime (87.3
s), and minimized energy consumption and maximized throughput. Moreover, the system was very resilient to blackhole and flooding
attacks and was scaled with different vehicle densities. The proposed framework offers a powerful, intelligent, and secure routing
framework of the contemporary vehicular networks. Future expansion will be done in terms of incorporating 6G-enabling vehicular edge
intelligence, cross-layer optimization, and real-world trace-based simulations to enhance its real-time flexibility and implementation in
large-scale intelligent transportation systems.
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Figure 1

Overview of Proposed Framework
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Figure 2

Architecture of BiLSTM

Figure 2

Architecture of BiLSTM

Page 23/26



Figure 3

Analysis of Proposed Framework under Varying Number of Vehicles
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Figure 4

Analysis of Proposed and Existing Methods
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