Appendix A. Recommended VMware Ransomware Resilience Controls
The following controls are recommended to strengthen ransomware resilience in VMware environments regardless of the backup platform selected.
1. Implement immutable backup repositories or immutable snapshot technologies to protect recovery points from unauthorized modification or deletion.
1. Maintain multiple copies of backup data, including at least one offsite or logically isolated copy.
1. Enforce multi-factor authentication (MFA) for backup, virtualization, and management platforms.
1. Separate backup administrative accounts from domain administrator and production administrator accounts.
1. Apply role-based access control (RBAC) and least-privilege principles across backup and VMware environments.
1. Restrict direct access to backup repositories, backup appliances, and management interfaces.
1. Segment backup infrastructure from production networks to reduce lateral movement opportunities during cyberattacks.
1. Monitor backup administration activities and integrate security events with centralized logging and Security Information and Event Management (SIEM) platforms.
1. Perform periodic vulnerability assessments and security patching of backup servers, repositories, VMware vCenter Servers, and ESXi hosts.
1. Implement malware scanning, anomaly detection, or threat-hunting mechanisms as part of backup validation and recovery processes.
1. Conduct regular backup restore testing to verify recoverability, application functionality, and data integrity.
1. Develop and maintain documented ransomware recovery procedures, including recovery priorities, communication plans, and escalation paths.
1. Review backup retention policies periodically to ensure they align with organizational recovery objectives and regulatory requirements.
1. Protect VMware management components, including vCenter Server and ESXi hosts, using current security hardening recommendations.
1. Periodically validate disaster recovery and cyber-recovery capabilities through structured exercises and recovery simulations.

