Appendix A
	Group
	Theme
	Query strings
	Queries
	Tier 1 Records

	A
	Core IoT digital forensics
	IoT Digital Forensics
Internet of Things Forensics
IoT Forensic Framework
IoT Forensic Investigation
IoT Forensic Analysis
IoT Forensic Readiness
Digital Investigation Internet of Things
	7
	221

	B
	Evidence acquisition & preservation
	IoT Evidence Acquisition
IoT Evidence Collection
IoT Evidence Preservation
IoT Evidence Identification
Digital Evidence IoT
IoT Chain of Custody
IoT Evidence Integrity
Volatile Memory IoT
IoT Logging
Forensic Readiness IoT
	10
	255

	C
	Device & network forensics
	IoT Device Identification
IoT Device Fingerprinting
Device DNA IoT
IoT Network Forensics
IoT Cloud Forensics
IoT Edge Forensics
IoT Fog Forensics
IoT Firmware Forensics
IoT Memory Forensics
	9
	248

	D
	AI & intelligent forensics
	Machine Learning IoT Forensics
Deep Learning IoT Forensics
Artificial Intelligence Digital Forensics
Explainable AI Digital Forensics
XAI IoT Forensics
Knowledge Graph Digital Forensics
Large Language Models Digital Forensics
	7
	239

	E
	Blockchain & trust
	Blockchain IoT Forensics
Digital Evidence Integrity
Evidence Provenance
Evidence Traceability
Immutable Evidence
Blockchain Chain of Custody
Digital Evidence Trust
Distributed Ledger Digital Forensics
	8
	235

	F
	Formal methods
	Formal Verification Digital Forensics
Formal Methods IoT
TLA+ Digital Forensics
Petri Net Digital Forensics
Model Checking Digital Forensics
Formal Specification IoT
	6
	104

	G
	Fuzzy logic & evidence evaluation
	Fuzzy Logic Digital Forensics
Evidence Confidence
Evidence Weighting
Evidence Reliability
Evidence Credibility
Digital Evidence Assessment
Fuzzy Evidence Evaluation
	7
	121

	H
	Pattern of life & behaviour
	Pattern of Life Digital Investigation
Behaviour Reconstruction
Timeline Reconstruction
Event Correlation
Behaviour Analytics Digital Forensics
Digital Timeline Analysis
Activity Reconstruction
	7
	109

	I
	Application domains
	Smart Home Forensics
Industrial IoT Forensics
IIoT Forensics
IoMT Forensics
Medical IoT Forensics
Drone Forensics
UAV Forensics
Vehicle Forensics
Smart City Forensics
Wearable Device Forensics
	10
	249

	J
	Challenges & research gaps
	IoT Forensics Challenges
IoT Forensics Limitations
IoT Forensics Research Gaps
IoT Forensics Open Problems
IoT Forensics Future Directions
IoT Forensics Standardization
IoT Forensics Interoperability
	7
	197

	K
	Standards & legal
	ISO 27037 IoT
ISO 27043 IoT
NIST IoT Forensics
Digital Evidence Admissibility
Forensic Standards IoT
Legal Issues IoT Forensics
Cross Border Digital Evidence
	7
	139

	L
	Decentralised forensics
	Decentralised IoT Forensics
Distributed Digital Forensics
Collaborative Digital Forensics
Federated Digital Forensics
Privacy Preserving Digital Forensics
Edge Intelligence Forensics
	6
	149

	
	Total
	
	91
	1,098




