Highlights
Ultra-Fusion: A Multimodal Dynamic Detection Framework for Malware Classification with Hybrid Sequence Engine
- A trimodal RGB fingerprint encodes API identity, frequency, and category.
- A CNN-Mamba-Transformer engine captures long API sequences with linear complexity.
- Ultra-Fusion reaches 99.49% accuracy and 99.82% cross-dataset transfer.
- The model stays robust under 50% API injection attacks.
- Grad-CAM confirms learned process-injection semantics, not dataset noise.

