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Abstract:

Industrial IoT (IIoT) devices are used in Critical Information Infrastructure (CII) of the organization for
seamless communication and improve productivity of the organization. The traditional cyber security
approaches for such type of attacks are inadequate to counter sophisticated malware attacks. To tackle
such scenario, this paper introduces a novel approach of Hybrid Deep Ensemble Intrusion Detection
System (HDE- IDS) framework with dynamic Zero Trust Security enforcement. The proposed HDE- IDS
framework is a hybrid combination of Deep Neural Networks (DNN) and Ensemble (XGBoost) to mitigate
the cyber security threat of IloT infrastructure. The proposed framework incorporates the transformer
encoder which is being used to provide mechanism to distinguish benign traffic from malicious one using
DNN. While the XGBoost ensemble classifier performs final malware attack type detection and
classification and contributes to the adaptive risk scoring mechanism used by the zero-trust security.

The proposed approach uses CIC-IoT 2023 malware datasets for training and TON IoT dataset for
validation with the experimental evaluation. The proposed methodology outperforms classical approaches
with much improved performance parameters. Statistical analysis reveals that HDE-IDS model is stable,
consistent, and higher detection accuracy. Further, the model is validated by TON IoT dataset and used
to generalize the model for live unseen traffic. The proposed approach upscale the cyber resilience 1loT
infrastructure by strong integration of intelligent malware detection with Zero Trust Security (ZTS). The
proposed approach provides real time detection and isolation, adaptive trust management, provide
scalability, reduces false positives and false negatives, and able to achieve best stability and consistency.

Keywords— Deep Neural Network, Dynamic Trust Management, Extreme Gradient Boosting,
Hybrid Deep Learning-Enabled Intrusion Detection System, Industrial Internet of Things, Zero
Trust Security.

I. INTRODUCTION

Many IloT based cyber physical systems are used for seamless communication along with continuous data
monitoring and control. Many utilities sector uses I1oT devices such as smart sensors, meters, and actuators
as CII to provide real monitoring to perform advanced data analytics and predictive maintenance for
operation and control. While IloT based sensors not only enhances the monitoring, operational efficiency
and real-time decision making, but also increases the attack surface [1]. The attack like advance malware,
ransomware, fileless attacks and lateral movement campaigns posing critical cyber security risks to safety



of the IIoT based CII installation of the smart city [2]. Traditional signature-based malware detection and
protection system are ineffective for these zero day and polymorphic threats against this IloT based CII.
These systems are failed to detect like Advanced Persistent Threats (APTs) which introduce customize
malware [3]. Artificial Intelligence (Al) and Machine learning (ML) based malware intrusion detection
systems are being used predominantly [4]. Al based method leverage behavioral analytics, anomaly
detection and deep learning, and ensemble classification to identify malicious patterns with high
dimensional IIoT traffic data. However, most of the Al base malware detection system focus on attack
type detection and classification accuracy without integrating dynamic trust evaluation, contextual risk
assessment, and adaptive policy enforcement. Moreover, industrial CII environments require reliability,
explainability, and low latency decision making are constraints that many Al systems fails to satisfy [5].

Zero Trust Security (ZTS) is work on the concept of “No Trust but verify and continuously authenticate”.
Fig. 1 depict NIST Zero Trust Architecture [6]. ZTS enforcement on the CII is for the real time explicit
verification, least privilege access, micro segmentation, and restricted lateral movements[7]. Unlike
traditional perimeter-based security models, ZTS continuously validates the user identities, device posture,
behavioral attributes, and contextual risk before granting access. In ZTS, dynamic enforcement can limit
lateral movement of the malware, isolate compromised devices, and adapt security policies in response to
real time threat intelligence.
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A. Literature Survey

The increasing emphasis on securing IloT infrastructures has led to the development of numerous
intelligent security frameworks addressing diverse challenges and application scenarios.

These contributions exhibit considerable variations in terms of architectural design, detection capabilities,
evaluation methodologies, and practical applicability. A systematic comparison of representative studies



is presented below in Table 1 to provide an overview of the existing research landscape and to identify the
limitations that motivate the present work.

Table 1 Comparative Analysis of Existing Al-Based Security Frameworks

Reference Framework / | Application Key Contribution Research Gap
Technique Domain
[8] Farhan XAI-CPPS CPPS XAl-driven intrusion No Federated
et al. detection with improved | Learning/ZTA
interpretability. integration; limited
industrial validation.
[9] XAI-IoT IoT Anomaly | Explainable anomaly Limited cross-dataset
Gummadi et Detection detection with validation; no
al. transparent security Federated Learning
decisions and reduced integration.
false positives.
[10] Jeon et | Multi-SPPNet | Smart [oT Lightweight static High model
al. Malware malware detector with complexity; lacks Zero
Detection high detection accuracy. | Trust/privacy
integration.
[11] Wazid Explainable Intelligent Hybrid CNN-LSTM Domain-specific
et al. DL Malware Transport model learns spatial and | framework with
Detection Systems temporal attack patterns. | limited cross-dataset
scalability.
[12] XAI Botnet IoT Botnet Introduces quantitative Limited explainability
Kalakoti et | Detection Detection explainability metrics for | metrics and no
al. botnet detection. resource constrained
IoT validation.
[13] AD-5GIoT 5G-enabled Hybrid DNN/CNN- Centralized training
Pirbhulal et IoT LSTM ensemble model and limited zero-day
al. for anomaly detection. attack validation.
[14] Pallavi | Polymorphic IoT Malware Real-time polymorphic Heavy dependence on
et al. Malware Detection malware detection using | synthetic data and
Detection RF, SVM and DNN. limited hardware
validation.
[15] Lefoane | NMF + LSA Malware Combines dimensionality | Traditional ML-based
et al. Hybrid Feature | Detection reduction and latent approach lacking Zero
Selection feature extraction for Trust alignment.
improved malware
detection.
[16] Shtayat | Explainable IIoT Intrusion | CNN-LSTM-DNN High computational
et al. Ensemble Detection ensemble with overhead and limited
Deep Learning explainability for [loT lightweight 1loT
(EEDL) intrusion detection. evaluation.
[17] Alamro | Bayesian IoT Cyber Bayesian optimized Limited transfer scope
et al. Optimized Attack transfer learning and absence of
Transfer Detection improves cyber-attack immutable security
Learning detection on resource architecture.

(BOTL)

constrained IoT devices.




[18] Al-Sadi

Federated

Smart City [oT

Combines Federated

Early-stage prototype

et al. Learning + Learning with Edge Al with limited state-of-
Zero Trust for adaptive Zero Trust the-art comparison.
Security.
[19] Alanazi | Blockchain- IoT Security Privacy-preserving Zero | Scalability under large
et al. enabled Zero Trust framework IoT deployments not
Trust integrating Blockchain fully evaluated.
Framework and domain-adaptive
anomaly detection.
[20] Hussain | Privacy- IoT Security Integrates Zero Trust, Noise introduced by
et al. preserving Federated Learning, Differential Privacy
Zero Trust Differential Privacy, and | and scalability
Framework Blockchain for secure challenges.
IoT.
[21] Ullah et | ZTID-IoV Internet of Combines Zero Trust, Scalability across
al. Vehicles (IoV) | Neurosymbolic Al, and | heterogeneous loT
Federated Meta Learning | environments not
for vehicle intrusion validated.
detection.
[22] Differential Resource- Integrates Zero Trust and | No real-time
Nawshin et | Privacy constrained Differential Privacy for | implementation and no
al. Malware [oT privacy-aware malware zero-day attack
Detection detection. analysis.
[23] Zukaib | Meta-IDS Medical IoT Meta-learning IDS using | Limited explainability
et al. MAML for handling and absence of
imbalanced and Blockchain-based trust
heterogeneous medical management.
[oT traffic.
[24] Khan et | Context-aware | Internet of Context-aware trust Limited to vehicular
al. Zero Trust Vehicles (IoV) | evaluation integrated environments; broader
Framework with ML-based intrusion | [oT deployment not
detection. evaluated.
[25] Al-enabled 6G-enabled Lightweight Al-assisted | Limited to
Sakraoui et | Blockchain [oT authentication integrated | authentication; full
al. Authentication with blockchain trust IDS evaluation not
management. provided.
[26] Kaur et | Federated [IoT Intrusion | Integrates Federated High computational
al. Learning with | Detection Learning, DRL, and and communication
DRL-GRU GRU for energy-efficient | overhead with limited
and privacy-preserving explainability.
intrusion detection.
[27] Mao et | FeCoGraph Few-shot Federated contrastive Scalability challenges
al. Malware learning using graph and dependence on
Detection structural information graph quality.
improves few-shot
detection.
[28] Extensible ML | Encrypted Uses uncertainty Experimental setup
Jorgensen et | Framework Traffic quantification for robust | limited to VPN traffic
al. Classification | encrypted traffic environments.

classification.




[29] Liu et ATVITSC Network Combines Transformer- | Limited dataset
al. Traffic based packet diversity and
Classification | representation with 1D scalability evaluation.
CNN local byte features
for improved
classification.
[30] Zero Trust- IoT Networks | Integrates Random Static zone
Srivastava et | enabled IDS Forest with Zero Trust configuration without
al. conduit-zone adaptive segmentation
segmentation to prevent | mechanism.
lateral movement attacks.
[31] V. M. U. | Al-enabled IoT Security Al-integrated layered No scalability analysis
et al. IoT Security architecture for secure or experimental
Survey IoT orchestration. validation.
[32] Mwangi | Binary IoT Malware Demonstrates Limited datasets and
et al. Diversification | Detection vulnerability of ML structure-based
malware detectors to analysis only.
binary transformations.
[33] XAl-based 10T Intrusion Reviews Explainable AI | No Zero Trust
Moustafa et | IDS Survey Detection techniques for IDS integration and limited
al. transparency. validation.
[34] Hussain | Hybrid Malware Survey’s static, dynamic, | No unified benchmark
et al. Malware Detection and hybrid deep learning | or validation
Detection methods. framework.
Survey
[35] Wang et | Al-enabled Mobile Edge Reviews Al-based Ignores adversarial
al. MEC Security | Computing security and privacy attacks and real-time
mechanisms for MEC. orchestration.
[36] Blockchain-Al | Industry 4.0 Al and Blockchain High computational
Rahman et CPS Protection | CPS framework for APT cost and no zero-day
al. detection. evaluation.
[37] Liu et Zero Trust IoT Networks | Reviews Zero Trust Limited Al
al. Survey architecture and enabling | implementation and
technologies. experimental
validation.
[38] Zhu et Blockchain- Healthcare Secures healthcare High overhead and
al. enabled Zero [oMT communication using limited validation.
Trust Blockchain and Zero
Trust.
[39] Dynamic Trust | [oT & 6G Adaptive trust scoring for | Limited zero-day and
Mahmood et | Framework edge devices. device variability
al. analysis.
[40] Iftikhar | Edge-centric Smart City [oT | Integrates SDN, Edge Controller dependency
et al. Smart City Computing, and Zero and interoperability
Security Trust. issues.
[41] Diaz et | Zero Trust Distributed Token-based scalable No Al integration or
al. Token Firewall Zero Trust authorization. | trust evaluation.

Authorization




[42] Blockchain- Decentralized | Combines Blockchain, High overhead and
Peepliwal et | ZTA Clinical Trials | Zero Trust, and Eigen limited insider threat
al. Framework Trust-PBFT. analysis.
[43] Han et | HGFF Wireless Optimizes mobile sink Limited adaptability to
al. Sensor routing using DRL and topology changes.
Networks graphs.
[44] Chai et | Few-shot Malware Dynamic prototype- Computationally
al. Incremental Detection based incremental expensive and dataset
Learning malware learning. imbalance issues.
[45] Djaidja | Attention- Network Enables early intrusion High complexity and
et al. based RNN Intrusion detection using RNN limited zero-day
NIDS Detection with attention. generalization.
[46] Zha et Adaptive Network Adaptive real-time Depends on synthetic
al. NIDS Intrusion intrusion detection for data and limited zero-
Detection dynamic networks. day evaluation.
[47] Yang et | Open-set [IoT | Industrial [oT | Lightweight open-set Concept drift and lack
al. IDS intrusion detection for of industrial
unknown attacks. validation.

The detailed organization of the paper is outlined here. Section I is the introduction and includes a review
of the related literature. Section Il analyses and summarizes the gaps in the present scenario of cyber security
in Industrial Internet of Things in CII setup. Section III outlines the proposed framework. Section IV
represents the research methodology with mathematical modelling. Section V demonstrates the
experimental setup, evaluation procedure and results. Section VI represents Comparative performance
analysis with some existing techniques followed by conclusion in Section VII.

II. GAP ANALYSIS

Based on the literature surveyed it is being observed that security is a predominant challenge in the CII
infrastructure composed of IloT. The spread of attack vector and increase of attack surface causes high
vulnerability causing threat to CII infrastructure. The present countermeasure techniques of these attacks
are limited and is challenging due to employment of conventional signature-based detection and protection
techniques and not being adaptive to the varying attack patterns of the malware, polymorphic attack, and
distributed denial of service attacks. The major gaps identified are detailed as follows:

1. Poor detection of polymorphic malware.

2. High false positive rate effecting operation continuity.

3. Lack of adaptive trust evaluation mechanisms.

4. Absence of dynamic integration between detection systems and zero trust security.
5. Insufficient real world experimental validation in IloT CII scenarios.

The gaps identified is being investigated for the security of the IloT devices from the sophisticated attacks
in this research. The proposed framework is tested and validated with the regress evaluation with the
methods detailed in upcoming sections.

III. PROPOSAL

The gap analysis revealed that CII based industrial security structure is altogether different from
traditional cyber security. To understand the CII based infrastructure the paper inducted Purdue Enterprise



Reference Architecture (PERA) depicted in Fig. 2 for a city water utility. The PERA architecture helps in
understanding the gaps observed and the suggesting the proposal. Based on the PERA architecture it being
observed that I1oT installation is a perimeter less installation where attack surface is large and attack vector
is predominant.
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Fig.2 Proposed PERA Diagram

To cater such threats with large attack surface, need an artificial intelligence (Al) driven framework
which should be capable of detecting and protecting the sophisticated threats mentioned in the gap analysis.
This paper proposes a novel framework HDE-IDS which is a combination of Deep Neural Networks (DNN)
and Ensemble (XGBoost) based Intrusion Detection System with Dynamic Zero Trust security with [IoT
environment. The proposed framework experimentally:

1. Design multi-criteria feature extraction

2. Al-driven malware detection.



i.  Deep Neural Networks
ii.  Transformer based sequence modelling
iii.  Ensemble learning methods (XGBoost)
3. Dynamic ZTS enforcement that
i.  Continuously recalculates device trust scores
ii.  Dynamically adjusts access privileges.
iii.  Applies micro-segmentation to restrict lateral movements
4. Experimental validation.

5.  Comparison of performance with existing framework.

IV.RESEARCH METHODOLOGY

The proposed HDE-IDS framework is designed to protect Industrial IoT (IloT) devices against
sophisticated malware attacks. The IloT system continuously monitors parameters and enabling the concern
authority to perform real-time monitoring, analytics, predictive maintenance, and operational control. The
proposed methodology follows an experimental research design.

The core objective is to design an HDE- IDS framework where:

1. A transformer encoder which is being used to extract temporal behavioural representations from
IIoT network data.

2. An XGBoost classifier performs final malware detection using deep latent features.
3. A multi-criteria risk model dynamically updates Zero Trust enforcement decisions.

The proposed research methodology proposed to secure the IloT installation using HDE- IDS
framework. HDE- IDS framework is the combination of Deep Neural Networks (DNN), and Ensemble
(XGBoost) and is depicted in Fig. 3. The proposed framework undergoes offline training, provide online
inferences, and is based on adaptive risk score model. The HDE-IDS integrated with zero trust based
adaptive security for real time IIoT protection.

Fig. 3 depicting the proposed research methodology, where malware attack detection being done by
integrating advance deep learning, ensemble machine learning, feature engineering, risk aware trust
evaluation, and adaptive feedback learning for continuous model improvement. The proposed framework
incorporates both offline and online inference stages to support data generalization, real-time threat
detection and adaptive security decision using zero-trust enforcement.

A. Dataset Used

Two Dataset being used in this paper, for offline IIoT traffic CICIoT2023 dataset being used and for
online TON_IoT dataset is being used. Here the primary training dataset is CICIoT2023, which contains
various attack categories and being used to train Transformer and XGBoost. TON_IoT dataset is being used
for the online inferences and generalisation of the trained model.

The CICIoT2023 dataset contains 33 different attack variations that have been classified into 07 standard
categories namely DDoS, DoS, Reconnaissance, Brute Force attacks, Web-Based attacks, Spoofing attacks,
and Mirai Botnet Variants along with benign traffic. Table 2 shows 10 attack type that are representative
and are chosen based on rank of count and percentage from the CICIoT2023 dataset.
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Table 2 Attack Representatives from CICIoT2023 dataset

Rank Label Count Percentage (%)
1 DDoS-UDP_Flood 1650000 9.5
2 DDoS-TCP_Flood 1520000 8.8
3 DDoS-ICMP_Flood 1430000 8.2
4 DDoS-SYN_Flood 1320000 7.6
5 DoS-UDP_Flood 1180000 6.8
6 DoS-TCP_Flood 1060000 6.1
7 DoS-SYN_Flood 970000 5.6
8 PortScan 890000 5.1
9 Merai-Griep Flood 760000 4.4

10 Merai-UDP Plain 690000 4.0

During training, each network flow record from training dataset of CICIOT2023 is transform into a
structured feature vector. These structured feature vectors are arranged as temporal sequence of network
flows, allowing the Transformer encoder to learn sequential traffic behaviour patterns. The encoder applies
the self-attention mechanism, which evaluates relationships between different flows in the sequence and
assigns importance weights to each element. This enables the model to identify abnormal traffic bursts,
coordinate attack behaviour, or unusual communication interval which are common in IIoT malware
attacks.

To evaluate the HDE-IDS framework for city water utility IIoT setup, the TON IoT dataset is
incorporated to simulate online IIoT traffic and device telemetry data. The TON_IoT dataset used to check
the effectiveness of the framework in real world scenarios. The dataset contains sensor logs, operating
system events and network traffic generated from IIoT devices. The TON IoT dataset are also process
through the same line — Data ingestion, Pre-processing, Feature engineering, Transformer embedding, and
XGBoost classification before the hybrid prediction converted into the risk score within the Zero trust
security.

B. Data Ingestion

In this stage of research methodology data is being collected from multiple sources like CICIoT2023
dataset for offline training and TON IoT dataset for online inferences. SIEM (Security Information and
Event Management) and SOC (Security Operation Centre) telemetry data is also collected also collected at
this stage. The telemetry data contains firewall logs, network flow, IPS/IDS alerts, authentication logs,
Endpoint Detection logs, I1oT devices telemetry and Switch/Router logs.

Data ingestion stage is act as data acquisition layer of the framework and implemented using CSV based
batch loading for CICIoT2023 and TON_IoT. Packet capture mechanism for Network flow traffic and
streaming mechanism for SIEM / SOC telemetry data. Finally, all captured data from CICIoT2023,
TON _IoT and SIEM / SOC telemetry data for ETL (Extract, Transform and Load) for further storage and
processing.

C. Data Pre-processing

This stage of research methodology, data pre-processing is important because of data preparation and
cleansing. Pre-processing is required to improve the data quality of the data and model training. In the data
pre-processing missing value handling, duplicate data handling, normalisation, and noise removal being



performed. In this process Scikit-learn being used for the feature distribution for make data suitable for deep
learning and machine learning models. To make model unbiased for majority attack class and rare attack
class get ignored data is also prepared for class imbalance weights calculated and applied before model
training.

The Data Pre-processing stage is also performing data transformation and normalization which shall be
utmost important for HDE- IDS framework. Data is normalized for further processing and needs to be
statistically unbiased. The Data pre-processing ensure consistency of the data, temporal integrity, and
processing readiness of IloT traffic before model training and inference. Let the ingested dataset be
represented as:

D= {(xi; Yis ti)}liv=1 (1)

Eq. (1) defines the dataset consisting of N samples, where x; € R¢ is the d-dimensional feature vector
(like flow, telemetry) of i network flow, y; € Y; is the class label (attack/benign), and t; is the
timestamp.

a) Missing Value handling

To address incomplete observations, mean imputation is applied. Let x;; be the i feature of sample i. If
X;j 1s missing, common imputation is

Where (2; = {i= x;; is observed}. 2)
o Median Imputation
X;j«—— median {x;;: i€l } 3)
Eq. (3) replaces missing feature values with the median of that feature’s observed values.
b) Duplicate Removal
Let s;, denote a unique flow signature. The cleaned dataset is defined as
D" ={(x;, yi, t;) € D s; & | {Sk }ies} 4)
Eq. (4) remove duplicated flow records based on signature uniqueness.
¢) Temporal Ordering (for sequence learning)
Dsorted = sort (D’, by ¢; 5)
Eq. (5) ensures temporal coherence required for Transformer based sequence learning.
d) Feature Normalization
To prevent magnitude dominance across heterogeneous features, Z-score standardization is applied.
Xij — Wy
gj

Zij =

(6)

Eq. (6) standardizes feature j to zero mean and unit variance.

1
Ji :\/m Dienj( xij — pj)2 (7)

Eq. (7) computes the standard deviation of feature j.

Alternatively, Min-Max scaling is defined as:

Xij — min(x.j)

Xij

®)

B max(x.j)—min(x.j)



Eq. (8) rescales features to the interval [0,1].
e) Categorical Encoding

For categorical variance ¢ with K classes,

A categorical feature c € {1, ....... , K}, one-hot vector e(c) € {0,1}K
one hot encoding is:
1 ifk=c
= 9
e () {O otherwise ©)

Eq. (9) transform categorical attributes into binary vector suitable for machine learning models
f) Sequence Construction (Transformer Input)
Multi-level label mapping (fine —» coarse —» binary)
If Vfine is the set of 33 attack type plus benign, define mapping:
g Yrine = Yeoarse
Example of coarse classes:
Y coarse = {Benign, DDOS, DOS, Recon, Brute Force, Web, Spoofing, Mirai}
Binary Mapping:

hv) = y = Benign
2 _{ 1 ye yfine\ {Benign}

For time series modelling, create sliding windows of length L with stride s.

Let the order samples be { X, }r{;:l . Then the k-th sequence is:
SK =1 Xgy Xpigaiseeeennnn Xekrr—1] € REX4 (10)
Eq. (10) defines the k™ input sequence used for transformer training.
While the window index is computed as:
ty=1+(k-1)s (11)
Eq. (11) determines the starting position of each window using stride s.
If label is per-window, common choice is:
Last-event label
Ye = Ytk+r-1 (12)
Eq. (12) assign the sequence label using the last flow in the window.

If label is assigned the class that appears most frequently with in a sequence window the common choice
1s:

Majority Label
L-1
Vi = argmaxeey ) 10, = ©) (13)
r=0

Eq. (13) shows y; is the label of sequence k, and c is the candidate class in label set Y, and the indicator
function counts how many times class ¢ appears in the window of length L.

g) Class Imbalance weighing



To mitigate imbalance, class weights are defined as
N
K. Nc

Eq. (14) assigns inverse-frequency weights, where N be the total samples, K is total number of classes,
and Nc¢ is the number of samples in class c.

W, (14)

Weighted cross-entropy (multi-class) loss is expressed as:

£ = =YX wylogpby;|x) (15)
For binary

N
£ = _Z[lei logp; + wo(1 — y;)log(1 —py] (16)

i=1
Eq. (16) penalizes misclassification of minority classes more strongly.
D. Feature Engineering

Sophisticated frameworks like HDE-IDS required to understand temporal dependencies like current
packet dependence on previous packet over time scale or sequence for better analysis and attack detection.
This stage of research methodology usually transformed pre-processed traffic data into meaningful security
related features such as flow duration, packet size statistics, packet rate, byte rate, TCP flags such as SYN,
ACK, RST, protocol encoding and communication frequency patterns.

This feature engineering stage deployed sliding window sequence generation to transform network
traffic into sequential time series presentations as the HDE-IDS framework required to learn temporal
dependencies. After the sequential time series presentations, statistical feature extraction and temporal
sequence generation techniques are used to convert the discriminative representations that improve the
model performance and reduce redundancy. Let the cleaned dataset obtained after pre-processing be
defined as:

D = {(x;, i)} (17)

Eq. (17) define the dataset consisting of N samples where x; € R 4is the feature vector, y; € Y denotes
associated class label.

The feature engineering stage develop an optimized subset of informative features:

F'={fifar e Jmt m< d (18)

Eq. (18) represents the reduced feature set F* selected from the d features to improve predictive
efficiency.

a) Statistical Feature Construction

For network traffic flows containing n packets with packet size values p;, p, ....... Dn, the mean
packet size is computed as:

n

1
by = — Z pi (19)

i=1
Eq. (19) calculate the average packet size of a network flow.

The variance of packet size is defined as

n
WE = = (P iy ) (20)
P n b; Hp

i=1



Eq. (20) measures the variability of packet sizes within the flow.
b) Feature Relevance Estimation
Feature importance can be evaluated using Information Gain based on entropy reduction
IG(f)) = H(Y)-H(Y|f;) (21)
Eq. (21) measures how much knowledge of feature f; reduces uncertainty in the class label Y.

The Entropy of class label is defined as
H(Y) = — Z P(c)log,P(c) (22)

CEY

Eq. (22) quantifies the uncertainty associated with class distribution.

The conditional Entropy after observing feature f; is

HY | f;) = = Xvev; P(W) Xeey P(c [V)log,P(c|v) (23)
Eq. (23) measures the remaining uncertainty in the class labels after splitting on feature f;.
Feature representation defined as:
X=[2%,Xp,0e..... ,xy] € RNxm (24)
Eq. (24) represents the engineered feature matrix.
¢) Ensemble - Based feature Importance

For tree-based ensemble models like XGBoost, feature importance is calculated based on the
reduction in loss when a feature is used for splitting.

K
Gain(fj) = ) AL (25)

Eq. (25) computes the cumulative loss reduction contributed by feature f; across K decision tree splits.

So, the feature engineering stage derives statistical descriptors, evaluates feature relevance using Entropy
based metrics, and selects an optimized feature subset based on importance scores. This process enhances
detection performance while reducing feature redundancy and computational complexity in framework.

E. Transformer Encoder

The extracted sequential features are input to the Transformer Encoder, which is primarily deep learning
component of the HDE-IDS framework. The Transformer Encoder architecture is a Transformer-based
Deep Neural Network (DNN) consist of multi head self-attention layers and feed forward neural networks.
Its primary objective is to learn temporal behavioural representations, sequential attack dependencies,
communication patterns and deep latent features from the IloT traffic. At the time of training, it uses
AdamW optimiser with backpropagation and binary cross-entropy loss minimisation.

The Transformer learns these patterns through supervised learning, where each sequence is associated
with a known class label (i.e., benign or attack). The model produces a predicted probability for each class,
and the difference between the predicted output and true label is measured using a cross-entropy loss
function. The network parameters are then updated through gradient optimization algorithm like AdamW,
to minimize the classification error. Through repeated training iterations the Transformer encoder gradually
learns meaningful temporal representations of IloT traffic that help distinguish benign traffic from
malicious one.



After training, the Transformer encoder generates contextual embedding vectors representing the
temporal behaviour of each traffic sequence. These embeddings captures both short term and long-range
dependencies among network flow, making them highly effective for identifying distributed or stealthy
attacks. The learned embeddings are then forwarded to the XGBoost ensemble classifier, which performs
final attack type detection and classification and contributes to the adaptive risk scoring mechanism used
by the zero-trust security.

To capture temporal dependences, the dataset is converted to into sequences as:
Sie = [ Xeys Xegyys oovenneen s Xtpypq] (26)
Eq. (26) defines the k" input sequence with window length L.
The sequence is converted into embedding vectors.
Ej, = Embedding (Sy) (27)
Where Ej is Embedded sequence representation.
Then positional encoding is added as E
E,= E, + PE (28)
Where PE is positional encoding and helping the encoder to understand order of the packets.

In Transformer process, embedded sequence is projected into three metrices i.e., Query (Q), Key (K),
and Value (V) to learn relationship between different elements in sequence.

Q = Ex W (29)
K = E, Wy (30)
V =E, W, (31)

Q represents what information does the model is looking from the previous packet
K represents what information does previous packet carrying
V represents what actual information is

Now the self-attention mechanism is applied by the Transformer to determine which particular previous
packets are important. The self-attention mechanism depicted as

T

Q
Attention (Q, K, V) = softmax (
Vdj

Eq. (32) computes the scaled dot-product attention used by the Transformer encoder.

Y (32)

Where QKT called first similarity score and measures relation between current packet and previous

packets and Vd,, called scaling factor used to normalize large values. While Softmax is a function used to
convert similarity scores between packets (from Q and K) into normalized attention weights. It helps the
model to know which previous packet is important enough to understand the current packet.

Transformer output depicted as:
h;, = Transformer ( Sy ) (33)
Eq. (33) generates the temporal embedding vector hy,.
F. Deep Latent Feature Extractor

Transformer encoder generates the deep latent feature representations or hidden behavioural patterns
after processing of sequential traffic data. These latent embeddings able to capture complex attack
characteristics due to malware activity, abnormal communication patterns, and temporal dependencies.



These learned embeddings served as compressed high-level representations for secondary classification at
XGBoost classifier. The temporal embedding vector h;, become the deep latent feature Z.

Z = (hy) (34)
and pgeep 1s the deep model probability score. The deep model probability score is defined as
Pdeep = O (Why, +b) (35)

Where Why, is the trainable weight matrix while b is the bias, and ¢ is the weight parameter and sigmoid
function (used to convert normal output to probability value between 0 and 1, usually it is 0.5).

G. XGBoost Classifier & Prediction

The deep latent feature vector Z extracted by the deep latent feature extractor is used as input to the
XGBoost ensemble classifier. The XGBoost is a supervised machine learning ensemble algorithm based on
gradient boosted multiple decision trees. It learns nonlinear decision boundaries from the Transformer latent
features and provide reliable attack type detection and classification by optimising classification loss
iteratively through boosting. This stage improves attack discrimination capability, reduces classification
bias, and enhances generalization across heterogeneous datasets. The output from the XGBoost classifier is

M
=D fu® 36)
m=1

Eq. (36) represents the aggregated score from M decision trees and f;,, (Z) is the is the output of each
decision tree.

The XGBoost probability score is defined as

PxGpoost = O (Z%=1 fm(2)) (37)

The transformer layer learns temporal representations of network traffic, while the XGBoost layer
performs robust ensemble classification using the learned embeddings. The combination of deep sequential
learning and gradient boost decision trees enhances detection accuracy and generalization capability for the
[IoT malware detection.

H. Fusion / Ensemble

The Fusion and Ensemble layer integrates the prediction from the Transformer based deep learning
model and the XGBoost ensemble classifier to generate a robust a reliable decision score for I[loT malware
detection. The Fusion mechanism combines these predictions to improve detection accuracy and reduce
false positives. The ensemble mechanism improves model robustness through multiple learners, while the
fusion mechanism integrates heterogeneous model outputs to leverage complementary predictive
capabilities. The weighted Fusion mechanism allows the framework to balance contributions from both the
models. The hybrid prediction or fused prediction is computed using weighted fusion as

Phybrid = @ Pgeep T (1 -@)DPxgpoost (38)
Eq. (38) combines the probability scores from the deep model and XGBoost classifier.
I. Final HDE-IDS Prediction

The hybrid prediction or attack prediction py,,,riq provide by fusion / ensemble stage is final prediction
of the HDE-IDS framework. From ppypiq final classification decision ¥ is calculated to understand
whether incoming traffic is malicious or benign as

5 = {1 Phybria = T

0 Phybria <T (39)



Eq. (39) assigns the input traffic instance to the malicious class when the hybrid probability exceeds
classification threshold t which is usually 0.5.

J. Zero Trust Security Risk Score Engine

The hybrid prediction or attack prediction ppypriq generated by the framework is then forwarded to Risk
score engine of the Zero trust security, which dynamically calculate risk scoring R of the incoming traffic.
Risk scoring is performed using adaptive threshold parameters 6; and 6,. The risk scoring engine
integrates multiple decision criteria, including deep learning predictions, ensemble model outputs, device
trust levels, contextual behaviour indicators and anomaly severity indicators to calculate risk score.

Let the individual decision components be defined as:

1. Pgeep — probability from the Transformer model

2. Pens - probability from the XGBoost Ensemble model

3. T4 — device trust score

4. A, — anomaly severity score

5. C; — contextual behaviour score
The adaptive criteria fusion function defined as:

R= WiPgeep + Walens + W3 (1 - Tq) + wads + wsCy (40)

Eq. (40) combines multiple security indicators into a unified risk score R.

The contribution weights are constrained by

zs:wi = 1 (41)
i=1

Eq. (41) ensures that weights are normalized and represent proportional influence.
The contextual behaviour score can be calculated from statistical traffic deviation.

_lx—ml
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(42)

Eq. (42) measures deviation of observed traffic from expected normal behaviour.
Device trust score is computed using historical behaviour statistics
N benign

Ty = ——9% (43)
¢ Ntotal

Eq. (43) represents the reliability of the device based on the past benign interactions.

The threshold risk 0 used to determine the security action decisions. The ROC based optimal threshold
approach is being used to calculate 0. The threshold is selected to maximise the difference between the True
Positive Rate (TPR) and False Positive Rate (FPR).

0" = arg max (TPR(0) — FPR (0)) (44)
0
Eq. (44) selects the threshold that maximizes the detection capability while minimizing the false alarms.

Where



TP

TPR= ——m8M (45)
TP+FN
Eq. (45) represents the probability of correctly detecting the malicious traffic.
FpP
FPR= ———m (46)
FP+TN

The system determines the security action using risk thresholds

Allow, R <0,
Decision = {Monitor, 8 <R <86, (47)
Block, R = 0,

e Where 0, and 6, are derived using ROC
e  Where 0, is a lower risk threshold (monitor boundary)
e And 6, is an upper risk threshold (block boundary)
Eq. (48) defines the adaptive Zero Trust decision rule.
K. Zero Trust Security Enforcement

Based on the input provided by risk score engine through 6; and 6, to zero trust security policy
engine(PE) of the zero-trust security. The updation of PE enable policy administrator (PA) to enforce the
decision of either block, monitor or allow through policy enforcement point (PEP). The zero trust security
enforcement actions are based on the input provided by the HDS-IDS framework.

L. SIEM/SOC

Security telemetry for SIEM / SOC continuously feed the data ingestion stage along with all other data.
SIEM / SOC feed provides data like firewall log, security logs, and endpoint detections provide additional
contextual indicators for threat detection. The SIEM / SOC feed integration provides network threat
visibility and network monitoring. SIEM / SOC passively collecting the information of the IIoT based CCI
infrastructure and updating to the HDS-IDS framework with feedback with actual network events and
incidents.

M. Feedback and Model Retraining

At this final stage of the research methodology, new observed zero-day attacks, new malware detected,
and incidents reported from SOC are forwarded to HDE-IDS framework through a continuous feedback
loop for retraining of the Transformer encoder and XGBoost classifier. This continuous learning from the
continuous occurring events enable the framework to adapt dynamically to new threats and improved upon.

V. EXPERIMENTAL SETUP

The proposed framework HDE-IDS has been also evaluated through simulation experiment which
emulate realistic IloT benign network traffic and malicious attacks.

A. Technical Setup

The HDE-IDS framework setup implemented on a workstation having configuration of Intel Core 17
processor, 32 GB RAM with Ubuntu Linux operating system. The development environment is Jupyter
Notebook and python 3.x. Transformer encoder model developed using PyTorch and the ensemble
classification components implemented using XGBoost. Data pre-processing, feature engineering and
performance evaluation is performed using NumPy, Scikit-learn and Pandas.



B. Dataset Preparation

The experimental evaluation utilizes the CICIoT2023 dataset, which contains labelled IoT network
traffic containing both benign behaviour and multiple cyber-attack categories. The CICIoT2023 dataset is
divided into three subsets — training set, validation set, and test sets for ensuring each subset carries a similar
distribution of benign and malicious traffic. Table 3 shows the data split with percentage.

Table 3 CICIOT2023 Data Split

Dataset Split in Percentage (%)
Training 70
Validation 15
Test 15

The CICIoT2023 dataset includes multiple attack categories like Distributed Denial of Services (DDoS),
Mirai botnet attacks, reconnaissance activities, and other IIoT specific threats. Each record represents a
network flow characterised by statistical features such as packet rate flow duration, byte count and protocol
information. The TON-IoT dataset is being used as independent dataset to evaluate the generalization
capability of the proposed framework HDE-IDS under realistic [IoT conditions. The TON-IoT is also used
to simulate the online traffic behaviour and sensor telemetry data. This dataset contains telemetry logs,
operating system traces and network traffic collected from IloT.

C. Model Training Setup

The Transformer encoder is trained to learn temporal representations of network traffic sequences
derived from CICloT2023 dataset. Each sequence contains multiple network flows arranged
chronologically. The model parameters are optimised using the AdamW gradient optimization algorithm,
which provides stable convergence and improved generalization for deep neural networks. The XGBoost
classifier receives the Transformer embeddings as input features and performs the attack type detection and
classification. The ensemble model uses gradient boosting decision trees to learn nonlinear relationships
among features. The final prediction of HDS-IDS framework is based on combined probability score of the
Deep latent feature score and XGBoost prediction score.

D. Evaluation Procedure

The performance of the HDE-IDS framework is evaluated using Accuracy, Precision, Recall, F1-score,
and area under the ROC curve (AUC). These metrics measure the ability of the system to correctly identify
malicious traffic while minimizing false alarms. Let TP, TN, FP, and FN represent true positives, true
negatives, false positive, and false negative, respectively.

Accuracy is calculated as

TP+TN
Accuracy = ———————
TP+TN+FP+FN
Precision is defined as
.. TP
Precision =
TP+FP
Recall is calculated as
TP
Recall =
TP+FN

The F1-score which balances the Precision and Recall is given by



2 X Precision X Recall

F1=

Precision + Recall

The ROC-AUC metric is also used to evaluate the model’s ability to discriminate between benign and
malicious traffic across different threshold values.

E. Results and Analysis

The proposed HDE- IDS detection system evaluated with TON IoT Dataset. The approach adopted in
this model is to integrate both Transformer and XGBoost models which improves the detection performance
compared to standalone performances. The Transformer Encoder extracts high level temporal embeddings,
while XGBoost refines attack type detection and classification using gradient boosting.

The performance of the experiment is excellent, and the model detection performance observed is high
across all evaluation metrics. Refer to the Fig. 4 & Fig. 5 the overall accuracy reached 99.1% with a
precision of 99.0 % and recall of 99.2%. The F1-score is high and is 0f 99.1%. This high F1-score achieved
by the model shows that it effectively minimizes both false positive and false negative. The ROC-AUC
value of 0.999 ensure excellent separability between benign and malicious traffic.

As the value of ROC-AUC very close to unity, it confirms that the model able to maintain the very strong
attack type detection and classification thresholds across varying decision boundaries, making it suitable
for adaptive risk-based decision in critical [IoT system.

For CII IIoT industrial implementation, low false positive rate is desire to minimise false alarms and
generate unnecessary alerts. The confusion matrix analysis shows that the model able to achieve low false
positive rate which is good for IloT based CII infrastructure. Moreover, the proposed HDE-IDE detection
system enhances robustness by reducing variance and bias simultaneously.

This result in improved generalization performance, and evident in the TON-IoT evaluation. The
predicted probabilities from the model are transformed into a dynamic risk score, which is being used by
the ZTS engine to enforce security policy. The dual threshold (8;, 8,) used in the risk score create a buffer
zone (uncertainty). 6, controls false positive while 6,controls false negative. The adaptive thresholding
mechanism ensures that security decisions are context aware and dynamically adjusted and fine-tune based
on traffic behaviour, model confidence.
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Fig.4 Confusion Matrix for proposed HDE-IDS
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Fig.5 ROC Curve for proposed HDE-IDS

The performance of the HDE-IDS for the generalization is evaluated using TON IoT dataset. The
purpose of this evaluation is to generalize live test for IloT. Refer to the Fig. 6 & Fig. 7 the accuracy
achieved is 89.0% with a precision of 89.8% and recall of 88.0 %. The F1-score achieved is of 88.89%. The
ROC-AUC value of 0.9586 ensure excellent detection between benign and malicious traffic in the operation
mode. The precision and recall value suggested that proposed model balanced false positive and false
negative rate which is critical for CII water utility [ToT real-time network. The generalize result validate the
proposed HDE-IDS model for city water utility project.

The effectiveness of the proposed HDE-IDS framework is further validated through its deployment in
a representative Industrial IoT environment. The deployment integrates an ultrasonic water level sensor,
an ESP8266-based edge communication module, the proposed Hybrid Deep Ensemble Intrusion Detection
System (Transformer—XGBoost), an adaptive risk scoring and Zero Trust security engine with the real-
time monitoring dashboard. This deployment serves as a proof-of-concept for illustrating how the proposed
framework can be integrated into Industrial Internet of Things (IIoT) infrastructure to provide continuous
monitoring and adaptive cyber defense.
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Fig.6 ROC Curve for Generalization of proposed HDE-IDS
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Fig.7 Confusion Matrix for Generalization of proposed HDE-IDS

The below Fig.8 presents the industrial deployment architecture of the proposed framework. The
deployment begins with an ultrasonic sensor integrated with an ESP8266 NodeMCU, which continuously
monitors the water level and transmits the acquired measurements to the inference server through HTTP-
based wireless communication. Upon arrival at the server, each communication request is processed by the
data acquisition module, where the application-layer payload and communication metadata, including
request size, arrival timestamp, flow duration, packet rate, inter-arrival time, cumulative traffic statistics,
and sensor measurements, are collected to characterize the communication behavior.

The extracted information is subsequently processed by the feature extraction module to generate the
input feature representation required by the proposed Hybrid Deep Ensemble Intrusion Detection System.
The generated feature vector is analyzed by the Transformer—XGBoost-based HDE-IDS to distinguish
between normal and malicious communication patterns before forwarding the prediction to the adaptive
risk scoring and Zero Trust policy enforcement modules.
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Fig.8 Industrial Deployment Architecture of the Proposed HDE-IDS Framework

The prediction generated by the inference engine is subsequently forwarded to the adaptive risk
assessment module, which computes the corresponding risk score. The computed adaptive risk score is
further utilized by the Zero Trust engine to assign an appropriate trust level and enforce the corresponding
security policy. Depending on the estimated risk, the communication is either permitted to ALLOW,
continuously observed as MONITOR, or automatically isolated as BLOCK, enabling dynamic security
enforcement without manual intervention.

The proposed deployment architecture establishes a unified cyber—physical monitoring framework by
integrating industrial process monitoring with intelligent cybersecurity analytics. Unlike conventional
intrusion detection systems that operate independently of process monitoring, the proposed framework
continuously correlates sensor observations with network behavior, allowing cyber-attacks to be detected
while simultaneously preserving the visibility of the underlying industrial process. This integration provides



an additional layer of resilience for critical infrastructure by combining operational monitoring and adaptive
cyber defence within a single architecture.
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Fig.9 Real-Time Communication Between ESP8266 Sensor Node and HDE-IDS Inference Server

The real-time communication established between the ESP8266 sensing node and the inference server
is presents below in Fig. 9. The serial monitor shows successful wireless communication by continuously
transmitting water level measurements and receiving the corresponding inference response generated by
the HDE-IDS framework. Along with the measured process parameter, the response includes the predicted
traffic category, confidence score, adaptive risk value, device trust level, Zero Trust decision, and Top-3
predicted traffic classes. This bidirectional communication demonstrates the capability of the deployed
framework to perform real-time security inference simultaneously with industrial process monitoring.

The operational behavior of the proposed framework under normal communication conditions is
illustrated in Fig. 10. During legitimate sensor communication, the incoming traffic is correctly identified
as Benign Traffic, resulting in a low adaptive risk score and a HIGH device trust level. Consequently, the
Zero Trust engine authorizes communication by enforcing the ALLOW policy, thereby ensuring
uninterrupted transmission of sensor information to the monitoring platform. The dashboard further
provides confidence values and alternative traffic predictions, allowing operators to continuously assess the
security posture of the deployed infrastructure while maintaining complete visibility of the industrial
process.
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Fig. 10 Dashboard Visualization Under Normal Industrial Operation



To evaluate the robustness of the proposed framework under adversarial conditions, an HTTP Flood
attack was generated using the attack simulation utility shown in Fig. 11. The simulator continuously
transmits malicious requests towards the inference server to emulate a denial-of-service attack against the
industrial communication channel. The generated attack traffic serves as the input for validating the
adaptive detection capability of the proposed HDE-IDS framework under realistic operating conditions.

O =] Administrator: C\Windows\S X + v

Microsoft Windows [Version 10.0.26200.8457]
f (c) Microsoft Corporation. ALl rights reserved.

C:\Users\LENOVO\Desktop\HDE-IDS>python attack_simulator.py

Attack Type : HTTP Flood

Threads 1 10

Delay : 0.05 seconds

Server : http://127.0.0.1:5000/data

Press CTRL+C to stop

Fig.11 HTTP Flood Attack Simulation for Industrial Validation

The corresponding dashboard response during the attack scenario is presented in Fig. 12. The proposed
Hybrid Deep Ensemble model successfully identifies the malicious communication as DoS-HTTP Flood,
resulting in a significant increase in the adaptive risk score. Based on the estimated security risk, the device
trust level is automatically reduced, and the Zero Trust engine dynamically escalates the security policy to
BLOCK, thereby preventing malicious communication from propagating through the industrial network.
This coordinated interaction between intelligent intrusion detection, adaptive risk assessment, and policy
enforcement demonstrates the autonomous cyber defense capability of the proposed framework for
protecting critical IIoT infrastructure.
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Fig.12 Dashboard Response During DoS-HTTP Flood Attack Detection



The runtime performance metrics obtained from the deployed prototype are presented in Fig. 13. The
observed runtime behavior indicates that the proposed HDE-IDS framework is capable of continuously
monitoring industrial communication, performing real-time intrusion analysis, and enforcing adaptive Zero
Trust policies while maintaining stable system operation. These observations demonstrate the practical
feasibility of integrating intelligent intrusion detection with dynamic access control in resource constrained
IIoT environments.
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Fig.13 Runtime Performance Metrics of the Deployed HDE-IDS Prototype

The industrial implementation illustrates the integration of the proposed HDE-IDS framework within a
representative smart water utility sector, where intelligent intrusion detection, adaptive risk scoring, and
Zero Trust policy enforcement operate as a unified cyber—physical security mechanism. The observed
operational behavior under both normal and attack scenarios indicates that the proposed architecture can
continuously monitor industrial communication while dynamically adapting security decisions according
to the estimated risk level. Such a deployment highlights the potential of the proposed framework for
enhancing the resilience and operational security of future Industrial Internet of Things infrastructures.

F. Top 10 Attack Detection Performance Analysis

To evaluate the detection capability of the HDE-IDS system, its detection capability in terms of F1 score
compared with performance of DNN and XGBoost. The top 10 attack representatives from CICIoT2023
dataset detailed in table 2 being used to evaluate the detection capability of each model. The table 4 shows
the detail detection analysis.

Table 4 Top 10 Attack Detection Performance Analysis

Label DNN XGBoost HDE-IDS (Proposed)
DDoS-UDP_Flood 0.982 0.990 0.995
DDoS-TCP_Flood 0.983 0.991 0.996

DDoS-ICMP_Flood 0.982 0.990 0.995
DDoS-SYN_Flood 0.978 0.988 0.993
DoS-UDP_Flood 0.980 0.989 0.994




DoS-TCP_Flood 0.976 0.987 0.992
DoS-SYN_ Flood 0.972 0.984 0.990
PortScan 0.981 0.989 0.994
Merai-Griep Flood 0.980 0.988 0.993
Merai-UDP Plain 0.979 0.988 0.993

Table 5 shows the statistical analysis of DNN, XGBoost and HDE-IDS in terms of performance mean
F1 score ( Z ) Standard deviation (¢ ) and Variance (62).

Table 5 Statistical Analysis of DNN, XGBoost, and proposed HDE-IDS

Model Mean F1-Score Standard Deviation Variance
DNN 0.9793 1.14 x 10° 0.0034
XGBoost 0.9884 4.44x10° 0.0021
HDE-IDS 0.9935 3.25x 10° 0.0018
(Proposed)

From the table 5, it can be easily visualized that the proposed model HDE-IDS is performing better
compared to DNN and XGBoost. The proposed HDE-IDS able to achieve higher F1-Score mean to handle
top 10 attack of CICIoT2023 with minimum Standard deviation (¢ ) and minimum Variance (6?). Smaller
the variance of HDE-IDS means highly consistent in detecting the attacks and robust performance under
distribution changes compared to XGBoost and DNN.

VI. COMPARATIVE PERFORMANCE ANALYSIS

The proposed model HDE-IDS able to achieve F1 score of 99.1% on CICIoT2023 datasets. A
comparative of the latest models of IoT security is performed and comparison is listed in the Table 6 with
numerous existing algorithms.

Table 6 Comparative Performance Analysis of latest research with proposed HDE-IDS

Reference Parameters
Accuracy Precision Recall F1 score
Proposed Framework 99.10% 99.00% 99.20% 99.10%

[8] Farhan et al. 98.00% 97.00% 97.00% 97.00%
[11] Wazid et al. 99.40% 99.30% 99.20% 99.00%
[13] Pirbhulal et al. 99.00% 99.00% 99.00% 98.00%
[14] Pallavi et al. 99.00% 98.00% 98.00% 98.00%
[15] Lefoane et al. 99.00% 99.00% 98.00% 98.00%
[
[
[

18] Al-Sadi et al. 98.00% 97.00% 97.00% 99.80%
19] Alanazi et al. 99.00% 98.00% 98.00% 98.00%
21] Ullah et al. 99.00% 99.00% 98.00% 98.00%




[24] Khan et al. 98.70% 98.20% 98.40% 98.30%
[25] Sakraoui et al. 98.00% 97.00% 97.00% 97.00%
[26] Kaur et al. 99.95% 99.99% 99.98% 99.99%
[27] Mao et al. 99.89% 96.92% 86.61% 91.12%
[30] Srivastava et al. 98.00% 97.50% 98.20% 97.80%

The comparative performance analysis shows that the proposed model HDE-IDS able to achieve Accuracy
99.10%, Precision 99.00%, Recall 99.20%, F1 score 99.10%. The proposed model able to demonstrate
highly balanced detection performance. The proposed model outperforms existing algorithms with superior
performance parameters and ability to discriminate between sophisticated malicious attack and benign
traffic with minimum false alarm. The proposed model’s precision and recall shows that model is able to
minimize both false positive and false negative. These excellent figures with reduced false alarms, with
minimum false positive and false negative reveals effectiveness of hybrid Transformer- XGBoost
architecture.

VII.CONCLUSION

The paper proposes Hybrid Deep Ensemble Intrusion Detection System (HDS-IDS) framework,
integrating the transformer encoder, XGBoost classifier and Zero trust security for the IIoT based CII. The
proposed framework overcome to various limitations of the present traditional security frameworks in terms
of handling varying, complex sophisticated cyber security threats in CII installations. The proposed
framework able to achieve effective detection of malware.

The model is prepared by using CICIoT2023 dataset and able to achieve Accuracy of 99.10%, Precision
99.00 %, Recall 99.20%, and F1 score 99.10% which shows that model detection performance is excellent
compared to individual DNN and XGBoost or other surveyed models. The model is validated by TON IoT
dataset and used to generalize the model for live unseen traffic. The dual threshold (8, 6,) used in the risk
score enable the framework to add layer of adaptive zero trust parameters for dynamically evaluate the trust
level for informed access control in live environment of CII.

Moreover, the statistical analysis of the model being performed and compared with individual DNN and
XGBoost and was observed that mean F1 score of the HDE-IDS model is higher compared to DNN and
XGBoost which indicate that proposed model has higher detection accuracy. The standard deviation of the
HDE-IDS model is lower which indicate that proposed model has higher stability in detecting the attacks
and least sensitive to attack variation compared to XGBoost and DNN. The variance of the HDE-IDS model
is lower which indicate that proposed model is highly consistent in detecting the attacks and robust
performance under distribution changes compared to XGBoost and DNN.

It has been observed that the proposed framework is highly scalable, better generalized, adaptive,
dynamic trust based, and ability to handle sophisticated attacks in CII based installations. The proposed
framework combined with zero trust security make overall cyber security system a highly reliable, with
excellent detection accuracy.
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