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Abstract

The globalization of the semiconductor supply chain has intensified the pro-
liferation of counterfeit integrated circuits (ICs), posing severe threats to the
reliability and security of safety critical systems. Federated Learning (FL) has
emerged as a promising privacy preserving paradigm for collaborative counter-
feit IC detection, enabling distributed entities to jointly train machine learning
models without exchanging sensitive raw data. However, the decentralized nature
of FL introduces critical security vulnerabilities. This work first demonstrates
that standard FL aggregation defenses are insufficient against a novel Byzan-
tine data poisoning attack. This attack embeds subtle hardware-specific triggers
into IC training data, corrupting the global model while evading detection with
access to an average of just 4.46% of the dataset. To counteract this vulnerability,
we propose Federated Embedding Distribution Authentication (FedEDAuth), a
lightweight and proactive authentication framework. FedEDAuth detects and fil-
ters malicious clients prior to aggregation by analyzing the statistical properties
of client-side feature embeddings against a trusted golden reference. Experimen-
tal evaluation across 50 distributed clients and five random seeds demonstrates
that FedEDAuth achieves a 100% malicious client detection rate against a
stealthy Byzantine data poisoning attack on an IC image dataset.
Post-filtering, the federated counterfeit IC detection model achieves an accuracy
of 90.94% and an AUC-ROC of 0.91. The results of this experiment underscore
the critical necessity of secure client authentication for ensuring resilient col-
laborative hardware security. While demonstrated on counterfeit IC detection,
the architecture is directly applicable to tasks including IoT device attestation,
hardware trojan detection, and broader supply-chain integrity verification.
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1 Introduction

Globalization of the semiconductor industry has driven efficiency and reduced the
cost of integrated circuits (ICs). However, it has simultaneously increased reliance on
untrusted manufacturing and packaging entities. This fragmented supply chain has cre-
ated significant opportunities for malicious actors to introduce counterfeit components
including recycled, remarked, cloned, and black-topped ICs into legitimate markets.
These counterfeit devices frequently fail to meet performance and reliability standards,
leading to catastrophic failures in safety critical applications such as defense systems,
healthcare equipment, and national infrastructure. Beyond safety risks, the financial
impact of counterfeit electronics is substantial and growing. The ERAI Annual Report
recorded a 25% increase in reported counterfeit components in 2024, the highest vol-
ume since 2015, while industry estimates annual losses to counterfeit electronics at
over $100 billion globally [1].

Traditional counterfeit IC detection relies on physical and electrical inspection
techniques, ranging from visual examination and X-ray tomography to electromagnetic
fingerprinting and side-channel analysis. While effective, these approaches are often
slow and difficult to standardize. Moreover these are increasingly unable to adapt
to rapidly evolving counterfeiting strategies. Machine learning (ML) has improved
detection accuracy and efficiency, but centralized ML models require large, aggregated
datasets that semiconductor foundries are often unwilling to share due to intellectual
property (IP) theft risks and data confidentiality concerns.

Federated Learning (FL) offers a compelling solution by enabling distributed clients
such as foundries, distributors, and testing facilities to collaboratively train a shared
model on their private local data, transmitting only model parameters to a cen-
tral server for aggregation [2]. This paradigm preserves data privacy while leveraging
diverse, distributed datasets, making it particularly well-suited to the semiconduc-
tor supply chain. Real-world FL deployments already demonstrate its viability across
privacy-sensitive industries, including healthcare, finance, and autonomous vehicles
[3–6].

Despite these advantages, the decentralized nature of FL introduces a fundamen-
tal security challenge. As the central server lacks direct oversight of individual client
data, the framework is inherently susceptible to Byzantine data poisoning attacks.
In such attacks, a compromised participant injects subtle, hardware specific triggers
such as minor etching deviations or metal layer pattern modifications into their local
training data. These triggers cause the global model to gradually internalize malicious
decision boundaries, leading to the misclassification of counterfeit ICs as authentic,
all without significantly degrading overall model accuracy. The stealthy nature of the
attack makes it particularly dangerous as standard aggregation defenses such as Fed-
erated Averaging (FedAvg), Trimmed Mean (FedTrim), and Krum are fundamentally
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reactive, filtering gradient level outliers during aggregation, and consistently fail when
the poisoning signal is too subtle to be identified as anomalous.

This work is motivated by a critical need of implementing and securing a collabora-
tive counterfeit IC detection without exposing proprietary supply chain data. Toward
that end, it makes two contributions with implications extending beyond IC detec-
tion to hardware security. First, we demonstrate the effectiveness of a novel Byzantine
data poisoning attack against all mainstream FL defense mechanisms, showing that
an adversary with access to approximately 4.46% of the total training data can suc-
cessfully and stealthily corrupt the global counterfeit IC detection model. Second, we
propose Federated Embedding Distribution Authentication (FedEDAuth), a proactive,
lightweight client authentication framework that identifies and filters malicious par-
ticipants before model aggregation and showcase its effectiveness against counterfeit
IC detection.

By comparing statistical properties of client side feature embeddings including
outlier fraction, class mean shift, and micro cluster behavior against a trusted golden
reference distribution, FedEDAuth achieves a 100% malicious client detection rate
with a 0% false positive rate, while achieving a high post filtering detection accuracy
of 90.94%.

The remainder of this paper is organized as follows. Section 2 provides background
on counterfeit IC detection methodologies, FL fundamentals, and existing attack and
defense mechanisms. Section 3 presents the motivation and threat model. Section 4
details the Byzantine data poisoning attack and its impact on standard FL pipelines.
Section 5 introduces the FedEDAuth framework. Section 6 describes the experimental
setup. Section 7 presents and analyzes the results. Section 8 discusses broader hardware
security implications, and Section 9 concludes the paper.

2 Background and Literature Review

2.1 Counterfeit IC Detection Methodologies

Counterfeit IC detection methods are broadly categorized into physical inspection and
electrical inspection techniques. Physical inspection focuses on the observable char-
acteristics of the IC, such as packaging, lead frame, wiring, and die surface. While
electrical inspection involves comparing parametric, functional, and side-channel
information against authenticated golden samples to identify anomalies [7].

In physical inspection, Asadizanjani et al. [8] trained an artificial neural network
on preprocessed authentic/counterfeit IC images. Ahmadi et al. [9] used 3D X-ray
tomography with logistic regression to detect internal die anomalies. Bhure et al. [10]
applied vision transformers to classify authentic ICs across eleven defect categories. Xi
et al. [11] showed that near-field THz-TDS signals with unsupervised reduction (PCA,
t-SNE, UMAP) distinguish authentic from counterfeit packages and Islam et al. [12]
survey the growing use of transformer architectures across hardware security tasks,
simulating vision-transformer-based counterfeit detection within this wider trend.

Electrical inspection offers complementary strategies. Stern et al. [13] fingerprint
chips via electromagnetic emanations from clock activity. Gilmore et al. [14] com-
pare infrared thermal signatures of PCB components against authenticated parts.
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Nechiyil et al. [15] use a resonant-cavity technique that reveals structural differences
non-destructively. Vakil et al. [16] apply learning-assisted side-channel delay testing
against a golden timing model. Surabhi et al. [17] estimate functional age from short-
term aging for golden-free recycled-IC detection. NIST [18] demonstrated RF-excited
signal analysis with AI-assisted classifications for counterfeit IC detection, extending
electromagnetic/RF-based fingerprinting into an AI-classification pipeline.

2.2 Fundamentals of Federated Learning (FL)

Federated Learning (FL) is a decentralized machine learning paradigm that allows
multiple clients to collaboratively train a shared model without exchanging raw data
[2]. The process begins with a central server distributing a base model to all par-
ticipating clients. Each client trains this base model locally using its private dataset
and transmits only the resulting model parameters back to the server. The server
aggregates these updates commonly using the Federated Averaging (FedAvg) tech-
nique to produce an improved global model, which is then redistributed to all clients
for the next round of training. This iterative process continues, allowing the global
model to benefit from diverse, distributed datasets while sensitive information remains
decentralized. An overall workflow of federated learning is illustrated in Figure 1.

Fig. 1 Federated Learning Framework

FL has been adopted across a wide range of privacy-sensitive domains. In health-
care, it enables hospitals to collaboratively train diagnostic models without sharing
patient records. In autonomous vehicles, companies such as Toyota apply FL to
improve perception models using distributed sensor data [19]. Consumer applications
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include Google Keyboard’s on-device next-word prediction and Amazon’s privacy-
preserving model training in Alexa [20]. In the semiconductor industry, FL has been
investigated for trusted IC design andintellectual property (IP) protection, as well as
enhancing the resilience of cyber-physical systems (CPS) [21, 22].

The standard FedAvg aggregation technique computes a weighted average of client
updates based on each client’s local dataset size, as shown in Equation 1, where wglobal

is the global model, nk is the number of data points at client k, wk is the locally
trained model at client k, and N is the total number of data points across all clients.

wglobal =

K
∑

k=1

nk

N
wk (1)

2.3 Adversarial Attacks on Federated Learning

The decentralized nature of FL, while privacy-preserving, introduces significant secu-
rity vulnerabilities due to the central server’s lack of oversight over individual client
data and training processes [23]. Adversarial attacks on FL are broadly categorized
into data poisoning and model poisoning attack vectors [24].

Data poisoning attacks manipulate the local training data of compromised clients.
Label-flipping [25, 26] mislabels samples to distort decision boundaries, but the result-
ing statistical inconsistencies make it detectable by anomaly detection and robust
aggregation. A subtler variant is the backdoor attack [27], which embeds small, imper-
ceptible triggers (e.g., pixel patterns or watermarks) so the model behaves normally
on clean inputs yet misclassifies any triggered sample dangerous because triggered
samples are statistically similar to clean data and stay dormant until activated.

Model poisoning attacks [28–31] instead alter gradients or parameters directly
before transmission. But they generally require access to model internals and can be
blunted by robust aggregation. Byzantine attacks describe the broader trust model in
which malicious or faulty clients transmit arbitrary or incorrect updates [23, 32]. They
can manifest as data poisoning, model poisoning, or direct gradient falsification, and is
generally considered the most severe threat because it imposes no constraint on adver-
sarial behavior, with the capacity to coordinate across clients to amplify influence on
the global model.

2.4 Federated Learning Defense Mechanisms

Several defense mechanisms have been developed to enhance the robustness of FL
aggregation against adversarial behavior.

Federated Averaging (FedAvg) [2] is the foundational aggregation technique, com-
puting a weighted average of client updates based on local dataset size. Although
widely adopted for its simplicity and scalability, FedAvg is sensitive to adversarial
updates and remains vulnerable when poisoning is subtle enough to avoid statistical
detection.

Trimmed Mean aggregation (FedTrim) [33] addresses this by collecting the gradient
values of all participating models and discarding the most extreme outliers before com-
puting the mean of the remaining updates. The aggregation is formalized in Equation
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2, where g
(i)
j is the gradient from the i− th worker for coordinate j, n is the number

of workers, and α is the trimming proportion.

ĝj =
1

n− αn

n−⌊αn

2
⌋

∑

i=⌊αn

2
⌋+1

g
(i)
j (2)

Krum [34] is a similarity-based defense that computes the Euclidean distance
between submitted client models, as shown in Equation 3, and assigns each model a
score based on its proximity to its nearest neighbors, as shown in Equation 4. The
client with the lowest score indicating the greatest similarity to the majority is selected
for aggregation. While effective against overt Byzantine behavior, Krum selects only
one or very few client models per round, limiting the collaborative potential of FL.

d(vi, vj) = ∥vi − vj∥ (3)

Si =
∑

j∈Ni

d(vi, vj) (4)

While these defenses reduce the impact of anomalous updates, they are fundamen-
tally reactive, operating during or after aggregation. They consistently struggle against
subtle, stealthy poisoning strategies where the malicious signal is too weak to be clas-
sified as a gradient level outlier, motivating the need for a proactive, pre-aggregation
authentication approach.

Beyond these widely deployed aggregators, more recent work proposes proactive
and representation-aware alternatives. FLTrust [35] reweights clients by the cosine sim-
ilarity between their gradients and a server reference gradient computed on a trusted
root dataset. FLAME [36] combines gradient clustering with differential-privacy noise
to suppress anomalous updates while DeepSight [37] inspects internal model represen-
tations to identify backdoor contributions. All three, however, share the architectural
limitations identified in this work that they intervene after poisoned local training,
inspecting gradients or model parameters rather than the underlying data distribu-
tion that produced them. FedEDAuth instead authenticates clients before any update
is submitted, at the feature-embedding level where the poisoning signal is most
detectable.

Despite this breadth of prior work, a critical gap remains. Existing counterfeit
IC detection methods operate primarily in centralized settings, leaving distributed,
privacy-sensitive supply chain data untapped. FL overcomes this barrier but exposes
a new blind spot, as the central server cannot inspect client data. To date, no
prior work has demonstrated a proactive, pre-aggregation authentication mechanism
grounded in feature embedding distributions for federated hardware security. This
work addresses this twofold gap by first demonstrating the feasibility of stealthy data
poisoning in federated IC authentication, then proposing FedEDAuth as a proactive
countermeasure.
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3 Motivation and Threat Model

3.1 Limitations of Centralized Data Collection in
Semiconductors

The semiconductor industry faces a fundamental tension between the need for diverse,
high-quality training data and the imperative to protect sensitive intellectual prop-
erty. Foundries and manufacturers are often unwilling to pool proprietary IC images
or process data, as doing so could expose trade secrets and invite IP theft. Conse-
quently, most existing counterfeit detection models are trained on narrow, internally
sourced datasets and generalize poorly across IC types, manufacturers, and the contin-
uously evolving recycled, remarked, cloned, and black-topped counterfeiting strategies.
Federated Learning (FL) directly addresses this challenge by enabling entities across
the supply chain like foundries, distributors, and testing facilities to collaboratively
improve a shared detection model without ever exposing raw data, yielding a far
broader and more diverse training signal than any single entity could provide.

3.2 The Federated Learning Opportunity in Hardware Security

FL is uniquely well-suited to hardware security for various reasons. The supply chain
is inherently distributed across design, fabrication, packaging, and testing entities,
aligning with FL’s decentralized paradigm that the raw IC data is too sensitive to
share, whereas FL exchanges only model parameters and FL continuously incorporates
newly collected data. This in turn allows the global model to adapt to emerging
counterfeiting strategies without centralized retraining. Yet the same decentralized
structure is also an attack surface because the central server has no visibility into
raw client data or local training. Thus a single compromised participant can silently
manipulate the global model over successive rounds.

3.3 Threat Model and Adversary Assumptions

The threat model in this work assumes a federated counterfeit IC detection pipeline
operating across a distributed network of supply chain participants, with a semi-
honest central server and a partially compromised client population. The adversary
is modeled as a Byzantine participant representing a compromised foundry, contract
manufacturer, distributor, or testing facility. The following assumptions define the
scope of the threat.

• Adversary Goal: The adversary aims to subtly corrupt the global model’s deci-
sion boundaries, systematically misclassifying counterfeit ICs as authentic while
maintaining overall model accuracy to evade detection.

• Attacker Capabilities: The attacker has full control over their local dataset and
training process but lacks access to other client’s data, the central server’s aggre-
gation logic, or the authentication server. This reflects a realistic compromise of a
single supply chain entity.
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• Attack Scale: The adversary need access to only a small portion of the dataset.
This ensures that the attack remains below the detection threshold of standard
aggregation defenses.

• Attack Strategy: Instead of executing a blatant poisoning attack that degrades accu-
racy, the adversary injects hardware-specific triggers (e.g., subtle etching deviations,
doping variations, or metal layer modifications) into their local data. These mimic
natural IC surface variations, making them statistically difficult to distinguish from
clean data.

• Defense Assumptions: FedEDAuth introduces an independent authentication server
managed by a trusted auditing authority. It is inaccessible to clients and the central
server and holds a clean, golden reference dataset sourced from certified entities
operationally mirroring existing IDEA standards for third-party accredited testing.
The server does not train or influence the global model, it solely issues or withholds
a verification tag per client, per round.

• Trust Hierarchy: FedEDAuth operates across three distinct tiers:

– Central Server: Semi-honest. It correctly executes aggregation but is structurally
blind to raw client data, necessitating a pre-aggregation filter.

– Authentication Server: Fully trusted but functionally limited. It evaluates embed-
ding distributions against golden references but cannot access raw data, model
parameters, or reconstruct client intellectual property.

– Clients: Untrusted by default, earning participation rights only through per-round
authentication.

This threat model reflects a realistic and increasingly relevant attack surface as FL
is progressively adopted across the semiconductor supply chain. The scenario where
a single compromised entity operating with minimal data and no knowledge of the
broader system that can gradually undermine the integrity of a collaborative detection
model underscores the urgency of developing proactive, authentication based defenses.

4 Byzantine Data Poisoning Attack

4.1 Attack Overview and Threat to Hardware Security

Federated Learning’s decentralized architecture, while essential for privacy preserva-
tion, creates a fundamental blind spot as the central server has no visibility into the
raw data or local training processes of individual clients. The attack presented in this
work is a form of stealthy data poisoning demonstrated in our previous works [38]
and distinct from Byzantine attacks in the classical sense defined by Blanchard et
al. [34], where adversaries submit arbitrary or directly manipulated gradient updates.
Here, compromised clients train honestly on their local pipelines without any gradi-
ent manipulation. Instead, the attack operates entirely at the data level, embedding
hardware specific visual triggers into training images before local training begins.
The resulting gradient updates are therefore a natural consequence of poisoned data
rather than direct parameter manipulation, making them statistically similar to hon-
est updates and explaining why gradient-level defenses consistently fail to detect them.
We retain the term ’Byzantine participant’ to describe the role of the compromised
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client within the federated trust model, an entity that behaves adversarially from the
perspective of the central server while clarifying that the mechanism is data poisoning
rather than gradient falsification.

In a semiconductor supply chain scenario, the attack’s stealthy nature means that
by the time global model degradation becomes apparent, the model may already have
been compromised across multiple training rounds, making it difficult to trace the
origin of the corruption.

4.2 Hardware-Specific Trigger Design

The effectiveness of the proposed attack in a hardware security context relies on the
use of realistic hardware-specific triggers that closely mimic natural IC surface varia-
tions or minor manufacturing defects. This design choice is deliberately performed by
grounding the trigger in the dataset, which leads to the poisoned samples remaining
statistically similar to clean data, evading both visual inspection and gradient level
anomaly detection.

The trigger takes the form of five distinct scratch-style overlays, as illustrated
in Figure 4. These overlays are designed to replicate surface variations commonly
observed in recycled, remarked, or aged ICs, including light scratches, moderate
scratches, smudge patterns, and textured surface irregularities.

The trigger is applied uniformly across the entire local dataset of each compromised
client, meaning it appears on both authentic and counterfeit IC images. By embedding
the same visual artifact across both classes, the attacker causes the model to asso-
ciate the trigger pattern with both labels simultaneously, progressively blurring the
decision boundary between authentic and counterfeit components and inducing sys-
tematic misclassification. Triggers occupy only a small portion of pixels in the original
image, and are enlarged here for visibility as shown in Figure 2.

Fig. 2 Poisoned Images (Trigger enlarged for better visibility)

9



4.3 Attack Implementation

The attack is implemented within the federated learning framework as follows. Of
50 participating clients, three are selected as Byzantine participants with access to
limited dataset. This minimal data footprint is a defining characteristic of the attack,
as it demonstrates that an adversary does not require broad access to the training
pipeline to mount an effective poisoning campaign.

These three Byzantine clients collectively represent approximately 4.46% of the
total training dataset. Each compromised client poisons its entire local dataset by
randomly applying one of five scratch style trigger overlays to every image regardless of
class label. The poisoned clients then participate in the standard FL training process
where they train their local ResNet-18 models on the poisoned data for 50 epochs and
transmit the resulting parameters to the central server. Because the FL framework
has no mechanism to inspect client data, poisoned updates are indistinguishable from
honest contributions at the aggregation stage.

A seed refers to one complete experimental run in which a specific random subset of
three (of the 50) clients is chosen as Byzantine and the data is randomly partitioned. To
ensure robustness, evaluations were conducted across five independent random seeds
— i.e., the entire experiment is repeated five times, each with a different but random
choice of the three malicious clients. This randomized, multi-seed approach was cho-
sen to reflect the unpredictable nature of real-world supply chain threats, where an
adversary might compromise any arbitrary combination of foundries, distributors, or
testing facilities. It was also performed to show the effectiveness of this attack. The
primary benefit of this methodology is that it proves the attack’s stealth and effec-
tiveness are not artifacts of a specific, favorable data partition or model initialization.
Instead, it demonstrates that standard aggregation defenses remain consistently vul-
nerable regardless of which specific clients are compromised, further underscoring the
necessity of the proposed pre-aggregation authentication framework.

This process repeats across 10 training rounds. With each round, the poisoned
model parameters are incorporated into the global model through aggregation,
gradually shifting the global model’s decision boundaries. The attack improves in effec-
tiveness over successive rounds while remaining anonymous, as the per-round influence
of the poisoned clients is nearly negligible relative to the 47 honest clients contributing
simultaneously.

4.4 Failure of Standard Defenses

The proposed attack was specifically designed to exploit the limitations of the widely
adopted FL defense mechanisms. The fundamental weakness shared by all defenses
is that they attempt to filter malicious contributions during or after aggregation,
based on gradient-level statistics and none of them have any mechanism to inspect or
authenticate the underlying training data.

Federated Averaging (FedAvg): FedAvg aggregates all client updates using a
weighted average proportional to each client’s dataset size. Since the poisoned clients
collectively represent about 4.46% of the total dataset, their per-round influence on the
global model is almost negligible. However, this influence accumulates over successive
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training rounds, gradually shifting the global model’s decision boundaries. FedAvg is
effective against large, obvious poisoned updates, but fails to detect subtle, persistent
poisoning where each individual contribution appears statistically benign.

Trimmed Mean (FedTrim): FedTrim addresses gradient outliers by discarding the
most extreme model updates before averaging. However, because the attack deliber-
ately avoids producing large gradient deviations, the poisoned models are not identified
as outliers and are not trimmed. The algorithm is designed for anomalous models with
high poisoning frequency or magnitude and lacks the sensitivity to detect the gradual,
low-magnitude shifts induced by the proposed attack.

Krum: Krum selects the single client model most similar to its neighbors for each
aggregation round. Because the poisoned models are only subtly different from honest
models, Krum may not recognize them as malicious. More critically, if Krum selects a
poisoned model even once during training, it begins to treat that model as a reference
point for similarity comparisons in subsequent rounds, gradually biasing the selection
process toward poisoned clients and amplifying the attack’s effect over time.

5 Federated Embedding Distribution Authentication
(FedEDAuth)

5.1 Motivation and Design

The failure of standard aggregation defenses against the proposed attack exposes a
fundamental architectural limitation. All of them operate at the gradient or parameter
level, after poisoned updates have already reached the server, and are therefore ill-
suited to subtle data poisoning whose signal is too weak to surface as a gradient
anomaly. What is needed instead is a proactive defense that intercepts malicious clients
before their updates can influence the global model.

FedEDAuth [39] is built on this principle. Rather than inspecting gradients or
model parameters after training, it examines what a client’s data looks like in feature
space before any model update is allowed through. It uses a frozen Vision Transformer
(ViT-B/16) pre-trained on ImageNet as a fixed feature extractor g(·), mapping each
local image to a 768-dimensional embedding that captures its semantic content because
the extractor is never fine-tuned, this view is consistent across all clients and rounds.
To protect client intellectual property, only the final-layer summary token ([CLS]) is
transmitted, never raw images or patch-level tokens. As a global summary rather than
a spatial map, the [CLS] token is far harder to invert than the gradient updates or
intermediate feature maps targeted by reconstruction attacks [40, 41], keeping propri-
etary die markings confidential while still exposing the distributional signal needed to
detect poisoning.

5.2 Framework Architecture

The FedEDAuth framework introduces a three-entity architecture that extends the
standard FL pipeline with an independent authentication layer, as illustrated in Figure
3.
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Fig. 3 FedEDAuth Framework

5.2.1 Central Server

The central server coordinates the federated learning process, managing training
rounds, receiving authenticated model updates, and aggregating them to produce the
global model. Critically, the central server has no role in the authentication process
and no access to client embeddings, maintaining a clean separation between training
and authentication responsibilities.

5.2.2 Authentication Server

The authentication server operates independently of the central server and constitutes
the core of the FedEDAuth defense. It is assumed to be operated by a trusted, inde-
pendent auditing authority analogous to existing third-party IC authentication bodies
in the semiconductor industry and is inaccessible to any participating client or the
central server. Its responsibilities are to maintain the golden reference dataset Dref

(sourced from a certified IC testing authority or industry consortium), distribute the
fixed feature extractor g(·) to all clients, receive their embedding-label pairs, score
each client’s embedding distribution against Dref via multi-metric anomaly detection,
and issue verification tags to clients identified as authentic.

5.2.3 Clients

Each client maintains a private local dataset and participates in two sequential stages
per training round:
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• Authentication Stage: The client uses the distributed feature extractor g(·) to gen-
erate embeddings from its local dataset and submits the resulting embedding-label
pairs to the authentication server.

• Training Stage: Only clients that receive a verification tag from the authentication
server proceed to train their local ResNet-18 model and submit model updates to
the central server. Clients that fail authentication are excluded from the current
training round.

This two-server architecture ensures that the authentication process is fully iso-
lated from the central training pipeline, protecting exchanged embeddings from reverse
engineering while preventing poisoned gradients from ever reaching the central server.

5.3 Golden Reference Dataset: Assumptions, Acquisition, and
Maintenance

A foundational assumption of FedEDAuth is a clean, trusted golden reference dataset
Dref maintained by the authentication server. This is not a new assumption but
standard practice in IC authentication, physical and electrical inspection (e.g., side-
channel delay testing) already mandate certified reference parts and Dref could be
curated by government-certified testing authorities, industry consortia (e.g., SEMI,
IPC), or bootstrapped from supervised physical-inspection audits.

Dref is used strictly to establish the per-class descriptors (µc, Σc, τc), not to train
a model. The current implementation uses only 500 images per class, with Ledoit-Wolf
shrinkage keeping the 768×768 covariance well-conditioned at this size. As manufac-
turing standards evolve a stale Dref would misplace τc and inflate false positives,
requiring a versioned update protocol that re-audits certified batches and redistributes
refreshed descriptors. Detection also degrades when an honest client is highly heteroge-
neous relative toDref , where elevated Mahalanobis distances reflect genuine mismatch
rather than poisoning which can be easily improved with the help of this framework.

5.4 Reference Embedding Distribution

The authentication server builds its trusted baseline from the golden reference dataset
Dref . Intuitively, the goal is to learn what authentic IC embeddings ’normally look
like’ for each class, where they sit in feature space and how they naturally spread so
that a client whose embeddings deviate from this norm can be flagged. The reference
images are first split 70%/30%. The 70% training split is passed through the frozen
extractor g(·) to produce reference embeddings per class c, from which the server
computes three descriptors:

• Class mean µc: The center of the cloud of authentic embeddings for class c, where
they sit on average.

• Covariance Σc: The shape and orientation of that cloud, i.e., the directions in
which it naturally spreads, estimated with Ledoit-Wolf shrinkage. We keep the full
768×768 matrix rather than a diagonal approximation because poisoning triggers
tend to push embeddings along low-variance, off-axis directions that a diagonal
covariance would ignore.
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• Mahalanobis threshold τc: the radius of the ’normal’ region, set to the 99th-
percentile Mahalanobis distance among the reference embeddings. A client embed-
ding farther than τc from the center is treated as an outlier.

The Mahalanobis distance of an embedding x,

d(x) =

√

(x− µc)⊤Σ
−1
c (x− µc), (5)

measures how far x lies from the class center in units of the cloud’s natural spread
rather than in raw Euclidean distance. A point can be far in absolute terms yet
still normal if it lies along a direction in which authentic embeddings naturally vary,
and conversely a small off-axis displacement can be highly anomalous. The threshold
therefore adapts to the true geometry of authentic embeddings instead of treating all
directions equally.

The remaining 30% of Dref is held out as a calibration set, split into small groups
that act as simulated honest clients. The server computes all three metrics on these
groups and stores the scores and during scoring they anchor the “honest” baseline,
so genuinely honest clients score near zero and only truly anomalous clients cross the
exclusion threshold.

5.5 Client Embedding Submission

Each client i applies the distributed feature extractor g(·) to its entire local dataset
and transmits the resulting collection of embedding-label pairs to the authentication
server:

Ei = {(x
(i)
j , y

(i)
j )} (6)

Critically, images are captured before any training-time augmentation or normal-
ization, so the ViT’s own preprocessing applies cleanly. For compromised clients the
trigger overlay is applied before extraction, exactly as in their local training, so the
authentication server sees a faithful representation of each client’s true data distribu-
tion. No raw images or gradients are transmitted, only the final-layer [CLS] embeddings
and their class labels.

5.6 Multi-Metric Anomaly Detection

FedEDAuth evaluates each client’s submitted embeddings using three complementary
metrics, each capturing a different way poisoned data betrays itself in feature space:
individual embeddings straying outside the normal region (outlier fraction), the client’s
entire embedding cloud drifting off-center (mean shift), and the poisoned samples
forming their own isolated pocket (micro-cluster).

5.6.1 Outlier Fraction (Fi)

This metric asks what fraction of a client’s images land outside the normal authentic
region. For each embedding x in class c, the server computes its Mahalanobis distance
d(x) from µc using the full precision matrix Σ−1

c , and flags the sample as an outlier if
d(x) > τc. The outlier fraction Fi is the proportion of such outliers:
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Fi =
number of outliers

total samples
(7)

On its own, the raw outlier fraction is a comparatively weak signal for the fine-
grained scratch triggers at 64×64 resolution, since few individual embeddings cross the
99th-percentile boundary. As the spread of outlier fractions among honest calibration
clients is small, however, even a modest absolute increase produces a large robust-z
score once normalized is assigned the highest weight (wF ) among the three metrics.

5.6.2 Mean Shift (Mi)

This metric asks whether the client’s entire embedding cloud has drifted off the authen-
tic center, even when no single image is an outlier. For each class it measures the
distance between the client’s class mean µ̂

(i)
c and the reference mean µc, again in the

whitened (cloud-shape-aware) space so that small shifts along low-variance directions
are amplified:

Mi =
1

|C|

∑

c∈C

√

max
(

0, (µ̂(i)
c − µc)

⊤Σ−1
c (µ̂(i)

c − µc)
)

(8)

where µ̂(i)
c is the mean of client i’s embeddings for class c. This is the most reliable

detector for the scratch-style triggers used here: because the trigger is applied uni-
formly across all images regardless of class, it consistently shifts both class centroids
in a common direction, producing a strong, reproducible signal even when individual
sample displacements are modest.

5.6.3 Micro-Cluster Score (Ci)

This metric asks whether the poisoned samples form their own tight island separate
from the authentic cloud. For each class, the client’s embeddings are pooled with a
subsample of reference embeddings and split by k-means (k=2). A cluster is flagged
as suspicious when it is dominated by the client’s own embeddings, its centroid sits far
from the reference mean (in whitened space), and it forms a compact, isolated pocket.
The score Ci reflects the strength of such a client-dominated “trigger pocket”, a tight
sub-cluster that is absent from clean reference data.

5.6.4 Suspicion Scoring and Client Filtering

The three raw metric values are first normalized using a robust z-score. The normal-
ization pool combines the live client scores with the stored calibration scores from the
30% reference holdout, so the “honest” baseline is always grounded in trusted data.
This prevents the score distribution from shifting as the Byzantine fraction changes.

The final suspicion score for each client is:

Si = wF ·max(0, F̃i)
p + wM · M̃i + wC · C̃i (9)

with default weights wF = 0.5, wM = 0.3, wC = 0.2 and exponent p = 2.0,
where F̃i, M̃i, C̃i denote the robust z-score normalized values. The outlier fraction
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receives the highest weight because it measures direct distributional membership, while
mean shift and micro-cluster scores provide complementary signals. Any client whose
suspicion score exceeds the threshold κ is excluded from the current training round.

The weights and threshold are configurable by operators. The feature extractor
g(·) can also be swapped for a domain-specific encoder if needed, making FedEDAuth

adaptable beyond IC authentication.

5.6.5 Workflow Summary

FedEDAuth operates in two phases. First, the authentication server builds the per-
class reference descriptors (µc, Σc, τc) and calibration scores from the golden reference
Dref . Then, in each training round :

1. the authentication server distributes the frozen extractor g(·) to all clients;
2. each client embeds its local images and submits the [CLS] embedding–label pairs;
3. the server computes Fi, Mi, and Ci, normalizes them against the calibration

baseline, and forms the suspicion score Si;
4. clients with Si ≤ κ receive a verification tag; the rest are excluded from the round;
5. verified clients train locally and send updates to the central server, which aggregates

them with FedAvg and redistributes the global model.

Because authentication happens before any update is aggregated, no poisoned gra-
dient ever reaches the global model, closing the blind spot that reactive aggregation
defenses cannot.

6 Experimental Setup

6.1 Dataset and Hardware-Specific Augmentation

The experimental evaluation is conducted on a dataset comprising 6,387 authentic
integrated circuit (IC) images [42], encompassing a diverse range of IC types includ-
ing microcontrollers, memory chips, logic devices, and processors spanning multiple
manufacturers and categories. To simulate the visual characteristics of counterfeit
components, data augmentation is applied to generate 3,000 counterfeit IC images rep-
resenting recycled, remarked, cloned, and black-topped categories. The final dataset
therefore consists of 3,387 authentic and 3,000 counterfeit IC images.

More than ten overlay patterns emulates features associated with counterfeit ICs
that include light-to-moderate scratches, smudges, fingerprint traces, textured surface
irregularities, and gradual color fading that simulates aging, sometimes combined (e.g.,
faint scratches with smudges) while remaining subtle enough to resemble realistic
tampering rather than overt damage. Additional variations in illumination, contrast,
noise, and texture increase diversity. Sample augmented images appear in Figure 4.
All images are kept at their native 64×64 resolution which was sufficient to preserve
the visual cues required for counterfeit detection and the dataset is partitioned into
training (70%), validation (15%), and testing (15%) splits.

The counterfeit class is generated through image augmentation rather than phys-
ically verified specimens, which risks the classifier partially learning augmentation
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artifacts rather than genuine counterfeit indicators. To mitigate this, the augmenta-
tion pipeline uses different overlay types, illumination variations, and surface texture
modifications than those used as attack triggers, ensuring a clean separation between
the counterfeit generation and poisoning pipelines.

Fig. 4 Synthetic counterfeit IC images produced by the augmentation pipeline.

6.2 Federated Learning Environment

The federated learning setup consists of 50 participating clients, reflecting a real-
istic deployment scenario involving multiple distributed supply chain entities. To
further reflect real-world conditions, the training dataset is distributed randomly and
unequally among all clients, introducing natural data heterogeneity across partici-
pants. Each experimental session consists of 10 training rounds. Within each round,
all clients train a local ResNet-18 model on their private datasets for 50 epochs. Upon
completion of the local training, model parameters are transmitted to the central server
for aggregation into a new global model, which is then redistributed to all clients to
initiate the subsequent training round.

ResNet-18 was selected for its well-established performance on image classification
and its suitability for the 64×64 IC images used here. The unequal client data dis-
tribution is intentional, reflecting real-world deployments where supply chain entities
possess varying quantities of IC images.

6.3 Byzantine Data Poisoning Attack Setup

To evaluate the vulnerability of standard FL pipelines, the Byzantine data poisoning
attack is executed under three aggregation defenses (FedAvg, FedTrim, and Krum).
As described there, 3 of 50 clients (collectively ≈4.46% of the training data) are
compromised, with a different random three clients selected for each of the five seed-
s/experiments. Each configuration comprises two setups evaluated under the same
defense:
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• Setup 1 (Baseline): The FL system is trained for 10 rounds without poisoning. The
best-performing model across all rounds is retained for evaluation.

• Setup 2 (Poisoned): The FL system is trained for 10 rounds with the Byzantine
poisoning attack active. The best-performing model across all rounds is retained
and compared against the baseline.

This paired evaluation design allows for a direct, controlled comparison of model
performance with and without the poisoning attack under each defense mechanism.

6.4 FedEDAuth Defense Setup

To evaluate the effectiveness of FedEDAuth, the authentication framework is inte-
grated into the federated learning pipeline as an independent pre-aggregation layer. In
this configuration, three out of 50 clients are compromised using the Byzantine data
poisoning attack, representing the more challenging attack scenario evaluated in this
work.

At the beginning of each training round, the authentication server distributes the
fixed feature extractor to all clients: a ViT-B/16 pretrained on ImageNet, used in
frozen inference mode and producing 768-dimensional final-layer [CLS] embeddings.
Input images are resized from 64×64 to 224×224 by bicubic interpolation and normal-
ized with ImageNet channel statistics. All clients and the authentication server use
identical preprocessing to ensure embedding consistency. ImageNet pretrained ViT
features are well-suited as a fixed backbone for distribution-level anomaly detection
because they yield semantically structured embedding spaces without domain-specific
pretraining. Only authenticated clients proceed to train their local ResNet-18 for 50
epochs and submit parameters to the central server for FedAvg aggregation, repeated
across all 10 rounds.

The golden reference dataset Dref maintained by the authentication server con-
sists of clean, certified IC images representative of the authentic class distribution.
In practice, this reference could be maintained by a trusted industry consortium, a
government standards body, or a certified IC testing authority.

6.5 Baseline Aggregation Schemes and Evaluation Metrics

Three mainstream FL aggregation and defense schemes are evaluated as baselines to
characterize both the attack’s impact and FedEDAuth’s effectiveness:

• Federated Averaging (FedAvg): Computes a weighted average of all client updates
proportional to local dataset size, as defined in Equation 1.

• Trimmed Mean (FedTrim): Discards the most extreme gradient updates before
averaging, as defined in Equation 2, with a trimming proportion of α = 0.2.

• Krum: Selects the single client model most similar to its neighbors based on
Euclidean distance, as defined in Equation 3 and 4.

Model performance is evaluated using five metrics that collectively characterize
the ability of the global model to distinguish between authentic and counterfeit ICs:

• Accuracy: The proportion of correctly classified images across both classes.
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• Precision: The proportion of images predicted as counterfeit that are truly counter-
feit, measuring the model’s false positive rate.

• Recall: The proportion of truly counterfeit images that are correctly identified,
measuring the model’s sensitivity to counterfeit detection.

• F1-Score: The harmonic mean of precision and recall, providing a balanced measure
of classification performance across both classes.

• AUC-ROC: The area under the receiver operating characteristic curve, measuring
the model’s overall discriminative capability across all classification thresholds.

7 Results and Analysis

7.1 Counterfeit Detection Performance on Clean Data

Prior to evaluating the impact of adversarial attacks, the federated learning framework
is assessed under non-poisoned conditions to establish a performance baseline. Utilizing
the Federated Averaging (FedAvg) aggregation technique across 50 clients, 10 training
rounds, and five independent random experiments, the global model achieves strong
counterfeit IC detection performance, as summarized in Table 1. Results are reported
as mean ± standard deviation across seeds.

Table 1 Counterfeit IC
Detection Model Performance
Metrics

Metric Mean ± Std

Accuracy 91.80% ± 0.76%
Precision 87.96% ± 1.16%
Recall 95.64% ± 0.54%
F1-Score 91.64% ± 0.73%
AUC-ROC 0.920 ± 0.007

The high recall of 95.64% ± 0.54% indicates that the model reliably identifies
counterfeit images, minimizing false negatives, a critical property where undetected
counterfeit components pose the greatest risk. Low standard deviations across seeds
confirm that performance is stable across random client partitions and initializations,
and the AUC-ROC of 0.920 ± 0.007 demonstrates strong discriminative capability.
These results validate federated learning as a collaborative counterfeit IC detection
paradigm that achieves high, reproducible performance without raw data exchange.

7.2 Impact of Byzantine Poisoning on Standard FL Pipelines

The proposed Byzantine data poisoning attack is evaluated against all three main-
stream FL aggregation defense mechanisms. In each case, three compromised clients
representing approximately 4.46% of the total training dataset inject subtle scratch-
style triggers across their entire local datasets. Table 2 summarizes the performance
of clean and poisoned models across all three defense configurations.
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Table 2 Comparison of Non-Poisoned and Poisoned Models
Under Different Aggregation Methods

Aggregation Clean Poisoned Drop
Method Accuracy Accuracy (%)

FedAvg 91.80% ± 0.76% 91.38% ± 0.80% 0.42%

FedTrim 91.13% ± 1.02% 91.04% ± 1.02% 0.09%

Krum 82.84% ± 2.25% 82.84% ± 2.25% 0.00%

1) Federated Averaging (FedAvg): Under FedAvg, the global model’s accuracy
decreased from 91.80% ± 0.76% to 91.38% ± 0.80% across 5 seeds, a mean drop
of 0.42 percentage points. The false negative rate increased modestly under poison-
ing, indicating that the model has begun misclassifying counterfeit ICs as authentic.
Because FedAvg averages all client updates and only a few are poisoned, their per-
round influence is nearly negligible; however, it accumulates across rounds, gradually
corrupting the global model’s decision boundaries while remaining undetectable at the
aggregation stage.

2) Trimmed Mean (FedTrim): Under FedTrim, accuracy decreased from 91.13%
± 1.02% to 91.04% ± 1.02%, a mean drop of 0.09 percentage points. FedTrim
trims the most divergent model updates before averaging, making it effective against
high-magnitude poisoning. However, because the proposed attack deliberately avoids
producing large gradient deviations, the poisoned models are not identified as out-
liers and are not trimmed, allowing the attack to persist undetected across all training
rounds.

3) Krum: Under Krum, accuracy was 82.84% ± 2.25% under both clean and
poisoned conditions, with no measurable mean degradation. However, this apparent
resistance to poisoning should not be interpreted as robustness as Krum’s baseline
accuracy is already substantially lower than FedAvg (82.84% vs 91.80%), reflecting
its fundamental limitation of selecting only one client model per round and therefore
failing to leverage the collaborative benefit of the full federated network. The absence
of further degradation under poisoning is better understood as a floor effect than a
defense success.

Crucially, this near-zero accuracy degradation (below 0.5 percentage points for
all three defenses) does not diminish the threat but defines it. The attack operates
below the detection threshold of standard performance monitoring, leaving no mea-
surable accuracy signal while still corrupting the model’s internal representations
(Section 7.3), so operators have no performance-based indicator that the model has
been compromised.

7.3 Grad-CAM Analysis of Model Corruption

To provide interpretable evidence of the attack’s effect on the global model’s inter-
nal representations, Gradient-weighted Class Activation Mapping (Grad-CAM) [43] is
applied to compare feature focus between non-poisoned and poisoned models, as shown
in Figure 5. In the non-poisoned model, activation heatmaps confirm that the model
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concentrates attention on structurally meaningful IC regions, with no activation over
the trigger area. In the poisoned model, activation migrates away from the structurally
meaningful die center toward the trigger periphery across training rounds, with ele-
vated activation emerging in the vicinity of the embedded scratch pattern, indicating
that the global model has begun to treat the trigger region as a discriminative feature
rather than a surface artifact.

This visualization provides two important insights beyond what accuracy metrics
reveal. First, it confirms that the attack operates not merely as a statistical perturba-
tion but as a targeted corruption of the model’s feature learning process. The model is
not simply noisier, it has learned the wrong features. Second, it explains why the accu-
racy drop is small while recall degrades more severely. The trigger association biases
predictions toward the authentic class for triggered inputs, elevating false negatives
without proportionally increasing false positives. The progressive shift of activation
toward the trigger region was consistently observed across all five experimental seeds,
confirming that embedding space corruption is a reproducible consequence of the
attack rather than an artifact of any particular training run.

Fig. 5 Heatmap generated by Grad-CAM showing areas the model focuses on in the non-poisoned
vs poisoned models

7.4 FedEDAuth Authentication Performance

FedEDAuth is evaluated in the federated setting with 50 clients, of which 3 are
compromised using the Byzantine data poisoning attack. The authentication server
receives embedding-label pairs from all 50 clients and computes suspicion scores based
on outlier fraction, class mean deviation, and micro-cluster behavior. The suspicion
threshold is derived by introducing a held-out 30% calibration split of the golden ref-
erence and a bootstrap-based mean-shift normalization that sets honest client scores
on an interpretable scale.

Across all 5 seeds, the three compromised clients ranked among the highest-scoring
clients by a clear margin, with outlier fractions near 1.0 and substantially elevated
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mean-shift and micro-cluster scores relative to honest clients, achieving a detection
rate of 100% ± 0%. No poisoned client was missed in any seed.

Fig. 6 Per-client suspicion scores Si across five seeds

Table 3 presents an ablation across the three FedEDAuth metrics, evaluated indi-
vidually over five seeds. AUC measures how cleanly a metric ranks poisoned clients
above honest ones (0.5 = chance, 1.0 = perfect separation), while the Byz/Hon ratio
is the mean score of poisoned clients divided by that of honest clients, basically how
clearly the metric separates the malicious clients from the honest ones. Both F̃ and M̃

individually achieve AUC = 1.00 and 100% solo detection rate with 0 false positives.
M̃ carries the largest margin (2.05× byz/honest ratio vs. 1.14× for F̃ ), making it the
most robust to weaker or diluted triggers, as confirmed by the checkerboard experi-
ment (7.6). C̃ alone reaches only 26.7% solo DR (AUC 0.782) but adds complementary
coverage of client-dominated embedding pockets the mean-based metrics miss. The full
three-metric detector achieves 100% DR at 0% FPR. Although a single raw embedding
rarely crosses the per-sample outlier boundary at this resolution, the robust-z normal-
ization makes F̃ fully discriminative at the client level for high-magnitude anomalies
such as the scratch trigger.

Table 3 FedEDAuth Metric Ablation (Scratch Trigger, 5 Seeds)

Metric AUC Byz/Hon Ratio Solo DR @ FP=0

F̃ — Outlier fraction 1.000 1.14× 100.0%

M̃ — Mean shift 1.000 2.05× 100.0%

C̃ — Micro-cluster 0.782 1.94× 26.7%

Full detector (F̃+M̃+C̃) — — 100.0%

7.5 Comparison with Prior Federated Defenses

To test whether existing federated defenses detect the proposed attack, we imple-
ment three representative methods that operate on client model updates: FLTrust [35]
(trust scoring against a clean root update), FLAME [36] (cosine-distance clustering),
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and DeepSight [37] (output-divergence and update-energy inspection). The per-client
updates are captured across 50 clients which train locally, scratch-poisoned for the
Byzantine clients exactly as in the main experiments. FLTrust’s root update is trained
on the clean golden reference. Each defense assigns every client a suspicion score, which
we assess two ways. The first is the AUC and the second is detection k where we flag
the k most-suspicious clients and count how many are truly poisoned, fixing k=3 to
the actual number of Byzantine clients. Using the same k for every defense gives them
an identical false-positive budget, so their detection rates are directly comparable, we
do not tune k per method, and the AUC which does not depend on k confirms the
comparison does not hinge on this choice. Table 4 reports both over the same five
seeds.

Table 4 Detection of the scratch poisoning attack by prior
gradient-level defenses vs. FedEDAuth

Defense AUC DR FPR

FLTrust (root-update trust) 0.58 6.7% 6.0%
FLAME (update clustering) 0.60 6.7% 6.0%
DeepSight (behavior inspection) 0.44 0.0% 6.4%

FedEDAuth 1.00 100.0% 0.0%

None of the three separates poisoned from honest clients. Their suspicion scores are
statistically indistinguishable from random (AUC 0.44 - 0.60), and detection k recovers
Byzantine clients no better than the ≈6.7% expected by chance. Each Byzantine client
trains honestly on triggered data rather than manipulating gradients, so its update
carries no gradient-level signature. FLTrust assigns poisoned and honest clients near-
identical trust scores, and FLAME finds no separable malicious cluster in any seed
experiment. DeepSight scores even below chance (AUC 0.44) because the uniform
trigger makes a poisoned client’s data more homogeneous, yielding a less divergent
update than honest clients produce. Update-level defenses are thus blind to a data-level
attack that leaves the gradient signal intact, whereas FedEDAuth’s pre-aggregation
embedding analysis isolates every poisoned client (AUC 1.0) at zero false positives.

7.6 Trigger Generalization

To test whether detection is specific to scratch overlays, we evaluate a fundamen-
tally different trigger: a 3×3 black-and-white checkerboard (9 pixels, 0.2% of the
64×64 frame) burned at a random corner. With detector parameters left entirely
unchanged, the M*-fused detector again achieves detection rate of 100% at 0% false
positive rate across all five seeds (Figure 7), with a tighter separation margin reflect-
ing the checkerboard’s smaller footprint. The cross-class consistency metric M̃ enables
this generalization: any data-poisoning trigger displaces both class centroids, whereas
honest variation perturbs at most one, so M̃ separates the two regardless of trigger
geometry.
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Fig. 7 Honest and Byzantine suspicion-score densities for the scratch and checkerboard triggers.

7.7 Embedding-Space Visualization of the Byzantine Signature

Figure 8 shows where each client lands in the whitened mean-shift space the detector
thresholds on. A client’s two coordinates are how far its authentic and counterfeit class
embeddings have drifted from the clean reference, in whitened (Mahalanobis) units.
Honest clients form a dense cluster near the origin (M ≈ 5 on both axes), while the
Byzantine clients sit far out on both axes (Mauth ≈ 10–17, Mcnt ≈ 8–10; Byz/honest
silhouette = 0.788, where 1 is perfect separation). They are extreme on both axes
because the trigger is stamped on both classes and shifts both centroids together,
whereas honest variation moves at most one the cross-class consistency property that
the M metric exploits.

Fig. 8 Hex-density of clients in the whitened mean-shift space.

7.8 Model Performance After FedEDAuth Filtering

Following the identification and exclusion of all three poisoned clients, the federated
learning pipeline proceeds with only the 47 authenticated clients. The resulting global
model achieves strong counterfeit IC detection performance, as summarized in Table
5.
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Table 5 Fedavg Model with
FedEDAuth Performance
Metrics

Metric Value

Accuracy 90.94% ± 0.92%
Precision 87.07% ± 1.14%
Recall 94.80% ± 0.86%
F1-Score 90.77% ± 0.92%
AUC-ROC 0.91 ± 0.01

These results confirm that FedEDAuth identifies all compromised clients in every
seed and restores near-baseline performance. Post-filtering accuracy (90.94%) and
recall (94.80%) closely match the clean FedAvg baseline (91.80% and 95.64%). The
preserved recall maintains the model’s sensitivity to counterfeit detection, the most
critical dimension in hardware security. The slight reduction is expected with a 0%
false-positive rate all 47 honest clients are retained, but the three excluded Byzantine
clients no longer contribute their data, marginally reducing training diversity.

7.9 Sensitivity Analysis: Poisoning Density

To evaluate the robustness of FedEDAuth under varying attack intensities, an addi-
tional experiment varies the proportion of poisoned images per compromised client
across three levels: 90%, 70%, and 50%. The results are shown in Figure 9.

At 90% and 70% density all malicious clients are isolated (DR 100%); at 50% the
poisoned distribution overlaps the threshold and a third of the Byzantine clients are
missed (DR 66.7%), as a half-poisoned client’s embeddings resemble a clean/poisoned
mixture rather than a clearly anomalous one.

This edge case has limited consequence: at 50% density the signal is weak enough
that FedAvg dilutes its influence. FedEDAuth’s modular metrics and threshold can
be extended with adaptive thresholding for lower densities and non-IID conditions,
which we leave to future work.

8 Discussion & Hardware Security Implications

8.1 Federated Learning as a Hardware Security Enabler

The clean baseline results position FL not merely as a privacy-preserving alternative to
centralized ML, but as an architecturally superior paradigm for long-term counterfeit
IC detection. The global model adapts continuously to emerging counterfeiting strate-
gies, scales with the diversity of participating entities, and removes the IP-exposure
barrier that has deterred foundries from centralized programs. FL should thus be
treated as infrastructure for hardware security intelligence, not merely a privacy tool.
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Fig. 9 Distribution of Byzantine suspicion scores under decreasing poisoning density (15 Byzantine
clients per level; 3 per seed × 5 seeds).

8.2 FedEDAuth as a Proactive Defense Paradigm

FedEDAuth’s 100% malicious client detection rate across all experimental trials
reflects a qualitative shift in the FL defense paradigm. Rather than filtering malicious
contributions after aggregation, it intercepts compromised clients before any model
update reaches the central server. By operating at the embedding level, it exploits a key
asymmetry while subtle data poisoning yields gradient updates statistically similar to
honest clients, the same poisoning produces a distinctive embedding-space signature
(tight micro-clusters, systematic class-mean shifts, elevated Mahalanobis distances)
that reflects the underlying data distribution rather than its gradient-level projection.

The authentication server’s independence from both the central server and clients
mirrors the role of third-party auditors in traditional IC authentication, aligning
FedEDAuth with existing semiconductor verification workflows.

8.3 Adaptive Adversaries and the Software Pipeline
Assumption

FedEDAuth’s authentication guarantee rests on an implicit assumption that the client-
side feature extractor g(·) and the local training pipeline operate over the same data.
This closes a specific adaptive attack in which an adversary submits embeddings from
a clean data pool while training locally on poisoned data passing authentication every
round yet still corrupting the global model. The shared software pipeline prevents this
decoupling.

A compromised foundry controlling its own infrastructure could, however, run
a legitimate embedding pipeline separately from a modified training loop, submit-
ting clean embeddings and poisoned updates independently. Enforcing this coupling
requires hardware-rooted attestation (e.g., Intel SGX, AMD SEV, ARM TrustZone),
through which the server can cryptographically verify that the unmodified pipeline
is running a natural extension given that industrial semiconductor infrastructure
commonly supports such primitives, but one left to future work.
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A second adaptive strategy is an adversary who, aware of FedEDAuth’s mean-shift
detection, designs a trigger that minimizes class-centroid displacement while still cor-
rupting the decision boundary. Such a trigger must simultaneously (a) shift the model’s
feature association toward the authentic class for triggered inputs and (b) keep client
class means within the Mahalanobis threshold τc conflicting objectives that are diffi-
cult to satisfy with hardware-grounded triggers. Because effective IC-domain triggers
must be visually coherent with surface features to evade human inspection, they carry
correlated texture that shifts ViT embeddings systematically across the affected class.
A trigger that shifts class means negligibly would have to be either imperceptibly small
(weakening its effect) or spatially incoherent (visually detectable). Formally charac-
terizing this efficacy–stealth tension, and quantifying the minimum trigger magnitude
required to corrupt a ResNet-18 classifier while evading FedEDAuth, would yield a
theoretical bound on the detection guarantee and is left to future work.

8.4 Broader Implications for Hardware Security

The findings extend beyond counterfeit IC detection. The same Byzantine data poi-
soning strategy could be adapted to corrupt FL models used for hardware trojan
detection, side-channel analysis, fault injection monitoring, or supply chain integrity
verification applications where the central server’s inability to inspect client data
creates the same fundamental vulnerability.

Conversely, FedEDAuth’s embedding-based authentication is domain-agnostic. Its
modular design, a substitutable feature extractor, configurable anomaly metrics, and
tunable suspicion scoring adapts to any FL application, whether certified side-channel
traces, authenticated trojan-free netlists, or verified fault-injection profiles. Authenti-
cating clients through the statistical properties of their data representations, rather
than their model-update parameters, is thus a generalizable strategy for securing fed-
erated intelligence across the IoT device fleets and hardware security pipelines. As
FL becomes central to these workflows, standards such as AS6171 which today gov-
ern only physical and electrical inspection will need to evolve to specify trust-tier,
golden-reference, and authentication-server requirements for ML-based collaborative
detection pipelines.

8.5 Limitations

The counterfeit class is generated through image augmentation rather than physically
verified specimens, so classifiers may partially learn augmentation artifacts rather than
genuine counterfeit indicators. All experiments use a single IC image corpus with one
family of scratch-style triggers; generalizability across IC types, imaging modalities,
and trigger designs is not evaluated, and the 100% detection rate should be read within
this scope.

Finally, the threat model does not empirically evaluate adaptive adversaries capa-
ble of decoupling their data pipelines. Hardware-rooted attestation is identified as
the necessary countermeasure but remains unimplemented. Golden reference drift as
manufacturing processes evolve is a further deployment challenge not captured here.
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9 Conclusion

This work investigates federated learning as a privacy-preserving framework for collab-
orative counterfeit IC detection, addressing both its potential and its critical security
vulnerabilities.

First, we demonstrated a novel Byzantine data poisoning attack against all main-
stream FL defenses: FedAvg, Trimmed Mean, and Krum. With access to as little as
4.46% of the training data and no knowledge of the global model or other clients, the
attack corrupts the global model’s decision boundaries while producing mean accuracy
degradations of 0.42 or less which is below the threshold of standard performance-based
detection. Grad-CAM across all five random seed experiments confirms the impact is
targeted corruption of internal features, not bulk accuracy loss. Because misclassify-
ing even a small fraction of counterfeit ICs can be catastrophic for defense, medical,
and critical-infrastructure systems, this stealthy corruption is an urgent, previously
undercharacterized risk.

Second, to address this vulnerability, we propose Federated Embedding Distri-
bution Authentication (FedEDAuth), a lightweight, proactive client authentication
framework. A properly calibrated implementation achieves a 100% malicious client
detection rate across all five seeds, with post-filtering performance of 90.94% ± 0.92%
accuracy, 94.80% ± 0.86% recall, and an AUC-ROC of 0.91 ± 0.01.

Taken together, these findings underscore a principle for FL in hardware security.
Decentralized collaboration is a powerful tool for counterfeit IC detection across a
globalized supply chain, but its security cannot rest on reactive, gradient-level defenses
alone. Proactive, data-aware authentication such as FedEDAuth is an essential comple-
ment, addressing the threat at its source rather than after the fact. Beyond counterfeit
IC detection, the underlying authentication mechanism is a candidate defense for
other FL-based hardware security applications, including IoT device authentication,
hardware trojan detection, and side-channel analysis.
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