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Abstract

Vulnerability localization aims to identify the specific lines of code that contain
vulnerabilities, thereby enabling developers to address security issues more effi-
ciently and promptly. While recent methods have employed attention weights
(e.g., LineVul) or feature attribution techniques (e.g., Line-DP) to guide vul-
nerability localization based on detection outcomes, these methods may rely
on signals that are not faithfully reflective of the model’s decision process. In
this paper, we propose VulProbe, a novel method that probes the hidden rep-
resentations of a vulnerability detection model to achieve line-level vulnerability
localization. The hidden representations that are input to discriminate vul-
nerabilities encode rich information about the source code. By probing these
representations, VulProbe identifies syntactic structures that are highly asso-
ciated with the model’s predictive decisions and subsequently localizes the
vulnerable lines. Specifically, we first fine-tune CodeBERT on a vulnerability
detection task to ensure that the model learns vulnerability-related features.
Next, we probe the syntactic information embedded in the hidden representations
using a mask-based weighting mechanism that emphasizes vulnerability-related
token pairs during probe training, and transform the probed information into
Abstract Syntax Trees (ASTs). By comparing the predicted AST (P-AST) with
the original AST (O-AST) derived from the input source code, we identify key
syntactic structures associated with vulnerabilities and leverage these insights
to localize vulnerable lines. To evaluate the performance of our VulProbe, we
compare it with eight baseline methods using six evaluation metrics. VulProbe,
at the median value, achieves Top-1 Accuracy of 0.2586, Top-3 Accuracy of
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0.4224, Top-5 Accuracy of 0.4914, IFA of 6.03, Recall@1%Effort of 0.422414, and
Effort@20%Recall of 0.003951. It improves the baselines by 108.21% – 660.03%,
52.47% – 888.07%, 25.76% – 723.47%, 17.15% – 57.59%, 62.58% – 9950.26%,
and 51.28% – 96.78%, respectively. Statistical analysis further confirms that the
improvements achieved by VulProbe over the baseline methods are significant.

Keywords: Vulnerability localization, Probing, Hidden representation, Abstract
Syntax Tree, Mask-based weighting

1 Introduction

Software systems have become the cornerstone of modern society, and vulnerabilities
in code pose a serious potential risk Jang-Jaccard and Nepal (2014); National Vul-
nerability Database (2026). To guarantee the security of software systems, researchers
have proposed many approaches for detecting vulnerabilities in code. Existing vul-
nerability detection approaches can be broadly classified into two categories: program
analysis-based (PA-based) approaches Cppcheck Team (2026); Ferschke et al. (2012);
Secure Software, Inc. (2026) and machine learning-based (ML-based) approaches Fu
and Tantithamthavorn (2022); Guo et al. (2022); Li et al. (2021, 2018); Pornprasit and
Tantithamthavorn (2022); Wattanakriengkrai et al. (2020); Wu et al. (2022); Zhang
et al. (2023); Zhou et al. (2019).

The PA-based approaches rely on manually defined rules crafted by security experts
to identify vulnerabilities. In contrast, ML-based approaches leverage large-scale data
to achieve better generalization and detection performance. However, current ML-
based vulnerability detection approaches are commonly limited to coarse-grained
vulnerability detection.

Many works Li et al. (2018); Wu et al. (2022); Zhang et al. (2023); Zhou et al. (2019)
have implemented vulnerability detection approaches that demonstrate promising per-
formance. Nevertheless, these methods still require developers to invest significant
time and effort to further localize vulnerabilities to specific lines of code. According to
our analysis of the BigVul dataset Fan et al. (2020), vulnerable lines constitute only
about 5% of the total number of code lines within the functions labeled as vulnerable.
Accurately localizing vulnerable lines would significantly reduce the workload associ-
ated with vulnerability identification and enable developers to address vulnerabilities
more efficiently and in a timely manner.

Building on the promising performance of existing vulnerability detection methods
Li et al. (2018); Wu et al. (2022); Zhang et al. (2023); Zhou et al. (2019), studies Fu
and Tantithamthavorn (2022); Li et al. (2021); Wattanakriengkrai et al. (2020) have
attempted to utilize model interpretation approaches Ribeiro et al. (2016); Lundberg
and Lee (2017); Shrikumar et al. (2017); Vaswani et al. (2017); Ying et al. (2019)
such as the attention mechanism and the feature attribution techniques for vulner-
ability localization. While these methods offer insights into the model’s focus areas,
they have inherent limitations. Previous studies Bai et al. (2021); Jain and Wallace
(2019) have shown that attention scores can, to some extent, reflect the model’s focus
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on input tokens and reveal their correlation with the final output. However, a high
attention score does not necessarily imply a causal relationship between the corre-
sponding token and the final decision. Similarly, feature attribution methods typically
provide correlation rather than guaranteeing causality, making it difficult to identify
the fundamental factors driving model decisions Cheng et al. (2024).

Motivated by these limitations, we focus on the model’s hidden representations
for vulnerability localization. In typical deep learning-based approaches to vulnera-
bility detection, the input source code is first encoded into high-dimensional vector
representations, referred to as hidden representations. These representations capture
a wide range of vulnerability-related features, including syntactic structures, semantic
dependencies, and additional indicators that contribute to the model’s final predic-
tions. The refined hidden representations are then passed to a classifier, which utilizes
them to determine whether the given code contains vulnerabilities. As these represen-
tations are directly correlated with the model’s final predictions, analyzing their key
components allows us to identify the evidence that the model relies on when making
predictions, thereby enabling faithful post-hoc interpretation.

Building on this idea, we propose VulProbe, a post-hoc explanation framework
that probes the hidden representations of a vulnerability detection model to local-
ize vulnerabilities. Specifically, we first fine-tune CodeBERT Feng et al. (2020) on a
vulnerability detection task to ensure that the model captures vulnerability-related
features in its hidden representations. These refined representations are then leveraged
by our probe model Belinkov et al. (2017); López et al. (2022); Hewitt and Man-
ning (2019); Karmakar and Robbes (2021); Troshin and Chirkova (2022); Wan et al.
(2022) to reconstruct Abstract Syntax Trees (ASTs) that reflect the syntactic structure
encoded within them. To enhance the probe’s ability to capture vulnerability-related
syntactic structures, we introduce a mask-based weighting mechanism during probe
training that emphasizes token pairs involving vulnerable code lines, thereby guiding
the probe to focus on learning critical syntactic patterns for vulnerability detection.
As a result of fine-tuning, vulnerability-related features are amplified while irrelevant
features are suppressed. These changes in syntactic features are manifested in the
extracted P-AST, where key vulnerability-related structures are effectively retained.
Subsequently, we compare the predicted AST (P-AST) with the original AST (O-AST)
of the input source code to identify the key syntactic elements associated with vulner-
abilities. By mapping these elements back to their corresponding code lines, we assign
scores to each line and rank them accordingly, thereby enabling precise vulnerability
localization.

We conduct experiments to evaluate our proposed approach, VulProbe, on the
widely used BigVul dataset Fan et al. (2020). To assess its performance in the vul-
nerability localization task, we compare VulProbe against eight baseline approaches
Ferschke et al. (2012); Fu and Tantithamthavorn (2022); Hin et al. (2022); Hurst
et al. (2024); Lundberg and Lee (2017); Secure Software, Inc. (2026); Shrikumar et al.
(2017); Simonyan et al. (2013). The experimental results demonstrate that VulProbe
outperforms these baselines. Specifically, VulProbe, at the median value, achieves Top-
1 Accuracy of 0.2586, Top-3 Accuracy of 0.4224, Top-5 Accuracy of 0.4914, IFA of
6.03, Recall@1%Effort of 0.422414, and Effort@20%Recall of 0.003951. Compared to
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the baseline methods, VulProbe improves performance by 108.21% to 660.03% for
Top-1 Accuracy, 52.47% to 888.07% for Top-3 Accuracy, 25.76% to 723.47% for Top-5
Accuracy, 17.15% to 57.59% for IFA, 62.58% to 9950.26% for Recall@1%Effort, and
51.28% to 96.78% for Effort@20%Recall. Statistical analysis further confirms that the
improvements achieved by VulProbe over the baseline methods are significant.

To facilitate research and application, the replication package of our VulProbe is
available at: https://github.com/alfulort/VulProbe.
Scope and interpretation of our approach. VulProbe is designed as a post-hoc
interpretation method that translates the internal states of a vulnerability detec-
tion model into human-interpretable code locations. Rather than claiming to discover
causal relationships between code patterns and vulnerabilities, VulProbe focuses on
recovering syntactic evidence encoded in the model’s hidden representations and map-
ping this evidence back to source code lines. The output of VulProbe is a ranked list
of lines indicating where the model ”looks” when making a vulnerability prediction.
This serves as a practical signal for developers to prioritize code review, even though
it reflects correlation with, rather than causation of, the model’s decision process.

In summary, this paper makes the following contributions:

• A Novel Approach for Vulnerability Localization. We propose VulProbe, a
post-hoc explanation framework that probes hidden representations of vulnerability
detection models to identify syntactic structures that are highly correlated with the
model’s vulnerability predictions. By analyzing these structures, VulProbe enables
precise vulnerability localization. To the best of our knowledge, this is the first
application of the probing techniques in the context of vulnerability localization.

• Architecture-Agnostic Vulnerability Localization. VulProbe is architecture-
agnostic and can be integrated with any vulnerability detection model that
provides access to its hidden representations. By extracting syntactic information
from these representations, VulProbe enables precise vulnerability localization. Its
flexibility allows it to be applied across various architectures, including transformer-
based models (e.g., CodeBERT, UniXcoder) and traditional neural networks (e.g.,
BiLSTM, MLP). We note that this assumption holds for open-source and white-
box models, which are the primary focus of explainability research in software
engineering.

• Comprehensive Performance Evaluation. We evaluate VulProbe on the widely
used BigVul dataset Fan et al. (2020) using six evaluation metrics. Experimental
results show that VulProbe consistently outperforms all eight baseline methods,
achieving statistically significant improvements across all metrics.

The rest of our paper is organized as follows. Section 2 introduces the details of
our approach. Section 3 describes the experiment setup. Section 4 reports the results
of the experiments. Section 5 presents the threats to the validity of our study. Section
6 introduces the related work. We draw conclusions in Section 7.
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2 Approach

In this section, we introduce VulProbe. Figure 1 shows the overall framework of our
approach. VulProbe consists of three main phases:

Hidden 

Representation

t=(d, c, u) Binary Tree
Abstract Syntax 

Tree

𝑃ௌ: ܪ → ܵ

Parse  to get original AST

Predicted AST

2.1 Vulnerability 

Detection

2.2 Hidden 

Representation Probe
2.3 Vulnerability 

Localization

Score & 

Rank

Compare

mask-based 

weighting

Fig. 1 The overall framework of VulProbe.

1. Vulnerability Detection. Firstly, we employ pre-trained model for vulnerability
detection and fine-tune the model with an appended linear classifier to generate
the final detection results. During this process, the hidden representations, which
capture the features of the input code, are directly utilized by the linear classifier
for prediction.

2. Hidden Representation Probe. Subsequently, we learn an orthogonal projec-
tion to map the hidden representation of the input code into a syntactic subspace.
After the projection, the hidden representation is transformed into a vector tuple
t. To enhance the probe’s ability to capture vulnerability-related syntactic struc-
tures, we introduce a mask-based weighting mechanism during probe training. Due
to the established correspondence between syntactic subspace vector tuples and
ASTs, we can convert the projected tuples into ASTs. The resulting tree structure
offers an intuitive representation of the syntactic information encoded in the hidden
representations.

3. Vulnerability Localization. Finally, after obtaining the predicted AST (P-AST)
from the hidden representations, we parse the input code to generate its original
AST (O-AST). Compared to the O-AST, the P-AST retains only a subset of the
full syntactic structure, indicating that the hidden representations encode only lim-
ited syntactic information relevant for vulnerability detection. We consider these
preserved syntactic elements critical for vulnerability detection. Therefore these
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retained syntactic structures can serve as the key evidence for vulnerability localiza-
tion. By comparing the P-AST with the O-AST, we can identify the key syntactic
components of the input code and, consequently, localize the vulnerability.

2.1 Vulnerability Detection

VulProbe employs a Transformer-based pre-trained model for vulnerability detection.
In our work, we perform vulnerability detection by attaching a linear classifier to a
pre-trained CodeBERT Feng et al. (2020) model and fine-tuning the entire model on
our dataset. CodeBERT, built upon the BERT architecture Devlin (2018), consists
of 12 stacked encoder layers and is pre-trained on large-scale code datasets Husain
et al. (2019). This pre-training enables it to learn general programming language
representations that serve as effective features for downstream tasks. Fine-tuning on
the vulnerability detection task further adapts these hidden representations to capture
task-specific features, thereby enhancing their effectiveness for vulnerability detection.

The 12 stacked encoder layers play a crucial role in progressively integrating and
refining features extracted from the input. Within each encoder layer, the multi-head
self-attention and position-wise feed-forward network work together to capture and
encode rich structural and semantic information.

The self-attention mechanism Vaswani et al. (2017) calculates the relevance of each
token to every other token using three components: query (Q), key (K), and value
(V ). Here, Q represents the current token, K encompasses all tokens in the sequence,
and V contains the token information to be aggregated. The attention operation is
defined as:

Attention(Q,K, V ) = softmax

(

QKT

√
dk

)

V, (1)

where dk is a scaling factor that stabilizes gradients by normalizing the dot product
scores. This mechanism enables the model to capture long-range dependencies and
contextual relationships, thereby enabling the hidden representations to capture and
encode rich structural and semantic information from the source code.

Additionally, the encoder layer employs multiple independent attention heads in
parallel. This multi-head self-attention mechanism allows the model to learn distinct
subspace representations and capture various aspects of the input. Each attention
head is computed independently as:

headi = Attention(QW
Q
i ,KWK

i , V WV
i ), (2)

and the outputs are concatenated and projected back to the desired dimensionality
with WO:

MultiHead(Q,K, V ) = Concat(head1, . . . , headh)W
O. (3)

This process effectively integrates features from different subspaces into the hidden
representations, enhancing the model’s ability to capture complex relationships in the
code.
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Following self-attention, a position-wise feed-forward network (FFN) applies a
nonlinear transformation to further refine the contextualized features:

FFN(x) = max(0, xW1 + b1)W2 + b2. (4)

This further processing elevates the hidden representations into higher-level abstract
features, thereby enhancing the model’s ability to distinguish the vulnerability.

While the stacked encoder layers extract hierarchical representations from the
source code, these features alone may not be optimal for vulnerability detection. Fine-
tuning further refines these representations by reinforcing vulnerability-specific pat-
terns and filtering out irrelevant information, ultimately enhancing their discriminative
power.

Finally, these refined hidden representations not only encode critical features for
vulnerability detection but also serve as direct inputs to the classifier, forming the
basis for the model’s predictions. Inspired by this, we aim to analyze and interpret the
encoded information in hidden representations to recover explanatory evidence asso-
ciated with vulnerability detection. This requires access to the model’s intermediate
layer outputs, which is a standard assumption for white-box interpretation methods
in the software engineering XAI literature. Ultimately, this deeper understanding can
enable the vulnerability localization.

2.2 Hidden Representation Probe

The final hidden representation h in the vulnerability detection model encodes
essential information for vulnerability discrimination. Analyzing h can reveal what
information the model encodes and how that information influences detection results.
To faithfully interpret what is encoded in h, we introduce the probing method Belinkov
(2022); Belinkov et al. (2017); López et al. (2022); Hewitt and Manning (2019); Kar-
makar and Robbes (2021); Troshin and Chirkova (2022); Wan et al. (2022). Unlike
prior work that attempts to establish causality, our goal is to recover the syntactic
structures that are most strongly associated with the model’s predictions, providing a
faithful explanation of the model’s reasoning. This approach helps identify the features
captured by the model, offering insights into the reasoning behind its predictions.

Let H denote the set of all hidden representations h, where each h ∈ H is a
high-dimensional encoding of the source code. Although H is rich in information,
its content is mixed. To avoid interference from other aspects of information, in this
paper we focus exclusively on probing the syntactic information within the hidden
representations. We hypothesize that there exists a syntactic subspace S that encodes
AST information. The objective of our probe is to learn a projection PS that projects
the hidden representation space H to the syntactic subspace S:

PS : H → S. (5)

2.2.1 Transformation between AST and Vector Tuple

However, mapping hidden representations directly to ASTs is challenging because
ASTs are hierarchical structures rather than simple vectors. To address this, we first
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transform ASTs into a structured vector representation, thereby establishing a direct
learning objective for PS . L’opez et al. López et al. (2022) have verified the existence
of the syntactic subspace and established a bijection between an AST and a vector
tuple representation t = (d, c,u), where d, c and u collectively represent the AST
structure.

Following the rules outlined in López et al. (2022); Shen et al. (2018), there is
a bidirectional transformation between an AST and its vector tuple representation
t = (d, c,u). As shown in Figure 2, this transformation proceeds in two steps:

return_stateme

nt

;areturn

AST

return_statemen

t

;a

return ∅

Binary Tree

d = (2, 1)

c = (return_statement, 

kk  )

u = (<empty>, <empty>, 

<empty>)

∅

Vector Tuple

Step 1 Step 2

Fig. 2 An example of the 2-step transformation between AST and vector tuple. The rounded rect-
angles are nonterminal nodes and the circles are terminal nodes.

Step 1: AST → Binary Tree Transformation. To convert an AST into a binary
tree, we need to binarize both unary and n-ary nodes.

• If a node is n-ary, a special node ∅ is inserted to binarize it. For instance, the 3-ary
non-terminal node return statement is transformed into binary structure by adding
∅.

• As for the unary node, it should be merged with its child to form a new node. This
rule applies to both terminal and non-terminal nodes.

• To revert the binary tree back to the AST, remove the ∅ node and reconnect the tree.
Additionally, expand any unary nodes that were compressed during binarization.

Step 2: Binary Tree → Vector Tuple Transformation. Next, we convert the binary
tree into a tuple t = (d, c,u) to finally complete the transformation from AST to
vector tuple representation.

• d encodes the structure information. Given the terminal wordsw = (w0, w1, . . . , wn)
in the binary tree, d is defined as d0, d1, . . . , dn−1, where each di denotes the height
of the lowest common ancestor for two terminal nodes (wi, wi+1).

• c encodes the label information. c stores the label of the lowest common ancestor
for every two consecutive nodes. Hence, c has the same dimension as d.

• u also encodes the label information, having a dimension equal to n. For every
terminal node, u records the label of any merged non-terminal nodes, or < empty >

if terminal node is not merged.

8



• For example, in Figure 2, w = (return, a, ·), then d = (2, 1), c =
(return statement, ∅), and u = (< empty >,< empty >,< empty >).

• Similarly, leveraging the t = (d, c,u), the binary tree can be converted from the
vector tuple.

2.2.2 Learn the Projection PS

The two-step transformation described above enables a bidirectional transformation
between ASTs and vector tuples, allowing us to both learn the projection PS and apply
the learned PS to extract the AST from the hidden representation h. In the learning
process, we first parse the input code corresponding to h to obtain the O-AST, then
apply the two-step transformation to generate the vector tuple t0 = (d0, c0,u0). Next,
treating h as the input and t0 as the target, we learn the orthogonal projection PS . In
the extraction process, we feed h into the learned projection PS to obtain a predicted
vector tuple tp = (dp, cp,up). Applying the two-step transformation to tp yields the
P-AST, thereby completing the extraction of syntactic information from the hidden
representation.

Building on the transformation process described above, we adopt the settings
outlined in López et al. (2022) to train PS . The loss function is defined as follows:

L = Ld + Lc + Lu + λ ·OR(B), (6)

Ld =
∑

i,j>i

ReLU
(

1− sign(di − dj)(d̂i − d̂j)
)

, (7)

Lc = −
∑

i

log
exp (⟨PS(hi)− PS(hi+1), vci⟩)

∑

i∈C exp (⟨PS(hi)− PS(hi+1), v⟩)
, (8)

Lu = −
∑

i

log
exp (⟨PS(hi), vui

⟩)
∑

i∈U exp (⟨PS(hi), v⟩)
. (9)

Here, hi denotes a hidden representation, and Bhi corresponds to the coordinates of
PS(hi) in the syntactic subspace S. d̂i is defined as

d̂i = ∥Bhi −Bhi+1∥22. (10)

Moreover, vci ∈ C and vui
∈ U represent the corresponding label vectors for c and u,

respectively. The regularization term is defined as Limisiewicz and Mareček (2020):

OR(B) = ∥BB⊤ − I∥2F , (11)

where ∥ · ∥F denotes the Frobenius norm and I is the identity matrix. Further details
regarding the training settings can be found in López et al. (2022).

2.2.3 Mask-based weighting for vulnerability-aware probe training.

To encourage the probe to better preserve syntactic relations associated with vul-
nerable code regions, we introduce a mask-based weighting mechanism during probe
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training. For each training sample, we extract the vulnerable lines and map the line-
level labels to the token level. Specifically, a token is assigned a label of 1 if it resides
in a vulnerable line, and 0 otherwise. Therefore, we obtain a binary token mask
m ∈ {0, 1}n, where mi = 1 indicates that token i is mapped to a vulnerable line
(padding tokens are ignored). Notably, this mask is used only to reweight the dis-
tance ranking objective during probe training; at inference time, the probe extracts
the P-AST from h without requiring any vulnerability annotations.

Following the distance ranking formulation in López et al. (2022), i and j index
terminal-token positions used by the probe objective. We define a pair-wise indicator
Mij and assign weights wij as:

Mij =

{

1, if mi = 1 or mj = 1,

0, otherwise,
(12)

wij = 1 ·Mij + (1− α)(1−Mij), (13)

where α ∈ [0, 1] controls the suppression of non-vulnerable pairs; in our implementa-
tion the weight of vulnerable pairs is fixed to 1.0, while the weight of non-vulnerable
pairs is 1 − α (e.g., α = 0.99).This asymmetric design ensures that all vulnerability-
related pairs contribute fully (weight = 1.0) to the loss, while non-vulnerable pairs
are down-weighted to 1 − α, focusing the probe’s capacity on preserving syntactic
structures potentially relevant to vulnerabilities.

Accordingly, we use the following weighted distance ranking loss:

Lweighted
d =

∑

i,j>i wij · ReLU
(

1− sign(di − dj)(d̂i − d̂j)
)

∑

i,j>i wij

. (14)

We keep Lc, Lu, and OR(B) unchanged, and replace Ld with Lweighted
d when training

PS .
To this end, as illustrated in Figure 1, we probe the syntactic information in hidden

representation by recovering the corresponding AST. Specifically, we feed the hidden
representation h from the vulnerability detection model into the learned projection
PS . This projection will produce a vector tuple t. Then, by applying the two-step
transformation, we recover the AST embedded in h. In the next subsection, we will
investigate the extracted ASTs to identify the key syntactic structures that are associ-
ated with the prediction process of the vulnerability detection model. With these key
syntactic structures, we can ultimately achieve vulnerability localization.

2.3 Vulnerability Localization

The P-AST is extracted from the hidden representation, and the syntactic information
encoded within it is directly associated with the prediction process of the vulnerabil-
ity detection model. During fine-tuning, vulnerability-related features are enhanced
while irrelevant features are suppressed. Based on this understanding, we hypothe-
size that variations in the syntactic features embedded in the hidden representation

10



will be reflected in corresponding changes in the extracted P-AST, and these changes
are indicative of the vulnerability model’s decision process. We treat these retained
structures as explanatory evidence rather than causal factors.

In this section, we explore how to achieve vulnerability localization by analyzing the
differences between P-AST and O-AST. We experiment with two AST representation
methods for comparison and propose the scoring rule to quantify the model’s focus
on different code structures. Finally, we select the most effective method and present
pseudocode that outlines the process of AST comparison and scoring.

2.3.1 Compare

To analyze the syntactic information retained in hidden representations, we extract
the P-AST from the model’s hidden states and compare it to the O-AST, parsed
directly from the source code. This comparison reveals key syntactic structures that
the model considers important for vulnerability detection.

To compare P-AST and O-AST, we first need to establish a suitable representation
for AST substructures. L’opez et al. López et al. (2022) employ a tree constituent
representation Black et al. (1991) to evaluate the degree of overlap between ASTs.
The tree constituent representation is defined as

⟨subtree root node⟩⟨i⟩-⟨i+ 1⟩- . . . -⟨j⟩, (15)

where i, i+1, . . . , j denote the token IDs of the input code. This representation captures
the root node and all leaf nodes of a subtree, but it ignores the internal structure. To
obtain a more complete representation of each subtree, we perform a preorder traversal
and obtain the representation:

⟨subtree root node⟩⟨preorder traversal⟩ . . . . (16)

Unlike the tree constituent representation, which only records the root and leaves,
preorder traversal representation preserves the hierarchical structure of the subtree
more comprehensively. This structured representation better captures key syntactic
patterns for comparisons.

2.3.2 Score

After comparing the ASTs, we identify syntactic structures retained in the hidden
representation. We consider the lines of code where these structures are located to
be highly correlated with vulnerabilities. To facilitate vulnerability localization, we
score the tokens corresponding to matched subtrees to reflect their importance in the
model’s prediction process for vulnerability detection. After completing the scoring
process, we sum the token scores per line to compute the line score. The lines of code
are sorted by their scores, and those with higher scores are considered more relevant
to the vulnerability, thus completing the vulnerability localization.

The varying relevance of syntactic structures to vulnerabilities is considered in the
scoring process. To reflect their significance, we assign higher scores to key syntactic
structures. In particular, we focus on control relationships, which govern execution
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flow, branching, and loops. Misconfigurations in these structures can lead to logic
flaws, privilege escalation, or infinite loops, increasing security risks. Based on these
considerations, we select a set of control-related AST node types. Subtrees rooted
at these nodes are identified as control-related and assigned higher scores during the
scoring process.

2.3.3 Pseudocode

Finally, we summarize the comparison and scoring process using Algorithm 1.

Algorithm 1 Score the Tokens.

Require: P-AST, O-AST
Ensure: TOKEN SCORE
1: subTreesp ← getSubTree(P-AST)
2: subTreeso ← getSubTree(O-AST)
3: TOKEN SCORE ← {0, ..., 0}
4: for each subtree st in subTreesp do
5: if st ∈ subTreeso then
6: if RootNode(st) is control-related then
7: for each token i in st do
8: TOKEN SCORE[i] ← TOKEN SCORE[i] + controlScore
9: end for

10: else
11: for each token i in st do
12: TOKEN SCORE[i] ← TOKEN SCORE[i] + uniformScore
13: end for
14: end if
15: end if
16: end for
17: return TOKEN SCORE

First, we extract subtrees from the input AST (Lines 1-2). Using a preorder traver-
sal, we generate the representation for each subtree. Next, we compare the subtrees
extracted from the P-AST and the O-AST one by one (Lines 4-5). When a matching
subtree is found, we assign scores to all tokens within that subtree. If the subtree’s
root node is control-related, its tokens receive a controlScore; otherwise, they receive a
uniformScore (Lines 6-15). As a result, we obtain TOKEN SCORE, which represents
the importance of each token in the vulnerability classification process.

Next, we aggregate the token-level scores to compute a score for each line of code.
Specifically, for each line, we sum the scores of all tokens in that line to compute the
line scores. Finally, we rank the code lines in descending order based on their scores
to localize the vulnerability.
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3 Experiment Setup

In this section, we introduce the setup of our experiments. We first introduce the stud-
ied baselines. Then we describe the evaluation metrics we adopt. Next, we introduce
the dataset used in our experiments. Finally, we introduce the effort we do to reduce
the impact of random factors during evaluation.

All experiments are performed on a server with an Intel Xeon Gold 6148 CPU
@ 2.40GHz, 128GB physical memory, and two NVIDIA RTX 4090 GPUs with 24GB
memory.

3.1 Baselines

LineVD Hin et al. (2022). LineVD formulates vulnerability localization as a binary
node classification problem, and integrates both function-level and line-level infor-
mation to enhance detection performance. In our experiments, we use the publicly
available implementation provided by the authors of LineVD.

LineVul Fu and Tantithamthavorn (2022). LineVul employs the CodeBERT
pre-trained model for vulnerability detection and leverages the attention scores pro-
duced by CodeBERT for vulnerability localization. We also use the source code
released by the authors of LineVul for our experiments.

Saliency Simonyan et al. (2013). Saliency is a gradient-based feature attribu-
tion method that utilizes a first-order Taylor expansion of the network’s prediction
function at the input. To implement this baseline, we adopt the vulnerability detec-
tion model of our VulProbe and then use the implementation provided in Fu and
Tantithamthavorn (2022) to generate saliency scores for vulnerability localization.

DeepLIFT Shrikumar et al. (2017). DeepLIFT is a feature attribution method
that computes contribution scores by comparing each neuron’s activation to a reference
activation. We implement DeepLIFT in the same manner as Saliency.

Gradient Lundberg and Lee (2017). The Gradient baseline approximates fea-
ture importance scores by computing the expected gradients obtained through random
sampling from a distribution of baseline inputs. We implement Gradient in the same
manner as Saliency.

FlawFinder Ferschke et al. (2012). FlawFinder is an open-source static code
scanning tool for C/C++ that detects potential security vulnerabilities by matching
code patterns against an internal vulnerability signature database.

RATS Secure Software, Inc. (2026). RATS (Rough Auditing Tool for Secu-
rity) employs a set of heuristic rules and regular expressions to scan source code,
identifying potential issues such as buffer overflows, format string vulnerabilities, and
SQL injection flaws.

GPT-4o Hurst et al. (2024). Considering the growing impact of large lan-
guage models on many tasks, we also employ GPT-4o as a baseline for vulnerability
localization.

3.2 Evaluation Metrics

Top-k Accuracy (Top-1/3/5 ACC). This metric is computed only over functions
that are predicted to be vulnerable. It measures the proportion of actual vulnerable
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lines that are ranked within the top-k of the sorted list. Higher values indicate that the
model is able to rank true vulnerable lines near the top, thereby enabling developers
to review code more efficiently.

Initial False Alarm (IFA). For each vulnerable function, the lines are first
sorted in descending order according to the predicted line scores. IFA is defined as the
number of non-vulnerable lines that are reviewed before encountering the first actual
vulnerable line. A lower IFA indicates that the model is more effective in prioritizing
vulnerable lines over clean ones.

Recall@1%Effort (R@1%E). For each vulnerable function, after sorting all
lines in descending order by their predicted scores, this metric calculates the fraction
of the total actual vulnerable lines that are identified within the top 1% of the code
lines. Higher recall at the same effort implies that the model can efficiently capture a
substantial portion of vulnerabilities with fewer code inspection.

Effort@20%Recall (E@20%R). This metric quantifies the proportion of the
total lines of code that need to be reviewed in order to identify 20% of the actual
vulnerable lines. Lower values indicate that fewer lines must be inspected to capture
a significant portion of vulnerabilities, reflecting greater efficiency in vulnerability
localization.

3.3 Dataset

In this work, we uniformly employ the BigVul dataset Fan et al. (2020) for our exper-
iments. The dataset is partitioned into training, validation, and test sets in an 8:1:1
ratio. Following the experimental setup in López et al. (2022), we filter out entries with
a tokenized length greater than 512. As a result, the final dataset comprises 37,736
training samples, 4,718 validation samples, and 4,718 test samples.

3.4 Statistical Analysis

To mitigate the influence of random variations on our evaluation, we conduct five
independent runs for each baseline and perform statistical analyses on the aggregated
results. This allows us to more accurately assess both the performance and the stability
of each model. Specifically, we analyze the following two aspects Chen et al. (2024);
Wattanakriengkrai et al. (2020).

Performance Gain. To determine whether our VulProbe outperforms the base-
lines, we compute the performance gain as the percentage difference between the
performance of VulProbe and that of the baselines. This is calculated as follows:

%Diff =

∑

(PerfV ulProbe − Perfbaseline)
∑

Perfbaseline
. (17)

A higher %Diff indicates a greater performance improvement of VulProbe relative to
the baselines.

Statistical Test. We employ a one-sided Wilcoxon signed-rank test to assess
the statistical significance of the performance differences between VulProbe and the
baseline methods. The Wilcoxon signed-rank test is a non-parametric method well-
suited for pairwise comparisons of related samples, which makes it appropriate for
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our experimental setting. In addition, we compute the effect size r to quantify the
magnitude of the observed differences:

r =
Z√
n
, (18)

where Z is the Z-score obtained from the Wilcoxon signed-rank test and n is the
total number of samples Tomczak and Tomczak (2014). An effect size of r > 0.5 is
considered large, 0.3 < r ≤ 0.5 medium, and 0.1 < r ≤ 0.3 small; values below 0.1 are
regarded as negligible Field (2024).

4 Experiment Result

In this section, we present the motivation, design and result for the following three
research questions:

• RQ1: How effective is VulProbe in vulnerability localization?
• RQ2: How do different vulnerability detection models affect the performance of

VulProbe?
• RQ3: How does the mask-based weighting mechanism affect the performance of

VulProbe?

4.1 RQ1: How effective is VulProbe in vulnerability

localization?

4.1.1 Motivation

Most existing vulnerability detection methods operate at a coarse-grained level, even
though vulnerable lines constitute only a small fraction of the total code. The fine-
grained vulnerability detection can significantly help developers quickly pinpoint the
exact locations of vulnerabilities with minimal effort. In this work, we propose a novel
vulnerability localization method, VulProbe. We are the first to incorporate probing
techniques into the vulnerability detection task, leveraging the syntactic information
encoded in hidden representations to identify vulnerable code lines. In this RQ we aim
to evaluate the effectiveness of our proposed VulProbe by comparing it against other
state-of-the-art vulnerability localization methods.

4.1.2 Design

To address this RQ, we select eight baselines: LineVD, LineVul, Saliency, DeepLIFT,
Gradient, FlawFinder, RATS and GPT-4o. All methods are evaluated on the same
dataset and compared using six evaluation metrics.

For all six metrics, larger values of Top-1, Top-3, Top-5 Accuracy and
Recall@1%Effort indicate better performance, while smaller values of IFA and
Effort@20%Recall signify improved efficiency.
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4.1.3 Results

Figure 3 illustrates that our VulProbe outperforms all baselines across all evalua-
tion metrics. The red line in the figure represents the median. At the median value,
VulProbe achieves Top-1 Accuracy of 0.2586 (108.21% – 660.03% higher than the
baselines), Top-3 Accuracy of 0.4224 (52.47% – 888.07% higher), and Top-5 Accuracy
of 0.4914 (25.76% – 723.47% higher). Table 1 further demonstrates that VulProbe
surpasses all baselines in Top-1, Top-3, and Top-5 Accuracy. These high Top-k Accu-
racy scores indicate that VulProbe effectively ranks and prioritizes vulnerable lines,
thereby improving the efficiency of vulnerability detection for developers.

Furthermore, at the median, VulProbe achieves IFA of 6.03 (a reduction of 17.15%
– 57.59% compared to the baselines), Recall@1%Effort of 0.422414 (62.58% – 9950.26%
higher), and Effort@20%Recall of 0.003951 (a reduction of 51.28% – 96.78%). These
results demonstrate that, given the same level of effort, VulProbe can detect vul-
nerable lines more efficiently, significantly improving the effectiveness of vulnerability
localization.

Additionally, statistical analysis results in Table 1 demonstrate the robustness of
our findings. The one-sided Wilcoxon signed-rank tests indicate statistical significance
(p < 0.05) across all evaluation metrics, with a large effect size.

Among the selected baselines, FlawFinder and RATS are static analysis tools and
perform the worst, particularly in Recall@1%Effort and Effort@20%Recall. As shown
in Table 1, RATS fails to recall any vulnerable lines (its Recall@1%Effort is denoted
as “-”), and neither FlawFinder nor RATS identifies at least 20% of the total vul-
nerable lines (their Effort@20%Recall is marked as “-”). Moreover, in Figure 3, the
performance of FlawFinder, RATS, and GPT-4o is significantly worse than that of
the other methods. This discrepancy severely affects the overall visual presentation of
the figure. To ensure clarity and readability, we have excluded these methods from the
visualization.

4.2 RQ2: How do different vulnerability detection models

affect the performance of VulProbe?

4.2.1 Motivation

In our VulProbe method, we adopt a BERT-based architecture for vulnerability
detection and then probe the output hidden representations to derive the AST for
vulnerability localization. Our probing method is model-agnostic, meaning it can be
applied to any vulnerability detection model that produces hidden representations,
thereby broadening the applicability of our approach.

In this RQ, we investigate how different vulnerability detection models influence
VulProbe’s performance in vulnerability localization by replacing the vulnerability
detection model. Subsequently, we analyze the factors that affect the quality of
vulnerability localization.
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Table 1 A comparative summary of the performance between VulProbe and the baselines (updated with new VulProbe results).

Baseline
Top-1 ACC↑ Top-3 ACC↑ Top-5 ACC↑ IFA↓ R@1%E↑ E@20%R↓

Diff% E(p) Diff% E(p) Diff% E(p) Diff% E(p) Diff% E(p) Diff% E(p)

LineVD 120.35 L(0.03) 65.78 L(0.03) 35.82 L(0.03) -17.15 L(0.03) 94.06 L(0.03) -57.05 L(0.03)
LineVul 186.91 L(0.03) 84.31 L(0.03) 32.10 L(0.03) -26.19 L(0.03) 62.58 L(0.03) -51.28 L(0.03)
Saliency 171.53 L(0.03) 55.34 L(0.03) 30.92 L(0.03) -24.99 L(0.03) 90.31 L(0.03) -52.28 L(0.03)
DeepLIFT 108.21 L(0.03) 52.47 L(0.03) 25.76 L(0.03) -23.69 L(0.03) 98.58 L(0.03) -55.04 L(0.03)
Gradient 145.21 L(0.03) 58.34 L(0.03) 35.22 L(0.03) -25.29 L(0.03) 135.80 L(0.03) -63.07 L(0.03)
FlawFinder 508.20 L(0.03) 606.24 L(0.03) 475.97 L(0.03) -56.42 L(0.03) 9952.60 L(0.03) — —
RATS 660.03 L(0.03) 888.07 L(0.03) 723.47 L(0.03) -57.59 L(0.03) — — — —
GPT-4o 157.83 L(0.03) 105.83 L(0.03) 74.58 L(0.03) -34.95 L(0.03) 2856.00 L(0.03) -96.78 L(0.03)

Note: ‘Diff%’ indicates the relative improvement of VulProbe over each baseline. ‘E’ represents the effect size, and ‘p’ represents the p-value from the
Wilcoxon signed-rank test. Effect size: Large(L) r > 0.5, Medium(M) 0.3 < r ≤ 0.5, Small(S) 0.1 < r ≤ 0.3, Negligible(N) r < 0.1.
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Fig. 3 The vulnerability localization performance of VulProbe and baselines.

4.2.2 Design

In this RQ, we replace CodeBERT with alternative models, including UniXcoder Guo
et al. (2022), BiLSTM Zhang et al. (2015), and MLP Kruse et al. (2022). Then, on the
same dataset, we replace different models for vulnerability detection and accordingly
complete vulnerability localization by extracting hidden representations. From there,
we evaluate the influence of the vulnerability detection model’s capability on VulProbe
in the vulnerability localization task.

4.2.3 Results

Table 2 illustrates the performance of VulProbe using CodeBERT, UniXcoder, BiL-
STM, and MLP as the vulnerability detection backbones. These results demonstrate
that Transformer-based models (CodeBERT and UniXcoder) significantly outperform
traditional architectures (BiLSTM and MLP) in vulnerability localization. During
training, CodeBERT and UniXcoder are more effective at capturing vulnerability-
related features. Consequently, VulProbe leverages these features to reconstruct
critical syntactic structures in the P-AST, thereby enhancing vulnerability localization
performance.

In summary, the choice of vulnerability detection backbone significantly influences
VulProbe’s localization performance. As shown in Table 2, Transformer-based models
(CodeBERT and UniXcoder) substantially outperform traditional architectures (BiL-
STM and MLP) across all six metrics. Notably, although CodeBERT and UniXcoder
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Table 2 The vulnerability localization performance of VulProbe with different vulnerability detection models.

Vulnerability Detection Model Top-1 ACC↑ Top-3 ACC↑ Top-5 ACC↑ IFA↓ R@1%E↑ E@20%R↓

CodeBERT 0.2586 0.4224 0.4914 6.03 0.422414 0.003951
UniXcoder 0.2500 0.4224 0.4828 6.07 0.400862 0.005345
BiLSTM 0.1293 0.3190 0.3879 6.90 0.362069 0.004638
MLP 0.1379 0.2759 0.3534 7.28 0.340517 0.004471

Note: The reported values are the average results over five independent runs of each model.

achieve similar Top-3 Accuracy, CodeBERT yields better results in Top-1 Accuracy,
Top-5 Accuracy, Recall@1%Effort, IFA, and Effort@20%Recall. This indicates that
CodeBERT captures more discriminative features for vulnerability localization under
the same probing framework.

4.3 RQ3: How does the mask-based weighting mechanism

affect the performance of VulProbe?

4.3.1 Motivation

The mask-based weighting mechanism is designed to encourage the probe to focus
more on token pairs associated with vulnerable code lines during training, thereby
improving the recovery of vulnerability-related syntactic structures and ultimately
enhancing localization accuracy. However, it remains unclear whether this mechanism
indeed brings performance gains and how different mask weights (i.e., α) influence
the trade-off between focusing on vulnerable regions and maintaining generalization.
In this RQ, we aim to answer two questions: (1) Does the mask-based weighting
mechanism improve vulnerability localization compared to the vanilla probe? (2) What
is the optimal mask weight α that balances the emphasis on vulnerable token pairs
and overall robustness?

4.3.2 Design

We compare the vanilla probe (trained with the standard distance ranking loss Ld)
against mask-weighted probes trained with different α values. Based on preliminary
experiments, we select three representative mask weights: α = 0.4 (low emphasis),
α = 0.7 (medium emphasis), and α = 0.99 (high emphasis). For each configuration,
we evaluate the vulnerability localization performance using six metrics: Top-1/3/5
Accuracy (higher is better), IFA (lower is better), Recall@1%Effort (higher is better),
and Effort@20%Recall (lower is better). All experiments are conducted on the same
dataset (BigVul) and follow the same evaluation protocol as RQ1 and RQ2.

4.3.3 Results

Table 3 summarizes the localization performance of the vanilla probe alongside
mask-weighted variants configured with different weighting factors α. The results
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Table 3 The vulnerability localization performance of VulProbe with different mask weights α in the
mask-based weighting mechanism.

Configuration Top-1 ACC↑ Top-3 ACC↑ Top-5 ACC↑ IFA↓ R@1%E↑ E@20%R↓

Vanilla (without mask) 0.2586 0.4052 0.4828 6.10 0.409483 0.004201
Mask (α = 0.99) 0.2586 0.4224 0.4914 6.03 0.422414 0.003951

Mask (α = 0.7) 0.2500 0.4052 0.4914 6.10 0.400862 0.004097
Mask (α = 0.4) 0.2586 0.4052 0.4828 6.10 0.405172 0.004222

Note: The reported values are the average results over five independent runs of each configuration.

demonstrate that the mask-based weighting mechanism yields consistent improve-
ments when α is set to a sufficiently high value. Specifically, with (α = 0.99), the
probe achieves a Top-3 accuracy of 0.4224 and a Recall@1%Effort of 0.4224, surpassing
the vanilla baseline (0.4052 and 0.4095, respectively). Concurrently, it reduces both
IFA (6.03 vs. 6.10) and Effort@20%Recall (0.003951 vs. 0.004201). These gains indi-
cate that imposing a strong emphasis on vulnerable token pairs enables the probe to
capture more discriminative syntactic structures, which directly translates to higher
precision in line-level vulnerability localization. Additionally, the choice of α proves to
be a critical factor influencing model performance. When α is set to relatively low (0.4)
or moderate (0.7) values, the mask-weighted probe does not consistently outperform
the vanilla baseline; in certain cases, performance even exhibits slight degradation, as
evidenced by the Top-1 Accuracy dropping to 0.2500 for (α = 0.7).

In summary, the mask-based weighting mechanism with an appropriately high
weight (α = 0.99) effectively improves vulnerability localization by guiding the probe
to prioritize syntactic relationships in vulnerable code regions. Lower mask weights
provide marginal or no benefit, highlighting the importance of a strong emphasis on
vulnerability-related token pairs during probe training.

5 Threats To Validity

Construct Validity. To ensure a fair comparison with baselines, we evaluate the
performance of our method using six different metrics. We quantify the effort required
for code review by the number of lines of code (LOC). However, code complexity may
also influence the effort needed. Future work could incorporate additional factors, such
as code complexity, to improve the accuracy of effort estimation and mitigate this
threat.

Internal Validity. Errors in the implementation of baselines may introduce unin-
tended biases in our experiments. To minimize this threat, we adopt open-source
implementations provided by the original studies whenever available. Additionally,
we use the same dataset splits and evaluation protocols across all methods to ensure
consistency. The randomness in model training and data partitioning may also affect
the results. To mitigate this, we conduct five independent runs for each baseline and
report median values, as well as perform statistical significance tests to confirm the
robustness of our findings.
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External Validity. Our experiments are conducted on Big-Vul Fan et al. (2020),
a C/C++ vulnerability dataset. While our method demonstrates strong performance
on this dataset, its generalizability to real-world software systems and other program-
ming languages remains uncertain. To further validate its effectiveness, future work
will explore extending the dataset to include vulnerabilities from a broader range of
software projects and programming languages.

Generalizability to black-box models. VulProbe requires access to hidden
representations, which may not be available for proprietary or API-based models
(e.g., GPT-4o). This is a common limitation of white-box interpretation meth-
ods in the explainable AI literature. In our evaluation, we focus on open-source
models (CodeBERT, UniXcoder) and traditional neural networks (BiLSTM, MLP)
where such access is feasible—a setting representative of many practical software
engineering scenarios where models are trained in-house or publicly released. We
explicitly acknowledge this as a scope limitation rather than a claim of universal
model-agnosticism.

6 Related Work

In this section, we review the related work about vulnerability localization, and model
interpretation.

6.1 Vulnerability Localization

Vulnerability localization aims to efficiently pinpoint vulnerable lines in source code,
thereby reducing the manual effort required for code review. Li et al. Li et al. (2021)
proposed the Feature-Attention Graph Convolution Network (FA-GCN) for vulnera-
bility detection and utilized GNNExplainer Ying et al. (2019) to identify the minimal
key subgraphs, localizing vulnerabilities in the process. Hin et al. Hin et al. (2022)
formalized vulnerability localization as a binary node classification problem, predict-
ing whether each line in a function is vulnerable based on contextual information.
Attention-based approaches, such as Fu and Tantithamthavorn (2022) and Pornprasit
and Tantithamthavorn (2022), leverage attention scores to assess token importance
for vulnerability classification. These methods aggregate token-level scores to compute
line-level risk estimates, highlighting potentially vulnerable lines. Wattanakriengkrai
et al. Wattanakriengkrai et al. (2020) adopted a feature attribution technique to cal-
culate line scores, enabling vulnerability localization. Unlike prior works that rely on
attention scores or feature attribution, we analyze the hidden representations, which
inherently encode the model’s learned vulnerability patterns. By probing the syntac-
tic structures embedded in these representations, we identify key features relevant
to vulnerabilities, thereby enabling more precise localization. We emphasize that this
approach is architecture-agnostic but assumes white-box access to the detection model,
consistent with the standard setting of structural probing in the literature.
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6.2 Model Interpretation

As ML-based approaches achieve remarkable success in software engineering tasks
such as code completion, comment generation, and vulnerability detection, researchers
have increasingly sought to interpret these models to enhance their credibility and
usability. LIME Ribeiro et al. (2016) interprets individual model predictions by locally
approximating the model’s behavior around a given prediction. DeepLIFT Shrikumar
et al. (2017) compares each neuron’s activation to a reference activation and assigns
contribution scores based on their differences. SHAP Lundberg and Lee (2017) identi-
fies commonalities among feature attribution methods and unifies them into a single
framework. The strong performance of Transformer-based models has further drawn
attention to their interpretability. Works such as Bai et al. (2021); Jain and Wallace
(2019); Wiegreffe and Pinter (2019) analyze the interpretability of attention mecha-
nisms from multiple perspectives. Fu et al. Fu and Tantithamthavorn (2022) leverage
the attention mechanism within the BERT architecture to explain model predictions.
In this paper, we adopt the probing technique, an approach for assessing whether the
hidden representations of neural networks encode specific properties Belinkov (2022);
Hewitt and Manning (2019). Karmakar et al. Karmakar and Robbes (2021) investi-
gated code pre-trained language models and found that their hidden representations
capture various properties of code, such as cyclomatic complexity and input code
length. Similarly, L’opez et al. López et al. (2022) introduced the AST-Probe, which
recovers Abstract Syntax Trees from the hidden representations of code. By leveraging
the probe technique, we extract encoded syntactic structures as faithful explanations
of the model’s predictions, providing deeper insights into which code structures the
model attends to and enhancing our ability to localize vulnerabilities effectively. Unlike
attention-based explanations that may be unfaithful to model decisions, our probing-
based approach recovers structures that are directly associated with the model’s hidden
representations.

7 Conclusion And Future Work

Vulnerability localization is a critical yet challenging task in software security. Exist-
ing approaches often rely on attention mechanisms or feature attribution scores to
estimate token importance, which may not faithfully reflect the factors driving model
decisions. We propose VulProbe, which enhances vulnerability localization by prob-
ing hidden representations to extract key syntactic structures. Specifically, VulProbe
first fine-tunes CodeBERT for vulnerability detection, then employs a probe with a
mask-based weighting mechanism that emphasizes token pairs associated with
vulnerable lines during training. VulProbe reconstructs ASTs from these representa-
tions and compares them with original ASTs derived from source code. By analyzing
their differences, it identifies important syntactic structures and improves localization
accuracy. We evaluate VulProbe on the Big-Vul dataset, comparing its performance
against eight baselines using six evaluation metrics. To ensure reliability, we perform
five independent runs per model and aggregate the results. The experimental findings
show that VulProbe consistently outperforms all baselines with statistical significance.
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Furthermore, we conduct additional experiments to analyze factors influencing Vul-
Probe’s performance. Our results reveal that the mask-based weighting mechanism
significantly improves vulnerability localization: with a sufficiently high mask weight
(e.g., α = 0.99), VulProbe achieves better Top-3 Accuracy, Recall@1%Effort, IFA, and
Effort@20%Recall compared to the vanilla probe without masking.

In future work, we aim to probe additional types of information from hidden
representations. While this study focuses on extracting ASTs, future research could
explore semantic information to understand which semantic features the model attends
to during decision-making. By integrating multiple aspects of extracted information,
we can gain a more comprehensive understanding of the evidence the model relies
on, leading to further improvements in vulnerability localization and faithful model
interpretability.
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