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Supplementary Note S1: Photon-number-splitting attack and decoy-state protocol
[bookmark: photon-number-splitting-attack]S1.1 Photon-number-splitting attack
In the Shor-Preskill security analysis of the ideal BB84 protocol, it is assumed that the QKD system uses an ideal single-photon source1. However, practical BB84 QKD systems employ weak-coherent pulses as the light source, which carry a finite probability of emitting multi-photon signals. Eve can exploit multi-photon emissions to perform a PNS attack, whereby Eve may obtain information about the encoded bit after the basis announcement without necessarily increasing the quantum bit error rate (QBER)2.
The process of PNS attack is as follows:
Step 1: Non-Demolition Measurement and Blocking. Eve performs a quantum non-demolition (QND) measurement on the light pulses emitted by Alice to detect the number of photons in each pulse. In this step, Eve does not disturb the encoded information within the pulses and only measures the photon count. If the pulse contains only one photon, Eve blocks the single-photon signal with probability  based on the total transmission loss  in the QKD system, where  represents the total loss in the QKD system; if the pulse contains multiple photons, Eve proceeds to the next step.
Step 2: Photon Splitting and Storage. When Eve detects multiple photons in the pulse, she intercepts one photon and stores it in a quantum memory. The remaining photons continue to be sent to Bob. During this process, Eve saves part of the pulse information using quantum memory technology without affecting Bob’s detection rate, thereby avoiding detection by both Alice and Bob.
Step 3: Measurement and Key Extraction. After Alice and Bob complete basis reconciliation and disclose the basis information, Eve measures the stored photons in the disclosed basis to obtain the encoded information. This approach enables Eve to steal part of the key information without significantly disturbing the QKD system.
By selectively intercepting and storing multi-photon pulses, photon-number-splitting attacks can compromise key information while preserving the integrity and consistency of data transmission in QKD systems, thereby circumventing certain detection mechanisms. This type of attack challenges the security assumptions of QKD systems and encourages researchers to explore the practical security analysis of QKD.
[bookmark: decoy-state-protocol]S1.2 Decoy-state protocol
The PNS attack significantly limits the secure key rate and transmission distance of practical QKD systems. In the BB84 protocol, the secure key rate scales as . To counter the PNS attack, theorists proposed the decoy-state protocol, which improves the secure key rate scaling to 3.
The core security mechanism of the decoy-state protocol lies in detecting potential Photon Number Splitting (PNS) attacks by utilizing optical pulses of different intensities (i.e., signal states and decoy states). The sender, Alice, randomly selects pulse intensities for the signal and decoy states, while the receiver, Bob, performs independent statistical analysis on each state. The key aspects of the decoy-state protocol are as follows:
(1) Distinguishing Between Signal and Decoy States. In the decoy-state protocol, the presence of decoy states prevents Eve from distinguishing between signal and decoy states. Consequently, Eve cannot employ different strategies for signal and decoy states during eavesdropping. Through statistical analysis, Alice and Bob can detect anomalies in measurement results caused by eavesdropping, thus identifying potential PNS attacks.
(2) Detection of Statistical Deviations. The security of the decoy-state protocol relies on the statistical analysis of results from signal and decoy states. If the system is secure, the measurement results for pulses of different intensities should match the expected statistical characteristics. However, if Eve performs a PNS attack, these statistical characteristics will deviate. Alice and Bob can identify and quantify the information-leakage risk from eavesdropping using these deviations, thereby ensuring the security of the final key.
The decoy-state protocol enables QKD systems to defend against PNS attacks without relying on ideal single-photon sources. This approach allows QKD systems to maintain a high, secure key rate and transmission distance under practical physical conditions, thereby significantly enhancing their practical security.
[bookmark: _Appendix_B_Detailed][bookmark: appendix:Cascade_Example]Supplementary Note S2: Detailed algorithmic analysis of redundant leakage in Cascade
This note supplements the conceptual discussion by describing how redundant reconciliation leakage appears in the Cascade protocol. Cascade locates and corrects errors through parity comparison, binary search, and backtracking. In each pass, Alice and Bob randomly permute their raw key positions, partition the permuted keys into blocks, and publicly compare block parities. The random permutations used in each pass are publicly announced and are therefore also available to Eve.
Following the example in Fig. , Alice’s and Bob’s permuted keys are first divided into two blocks of length . The parities of “Block 1” and “Block 2” are exchanged and compared. For “Block 1” where , Cascade performs a binary search to locate one erroneous bit. At each step, the current block is divided into two sub-blocks, and only the parity of one sub-block needs to be exchanged. The parity of the other sub-block can be inferred from the parity of the parent block. For example,  can be obtained from
		
In the example shown in Fig. 1, the binary search isolates the error in the 7th sub-block after four parity disclosures. Under the conventional leakage estimate, each disclosed parity is counted as one bit of leakage. Thus, the four disclosed parities marked by red dashed boxes would lead to a 4-bit leakage penalty. This is consistent with the usual interpretation that a parity announcement reduces the number of possible bit strings in the corresponding sub-block by a factor of two. For instance, the announcement  reduces the possible values of Alice’s data in the 2nd sub-block from  to .
The proposed model refines this counting by incorporating the tagged-bit structure from the quantum transmission stage. In the GLLP framework, bits generated from multi-photon pulses are treated as tagged bits and are conservatively assumed to be known to Eve before reconciliation. Therefore, if a disclosed parity is supported entirely on multi-photon bits, its value is already predetermined by Eve’s side information. Such a parity does not provide additional information about the untagged key bits.
In Fig. 1, the 5th sub-block consists only of multi-photon bits. Hence, although the parity  is publicly disclosed during Cascade, it is redundant from the viewpoint of leakage about the untagged key. The effective leakage in this interaction is therefore contributed only by the parities associated with the 2nd, 6th, and 7th sub-blocks. As a result, the leakage counted in this example is reduced from 4 bits to 3 bits.
For “Block 2” where , Cascade does not perform an immediate binary search. The block may still contain an even number of errors, which can be detected and corrected in later passes after new random permutations. Backtracking operations may also be triggered when a corrected error changes the parity status of previously checked blocks. In these interactive steps, the same support-based criterion is applied to each newly disclosed parity equation: a disclosed parity is redundant only when its support is entirely contained in the tagged positions. The security justification of this criterion in the interactive setting is given in Supplementary Note S3.2.
This analysis shows that the conventional reconciliation leakage can be overestimated when some disclosed parity checks involve only tagged bits. The proposed model accounts for this effect by estimating the redundant contribution from such parity checks and subtracting it from the conventional leakage term. Equivalently, it provides a tighter upper bound on the effective reconciliation leakage used in the final secure key rate calculation.
[bookmark: _Appendix_C_Composable][bookmark: _Appendix_C:_Composable][bookmark: appendix:B]Supplementary Note S3: Composable security proof for effective information reconciliation leakage estimation model
[bookmark: _C.1_Composable_security][bookmark: appendix:B-1]S3.1 Composable security proof
We now provide a composable security proof for the proposed effective IR-leakage term .
Let system  be the information that Eve gathers on , i.e., the raw key of Alice, up to the error-verification step4,5. By applying privacy amplification with two-universal hashing6, a -secret key of length  can be extracted from . That is, the secret key is -secret if  is chosen such that
	,	
[bookmark: _Ref234836511][bookmark: S1] (S1)
for  where  are chosen to be proportional to .  is the probability that the protocol aborts.
The total public communication is defined as
		
where  consists of parity equations whose support is not entirely contained in the multi-photon positions, i.e., equations involving at least one untagged position (Eve-unknown components), while  contains redundant parity equations whose support is confined to multi-photon positions and are therefore functions of Eve-known variables. The extended Eve register becomes
		
[bookmark: _Hlk235004123]where system  is the remaining (possibly quantum) information Eve has on . Our goal is to show that removing the parity equations in  does not increase Eve’s information about the final key, and that the standard composable bound holds when the effective leakage term upper bounds the independent public information contained in . Let  denote the number of independent public bits in . Equivalently,  upper bounds the logarithm of the information range, i.e.,
	.	
[bookmark: _Ref234835522][bookmark: Lemma1][bookmark: lem:redundant]Lemma 1. Let  denote Eve’s remaining quantum or classical side information before reconciliation, and let  be a classical register containing the tagged-bit values that are conservatively attributed to Eve under the GLLP tagging model. If the public information  is a deterministic classical function of  i.e.,
	 	
then, for any smoothing parameter 
		
Proof. Since  is a deterministic function of the classical register , appending  to Eve’s side information is equivalent to applying a local isometry on the conditioning system. Specifically, this isometry can be written as
		
This operation acts only on the system conditioned upon and only adds a copy of information that is already determined by .
Equivalently, the joint state can be written in the classical register  as
		
where  and . Conditioned on , , and , the value of  is already fixed. Therefore, adding  does not further reduce the uncertainty of . Since the smooth min-entropy is invariant under local isometries applied to the conditioning system, we obtain
		
which proves the lemma.◻
For notational simplicity, we may write  in the following discussion.
[bookmark: cor:redundant][bookmark: OLE_LINK17]Corollary 1. Let . Then, by Lemma 1,
		
Let  denote the number of independent public bits contained in . This quantity upper bounds the amount of classical information revealed by the non-redundant public information.
[bookmark: prop:main]Proposition 1. The composable security bound holds as
		
[bookmark: S2][bookmark: _Ref234836485] (S2)
where  is a conservative upper bound on the information leakage from the non-redundant public information .
Proof. By Lemma 1, the redundant information  is already determined by Eve’s pre-reconciliation side information and does not further reduce the smooth min-entropy of . Therefore, only the non-redundant information  needs to be considered in the error-correction leakage term.
According to the standard chain rule for smooth min-entropy in Appendix B of Ref. 4, revealing  independent classical bits can reduce the smooth min-entropy by at most . Including the error-verification term, we have
		
Taking  as a conservative leakage upper bound gives
		
which proves the proposition.◻
Combining Eq. (S2) with Eq. (S1), we obtain the achievable secret key length
		
[bookmark: S3] (S3)
This proves that the definition of  preserves -secrecy within the composable framework while yielding a larger secure key rate.
The overall security parameter is composed of several failure probabilities arising from different steps of the protocol4. For the analysis based on the proposed model, the secure key rate is given by
		
for  where  for all  Here,  denotes the total failure probability of parameter estimation. It is important to note that the proposed model introduces no increment to the total parameter estimation failure probability  compared to the standard finite-key analysis in Ref. 4. Across the decoy-state BB84 protocols, the estimation of the upper bounds for single-photon and vacuum yields, which are required by the proposed model, relies on the upper and lower bounds of the observables already evaluated in the standard GLLP analysis. Because the standard finite-key security proofs inherently invoke two-sided confidence intervals (via Hoeffding’s inequality or Chernoff bounds) for these observables, the proposed model intrinsically reuses these pre-established statistical bounds. The other coefficients correspond to the same parameter allocations used in Appendix B of Ref. 4.
[bookmark: _C.2_Redundancy_and][bookmark: appendix:B-2]S3.2 Redundancy and rank interpretation of multi-photon parity bits in Cascade
In interactive error-correction protocols such as Cascade, each announced parity equation can be represented as a binary linear constraint
		
where  denotes Alice’s raw key bits and  is a binary indicator vector representing the subset of bits involved in the -th parity computation. Collecting all parity equations across all Cascade passes (including backtracking) yields a linear system
		
where is the parity-check matrix and  contains the publicly announced parity results.
Whenever the support of  is entirely contained in the multi-photon index set , Eve already knows the corresponding bits of  through her side information  Hence, for some deterministic function , and these parity equations belong to . This support-based criterion is applied to every parity equation publicly disclosed during Cascade, including those disclosed in backtracking operations. A parity equation is assigned to  only when its support is entirely contained in the multi-photon index set ; otherwise, it is conservatively included in  Therefore, the assumption of Lemma 1 that  is a deterministic function of  remains valid throughout reconciliation.
Let denote the parity-check matrix formed by all publicly disclosed parity equations during reconciliation, where each row corresponds to one disclosed parity equation. The number of independent public parity constraints is characterized by  rather than by the raw number of announced parity bits. This rank-based description accounts for possible linear dependence among parity equations disclosed during binary search and backtracking.
Let  be the index set of tagged positions, i.e., positions generated from multi-photon pulses, and let  denote the remaining untagged positions. Since the bits in  are already attributed to Eve under the GLLP tagging model, parity equations supported entirely on  do not provide additional information about the untagged key bits. We therefore remove such rows from . For the remaining rows, the columns corresponding to  can be treated as known constants from Eve’s perspective. Thus, we define  as the parity matrix obtained by first removing rows fully supported on  and then restricting the remaining rows to the untagged positions .
Let  denote the effective additional information leakage about the untagged key bits. This quantity is upper bounded by the number of independent parity constraints retained in : 	
		
In the key rate formula, we take
		
as a conservative leakage upper bound. In practice, this rank can be further upper bounded by counting all retained parity disclosures, which leads to the block-counting expression in Eq. (S8). In that expression, the redundant contribution from fully tagged blocks is subtracted from the conventional reconciliation leakage term.
Within this formulation, the composable-security relation derived in Supplementary Note S3.1,
		
can be interpreted as stating that the entropy reduction caused by the non-redundant public parity information is upper bounded by the rank of the effective parity matrix on the untagged positions. Consequently, parity equations supported entirely on  do not further reduce the conditional min-entropy of  beyond Eve’s pre-reconciliation side information, and the same composable secrecy bound is preserved.
[bookmark: _Appendix_D_Proof][bookmark: _Appendix_E_Decoy-state][bookmark: _Appendix_E_Derivation][bookmark: _Appendix_E:_Derivation][bookmark: _Appendix_D:_The]Supplementary Note S4: The effective information reconciliation leakage model
[bookmark: _D.1_Proof_of]S4.1 Proof of decomposing the information reconciliation term
The conventional total information-reconciliation leakage  can be expressed as a conditional entropy7
[bookmark: S4]		(S4)
We introduce Alice’s "shield" system , which is used to purify Alice’s mixed signal state and is retained at the source to enable the application of the source-replacement framework. This system does not directly participate in measurement or information transmission but serves to describe the purified entangled state, facilitating theoretical analysis and modeling. Then there is
		
From the Refs. 7,8, the  map encapsulates the impact of measurements, sifting, post-selection, and announcement (In this paper, it refers to the projectors corresponding to ) on the joint state , and the  map encapsulates the impact of the key map (In this paper, it refers to the projector corresponding to ). According to Ref. 8, Lütkenhaus et al. proposed that the maps  and  act trivially on Alice’s shield system  (i.e., applying the identity operator  to the input state). Then, the calculation method for the first term of Eq. (S4) is as follows
[bookmark: S5]		(S5)
Since
		

then
		
Eq. (S5) can be obtained as
	.	
Since the terms with  vanish, we have
	.	
Expanding the above expression, we obtain
		
Because  and , we have
	
[bookmark: S6]	(S6)
Similarly, the calculation result of the second term in Eq. (S4) is
	
[bookmark: S7]	(S7)
Substituting Eq. (S6, S7) into Eq. (S4) yields
	

		
[bookmark: _D.2_Derivation_of]S4.2 Derivation of the effective IR-leakage model
The asymptotic secure key rate can be written as the difference between the privacy amplification term and the information reconciliation term8,9:
 	 	
where  is the probability of passing the sifting step,  is the set of density matrices compatible with the observed statistics, and  is the conventional total leakage assigned to information reconciliation.
The conventional total information-reconciliation leakage can be expressed as a conditional entropy7. Using the flag-state squashing model, it can be decomposed into photon-number components as
	
where the detailed proof of the decomposition is given in Supplementary Note S4.1.
For phase-randomized weak-coherent-pulses, bits generated from multi-photon pulses are treated as tagged bits and are conservatively attributed to Eve under the GLLP tagging model. We emphasize that the proposed model does not remove all reconciliation information involving multi-photon positions. Instead, it removes only those public parity equations whose supports are entirely contained in the tagged positions. Parity equations involving at least one untagged position are conservatively retained in the leakage term.
We denote the resulting effective reconciliation leakage by  With this leakage term, the asymptotic key rate expression can be written as
 		
where  denotes the effective leakage upper bound used in the security analysis after excluding redundant parity disclosures supported entirely on tagged bits.
We now estimate the redundant contribution by counting parity blocks. Let , , and  denote the sets of data bits generated from vacuum, single-photon, and multi-photon pulses, respectively, with . After reconciliation, let  be the collection of independent parity blocks whose parities are publicly disclosed, and let be the subset of disclosed parity blocks whose supports are entirely contained in the multi-photon set.
If each independent reconciliation equation is counted once, the conventional normalized information-reconciliation leakage is upper bounded by the number of public reconciliation equations. The proposed model subtracts the redundant contribution from blocks in , giving the block-counting estimation
[bookmark: E4][bookmark: S8][bookmark: D15] 		(S8)
where  is the set of block lengths,  is the set of disclosed parity blocks with length , is the subset of such blocks fully contained in , and  is the probability that a block of length  is fully composed of multi-photon bits.
For a raw key of length  containing  multi-photon bits, this probability is given by the hypergeometric distribution,
 		
Let  be the number of multi-photon bits, where  is the corresponding count fraction. Since only a lower bound  is available in the security analysis, we use
[bookmark: D17][bookmark: S9] 		(S9)
as a conservative lower bound on , where the falling-factorial expression is understood to be evaluated with the available lower bound on the number of multi-photon bits. Since , the resulting leakage term satisfies
 		
Thus, the asymptotic key rate can be lower bounded as
[bookmark: E8][bookmark: D19][bookmark: S10] 		(S10)
Combining Eq. (S10) with the GLLP expression for decoy-state BB84 yields
[bookmark: F9][bookmark: E9][bookmark: S11][bookmark: D20]		(S11)
[bookmark: _Appendix_F_Decoy-state][bookmark: _Appendix_E:_Decoy-state]Supplementary Note S5: Decoy-state BB84 formulas and finite-key implementation
For the three-intensity decoy-state BB84 protocol, the average photon numbers satisfy , where  is the signal-state intensity and ,  are the two decoy-state intensities. Since
[bookmark: F1][bookmark: E1][bookmark: S12]		(S12)
we estimate  and  from the decoy-state statistics. Let , where  is the count rate of pulses with photon number . The decoy-state equations are
	
	
	[bookmark: F2][bookmark: E2][bookmark: S13](S13)

	
	
	


where  is the detection probability conditioned on an -photon pulse.
Based on Eq. (S13), we have
		
Then the upper bounds of  and  are
	
	
	[bookmark: F4][bookmark: S14](S14)

	
	
	


For  and , Eq. (S13) gives
		
Thus,
	
	 
	[bookmark: F6][bookmark: E6][bookmark: S15](S15)

	
	 
	


Here,  denotes the standard decoy-state lower bound on the single-photon yield, obtained from the same signal, decoy, and vacuum statistics. Substituting Eqs. (S14) and (S15) into Eq. (S12) gives the .
From Eq. (S3) in Supplementary Note S3, for the finite-key analysis, the extractable secure key length is evaluated as
		
 
Here,  and  are the lower bounds on the vacuum and single-photon counts, respectively.  is the upper bound on the phase error rate.  denotes the effective reconciliation leakage upper bound used in the finite-key security analysis, rather than the total number of public bits exchanged during information reconciliation.
For the finite-key implementation used in the experimental analysis, the weaker decoy intensity is denoted by , while the second decoy setting is taken to be the vacuum state, i.e., . The signal, weak-decoy, and vacuum states are selected with probabilities  and , respectively, where .
For each basis  and intensity setting , let  denote the number of detected events and let denote the corresponding number of erroneous events. In particular,  and are  the detected signal-state counts in the -basis. The quantities , , , , and  denote the corresponding weak-decoy or vacuum-state counts. The observed signal-state quantum bit error rate in the -basis is
		
The superscripts  and  denote lower and upper confidence bounds, respectively, obtained by applying the chosen finite-key statistical fluctuation analysis, such as Chernoff or Hoeffding bounds, to the observed counts. The individual failure probabilities are allocated consistently with the secrecy parameter . For compactness, the fluctuation operators are not written explicitly in the displayed formulas. All quantities entering the finite-key bounds should be understood as their corresponding confidence-bounded values. Directly observed block sizes written without an  or  superscript retain their observed values. If the fluctuation analysis first bounds expected counts, the subsequent conversion from expected photon-number contributions to observed photon-number counts is understood to be included in the bounds below.
To place the weak-decoy and vacuum counts on the same intensity-selection scale as the signal-state counts, we define, for ,
 	
[bookmark: OLE_LINK3]Let  and  denote the numbers of detected signal-state events in basis  originating from the zero-photon and single-photon components of the signal pulses, respectively. The required lower confidence bounds are
	
	
	

	
	
	


Similarly, the lower confidence bound on the number of single-photon signal-state detections in the  basis is
		
[bookmark: OLE_LINK5]Let  denote the error probability associated with a vacuum detection, which is taken to be . The upper confidence bound on the single-photon bit error rate in the  basis is
	.	
If , no positive secret-key length is assigned.
The corresponding upper bound on the phase-error rate of the single-photon events contributing to the -basis raw key is
	
Here,  is the upper confidence bound on the single-photon phase-error rate. If either  or  is zero, the protocol assigns no positive secret-key length.
To bound the fraction of signal-state detections originating from the vacuum and single-photon components, we define
[bookmark: OLE_LINK10]		
where
		
[bookmark: OLE_LINK12]The quantity  is therefore an upper bound on the fraction of detected -basis signal states originating from zero- or one-photon emissions. Accordingly, the finite-key lower bound on the multiphoton fraction is
[bookmark: OLE_LINK13]		
[bookmark: appendix:BB84]Substituting  into Eq. (S9) gives the finite-key lower bound . This quantity is then used in Eq. (S11) to evaluate the finite-key effective information-reconciliation leakage .
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