
Level Category Exemplary Data Elements

L0 Public information
Internet-public data (nicknames, auto-assigned

account IDs)

L1

Demographic

information
Name, ethnicity, place of origin, gender

L2 Physical characteristics Age, height, weight

L3 Preference information
Interests, shopping preferences, dietary

preferences

L4 Financial information ID documents, credit records, income, bank account numbers

L5 Contact information
Social media profiles, home/work addresses, email, phone

numbers

L6

Static profile

information
Family structure, occupation, education, social relationships

L7

Dynamic behavioral

data

Cookies, location traces, online behavior, consumption

records

L8 Precision data Timestamps, precise geographic coordinates

L9 Sensitive personal data Health conditions, sexual orientation


