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Abstract

Software Defect Prediction (SDP) is a critical task in software engineering, aim-
ing to identify potential defects in software systems before they become costly.
However, current models mainly focus on developing new methods and feature
engineering techniques to improve accuracy, which is not the best metric for im-
balanced datasets. In this work, we formulate the problem as maximizing the
difference between the probability of detection and the probability of false alarm,
two important metrics in the model training phase. To solve the problem, we
propose two possible solutions: one is a new objective for SDP that aims to min-
imise the difference between the two metrics by adjusting the threshold value and
the other is using counterfactual explanations to generate new data points, and
fine-tuning the model on the new data to improve the performance and collater-
ally, the difference between the metrics. Our experiments demonstrate that the
proposed methods outperform the traditional fixed threshold approach. These
approaches can contribute to developing more accurate and reliable classifiers
for real-world software defect prediction applications, especially in imbalanced
datasets. Our proposed methods provide a more balanced approach, which finds
an optimal trade-off between minimizing false positives and false negatives.

Keywords: Software Defect Severity Prediction, Software Quality, Performance
Evaluation Measures, Machine Learning
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1 Introduction

Software defect prediction (SDP) is a machine learning (ML)-based classification task
targeted to help software testers by automatically providing the defect-proneness
of newly developed software modules, in a quick time Herbold et al. (2017); Tan-
tithamthavorn et al. (2017, 2018); B and Sadam (2023). Therefore, the software quality
assurance (SQA) team may focus their limited resources only on the predicted defec-
tive modules, rather than spending time on testing each developed software module.
Typically, the SDP models use the metrics information of each software program as
independent features in the training and testing processes. In general, the mined his-
torical data from the software projects is used to train the prediction models. Later,
using the trained prediction model, the defect-proneness of a newly developed soft-
ware program is determined Zimmermann et al. (2009); Ma et al. (2012); Mizuno and
Hirata (2014); Xia et al. (2016); Herbold et al. (2017); Wu et al. (2018); Xu et al.
(2019); Jin (2021); B and Sadam (2023).

While the existing literature has made considerable strides in addressing funda-
mental challenges related to prediction model construction, including topics such as
selecting appropriate model validation techniques to reduce bias during the develop-
ment of the model Tantithamthavorn et al. (2017), the impact of automated parameter
optimisation Tantithamthavorn (2016), and overarching methodologies for practition-
ers to consider Lessmann et al. (2008); Tantithamthavorn and Hassan (2018), among
others, it remains clear that prediction models often fall short in delivering optimal
predictive performance Herbold et al. (2017). Additionally, as emphasized in a study
by Sharma et al. B and Sadam (2023), the primary goal of predictive models is to
provide insights into project objectives. Specifically, these models aim to maximise
budget savings while minimising unfortunate project failures. Although these objec-
tives are paramount, achieving them requires a delicate balance between two critical
metrics: the probability of detection (PD) and the probability of false alarm (PFA).

Observing the right trade-off between PD and PFA plays an important role and
is an influential factor in observing the final prediction performances Shalev-Shwartz
and Ben-David (2014); Bishop and Nasrabadi (2006); Guyon and Elisseeff (2003). In
general, increasing the probability of detection often leads to increased false alarms,
while reducing false alarms may result in missing some actual defects Bishop and
Nasrabadi (2006). This trade-off involves finding the right balance between accurately
identifying (or maximising) defects (high probability of detection) and minimising
false positives (low probability of false alarm), ensuring the increased budget savings
and the reduced future failure incidents. Hence, the performance of the prediction
model is largely dependent on finding the right threshold at which the gap between
the probability of detection and the probability of false alarm is maximum James et al.
(2013).

Though most literature focuses on improving a single measure (for example: accu-
racy, precision, recall, or f-measure), several studies claim that the use of traditional
measures may not provide sufficient information about the predictions B and Sadam
(2023); Morasca and Lavazza (2020). We need to consider two possible scenarios where
these measures may not accurately reflect the actual performance of the developed
prediction models. As mentioned before, if the number of false negatives (FNs) rises,
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the test team might overlook the defect, which, in the worst-case scenario during op-
eration, could result in a catastrophe Lyu et al. (1996). On the other hand, if the
number of false positives (FPs) increases, the test-team may have to invest significant
time and resources into debugging clean code B and Sadam (2023). Therefore, it is
crucial to balance these two scenarios when developing effective prediction models.
However, if we try to reduce FPs, the number of FNs will increase and vice versa. To
tackle this situation, we propose a new objective that aims at minimising both FPs
and FNs by adjusting the threshold iteratively. To find an optimal trade-off, we for-
mulate the problem as maximising the difference between the probability of detection
and the probability of a false alarm.

Furthermore, analysing the behaviour of the developed prediction model on mis-
classified programs may reduce the burden on tester Molnar (2020). For critical ML
applications like SDP, analysing the behaviour of the developed model helps to min-
imise the misclassifications and thus to improve the model performance Molnar (2020);
Tantithamthavorn et al. (2023). To analyse the behaviour of the model, in this work,
we also targeted to generate synthetic data using counterfactual explanations from the
trained prediction model, majorly focusing on the true positive (TP) and true nega-
tive (TN) instances. Specifically, we generate counterfactual explanations for both the
true positives and true negatives, as the model correctly classifies these test instances.
Since the model understood the pattern of the data, we generate the counterfactuals
with the appropriate opposite class. That is, we generate counterfactual explanations
for the appropriate class as clean for some of the true positive instances and defec-
tive for some of the true negative instances. This is an iterative process, targeted to
improve the model’s performance and get insights into the predictions.

We conducted experiments using the probabilistic ML models such as Logistic
Regression, Naïve Bayes, and Neural Networks using our iterative approach for finding
the optimal threshold. The results of individual techniques across Logistic Regression,
Naïve Bayes, and Neural Network models indicate that using an optimal threshold
approach consistently improved performance. For Logistic Regression, the average
optimal threshold was 0.35, and reduced False Omission Rate (FOR) measure, with a
notable improvement at a threshold of 0.4. The Naïve Bayes model performed best at
an average threshold of 0.3, showing significant differences between pd and pda, and
lower FOR values. The Neural Network model had an average optimal threshold of
0.38, achieving the highest metric differences and benefiting from counterfactual data,
though FOR was lowest with the counterfactual approach. Across all models, selecting
optimal thresholds rather than the default 0.5 led to better performance, highlighting
the value of threshold tuning in model evaluation.

To the best of our knowledge, in this work, we make the following unique
contributions.

1. As pre-defined threshold values for the target example may lead to biased esti-
mates, we proposed an iterative approach that selects an optimal threshold value,
targeting to improve the performance of SDP.

2. We investigated the use of Counterfactual explanations targetting to improve the
performance of the SDP. These explanations help developers and stakeholders
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comprehend what changes would alter the prediction, providing insights into how
specific features or attributes contribute to the prediction of software defects.

3. A large-scale empirical evaluation and comparative analysis is carried out us-
ing the proposed optimal threshold, counterfactual, and other default threshold
approaches on 36 various releases of 10 software projects.

Paper Organisation: The rest of the paper is organised as follows. Section 2 dis-
cusses the recent approaches to our problem statement. In Section 3, we modeled the
problem of finding the right balance between the probability of detection and the
probability of a false alarm and discusses a detailed methodology of the proposed
optimal approach threshold and an approach for finetuning the model using counter-
factual explanations. A detailed description of the datasets, probabilistic ML models,
performance measures, etc. is presented in Section 4. In Section 5, we present the re-
sults of our conducted study, the comparative analysis, and a detailed discussion of
the potential threats that may validate the performance of the proposed solution ap-
proaches. The conclusion and possible potential future directions from our approach
are presented in Section 6.

2 Related Work

In this section, we provide the literature that focuses majorly on the techniques that
asses the prediction models, particularly the works focuses on reducing the false alarms
and the probability of detection while maintaining the highest performances.

It is evident that many defect prediction tasks in the literature do focus on solving
various problems in relation to the developement of the prediction models and very
few considered reducing the false alarms Tosun and Bener (2009). Yet we can observe
that the literature least focuses on finding the right threshold in order to estimate a
best-fitted hypothesis that minimises the misclassification on both the training and
the test data. As specified in Tosun and Bener (2009) by Tosun and Bener, the defect
prediction models are prone to produce high misclassifications as the input data may
contain an imbalance distribution of the defective classes. Also, since the cost of mis-
classifications of defective modules is critical, they suggest that the choice of using the
right threshold results in the best separation of the defective and defect-free modules.
This essentially reveals the negative effect of using default threshold settings in the
probabilistic classifiers.

On the other hand, it is evident that the advent of explainability improves the per-
formance of the defect prediction models Tantithamthavorn and Jiarpakdee (2021);
Bommi and Negi (2023); Tantithamthavorn et al. (2023). Tantithamthavorn et al.
in Tantithamthavorn et al. (2023) provide a detailed analysis of the role of eX-
plainable Artificial Intelligence (XAI) in defect prediction tasks. As described in
Tantithamthavorn et al. (2023), these XAI techniques are contributing to more efficient
software development processes, leading to improved outcomes Tantithamthavorn and
Jiarpakdee (2021). However, the lack of transparency makes it difficult for practition-
ers to understand why specific commits are considered risky and how they can be
improved Khanan et al. (2020). In addition, the adoption of JIT defect prediction
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has been limited because it has not been consistently integrated into continuous inte-
gration/continuous deployment (CI/CD) pipelines and modern software development
platforms, such as GitHub Khanan et al. (2020). To address these issues, Chaiyakarn
Khanan et al. in Khanan et al. (2020) presents an explainable Just-In-Time (JIT)
defect prediction framework called the JITBot, not only to predict the riskiness of
individual commits but also provide explanations for why a particular commit is
considered risky. It goes a step further by suggesting risk mitigation plans to help de-
velopers address potential issues. Importantly, this framework is integrated into the
GitHub CI/CD pipeline as a GitHub application, enabling continuous monitoring and
analysis of commits in multiple GitHub repositories. The paper also discusses different
scenarios in which this framework can be used by software development practitioners,
emphasizing its potential to enhance software quality and developer productivity.

In Jiarpakdee et al. (2021), Jiarpakdee et al. aim to understand how practitioners
perceive these goals and the model-agnostic techniques used to create visual expla-
nations of defect prediction models. A significant majority of respondents (82%-84%)
found the three common goals of defect prediction models to be useful. The Lo-
cal Interpretable Model-Agnostic Explanations (LIME), an XAI technique, was the
most preferred method for understanding the most important characteristics that con-
tribute to the prediction of defects in the software modules. Analysis of Variance
(ANOVA)/VarImp was the second most preferred technique for understanding the
characteristics associated with software defects in the past. These findings emphacise
the importance of improving the understanding of defect prediction models and their
predictions among practitioners. Model-agnostic techniques are suggested as valuable
tools to help practitioners gain insights into defect prediction models and enhance
their utility in software development processes.

On a similar objective, Jiarpakdee et al. in Jiarpakdee et al. (2020) conducted an
empirical evaluation of three model-agnostic techniques: two widely used methods,
LIME and iBreakDown, and an enhanced version of LIME with Hyper Parameter
optimisation (LIME-HPO). The study involves 32 curated defect datasets from nine
open-source software systems. The key findings of the study include the need for
model-agnostic techniques to explain individual predictions of defect models, as cur-
rent models lack this capability, instance explanations generated by model-agnostic
techniques are mostly consistent (although not exactly the same) with the global ex-
planations of defect models. These explanations are reliable when regenerated. They
suggested that the model-agnostic techniques are efficient, taking less than a minute to
generate instance explanations. More than half of the practitioners surveyed find con-
trastive explanations, which highlight differences between predictions, necessary and
useful for understanding defect predictions Tantithamthavorn and Jiarpakdee (2021).

In Aleithan (2021), Reem Aleithan addressed the challenge of explaining the results
of software bug prediction models, particularly in the context of just-in-time (change-
level) bug prediction. The authors reference the work by Jirayus et al. Jiarpakdee
et al. (2020), who proposed the use of two model-agnostic techniques, LIME, and
iBreakDown to explain the results of bug prediction models at the file level. While
promising results were achieved in file-level bug prediction, Reem Aleithan found that
the effectiveness of these techniques in explaining just-in-time bug prediction results
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remained unknown. To address this gap, Reem Aleithan conducted the first empirical
study focused on exploring the explainability of model-agnostic techniques, specifically
LIME and iBreakDown, in the context of just-in-time bug prediction models. The
study follows a three-step approach: 1. replicating widely used just-in-time bug pre-
diction models, 2. applying LIME and iBreakDown to the prediction results of these
models, and 3. manually evaluating the explanations provided by these techniques for
instances where bugs were predicted (positive predictions), comparing them against
the actual root causes of the bugs. The results of the experiment indicate that LIME
and iBreakDown are not effective in explaining defect predictions for just-in-time bug
prediction models, in contrast to their performance at the file level. This finding un-
derscores the need for new approaches and techniques to improve the explainability
of just-in-time bug prediction models.

Though all the listed models try to improve the performance of an SDP model
either by the traditional approaches or by the explainability, to observe the right
improvement in the performance, however, they missed to focus on bringing balance
between the probability of detection and probability of false alarm. Hence, it is essential
to focus more on finding the trade-off between the detection and the false alarms. To
bridge this gap, as mentioned above, we proposed an iterative and a counterfactual
explanation-based approachs for software defect prediction. A detailed formulation of
our approachs are presented in the following section.

3 The Problem and the Methodology

In this section, we first present the problem of finding the optimal threshold, target-
ing to improve the prediction accuracy. Also, we discuss a detailed methodology to
solve the framed problem using both an iterative approach and the counterfactual
explanations.

3.1 Problem Formulation

In ML literature, accuracy is a prevalent metric for assessing a model’s performance.
Nevertheless, when evaluated on imbalanced data, it fails to capture the essence of the
model’s capabilities. To illustrate this point, consider a scenario with 9 clean modules
for every 1 defective module. If a dummy classifier is trained to invariably predict clean,
we would still obtain a classifier with an accuracy of 90%. However, upon examining
alternative metrics such as recall and F1-score, it becomes evident that the model’s
performance is worse. Hence, an ideal model attains optimal values across various
metrics.

As specified by Sayyad Shirabad et al. in Sayyad Shirabad and Menzies (2005), it
is observed that an ideal classifier will have a high probability of detection and a low
probability of false alarm. Instead of focusing on optimising one metric, we aim to de-
sign the problem such that the algorithm performs better on both metrics (probability
of detection and probability of false alarm). A classifier with such metric values - high
probability of detection and low probability of false alarm - will also have a high differ-
ence between them. Instead of optimising one metric, our objective is to increase the
distance between Pr[Detection] and Pr[FalseAlarm], which in turn makes sure that
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the individual metrics are optimal. Here, Pr[∗] is a probability function. Throughout
the discussion, we use pd and pfa, interchangebly with the terms Pr[Detection] and
Pr[FalseAlarm], respectively. Below, we represent the objective function of any classi-
fier, that is targeted to maximise the difference between the probability of detection
and the probability of false alarm.

max {Pr[Detection] - Pr[FalseAlarm]} (1)

where,

Pr[Detection] =
TP

TP + FN
(2)

Pr[FalseAlarm] =
FP

TN + FP
(3)

Another approach to tackle this imbalanced data would be to increase the minority
class instances. However, we cannot rely on standard synthetic data generation tech-
niques like synthetic minority oversampling technique (SMOTE) and its other variants
for these applications as they can be risky Ramezankhani et al. (2016); Blagus and
Lusa (2013); Agrawal and Menzies (2018). We need to leverage the existing data points
to generate new data points that help us balance the dataset. A different strategy is
to make use of the counterfactual explanations to generate the data points. A detailed
methodology of the counterfactual explanations is given in the following section.

3.2 Methodology

As formulated a problem statement in Section 3.1, we framed an optimisation function
that solves the problem in an efficient and robust way. To address Equation 1, we
propose two techniques. These 2 techniques solve the objective in two different ways.
Algorithms 1 and 2 describe the two proposed approaches. A detailed methodology of
the two methods is given below.

3.2.1 Exploring the Optimal Threshold

In this technique, we change the decision threshold to solve the objective. To change
the decision threshold, we consider probabilistic ML models that output a probability
score of a instance.

For a model, assume θ is the decision threshold and p is the probability with which
the output is predicted, then:

Prediction =

{

1 (Defective) if p > θ

0 (Clean) Otherwise
(4)

Here, assume that, class 1 as the defective and 0 as the clean module. By default,
0.5 is used as the decision threshold (θ) in many ML models to classify the instances.
Instead of having a static θ value, we can make it dynamic to adapt to the testing
environment by solving the following objective function:

max
θ

{Pr[Detection]− Pr[FalseAlarm]} (5)
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Such that, 0.1 ≤ θ ≤ 0.9.

It is obvious that, when the value of θ is 0, it classifies everything as belonging
to defective, thereby increasing the number of false positives. Similarly, 1, it classifies
everything as clean, leading to many false negatives. Moreover, at these two extremes,
the model becomes a dummy classifier that predicts the same output irrespective of
the input. We propose the θ that satisfies Equation 5 as the optimal threshold and
consider the model at that threshold as an ideal model since it has high probability
of detection and low probability of false alarm.

In the testing phase of the model, while evaluating the software modules, the model
provides probabilities indicating the likelihood that a particular instance is defective.
These probabilities are numerical values between 0 and 1, with 1 representing a high
likelihood of being defective. To determine the final classification of each instance,
we employ the threshold-based approach as proposed above. If the probability of the
output by the model is greater than or equal to θ, the instance is classified as defective;
otherwise, it is classified as clean.

By varying the threshold value, we can obtain different output classes for the
instances. For instance, if we decrease the threshold below 0.5 (0.3), more instances
will be classified as defective, thereby reducing the number of false negatives. On the
other hand, increasing the threshold above 0.5 (0.7) may result in fewer instances
being classified as defective, reducing the number of false positives. By systematically
adjusting the threshold within a specified range, we can generate a set of output classes
that reflect different trade-offs between FPs and FNs. This flexibility allows us to tailor
the model’s behavior to specific requirements or constraints in our application. We
extract the confusion matrix from the different output classes, which gives information
about TP, TN, FP and FN. From these metrics, we calculate equations 2 and 3 to
estimate the best suitable dynamic θ value.

We utilised probabilistic output models to validate our proposed approach, namely
Logistic Regression, Naïve Bayes, and Neural Networks. A cross-project approach was
employed to train the models, where one dataset was held out for testing while the
remaining datasets were used for training. Following the training phase, the models
were evaluated by generating probability scores for the test instances.

The θ parameter, representing the threshold, is varied from 0.1 to 0.9 with an
increment of 0.1 to compute the difference between the proposed metrics in equations
2 and 3. The optimal threshold is determined by selecting the θ value that yielded the
maximum difference. Other relevant metrics were reported at the selected threshold.
The complete process of obtaining the optimal threshold is illustrated in Algorithm
1. By utilizing this process, we aimed to minimise false positives and negatives rather
than solely focusing on accuracy, which is not the best metric for imbalanced datasets.

Algorithm 1 outlines the steps to find the optimal threshold for the proposed objec-
tive. The algorithm takes a dataset containing instances from the training distribution
as input and returns the optimal threshold. The algorithm initialises the threshold pa-
rameter to zero and sets the initial difference to zero. It also creates an empty list to
store the predicted class labels for each instance in the dataset. As mentioned above,
the algorithm iterates over a range of threshold values from 0.1 to 0.9 with a step of
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Algorithm 1: An Algorithm to Get the Optimal Threshold

1 Initialize θoptim and maxdifference to 0 ;
2 Initialize predicted_class as [] ;
3 for θ in range [0.1, 0.9] with a step of 0.1 do

4 for Every instance in the dataset do

5 Find the probability (p) of instance belonging to defective class ;
6 if p > θ then

7 Insert 1 into predicted_class array ;
8 else

9 Insert 0 into predicted_class array ;
10 end

11 end

12 Calculate TP, FP, TN, FN ;
13 Calculate pd and pfa ;
14 if (pd− pfa) > maxdifference then

15 Set θoptim to θ ;
16 Update maxdifference = (pd− pfa)

17 end

18 end

0.1. For each threshold value, it predicts the class label for each instance in the dataset
using the trained model and the current threshold. If the probability of the instance
being in a positive class is greater than the threshold, it is classified as a positive in-
stance; otherwise, it is classified as a negative instance. The predicted class labels are
stored in the list.

After predicting the class labels for all instances in the dataset, the algorithm
computes the confusion matrix for the predicted class labels and the real class labels.
Using the confusion matrix, it calculates the probability of detection (pd) and the
probability of false alarm (pfa) for the current threshold value. The algorithm then
checks whether the difference between pd and pfa at the current threshold is greater
than the current maximum difference. If so, it updates the maximum difference and sets
the optimal threshold to the current threshold value. Finally, the algorithm returns the
optimal threshold value. This threshold is used to evaluate the model’s performance
on the test dataset, and various metrics are computed at this threshold value. The
algorithm serves as a useful tool for finding the optimal threshold value that maximises
the difference between the probability of detection and the probability of false alarm,
which is crucial for developing effective software defect prediction models.

3.2.2 Finetune Model With Counterfactual Explanations

In addition to our optimal threshold approach for improving the model’s performance,
in this work, we also make use of counterfactual explanations to generate synthetic
data. We propose this technique based on the assumption that the dataset is imbal-
anced with few defective instances. In general, if the dataset is imbalanced, eventually
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the model will learn biasedly towards the majority class (in this case, the clean class).
As specified in previous sections, this is the major reason to have more probability of
detection and false alarms. Hence, we need to generate more synthetic data to bal-
ance both classes. To do this, after training the model, we generate counterfactual
explanations for TPs and TNs, as the instances are correctly classified by the model.
We generate counterfactual explanations with the desired opposite class, i.e., we gen-
erate counterfactuals with the desired class as clean for TP instances and defective
for TN instances. A detailed approach to finetuning the model using counterfactual
explanations is given in Algorithm 2.

Algorithm 2: Finetune Model using Counterfactual Explanations

1 Train the model on the training data ;
2 Calculate TP, FP, TN, FN on the test data ;
3 for Every TP and TN do

4 Generate n-counterfactuals that flip the prediction ;
5 end

6 Create a new dataset with counterfactuals and flipped outcomes ;
7 Finetune the trained model on this new data ;
8 for Every TP and FP do

9 Generate counterfactual examples to aid developers in solving the defect ;
10 end

Algorithm 2 aims to enhance the performance of a trained model by leveraging
counterfactual explanations. Counterfactual explanations refer to instances or ex-
amples that, when modified slightly, result in a different prediction outcome. The
algorithm follows a series of steps to achieve this objective.

First, the algorithm begins by training the model on the available training data.
Once the training is complete, it proceeds to evaluate the model’s performance on
the test data by calculating the number of true positives (TP), false positives (FP),
true negatives (TN), and false negatives (FN). Next, the algorithm generates a set
of counterfactuals for every TP and TN instance. These counterfactuals are instances
that have their features modified in such a way that the model’s prediction flips. This
process helps to explore different scenarios and understand the factors that contribute
to the model’s predictions. Subsequently, a new dataset is created by combining the
original data with the generated counterfactual instances, and the outcomes of these
instances are flipped. This augmented dataset is then used to finetune the previously
trained model. Finetuning involves updating the model’s parameters using the new
data to improve performance. After finetuning, the algorithm focuses on TP and FP in-
stances. For each TP and FP, it generates a counterfactual example with the intention
of assisting developers in solving the identified defect. These counterfactual examples
provide insights into how the model’s predictions can be changed by modifying certain
features, aiding in the understanding and debugging potential issues.

In a nutshell, the algorithm starts by training a model and evaluating its perfor-
mance. It then generates counterfactuals for TP and TN instances, creating a new
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dataset and finetuning the model. Finally, counterfactual examples are generated for
TP and FP instances to help developers address defects. This iterative process en-
hances the model’s performance and provides valuable explanations and insights into
its predictions.

4 Empirical Setup

In this section, we provide a detailed description of the utilized defect datasets for the
empirical evaluation, the specific SDP task called the cross-project defect prediction
(CPDP), the utilized base probabilistic classifiers for the task of CPDP, the perfor-
mance measures, and the statistical significance tests, in the sections, 4.1, 4.2, 4.3, 4.4,
and in 4.5, respectively.

4.1 Benchmark Datasets

To validate our approach, we used the defects data of various software projects from
the publicly available PROMISE repository. Table 1 gives a detailed description of
the data set. For the empirical study, we utilized 10 projects along with their released
versions. In total, we have used a total of 36 versions from the 10 homogeneous software
projects. For each software project, we present the number of modules, the lines of
code (LoC), the number of defects, and the percentage of defective modules.

4.2 The Utilised SDP Task

The research on SDP further sub-divided majorly into within-project defect prediction
(WPDP) Bhutamapuram and Sadam (2022), cross-project defect prediction (CPDP)
Herbold (2013); Lessmann et al. (2008), and heterogeneous defect prediction (HDP)
Nam et al. (2017). As the literature majorly focussed on the CPDP task, we use the
same to conduct the empirical evaluation. Nevertheless, we can validate our objective
using other tasks such as WPDP, HDP, JIT-DP, etc.

For the empirical analysis, we followed the general CPDP architecture wherein we
used the defects data of all the source projects (including their past releases), except
the target project, to train a prediction model. Later, the defect-proneness of the
modules in the latest version of the target project will be found using the trained
CPDP model.

4.3 Probabilistic Classifiers

The methodology presented in section 3.2 involves determining an appropriate thresh-
old for grouping predictions into defective and clean categories. This necessitates that
the output of the model be a probability score, represented as a decimal within the
range of 0 to 1. Our approach utilized models that generate such probability scores to
facilitate this.

In this study, the Logistic Regression model is utilized due to its ability to utilize a
sigmoid function to confine the output within the range of (0, 1), which is appropriate
for the experimental design. Similarly, the Neural Network model applies sigmoid
or tanh activation functions for binary classification purposes. Specifically, for this
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Table 1: A description of the utilized software projects
Project Modules LoC Defects %Defects Project Modules LoC Defects %Defects

PROMISE Projects

Ant-1.3 125 37,699 20 16.00 Lucene-2.2 247 63,571 144 58.3
Ant-1.4 178 54,195 40 22.47 Lucene-2.4 340 102,859 203 59.71
Ant-1.5 293 87,047 32 10.92 Poi-1.5 237 55,428 141 59.49
Ant-1.6 351 113,246 92 26.21 Poi-2.0 314 93,171 37 11.78
Ant-1.7 745 208,653 166 22.28 Poi-2.5 385 119,731 248 64.42
Camel-1.0 339 33,721 13 03.83 Poi-3.0 442 129,327 281 63.57
Camel-1.2 608 66,302 216 35.53 Synapse-1.0 157 28,806 16 10.19
Camel-1.4 872 98,080 145 16.63 Synapse-1.1 222 42,302 60 27.03
Camel-1.6 965 113,055 188 19.48 Synapse-1.2 256 53,500 86 33.59
Jedit-3.2 272 128,883 90 33.09 Velocity-1.4 196 51,713 147 75.00
Jedit-4.0 306 144,803 75 24.51 Velocity-1.6 229 57,012 78 34.06
Jedit-4.1 312 153,087 79 25.32 Xalan-2.4 723 225,088 110 15.21
Jedit-4.2 367 170,683 48 13.08 Xalan-2.5 803 304,864 387 48.19
Jedit-4.3 492 202,363 11 02.24 Xalan-2.6 885 411,737 411 46.44
Log4j-1.0 135 21,549 34 25.19 Xalan-2.7 909 428,555 898 98.79
Log4j-1.1 109 19,938 37 33.95 Xerces-1.2 440 159,254 71 16.14
Log4j-1.2 205 38,191 189 92.20 Xerces-1.3 453 167,095 69 15.23
Lucene-2.0 195 50,596 91 46.67 Xerces-1.4 588 141,180 437 74.32

research, a Neural Network model with a sigmoid activation function is used in the
final layer. On the other hand, the Naïve Bayes model offers a probabilistic output by
default, without the need for any additional processing, unlike the logistic regression
and neural network models, which need a sigmoid function to convert the output to
a probabilistic value. This unique feature of the Naïve Bayes model makes it an ideal
choice for this experiment.

4.4 Performance Measures

To evaluate the performance of our approach, we used the following metrics proposed
by Sharma et al. in B and Sadam (2023):

4.4.1 False Omission Rate (FOR)

False Omission Rate is a metric that quantifies the proportion of actual defects that are
incorrectly classified as clean by a prediction model. Mathematically, FOR is defined
as the ratio of the number of false negatives to the number of predicted clean instances.
Specifically, it represents the probability that a defective instance in the target software
will be misclassified as clean by the prediction model and is used to assess the potential
risk of missing actual defects in the software. It is given by:

FOR =
FN

FN + TN
(6)

An ideal system should have FOR close to 0.

4.4.2 Percent of Saved Budget (PSB)

This metric represents the fraction of total lines saved by using the model. Since the
testers are more concerned about defectives, a portion of the time is saved by the
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number of TNs - the number of instances where there is actually no defect and the
model predicted as no defect. This speeds up the testing process and saves the testers
much time. The metric is derived as:

Percent of Saved Budget =

∑

iϵTN SB(LoCi)
∑

iϵnt

SB(LoCi)
(7)

The PSB is measured based on the additional parameter, that is lines of code. The
numerator in the above equation represents the total lines of code that is present in
the predicted clean modules. The denominator represents the total lines of code of a
target software project, where the project consists of nt modules. Here, we assume
that each line of code represents a unit cost for verification.

4.5 Statistical Significance Test

To investigate the significance difference in the performances of the proposed optimal
threshold approach and the other models, two non-parametric significance tests, such
as the one-sample Wilcoxon signed rank test and Cliff’s delta effect size tests, were
conducted. The results of the significance tests are provided using three performance
measures, such as FOR and PSB, and the difference between the probability of de-
tection and the probability of false alarm. The one-sample Wilcoxon signed rank test
is effective over the parametric significance tests because it does not consider the dis-
tribution of the defect data while evaluating the hypothesis testing. The null and the
alternative hypothesis for one-sample Wilcoxon signed rank test is given below:
H0: The average performance of the other models is equal to the performance of the
optimal threshold approach.
H1: The average performance of the other models differs from the performance of the
optimal threshold approach.
For this, the customary threshold value is taken as 0.05. The null hypothesis is rejected
when the p-value is less than 0.05 significance level Demšar (2006).

In addition to one-sample Wilcoxon signed rank test, to know the amount of dif-
ference between the proposed optimal threshold approach and the other models, such
as the base-line probabilistic classifier and the counterfactual approach, we conduct
another non-parametric effect size test (EST) called the Cliff’s delta. This measure
provides four levels of effectiveness of the optimal threshold approach on the other
models over the target projects. These levels are given in table 2. The larger value of
Cliff’s delta indicates the greater effect between the models.

Table 2: Cliff’s delta effect size levels Cliff
(1993)

S.No |δ| Effectiveness Category

1 0.000 ≤ |δ| < 0.147 Negligible
2 0.147 ≤ |δ| < 0.330 Small
3 0.330 ≤ |δ| < 0.474 Medium
4 0.474 ≤ |δ| ≤ 1.000 Strong
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Test set
Optimal

Threshold

The Difference Between Probability of
Detection and Probability of False Alarm

FOR PSB

3-11 Initial
Counterfactual

Approach
[TP(1) + TN(2)]

Optimal
Threshold
Approach

Initial
Counterfactual

Approach
[TP(1) + TN(2)]

Optimal
Threshold
Approach

Initial
Counterfactual

Approach
[TP(1) + TN(2)]

Optimal
Threshold
Approach

Ant 0.4 0.171 0.286 0.314 0.192 0.166 0.154 66.77 63.26 56.95
Camel 0.4 0.032 0.021 0.111 0.187 0.191 0.169 67.65 65.2 49.5
Forrest 0.3 0 0 0.333 0.062 0.062 0 95.86 95.86 28.93
Ivy 0.4 0.332 0.316 0.363 0.081 0.076 0.065 72.23 68.65 59.43
Jedit 0.8 0.284 0.284 0.337 0.015 0.014 0.015 73.47 60.35 93.08
Log4j 0.3 0.032 0.053 0.1 0.92 0.918 0.897 6.84 6.84 1.42
Lucene 0.3 0.104 0.116 0.192 0.571 0.566 0.44 39.39 38.18 16.94
Poi 0.3 0.105 0.085 0.37 0.609 0.614 0.265 26.96 26.81 10.23
Synapse 0.3 0.174 0.237 0.343 0.284 0.273 0.121 55.14 52.26 24.37
Tomcat 0.5 0.414 0.471 0.414 0.048 0.035 0.049 67.99 54.12 68.14
Velocity 0.4 0.102 0.089 0.182 0.321 0.319 0.291 61.66 60.49 54.55
Xalan 0.2 0.109 0.138 0.377 0.987 0.986 0.971 1.1 1.1 0.62
Xerces 0.4 0.081 0.106 0.126 0.726 0.721 0.715 17.72 17.72 16.32

Average 0.3538 0.1492 0.1694 0.2740 0.3848 0.3801 0.3194 50.2138 46.9877 36.96
Cliff’s Delta 0.6036 0.5266 - 0.1538 0.1361 - 0.3136 0.2544 -

Wilcoxon Test 0.0096 0.0222 - 0.0522 0.0579 - 0.0186 0.0287 -

Table 3: Results of Various Models using Logistic Regression Model
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Test set
Optimal

Threshold

The Difference Between Probability of
Detection and Probability of False Alarm

FOR PSB

3-11 Initial
Counterfactual

Approach
[TP(1) + TN(2)]

Optimal
Threshold
Approach

Initial
Counterfactual

Approach
[TP(1) + TN(2)]

Optimal
Threshold
Approach

Initial
Counterfactual

Approach
[TP(1) + TN(2)]

Optimal
Threshold
Approach

Ant 0.1 0.282 0.281 0.36 0.166 0.166 0.145 63.08 63.64 59.23
Camel 0.1 0.072 0.084 0.11 0.182 0.18 0.175 68.2 68.36 63.03
Forrest 0.1 0 0 0.067 0.062 0.062 0.067 95.86 95.86 87.22
Ivy 0.1 0.341 0.338 0.374 0.073 0.074 0.067 70.37 70.14 65.02
Jedit 0.9 0.238 0.22 0.261 0.016 0.016 0.015 59.91 56.58 63.01
Log4j 0.8 -0.01 -0.01 0.042 0.923 0.923 0.919 6.07 6.07 6.84
Lucene 0.1 0.129 0.119 0.149 0.562 0.564 0.554 30.4 29.73 28.49
Poi 0.1 0.114 0.113 0.142 0.606 0.606 0.597 26.8 27 26.14
Synapse 0.1 0.22 0.231 0.324 0.277 0.274 0.241 47.86 47.86 44.63
Tomcat 0.1 0.42 0.417 0.536 0.049 0.049 0.034 66.6 66.49 61.48
Velocity 0.5 0.121 0.121 0.121 0.311 0.311 0.311 53.51 53.51 53.51
Xalan 0.5 0.249 0.251 0.313 0.984 0.984 0.982 1.1 1.1 1.1
Xerces 0.1 0.138 0.131 0.159 0.713 0.715 0.707 17.72 17.72 17

Average 0.3 0.1780 0.1766 0.2275 0.3788 0.3788 0.3703 46.7292 46.4662 44.3615
Cliff’s Delta 0.2012 0.2130 - 0.0592 0.0592 - 0.1125 0.1006 -

Wilcoxon Test 0.0397 0.0369 - 0.0817 0.0817 - 0.0645 0.0682 -

Table 4: Results of Various Models using Naïve Bayes Model
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Test set
Optimal

Threshold

The Difference Between Probability of
Detection and Probability of False Alarm

FOR PSB

3-11 Initial
Counterfactual

Approach
[TP(1) + TN(2)]

Optimal
Threshold
Approach

Initial
Counterfactual

Approach
[TP(1) + TN(2)]

Optimal
Threshold
Approach

Initial
Counterfactual

Approach
[TP(1) + TN(2)]

Optimal
Threshold
Approach

Ant 0.5 0.313 0.298 0.388 0.158 0.161 0.134 60.72 58.66 55.04
Camel 0.4 0.114 0.105 0.131 0.171 0.178 0.162 53.31 45.31 43.54
Forrest 0.4 0 0 0 0.062 0.07 0 95.86 68.12 0
Ivy 0.4 0.378 0.381 0.484 0.067 0.08 0.026 66.1 41.78 43.75
Jedit 0.8 0.136 0.135 0.136 0.017 0.02 0.017 42.45 43.75 42.45
Log4j 0.2 0.043 0.041 0.065 0.918 0.963 0.916 6.07 8.94 5.31
Lucene 0.2 0.176 0.166 0.28 0.546 0.6 0.462 30.52 19.56 18.96
Poi 0.4 0.28 0.19 0.505 0.547 0.55 0.368 23.5 20.79 17.77
Synapse 0.4 0.012 0.02 0.3 0.333 0.35 0.245 61.16 58.91 45.58
Tomcat 0.4 0.053 0.09 0.186 0.085 0.09 0.064 79.07 41.72 39.8
Velocity 0.4 0.019 0.02 0.285 0.336 0.335 0.234 59.36 36.45 29.22
Xalan 0.2 0.198 0.187 0.561 0.985 0.971 0.969 1.1 0.78 0.89
Xerces 0.2 0.192 0.188 0.452 0.697 0.746 0.479 16.52 10.96 11.25

Average 0.3769 0.147 0.140 0.290 0.379 0.393 0.340 45.826 35.056 27.197
Cliff’s Delta 0.4616 0.4734 - 1 0.1716 - 0.4261 0.2131 -
Wilcoxon Test 0.0483 0.0427 - 1.92E-07 0.4983 - 0.0483 0.3694 -

Table 5: Results of Various Models using Neural Networks Model
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5 Study Results

This section beriefs the obtained results in the conducted experiments. The proposed
techniques are tested on PROMISE datasets. The results presented in tables 3, 4 and
5 provide insights into the performance of the models on the PROMISE datasets.

5.1 Performances using Logistic Regression

Table 3 shows the results of individual techniques using the Logistic Regression model.
Initial technique refers to the results that were generated without considering the bal-
ance between the probability of detection and probability of false alarm. The Optimal
Threshold column indicate the results obtained using the proposed iterative approach
, we notice that the average optimal threshold is 0.35 but not 0.5.

Considering the average values row, the optimal threshold approach worked better,
giving the maximum distance while reducing FOR. The counterfactual approach also
gave better results than the initial values. Consider figure 1(a) where the optimal
threshold is marked as 0.4. The difference at this threshold is 0.143 more than at
threshold 0.5. Moreover, the FOR at the optimal threshold is less and can be seen
from the figure. Similarly, for other test sets, the optimal threshold gave the maximum
difference between the probability of detection and the probability of false alarm.

5.2 Performances using Naïve Bayes

Table 4 shows the results of individual techniques using the Naïve Bayes model. The
average optimal threshold is 0.3, indicating that the model performed at thresholds
lower than 0.5.

Similar to the Logistic Model trends, the optimal threshold approach gave the best
performance for both the difference between pd and pda, and FOR metric. However,
the PSB of the initial approach is greater, but the difference is not substantial.

It can be seen from figure 2 that both pd and pda are wide apart, indicating that
the model performed well and can identify the essence of the difference at almost all
threshold values. At thresholds where the difference is negligible, the model formed
well on the FOR metric by selecting the threshold with the minimum FOR value.

5.3 Performances using Neural Network

Table 4 shows the results of individual techniques using the Neural Network. The
average optimal threshold is 0.38, smaller than the default 0.5.

Comparing different approaches using this model, the optimal threshold approach
gave the maximum difference between the metrics compared to initial values and the
counterfactual approach. However, the FOR value is the least for the counterfactual
approach, showing that the model benefitted from the generated data. Considering the
PSB value, both the proposed approaches have lower percentages, but when deployed,
considering the risk it is not the main factor.

One observation from figure 3 is that for some test sets, the pfa value exceeded
pd value (usually at lower thresholds). Similar to the previous models, the maximum
difference is considered and can be seen from subfigures 3(a) and 3(c).
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((a)) Performances on the
Project Ant-1.7

((b)) Performances on the
Project Camel-1.6

((c)) Performances on the
Project Forrest

((d)) Performances on the
Project Ivy

((e)) Performances on the
Project JEdit-4.3

((f)) Performances on the
Project Log4j-1.2

((g)) Performances on the
Project Lucene-2.4

((h)) Performances on the
Project Poi-3.0

((i)) Performances on the
Project Synapse-1.2

((j)) Performances on the
Project Tomcat

((k)) Performances on the
Project Velocity-1.6

((l)) Performances on the
Project Xalan-2.7

Figure 1: Results on Logistic Regression Model18
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((d)) Performances on the
Project Ivy

((e)) Performances on the
Project JEdit-4.3

((f)) Performances on the
Project Log4j-1.2

((g)) Performances on the
Project Lucene-2.4

((h)) Performances on the
Project Poi-3.0
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Project Synapse-1.2
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((k)) Performances on the
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Figure 2: Results on Naïve Bayes Model19
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Project Xalan-2.7

Figure 3: Results on Neural Networks Model20



5.4 Discussion

The optimisation function aims to determine the optimal threshold for classifying
defects, and the results include the threshold value, false omission rate (FOR), and
the percentage of lines of code (% saved LOC). It is evident from both results that
the optimal threshold is not the default 0.5. It varies according to the test set and its
distribution. By dynamically determining the optimal threshold, the models achieve a
balance between correctly identifying defects and minimizing false alarms. The results
indicate that the optimisation function helps identify thresholds that lead to higher
FOR values and greater savings in debugging efforts.

Overall, the proposed optimisation function shows varying performance across dif-
ferent models and test sets in the PROMISE dataset. While some models demonstrate
strong defect detection capabilities and significant savings in terms of debugging ef-
forts, others exhibit higher false omission rates and limited potential for reducing
debugging efforts.

In the fine-tuning model with counterfactual explanations approach, we generated
counterfactual explanations based on TP and TN as they are already correctly classi-
fied by the model and the assumption that the model has an understanding of those
instances in the feature space. This allows us to generate artificial instances that are
more robust and fall outside the decision boundary of the model.

The optimal threshold approach’s feasibility can be seen from Figures 1 2 and
3. Consider 1(a) for a detailed analysis. As mentioned in Section 3, an ideal model
will have high prob(detection) and low prob(false alarm). From the figure, at lower
thresholds, both the metrics are high and at higher thresholds, both are low, which is
not desirable. To have the highest prob(detection) while having the lowest prob(false
alarm), considering the distances between the metrics, 0.4 seems to give the optimal
result. We can also see that the FOR metric is lower than the default 0.5 at this
threshold.

5.5 Threats to Validity

In this section, we discuss the limitations and threats that validate the performance of
the proposed SDP approaches for maximising the difference between the probability
of detection and the probability of false alarms.

5.5.1 Construct Validity

Construct validity refers to the extent to which the parameters and the metrics used in
the study accurately represent the theoretical constructs they are intended to measure.
In our context, ensuring construct validity is crucial for producing meaningful and
reliable results.

Different projects may have varying definitions of what constitutes a defect. This
can lead to inconsistencies in the data and affect the validity of the prediction models.
Another threat is that focusing solely on the probability of detection and the proba-
bility of false alarms might overlook other important aspects of model performance,
such as precision, recall, F1-score, and AUC. However, we utilised measures such as
the FOR, and PSB, to measure the performances of the various approaches.
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The features selected for the model might not fully capture the factors that in-
fluence software defects. Irrelevant or poorly chosen features can lead to biased or
inaccurate predictions. Since our focus is to analyse the impact of maximising the prob-
ability of detection and the probability of false alarm, we did not conduct experiments
on feature selection techniques in building the proposed approaches. A potential way
to mitigate this issue is to use domain knowledge and consult with software engineer-
ing experts to select relevant features. Performing exploratory data analysis (EDA)
and using statistical tests to validate the significance of each feature.

The use of counterfactual explanations to generate new data points assumes that
the counterfactual instances are realistic and relevant to the actual software defects
is the potential threat that validates the performance of the implemented EXI model.
Validating the generated counterfactual data points with domain experts is a way to
ensure they represent plausible scenarios. Additionally, experimenting to compare the
performance of models trained with and without counterfactual data to assess the
added value.

In our experiments, we adjusted the threshold value to balance Pd and Pf however,
it might result in a model that performs well on these metrics but poorly on others.
Experimenting with different threshold values using different measures to report the
changes is a way to mitigate this challenge but, incorporating the vast results may be
infeasible.

5.5.2 Internal Validity

Internal validity refers to whether the observed performances of the SDP approaches
are due to the experimental treatments and not other factors.

This work utilises 36 software project information to validate the performance
of the proposed approaches. The performance of the proposed approaches depends
largely on the quality of the utilised data and the labelling of the corresponding data
points Pachouly et al. (2022). Though the utilised data is publicly available, there are
issues with the quality Bhandari et al. (2023); Pachouly et al. (2022); Bowes et al.
(2018), mainly due to the level of the experts who are testing and labelling the defect-
prone and clean modules. Another reason is, since generating the universal set of test
cases to test individual modules, it is impractical to label some modules as defective
Bhutamapuram and Sadam (2022); Pressman (2005); Fenton and Neil (1999); Fenton
and Ohlsson (2000). Hence, mislabeling or inconsistent labeling can introduce bias in
developing the models. However, this work does not explore the methods to improve
the quality of the data, hence, we may observe the improved performances if the the
quality of the data is improved. Other variables not included in the model might
influence the defect prediction outcomes. For example, developer experience or code
complexity.

5.5.3 External Validity

This section discusses the generalisability of the approaches proposed in this work to
different projects. This is because, the datasets used for training and testing might not
be representative of all types of software projects, limiting the generalizability of the
findings. Hence, our approach may produce variability in the predictions when we use
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a diverse set of datasets from different domains, project types, and development envi-
ronments. To assert the proposed models are good at improving the performance, we
need to conduct cross-project validation studies. The other threat that diminishes the
performance of the proposed approach and the robustness of the results is the sample
size that we used in the empirical analysis. Though we implemented the approaches
in the cross-project setting, some projects may not contain sufficient data to test the
potential of the approaches. Some examples include the projects such as Ant-1.3, Ant-
1.4, Log4j-1,0, Log4j-1.1, Lucene-2.0, Synapse-1.0, and Velocity-1.4 contain the data
less than 200 data points. However, none of the projects mentioned above were used
to test the trained models.

6 Conclusion

In this research work, we woked on a new objective that maximises the difference
between the probability of detection and the probability of false alarms particularly
in the context of software defect prediction. To solve the objective, we propose 2
techniques: exploring the optimal threshold and fine-tuning the model by generating
new instances from counterfactual explanations. The proposed methodology can be
applied to to any probabilistic model that outputs a probability score of an instance.
The results of our experiments demonstrate the effectiveness of the proposed method
in achieving a better balance between false positives and false negatives, thereby,
adhereing to industry needs. It is also evident that the optimal decision threshold is
not 0.5 but may be higher or lower based on the data points and the model trained. We
also show that though counterfactuals improve the performance as compared to the
base results, it does not give the best results as the model itself is not 100% accurate
in generating counterfactuals that exactly fall into the desired classes. Overall, the
proposed methods can contribute to the development of more accurate and reliable
classifiers for real-world applications.
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