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Abstract- The paper-based signature verification continues to be important despite increasing
adoption of digital repositories, creating a demand for accurate and reliable signature verification
systems. Biometric authentication provides a secure and efficient solution compared to
conventional verification methods such as identity cards and magnetic strip cards. This paper
proposed a hybrid signature verification framework to improve the verification accuracy through
effective feature selection and score level fusion. The framework consists of four main stages.
First, preprocessing is performed using an improved median filtering process and image resizing
technique to obtain the high quality signature images. Next ResNet, global and local features are
extracted from the preprocessed images. In the feature selection stage, a hybrid Walrus
Optimization Algorithm integrated with Greylag Goose Optimization (WOA-GGO) is used to
identify the optimal features. Finally, signature verification was performed using the hybrid deep
learning model combining RNN and Bi-LSTM. An improved score-level fusion technique
integrates the outputs of both classifiers to produce the final verification result. The proposed

framework was evaluated using the GPDS 1-150 and CEDAR datasets. Experimental result shows



that the RNN + Bi-LSTM model achieved maximum accuracy values of 0.973 and 0.971
performing better than LinkNet, LSTM, EfficientNet, Bi-GRU, LeNet and Bi-LSTM. The
effectiveness of the proposed framework was also validated through various performance and
statistical analyses.
Keywords: Signature Verification, Median Filtering, ResNet features, Bi-LSTM, RNN.
1. Introduction
Signature identification aims to determine the identity of the signer by matching an unknown
signature to a database of known signatures. Signature verification, on the other hand, seeks to
confirm the authenticity of the signature, comparing it to a reference signature of the same
individual to check if it's genuine. Identification is used to find out who signed, while verification
ensures the signature is genuine. Both processes are essential in different contexts, such as identity
verification and fraud prevention. In many financial firms, biometrics was essential for a person's
identity verification, and until recently, signatures were the most used method [1]. Over the past
several decades, biometric-based authentication has become a growing field of research [2]. Body
measurements were the primary emphasis of biometrics, although as the field evolved and became
more necessary for authentication, it also began to incorporate other biometric features associated
with the human body [3]. Despite the availability of numerous biometric authentication
mechanisms, handwritten signatures remain the most popular in today's society [4]. Verifying the
authenticity of the signatures is essential for differentiating between authentic and fraudulent ones.
As a result, one of the many active study areas is the signature verification challenge [5] [6].
Governmental and private financial firms have been using signature verification systems to
confirm a person's identity based on the handwriting on various accounts, records, and documents

[7] [8]- The majority of the research on offline signature verification has been focused on



developing a reliable depiction of signatures [9]. The conventional methods depend on handcrafted
features, and yet no extractors of handcrafted features are especially relevant for
signature validation that is currently being developed [10] [11]. Offline signature verification,
however, presents a number of difficulties because of various factors, such as a lack of data related
to online signature verification, the absence of dynamic features (such as pressure, the altitude of
the pen, etc.) in online signatures, as well as variability in the signature of the identical person due
to multiple reasons, such as ageing, illness, or normal variation following a specific number of
repetitions [12] [13].

For offline signature verification, a variety of approaches have been put forth; the majority of
them revolve around feature extraction, depiction, and comparison of similarities and distance
metrics [14] [15]. Numerous identifiers relying on graphology, computer vision, signal processing,
and so forth have been proposed for feature extraction, including BoVW, directional
characteristics of signature contours, VLAD, surrounded features, local granulometric size
distributions, Fisher vector, as well as energy of Curvelet coefficient [16] [17]. Furthermore, DTW
and RNN are the major foundations of the currently used online signature techniques; however,
for the majority of these techniques, a significant amount of training data is needed to operate as
expected [18] [19].

Secured authentication is essential since signatures are the biometric attribute and are most
commonly accepted by many law enforcement officials and agencies for verification purposes,
particularly in financial institutions, legal transactions, etc [20] [21]. These are some of the
applications where signature verification works out [22]. Moreover, many transactions are
happening in the digital age where organizations, like banks etc., demand handwritten signature

verification [23]. In these circumstances, the signature verification procedure should not only be



precise and safe but also quick, allowing us to do real-time verification [24]. Additionally,
document authentication, credit card transactions, check verification, attendance recording, and
forensics are the most pertinent applications of signature verification [25]. Because of its vast
importance, many researchers have done research on signature verification to aid humanity and
society [26]. However, their efforts in implementing an efficient signature verification framework
may not resemble their thoughts on supporting humanity and society [27]. Existing signature
verification systems often struggle with intra-class variability, such as differences in pressure,
stroke order, or style across genuine signatures from the same individual. Many rely heavily on
handcrafted features, which lack robustness and generalizability across datasets. Deep learning
approaches have improved performance but frequently overlook the complementary value of
combining local and global features. Additionally, existing models tend to use simple score-level
fusion strategies that may not effectively leverage the strengths of multiple classifiers. These
limitations lead to reduced accuracy, especially when verifying skilled forgeries. The motivation
for this work stems from the need to build a more robust and discriminative verification
framework. By integrating deep features (via ResNet), local-global feature fusion and an improved
hybrid model (RNN + Bi-LSTM)), the proposed system addresses these gaps. Enhanced score-level
fusion further ensures more reliable verification outcomes. Thereby, the role of improvements
proposed in this deep hybrid signature verification framework proves its efficiency significantly
over state-of-the-art approaches. Those improvements that are part of ensuring the proposed
framework’s efficiency are listed below.

The main contributions are



e Introduces a novel signature identification framework in which preprocessing is carried out
by an improved median filtering process and image resizing technique to obtain noise-free
and quality preprocessed images.

e Integrates ResNet for deep feature extraction with both global and local feature analysis.
Our framework provides a richer and more nuanced representation of signatures, which
enhances the accuracy of the identification process.

e A hybrid feature selection method based on the integration of the Walrus Optimization
Algorithm and Greylag Goose Optimization (WOA-GGO) is proposed to select the optimal
features.

e Proposes a hybrid model which comprises Deep Learning (DL) approaches, including
improved Recurrent Neural Network (RNN) and Bidirectional Long Short-Term Memory
(Bi-LSTM) for the identification of novel signatures and an improved score level fusion is
employed to fuse intermediate scores resulting from the classifiers. This model leverages
sequential learning and bidirectional context to effectively capture the intricate patterns in
signatures.

Further, the process involved in the proposed deep hybrid signature verification is categorized

into five sections. The existing works are reviewed in Section 2, the overall implementation is
described in Section 3, experimental analyses are discussed in Section 4 and the conclusion is

described in Section 5.

2. Literature Review
In 2024, Zheng et al., [40] has proposed an online handwritten signature verification

algorithm, which mainly uses the CAE-MV-based feature dimensionality reduction method to



compress and select features of the original signature data to construct a signature feature set.
Through the analysis of the verification results on two publicly available signature database,
MCYT-100 and SVC-2004, the proposed algorithm improved the accuracy and reduced the False
Acceptance Rate (FAR) and False Rejection Rate (FRR). The average verification accuracy
reached 98.92% which was superior to the current mainstream online signature verification
frameworks, demonstrated the effectiveness and efficiency of the proposed framework.

In 2023, Alsuhimat ef al., [7] has introduced a hybrid method for extracting features from
signature images, wherein Convolutional Neural Network (CNN) and Histogram of Oriented
Gradients (HOG) were used, followed by the feature selection algorithm (Decision Trees) to
identify the key features and finally the CNN and HOG methods were combined. The experimental
findings indicated that suggested model executed quite satisfactorily in terms of efficiency and
predictive ability obtaining accuracy of (95.4%, 95.2% and 92.7%) with UTSig dataset and
(93.7%, 94.1% and 91.3%) with CEDAR dataset.

In 2025, Sanchez-Nielsen et al., [41] has introduced Dual-AngleNet, an interpretable and
lightweight CNN-LSTM model that authenticates of pen-tip tilt dynamics. The model integrated
azimuth and altitude angles for robust spatiotemporal feature learning. Experimental results on a
dataset of 600 signature samples confirmed the model’s superior accuracy (97.60%) and resilience
(2.18% EER) against forgery compared to existing methods, while maintaining efficient inference
suitable for edge deployment.

In 2026, Hao et al., [42] has proposed Dual-AngleNet, an interpretable lightweight framework
for online signature verification that leverages pen-inclination dynamics as a discriminative
biometric feature. The model achieved state- of-the-art performance (97.69% accuracy, 2.18%

EER) through the integration of azimuth and altitude angles within a hierarchical CNN-LSTM



architecture. Ablation studies confirmed a 5.38% accuracy gain from angular features, while
SHAP analysis revealed their dominant contribution (77.7%) to verification decisions, ensuring
transparency.

In 2025, Diaz et al., [43] has proposed a new set of features based on the dynamics of online
signatures. These new features were inferred through a Lagrangian formulation, which obtained
the sequences of generalized coordinates torques for 2D and 3D robotic arm models. By combining
kinematic and dynamic robotic features, the results demonstrated their significant effectiveness for
online automatic signature verification and achieved state-of-the-art performance when integrated
into deep learning models.

In 2025, Moises et al., [44] has introduced a neural network model to estimate the kinematic
and dynamic features of a robotic arm. The first approach involved using a physical URS5e robotic
arm to reproduce a signature while capturing those parameters over time. The second method, a
cost-effective approach, used a neural network to estimate the same parameters. The findings
demonstrated a simple neural network model can extract effective parameters for signature
verification. Training the neural network with the MCYT300 dataset and OnOffSigBengali-
75confirm the models generalization capability.

In 2024, Tehsin et al., [14] designed to enhance the discrimination of inter-class and intra-class
differences. CNN architectures proposed framework consistently achieved superior performance,
particularly attributed to the triplet loss function ability to optimize inter-class disparities while
minimizing intra-class variations. ResNet marginally outperformed methodology on one dataset,
this approach demonstrated remarkable accuracy, surpassing 85% in discriminating between

genuine and forged signatures across multiple datasets.



In 2026, De Moura et al., [45] introduced ProtoSig, a novel training data generation strategy
for handwritten signature verification. The method applied a summarization process to the
development data to generate prototypical signatures that served as negative samples, enabling a
deterministic selection that replaces arbitrary random forgery sampling. It achieved comparable or
higher accuracy with a smaller training set, yielding substantial scalability benefits including over
98% reduction in training time and up to two orders of magnitude lower computational cost while
strengthening data privacy and promoting fairness in offline HSV systems.

In 2023, Rokade ef al., [28] has developed a framework called CNN for signature verification.
This work evaluates the impact of data augmentation on CNN performance for handwritten
signature verification, demonstrating how augmentation techniques like rotation, scaling, and
flipping can improve model robustness and generalization when working with limited signature
data. The findings indicate that there is an improvement in all evaluated metrics when data
augmentation is applied. Particularly, the model’s test accuracy increased by 10.68%, and the F1
score increased from 73.08% to 88%. While data augmentation enhances performance, it may not
fully address challenges posed by intra-class signature variations and CNNs' lightweight
architecture could still struggle with highly complex or noisy signature patterns.

In 2020, Alajrami ef al., [29] has established a framework for multiscript recognition and
handwritten signature verification. The aim of this work is to create and evaluate a quantitative
experimental method for handwritten signature and multiscript pattern verification. To ascertain
the authenticity of the signature, the system trains a model utilizing input data and output labels
using a supervised learning methodology. The system uses machine learning methods, such as
support vector machines (SVM) and neural networks, for training. In order to create a reliable

system that can adapt well to various handwriting inputs, data collection is essential. Overall, the



system's accuracy rates in multiscript verification and signature verification were 92% and 89%,
respectively. However, the model's complexity may lead to slower processing times, and its
performance might be limited by the availability of diverse training datasets, potentially struggling
with signatures or scripts not well-represented in the training phase.

In 2024, Ishfaq et al., [30] has developed hybrid method for verifying people's signatures that
combines a Vision Transformer with pre-trained deep learning models MobileNetV2 and ResNet-
18 to accommodate different writing styles. A fixed-size representation of the retrieved features is
then obtained by applying adaptive pooling and flattening algorithms, which makes it easier for
later layers to analyze the data. For higher-level feature processing and classification, the vision
transformer architecture which consists of linear layers with relu activation functions, dropout
layers, and batch normalization levels is then used. Predictions for signature verification are
produced by the model's output layer, which uses softmax activation to transform raw output scores
into probability distributions across signature classes.

In 2025, Zheng et al., [31] has established the hybrid Transformer and Convolution Signature
Network (HTCSigNet) to extract multi-scale features from signatures. Specifically, HTCSigNet
is an innovative framework consisting of two parts: a transformer and CNN-based blocks. Global
and local features are extracted from signatures using these components, respectively. The CNN-
based block comprises three modules: spatial and channel reconstruction convolution (SCConv)
that improves model generalization by focusing on more distinctive micro-deformation features
while reducing attention to common features; space-to-depth convolution (SPD-Conv) that
improves feature learning capability by precisely focusing on signature strokes; and a convolution
module that extracts the shape, morphology of specific strokes, and other local features from

signatures. In the transformer-based block, global properties including general direction, layout,



and overall shape are extracted from signatures using the Vision Transformer (ViT). After the

feature learning stage, Writer-Dependent (WD) and Writer-Independent (WTI) verification systems

are constructed to evaluate the performance of the created HTCSigNet.

The summary of features, limitations, datasets used, training and testing samples of existing

research are presented in Table 1.

Table 1: Features, Limitations, Datasets, Training and Testing samples Found in Conventional

Signature Verification Systems

Training
and
Author Approaches Features Limitations Dataset Used
Testing
Data
Zheng et al., | DWSCNN It reduces the Performance is MCYT-100 and | -
[40] number of neural | sensitive to SVC-2004
network hyperparameters
parameters settings
Alsuhimat et | Hybrid deep Hybrid deep May require longer | UTSig and 50.77% is
al., [7] learning learning model training time because | CEDAR used for

with Decision

training




Tree enhances the | of the hybrid feature and
signature extraction process 49.23% is
verification used for
testing
Sanchez- TrOCR It provides a Requires large ID and FD 90.48% is
Nielsen et al., scalable and datasets for effective used for
[41] privacy- fine-tuning and high training
preserving accuracy and
signature 98.91% is
verification used for
framework testing
Hao et al.,, Dual-AngleNet | It provides Validated on a SVC2004 Task2 | -
[42] lightweight and limited dataset of 600
interpretable signature samples
signature
authentication for
edge devices.
Diaz et al., Deep Learning | It improves Requires complex DeepSignDB and | -
[43] models verification using | feature extraction SVC2021
kinematic and using robotic arm EvalDB

dynamic robotic

features

models




Moises et al., | Neural Network | It improves Requires neural MCYT300 -
[44] Model signature network training for
verification using | parameter estimation
dynamic features
Tehsin et al tSSN Triplet loss Performance may 4NSigComp2012, | -
[14] Siamese similarity | decrease when SigComp2011,
network with applied to unseen 4NSigComp2010
Manhattan signature styles and | and
distance for real-world datasets. BHsig260
offline signature
verification
De Moura et | ProtoSig Generates Its performance in GPDS Synthetic, | -
al., [45] informative writer-independent CEDAR
prototypical verification remains and MCYT-75.
negative samples | unverified
for efficient and
accurate offline
signature
verification
Rokade et al. | CNN It provides It lacks a detailed GPDS dataset 240
[28] empirical analysis of other key samples
evidence that aspects, such as for
augmentation model explainability training




helps improve the

and real-time

and 300

generalization execution under for
ability of models. | constrained testing.
computational
environments.
Alajrami, et SVM Because of its While the system GPDS-960 400 is
al. [29] strong aims to provide high | Dataset taken for
performance on precision, the training,
signature potential for false and 100
recognition tasks, | positives or false is used
real-time negatives may still for
applications with | exist, especially testing
less processing when signatures
power may be exhibit significant
possible. variability or are
forged using
advanced techniques.
Ishfaq et al. Hybrid vision It utilizes the self- | The model’s Bhsig-Bengali, 520 1s
[30] transformer attention computational Bhsig-Hindi, taken for
mechanism of complexity and Cedar, UTsig- training
ViTs to training time are Persian datasets and 280
effectively capture | relatively high due to is for
global contextual | the transformer testing.




information from

signature images.

architecture, which
may hinder
deployment on

resource-constrained

devices.
Zheng et al. HTCSigNet It employs multi- | The model’s GPDSsynthetic, 700 is
[31] scale feature performance under CEDAR, UTSig, | used for
fusion to enhance | varying image and BHSig260 training
discrimination quality and signature | (Bengali and and 300
between genuine | distortions is not Hindi) is used
and forged thoroughly for
signatures. investigated. testing.

2.1 Problem Statement

Despite numerous advancements in signature verification, existing methods still face several

critical challenges that hinder their practical deployment and accuracy. Approaches such as

DWSCNN [40] and SVM classifiers [29] offer lightweight solutions but struggle with high

variability in signature styles and skilled forgeries. Deep Learning models [43] and Neural

Network Model [44] rely on complex robotic arm-based feature extraction and computationally

expensive neural network training, increasing system complexity and processing time. Moreover,

methods like ProtoSig [45] and Dual-AngleNet [42] performance in writer-independent

verification remains unverified and validated on a limited dataset of 600 signature samples. Hybrid

models combining global and local features, such as HTCSigNet [31] and hybrid Vision




Transformers [30], have introduced more contextual awareness, but they are computationally
intensive and less suited for deployment on low-resource devices. Additionally, many of these
methods, including those using depth-wise separable tSSN [14] and TrOCR [41], either rely on
handcrafted features or insufficient fusion strategies. A critical gap exists in unifying deep learning
with a refined fusion mechanism that can leverage complementary strengths of multiple classifiers.
Therefore, the proposed work introduces a novel hybrid framework that integrates ResNet-based
deep features, local-global descriptors, and a dual RNN-BIiLSTM classifier enhanced with
improved score-level fusion. This design aims to address limitations in adaptability, accuracy and

computational efficiency across diverse datasets.

3. Summary of Proposed Signature Verification Approach with Deep & Local Features
3.1 Taxonomy of Signature Verification

e Forgery detection can be classified into two types: Active and Passive. Active forgery
detection includes watermarking and signature. Watermarking helps to hidden markers to
detect forgery. Signatures are validated using biometric or behavioral analysis.

e Passive forgery detection includes Image Statistics and image content. Image statistics help
to analyze features like pixel distribution, size and shape to detect anomalies. Image Content
is used to focus on geometric properties, strokes and layout of the image to identify
inconsistencies.

e Signature is one of the types of active forgery detection. This signature can be classified into
two types: Signature Identification and Signature Verification.

e Signature identification approach helps to identify the person who signed by comparing

signatures to a database of known signatures. Signature verification technique is used to



verify the authenticity of the signature (genuine or fake), focusing on its validity rather than
identification.

The signature verification includes two types: online verification and offline verification.
Online signature verification uses dynamic features such as speed, pressure and stroke
dynamics during the signing process. Offline signature verification focuses on local and
global features of the signature image that are used to determine the authenticity of the
signature.

In our proposed work, offline signature verification is employed, where the focus is on
verifying the authenticity of a signature using scanned or photographed images. Figure.l

represents the taxonomy of signature verification.

Forgery Detection
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Figure 1. Taxonomy of Signature Verification
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A lot of financial transactions need to be verified for authenticity because of advancements in
technology. Many systems based on the signing process were therefore offered in order to increase
the accuracy of signature verification [32]. These efforts can be divided into two groups based on
the kinds of signature data: offline signature verification and online signature verification [33].
Online signature verification relies on the time series dynamic features of the authentication phase,
whereas offline signature verification is primarily dependent on image data of the signature that is
obtained just after the signing procedure has been completed [34]. It's possible for two persons to
sign identically or for signatures to be similar across classes. Signatures exhibit intra-class
variation, where one instance from one class differs from another sample within the same category
[35]. By considering these issues, a novel deep hybrid signature verification framework is
proposed by employing fundamental steps like preprocessing, feature extraction, feature selection
and verification and its architecture is illustrated in Figure.2.

This work presents a novel deep hybrid signature verification framework that processes
multiple input signature images through a preprocessing phase, which includes an improved
median filtering method for noise reduction and image resizing to maintain consistency and
quality. Essential features, such as ResNet features, global features (e.g., active pixel count) and
local features (e.g., signature dimensions and separation between the center and center of mass),
are extracted from the preprocessed images. A hybrid feature selection approach integrating the
Walrus Optimization Algorithm and Greylag Goose Optimization (WOA-GGO) is employed to
identify and select the features for improving the signature verification performance.

The framework then employs a hybrid verification model combining deep learning classifiers
like Recurrent Neural Networks (RNN) and Bidirectional Long Short-Term Memory (Bi-LSTM)

networks. An enhanced score-level fusion technique is used to merge the outputs of these



classifiers, utilizing a weighted sum in the fusion process and tanh normalization in the score
normalization step. This hybrid approach leverages the strengths of sequential learning (RNN) and
bidirectional context (Bi-LSTM), yielding a final binary identification result (genuine or forgery).
A corresponding detailed explanation of this proposed deep hybrid signature verification model is

discussed in the sections below.
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Figure.2. Architectural framework of the proposed deep hybrid verification model

3.2. Improved Median Filtering-based Preprocessing



In this section, preprocessing on the signature image takes place, in which the input signature is

denoted as s, ={S1,S2,S3,...,Sn}. Generally, preprocessing raw data involves processes such as

cleaning, converting and sorting to obtain data in a suitable format for further analysis. By

enhancing raw data in a suitable format, the efficiency and reliability of the system are also
improved. By the way, in this research work, the process of preprocessing data, S; not only

performs median filtering [17] but also does image resizing. Originally, the size of the input
signature image was 640x480; through image resizing, its size is reduced to 256x256. Such
processes are introduced for noise reduction, data consistency and computational efficiency.
Instead of using the conventional median filtering process, an improved process is proposed
because the conventional median filter exhibits some limitations, is ineffective in the removal of
several noise types, has increased computational cost, is inefficient in the selection of kernel size,
etc. However, the improved median filtering process proposed in this preprocessing stage has the
ability to handle these issues.

Further, this input signature image is preprocessed by an improved median filtering approach
to attain the resultant outcome in an enhanced manner. Typically, a median filter is a filtering
technique which filters noise in a non-linear image and results in a noise-free image. This process
is done by masking over each pixel and replacing the value of the pixel at each portion with the
neighbor pixel’s median value, which is defined by a kernel. This proposed framework employs
an improved median filtering process. The rationale for choosing Improved Median Filtering
(IMF) in the proposed research lies in its superior ability to preserve essential edge details while
effectively removing impulse noise, which is common in scanned or photographed signature
images. Traditional median filtering, though effective at denoising, can lead to the loss of fine

structural information critical for accurate feature extraction. IMF enhances this by adaptively



modifying the filtering window based on local pixel variation, allowing better retention of

signature strokes and curves. This ensures that key signature characteristics are maintained, which

is vital for downstream processing. Its robustness against both salt-and-pepper noise and

background artifacts makes it ideal for preprocessing diverse datasets. By using IMF, the proposed

framework ensures high-quality, noise-free inputs that lead to more accurate and reliable

verification outcomes. The steps for this improved MF approach given as follows:

1l

iil.

The given input signature image’s center pixel C(i . J ) is determined.

The values of the respective pixels of the mask are determined.
These pixel values are sorted and then the median value is identified. In addition to this,

the masked pixel’s Weighted Power Mean was also calculated (Eq. (1)).

1/p

m
P
2 WD

Y p— (1)

2w
i=1
Where, the number of pixel values and the ith value in the set are denoted as

m and pi’ , respectively. The term W, represents the weight assigned to the ith pixel value.

An exponent p is used which determines the type of mean, for instance, if p=7/then it is the
weighted arithmetic mean and if p=2, then it is the weighted root mean square. The
weighted becomes maximum if p approaches infinity.

The integration of the weighted power mean into the median filtering process enhances the
filter’s adaptability by allowing different emphasis on pixel values based on their weights,
which improves noise suppression while preserving important signature details. Unlike
traditional median filtering that treats all pixels equally, the weighted approach better

handles varying noise levels and local variations in the image. This leads to more effective



removal of impulsive noise without blurring critical edges or fine features. Consequently,
it results in higher-quality preprocessed images that improve the accuracy of subsequent

feature extraction and verification stages.

iv.  Then, the adaptive values of masked pixel 1 mpi and masked pixel 2 mpi, are calculated
using Eq. (2) and (3). These values are determined by resizing the masked pixels by
considering the level of noise that exists in the masked pixel. In which min and max
represent the minimum and maximum grey level pixels and md is the median value of the

grey level pixels.
mpi, =md —min )
mpi, = md — max 3)
v.  Subsequently, each pixel’s adaptive masked pixel and weighted power mean are compared
by the following conditions.

if (mpi1 >0 and mpi, < 0) then search median value

c(i,j) =md
else if (c(i, j ) >WPM ) then search median value )
c(i,j) =md

else

return the pixel's original value
vi.  Repeat the above step (v) until I=j=m

Thus, the noise-free signature image is obtained from the preprocessing stage using an
improved median filtering process and this resultant preprocessed signature image is symbolized

as Pres_ .



3.3. Extraction of Relevant Features: ResNet features, Global Features and Improved Local
Features

The outcome obtained from the preprocessing stage is then input into the feature extraction stage.

Here, the resultant preprocessed signature image Pl”esi is applied to retrieve essential features to

execute the signature verification stage. Thereby, the essential features to be extracted from Pl”esi

are ResNet features, global features and local features. By extracting these features, the signature
verification process on the training signature dataset and the testing signature dataset is simple and
effective. Incorporating ResNet features leverages deep convolutional layers to capture complex,
high-level patterns and subtle variations in signature images, which are essential for distinguishing
genuine signatures from forgeries. Global features provide an overall representation of the
signature’s shape, size and spatial distribution, offering a broad context that aids in recognizing
consistent structural traits. Local features focus on fine-grained details such as pen strokes, curves
and texture variations, which are critical for identifying unique, individual characteristics within
the signature. Combining these three types of features ensures a comprehensive and multi-scale
understanding of the signature, enhancing robustness against intra-class variability and forgery
attempts. This hybrid approach effectively balances the macro and micro perspectives of the
signature, improving verification accuracy and reliability across diverse signature styles and

conditions.

3.3.1. Extraction of ResNet Features from Preprocessed Signature Image
The advancement of ResNet [6] makes revolutionary improvements in fields such as computer
vision and image classification. It is a DNN design featuring residual blocks, which solve the

gradient vanishing issue and enable the network to efficiently train very deep network



architectures. Layer by layer, the network automatically learns visual features with the use of deep
learning. SoftMax classification is used in the final layer of deep learning networks, such as
ResNet50, to forecast class output. High-level attributes can be obtained prior to FC layers. High-
level features are extracted from the fifth residual block (Conv5_x) in the "avg pool" layer of this
investigation using ResNet50. Deep picture features are extracted from this output. 2048-
dimensional deep feature vectors are predicted by ResNet50.

With this advantage, the learnable features are extracted from preprocessed signature images
P re, at various layers of the network. These extractable features are referred to as ResNet
features. ResNet architecture comprises multiple layers in which each layer is built with residual
blocks. These blocks have shortcut connections to allow preprocessed signature images, Pl”esi

directly input into the network without receiving any heavy alterations. This is the reason why the
ResNet has the ability to train very depth network structures. The mathematical expression of the

residual block to calculate the output is formulated in Eq. (5).

res

ResNet’ = F (Presiw +Pre, ) ®))
Here, F (Presl_ ) is the transformation function which is performed by each layer in the block. Pre,

is the input layer. As in Eq. (5), the addition of the input preprocessed signature image P’”es,. to the

transformed output is done by a shortcut connection in the residual block, which prevents the
network from degradation issues that can happen when networks are too deep.
The activations at several layers of the network represent the features extracted by a ResNet

model. The different levels of abstraction are captured from the preprocessed signature image

Pre_ by these activations.



The version of ResNet is the ResNet 50 pretrained model. To extract the features by using 50
layers. The ResNetF feature vector is 1 x 1000 after being extracted from the ResNet model. When
you further apply a histogram transformation, the resulting feature vector becomes 1 x 100. As a
result, the extracted ResNet features from the hierarchical patterns of the preprocessed signature
image are fully identified as ResNetF
3.3.2. Extraction of Global Features from Preprocessed Signature Image

The representations which represent the entire input image are known as global features or global

representations. In this research work, the input preprocessed signature image Pre, is thought to

be used to extract the global information, such as the active pixel count and related features. By
capturing these features, the input preprocessed signature image’s holistic information is revealed
frequently by considering the whole context rather than concentrating on local regions. This

information gives a clear-cut understanding of the whole structure and content of the preprocessed
signature image Fre, .

1. Number of Active Pixels

Every person has a unique signing style. Some of them do their sign while some others do it in an

elaborate manner. As per this statement, one of the global features known as the number of active

pixels is calculated [1]. This feature is computed using Eq. (6) by considering active pixels in each

preprocessed signature image Pre, .

Ap[ (Prest_ ) =

i

b a
Pre (i,j)== (6)
=1 j=l

Where, the preprocessed signature image and its size are represented as

Pre, (i,j) and (b,a), respectively. Thus, the resultant number of active pixels featured in global

features is indicated as GF™ .



2. Number of Connected Components

It is a graph theory algorithm which defines various connected parts in the image that are
characterized by a specific label. The preprocessed signature image P’”es,. is given as an input to
extract the number of connected components feature, which this feature will also be considered as

the preprocessed signature image’s differentiating feature [1]. This feature is considered to be

extracted because some people are doing their sign-in pieces. Thereby, the number of connected

components featured in global features is denoted as GF' .

Thus, the resultant global features, including the active pixel count and related

characteristics count, are represented as GF' " and GF* , respectively. Further, these extracted

global features are collectively represented as GF .

3.3.3. Extraction of Local Features from Preprocessed Signature Image
The preprocessed signature image Pr ¢, is provided as input to the local feature extraction phase.
Generally, local features are extracted from small regions of the image as distinctive

representations. From the preprocessed signature image Pr: ¢, , among the important local features

that are recovered are the distance, height and length between the effective center and the center
of mass.

The separation between the center of mass and the effective center captures unique spatial
distribution patterns of the signature ink, reflecting how the signature’s strokes are concentrated
or dispersed. This distance varies significantly between individuals because each person’s writing
style affects the density and layout of their signature differently. Unlike simple geometric features,

this measure encodes subtle variations in stroke placement and pressure, which are difficult to



imitate. Therefore, it serves as a robust distinguishing feature by capturing intrinsic personal traits
embedded in the signature’s structure. Incorporating this separation enhances the model’s ability

to differentiate genuine signatures from forgeries, improving overall verification accuracy.

1. Improved Distance between the Effective Center and Center of Mass

The factors, such as the effective center and the center of mass, are evaluated from the input

preprocessed signature image P re, . The preprocessed signature image’s effective center is altered

on the basis of the density and content of the signature. The center of mass is considered the
selective feature of the preprocessed signature image, as it is based on the user [1]. Mathematically,

the center of mass of each block in the preprocessed signature image is computed in Eq. (7) and
(8.

vpCy' = 5 - (7)

vqCy = e ®)

Here, the preprocessed signature image is P’”es,. and the pixel value is PI . The pixels in
the x and y directions are denoted as p,, and q »i » Tespectively. Then, the effective center is

evaluated in Eq. (9) and (10) where, i=1,2,3,..,b and j=1,2,3,...,a.

CEe = (max (Zzpi - Oq ©)
e - (maX(Zz% = O)J (10)



Using Egs. (7), (8), (9) and (10), the essential distance between the effective center and the

center of mass feature is expressed in Eq. (11).

D=[(ci-cy)+(ck-cy) (1)

lth

The above-mentioned 11" equation is proposed using a sparse weight vector and the

proposed distance formula is formulated in Eq. (12) where, the sum of weights, W, is denoted as

W in which those weights are calculated using a sparse weight vector. The variable z must be
positivei.e. z >0 here, z =2 . The applied sparse weight vector in weights is randomly generated

by the generation of a function which generates an ensemble of random vectors. Then, some of its

elements are randomly set to zero to make it asparse weight vector, i.e. ‘C P CQ‘ which is obtained

2
from D (C P CQ) = (C p— CQ) . Thereby, the resultant distance between the effective center and

. . D
the center of mass feature in local features is denoted as LF" .

1 g . 1/z
D(CP,CQ){W;%.\CP—CQ } (12)

2. Length and Height of the Signature

The length and height of the signature vary from person to person. For instance, some of them use
their initials, which makes their signs longer, while others just use their names, which makes their
signs a little shorter than those that combine names and initials. Even this small piece of
information will be effectively used as a feature to train the datasets effectively [1]. Thereby, the

signature’s length and height in the preprocessed signature image Pl’esi is evaluated by considering

the pixels in x and y directions and it is formulated in Eq. (13) and Eq. (14), which is the sum of



active pixels in the ith row and jth column, respectively. The resultant length and height of the

. . LH
signature feature in local features are denoted as LF™ .

H:max(Zpizo); i=123,..b (13)

L:max(qu. ::O); j=12,3,..a (14)

The distance between the center of mass and the effective center captures the unique spatial
distribution of ink in a signature, which varies naturally between individuals. Genuine signatures
tend to have consistent patterns in stroke density and placement, resulting in a characteristic
separation between these two points. Forged signatures, however, often fail to replicate this subtle
spatial arrangement accurately, leading to noticeable differences in this distance. Thus, this feature
effectively encodes personal writing habits and stroke dynamics that are difficult to imitate.
Including this measure enhances the system’s ability to distinguish genuine signatures from
forgeries, improving overall verification reliability.

Thus, the resulting local characteristics, including the signature's length and height as well
. : o D
as the separation between the effective center and the center of mass, are indicated as LF" and

LF" , correspondingly. Further, these extracted local features are described as LF" .

Finally, the extracted features like ResNet features ( ResNetF' ), global features (GF' ) and

local features ( LF ) are concatenated as a whole into a feature set F; .

3.4 Selection of Relevant Features: WOA-GGO Hybrid Optimization Algorithm
Feature Selection is the process of selecting the features from the datasets. In this stage, the optimal
features are selected from the extracted features by using the WOA-GGO hybrid optimization

algorithm. The workflow of feature selection is shown in the figure 3.
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Figure 3: Workflow of Feature Selection

3.4.1 Walrus Optimization Algorithm Integrated Greylag Goose Optimization (WOA-GGO)
The WOA-GGO algorithm combines the Walrus Optimization Algorithm (WOA) and the Greylag
Goose Optimization (GGO) Algorithm. GGO Algorithm is a nature inspired optimization
algorithm based on the migratory and cooperative behavior of greylag geese to solve complex

optimization problems effectively.

Walrus Optimization Algorithm
WOA [39] is an optimization algorithm modeled after the feeding, predator avoidance and

migration behaviors of walruses.

NZE yi,j+randi,j’(yk,j_‘]i,j'yi,j)a Fn, <Fn, (15)
i

Vi +randi,j '(yi,j _yk,j)a else
Where ysz is denoted as the jth dimension based on the 2" phase, Fn, and Fnrefers to the

objective function values. Converting the Eq. (15) as one and rand, ; is the random selection as

shown in the Eq. (16).

:2yi,j+mndi,j~yi,j—randl.’j-Ji’j-yi,j (16)



=Y, <2+randl.7j Vi (I—J[J )) (17)

_ ysz (18)
T [2 +rand, (1 ~u )]

Here the values got cancelled and it got the y, ; value which will be substituted in the greylag goose

optimization.

Greylag Goose Optimization
GGO [38] algorithm belongs to the class of swarm-based algorithms and is inspired by the Greylag
Goose. The optimization process of the GGO algorithm is explained using the following

equations.

Y(a+1)=Y"(a)-B-|D-Y"(a)-Y(a) (19)
Where Y (a) is an agent at an iteration a. The Y"(a)represents the best solution position and
Y (a + 1) is the updated position of the agent as shown in the Eq. (19). Hybrid these equations (18)
and (19). The first term is derived from the social migration learning of WOA, whereas the second

term is derived from the exploitation of GGO.

e [, ] L1 @ @

where y, sets to the Y (a) in the below Eq. (20)

¥ (a)

e |:2+randi,j (l—Ji,j

7 -[B:|D-Y"(a)- Y (a)] 1)

In Greylag Goose Eq. (19) is replaced by the Eq. (21), where rand, ; is calculated using



randi:Zcos(z* a j—l (22)
! 2  Amax

Y(a+1):Y(a)+E(l+m)*r*(Y—YFlockl) (23)
Where individual search near the best solution to identify the improved solutions denoted as Y,

as shown in the Eq. (23). 7 is calculated using

rzrmax{l—ln(H 2 ﬂ+[ i [H ! H (24)
amax S i} f max

1 1 . 1
Where r,=1-1,—r,, 1, =cos 6, 7. =5tan6’-cot¢, H:2arccos§-arcs1n(ia), ¢:Earccos(ia),

iareferstothe o, r,  isequalto 0.9, . isequalto 0.4, arefers to the current iteration and

5 "max

a_,. refers to the maximum number of iteration as shown in the Eq. (24).

Traditional GGO suffers from several limitations. One major disadvantage is premature
convergence, where the algorithm easily gets trapped in local optima, particularly in complex or
high dimensional optimization problems. Additionally, the fixed division of the population into
exploration and exploitation groups often results in an imbalanced search process, reducing the
algorithms search efficiency and overall optimization performance. Modified GGO effectively
overcomes the limitations of the traditional GGO by introducing the adaptive population
partitioning, which dynamically balances the exploration and exploitation based on the fitness
distribution, thereby improving the search robustness. The integration of random calculations
enhances the population diversity and prevents stagnation during the optimization process.
Furthermore, the updated position updates the equations, normalize the search process and include
the oscillatory terms, resulting in the faster convergence, higher accuracy and improved

performance for solving the complex real world optimization problems.



3.4.2 Objective Function
The objective function is used to minimize the error in the signature verification as shown in the

following Eq. (25).

fit=—o (25)

Where fit refers to the fitness, acc refers to the accuracy, lower bound is set to 0, the upper

bound is set to 1, population size is fixed at 10 and the problem size is based on the number of

attributes in the extracted feature set as shown in the above equation.

3.5. Signature Verification using Improved Score Level Fusion

For many years, security software has been used by numerous financial and educational
institutions. These days, a lot of financial transactions need to be verified for authenticity because
of advancements in technology. Therefore, a number of signing-process-based solutions were
made available to improve the precision of signature verification. Many studies have already been
conducted on handwritten signature authenticity. However, they don’t provide efficient results in
signature verification processes. Thereby, this research work introduces a novel deep hybrid
signature verification framework in which the verification process on signature images is
effectively performed by the hybrid verification model.

Figure.4 represents the structure of the proposed hybrid model for signature verification, which is
formed by the hybridization of two DL classifiers: RNN and Bi-LSTM. This hybridization is
involved to train and test the signature images in a time-efficient and accurate manner. Also, both
the RNN and Bi-LSTM classifiers exhibit a few limitations which will have a negative impact on

the final verification results by providing inaccurate results. Such limitations exhibited by RNN



classifiers are gradient vanishing, training complexity, contextual understanding difficulty, etc.,
while these RNN limitations are viable advantages of Bi-LSTM. As well as limitations of Bi-
LSTM, including overfitting, long-term independence, losing causality, etc. are the manageable
benefits of RNN. By considering these facts, this proposed deep hybrid signature verification
framework becomes more effective by hybridizing these classifiers. These classifiers receive the
feature set that is produced as an output from the feature extraction stage independently. The
intermediate scores generated by RNN and Bi-LSTM classifiers are then fused using the enhanced

score-level fusion.
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Figure.4. Structural diagram of the proposed hybrid Verification model

3.5.1. RNN Classifier in Signature Verification
RNN classifier [13] is one of the effective DL architectures because it can even recall past
information. In RNN, the current step is processed by an input, which is nothing but the previous

step’s output. It even ensures that each and every output generated from the RNN is processed on



the basis of the previous step and stores calculated results in the memory of the previous steps.
The network structure of RNN is replicated in Figure.5, in which each layer has its specific

determined threshold values and weights to result in more accurate outcomes.
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Figure.5. Architecture of RNN

The newly attained input value in a step is combined with the already stored previous input state,
where this process is associated with the newly attained input with the previous input state. The

general Equations which mathematically express the RNN architecture are as follows.

hi=o (ZF, +Rhi, , + B) (26)
Out =O(Rhi+Y) (27)

Out = f(In,hi,Wgyy,Z,R,B,Y) (28)



Here, the parameters Wyyy,Z, R, B and Y denoted in the above equations are shared across
time steps in the network. The mathematical formulation that describes the current state is
formulated in Eq. (29). Then, the activation function applied current state is expressed in Eq. (30),

where the weights of recurrent and input neurons are indicated as W, and w, ., respectively.

hi, :f(hit—lalnt) >
hi[ = tanh (Wl‘m;,,»hit—l + Wr[nhi Int ) (30)

Then, the output layer in RNN is represented as Eq. (20).

Out, =w, hi, (31

TOuthi
In this classifier, the resultant feature set, Fsi obtained by concatenating the extracted

essential features from the preprocessed signature image, is provided as input. This feature set is

processed by this RNN classifier as per its functioning, and the resultant intermediate score
attained is symbolized as Scpyy .

3.5.2. Bi-LSTM Classifier in Signature Verification

An improvement over the LSTM classifier is the Bi-LSTM classifier [15] because it addresses
some of the limitations of conventional LSTM by processing input in the forward direction as well
as in the backwards direction. The Bi-LSTM classifier involved in the hybrid verification model

is modeled in Figure.6. This self-regulated classifier is formed by integrating two RNNs, and it

comprises a cell state and three gates: input gate (In"), output gate ( Out") and forget gate ( for'

). It is advantageous because it is free from vanishing gradient issues while training on long-term
dependencies. This is the reason why this classifier is employed in the deep hybrid signature

verification framework. In which data transmission is done by two parallel layers to transmit data



in a fourth direction. In the Bi-LSTM architecture, the memory cells are self-connected, and it is

used to store the processed data in the current state at each time step. The resulting feature set F,

is sent to the output gate after being supplied as an input to this Bi-LSTM classifier. The forget
gate simultaneously identifies the memory cell's internal state and combines it with the input
feature set /. . Then, according to the self-recurrence process, this internal state combined feature

set is sent to the following cell, and it forgets the information stored in the memory cell. The feature

set’s input sequence and output sequence are

F, ={E F. . F } and oF, :{oFS ,OF, ,...,0F, } , respectively. The output timestep of the

Bi-LSTM model is represented as ¢ =107 . The mathematical expressions involved in the Bi-

LSTM model are formulated from Eq. (32)- Eq. (37).

In, =8(Z,,F, +R,hi, +G,cu, +B,) (32)
Out, = 8(Z, F,, + Royyhi + Gyt + By, ) (33)
for: = 5(2 o F, + Ry i +Gcu + B, ) (34)
u, = 5(ZuFSl_l +Rhi  +Gcu  +B, ) (35)
cu, = for, *cu,_, +1In, *u, (36)
hi, =Out, * tanh (cu, ) (37)

At each time step ¢, the current input, previous hidden state and previous cell output state
are represented as £, ,hi,_, and cu, ,, respectively. The terms Z* R* and G* are the weights

and B* denotes biases. The overall intermediate score of Bi-LSTM is calculated as Eq. (38) and

it is denoted as SCp;_;orys -



hi :5(2,”. [Hﬂ} +Bhi) (38)

t t+1

Figure.6. Architecture of Bi-LSTM
Table 2 describes the parameters of the classifiers, like Bi-LSTM and Improved RNN. The
parameters of the Improved RNN and Bi-LSTM models significantly impact the proposed
signature verification framework. The Improved RNN with three hidden layers (40, 20 and 10
neurons) using sigmoid activation functions captures hierarchical features from the input signature
data, with context layers allowing dynamic learning of inter-feature dependencies. The use of
ReLU in the output layer enhances convergence, while the softmax function ensures proper
classification. The Adam optimizer and binary cross-entropy loss facilitate efficient learning. The
Bi-LSTM model, with its bidirectional architecture and 64 LSTM units, captures both forward and
backwards dependencies, essential for recognizing subtle variations in signature patterns. The

inclusion of dropout (0.5 and 0.2) in the Bi-LSTM layers prevents overfitting and improves



generalization. The SGD optimizer and categorical cross-entropy loss are used for classification
tasks, ensuring the model effectively distinguishes between genuine and forged signatures. The
combination of these parameters ensures a balance between accuracy and computational
efficiency, making the model robust for signature verification applications.

Table 2: Parameters of the Classifiers

Models Layers and Parameter Values

Improved RNN | Number of input layers: 1

Number of RNN hidden layers: 3,

1)First hidden layer neuron=40, activation='sigmoid

context layerl: initializer="random normal’, trainable=True, name='context
weights'

i1)second hidden layer neuron=20, activation='sigmoid

context layer2: initializer="random normal’, trainable=True, name='context
weights'

iii)third hidden layer neuron=10, activation='sigmoid

context layer3: initializer="random normal’, trainable=True, name='context
weights'

activation: 'relu’

Number of output layer: 1

activation function: softmax

batch size:32

optimizer="adam', loss="binary cross entropy,

epoch=50




validation split=0.2

Bi-LSTM input layer:1

Bidirectional LSTM layer1: Istm unit:64
activation='relu', return sequences=True
Dropout=0.5

Bidirectional LSTM layer2: Istm unit:64
Dropout=0.2

output layer ->1

activation=sigmoid

loss='categorical cross entropy, optimizer='sgd',

metrics=['accuracy']

Finally, the outputs attained from RNN and Bi-LSTM are denoted as SCuyy and Scy_;ony

respectively. An enhanced score-level fusion method is employed to combine these scores.

3.5.3. Improved Score Level Fusion Technique

In this proposed deep hybrid signature verification framework, an improved score-level fusion
technique is employed to fuse the resultant intermediate scores provided by RNN and Bi-LSTM
classifiers. The score-level fusion in this work combines the intermediate verification scores
generated independently by the RNN and Bi-LSTM classifiers. Rather than relying on a single
classifier, this fusion method leverages the complementary strengths of both models to improve
decision reliability. The fusion is performed through a weighted averaging scheme, where the
contribution of each classifier’s score is adjusted based on validation performance. This approach

reduces the impact of individual classifier errors and balances their weaknesses, such as RNN’s



difficulty with long-term dependencies and Bi-LSTM’s potential overfitting. By integrating the
scores at this intermediate level, the system achieves more robust and accurate verification
outcomes. Typically, score level fusion [21] is a technique which is used to integrate multiple
individual scores from various models to make a final result. This technique is broadly utilized in
several fields, including ML, information retrieval, pattern recognition, etc. This primarily
involved enhancing the entire robustness, performance and reliability of a model. Most commonly,
the score level fusion technique is processed by techniques such as Min-Max normalization,
weighted averaging, majority voting, etc. In this research work, the Min-Max normalization-based
score level fusion is considered a conventional technique, and it is replaced by the hyperbolic
tangent normalization technique [2]. The improved score-level fusion method is chosen in the
proposed work to enhance the reliability and accuracy of signature verification by effectively
combining the strengths of both RNN and Bi-LSTM classifiers. Unlike traditional fusion methods
such as simple averaging, this approach uses adaptive weighting based on each classifier's
performance, allowing more accurate models to have greater influence on the final decision. This
helps reduce false acceptance and rejection rates. Additionally, by integrating hyperbolic tangent
normalization, it handles outliers more robustly and ensures normalized outputs in the [0,1] range.
This results in a more stable and discriminative verification outcome. Overall, the method

increases robustness without adding significant computational complexity.

As mentioned above, the RNN classifier is separately processed by providing a feature set £
as input, and it results in an intermediate score SCgyy . Likewise, the Bi-LSTM classifier is

separately processed by E and generated SCy;_;¢ry, as an intermediate score. These intermediate

scores are integrated by employing an improved score level fusion technique to generate efficient



results on signature verification as genuine or forged. This technique follows two key steps: score
normalization and score fusion.

1. Score Normalization

Conventionally, the normalization process on scores is done by Min-Max normalization. However,
this improved score-level fusion technique utilizes the hyperbolic tangent normalization technique.
Because it can provide sufficient performance and high robustness while handling outliers. And
the saw score is always mapped in the interval (0, 1). The mathematical expression of intermediate

scores by applying hyperbolic tangent normalization is formulated in Eq. (39) and (40).

0.01 (SCRNN —SCrenn )

o
SCheny

SCpeny = 0.5x tanh +1 (39)

O'Ol(ScBifLSTM - chi—LSTM )

o
SChirstu

Scy.  ony = 0.5 tanh +1 (40)

Where, the intermediate scores of RNN and Bi-LSTM classifiers are represented as

Scpyy and Scg, ;¢\, , respectively. The mean estimation of RNN and Bi-LSTM intermediate score

distribution is denoted as SCxeyy and Scy ;o , respectively. In addition, the standard deviation
estimation of RNN and Bi-LSTM intermediate score distribution are indicated as
Screny and Scg;_ g, , accordingly.

2. Score Fusion
After score normalization, a score fusion process takes place, which combines the intermediate

scores exhibited by RNN and Bi-LSTM classifiers and generates a new predicted fusion score.



Conventionally, this process is carried out as Eq. (41). However, the improved score level
fusion takes place by using weighted sum methodology and its formulated expression is shown in

Eq. (42).

X

SLF = Z(SCRNN +8Ch_15m ) (41)

i=1

ISLF, =Y AR (42)

Where the term W, are user-specific weights associated with each classifier. These weights

are set according to the accuracy of each classifier. It is set in accordance with the accuracy of the
RNN and Bi-LSTM classifiers. The probability of false rejection is reduced by the lower accuracy
(weight) of the classifier and the higher accuracy (weight) of the classifier. In conclusion, the
fused score achieved from enhanced score level fusion is the final verification result. The fused

score will also fall within this range is [0,1].

4 Results and Discussion

4.1 Experimental Setup

Python was used to simulate the suggested signature verification framework. Further, the processor
used was an AMD Ryzen 5 3450U with Radeon Vega Mobile Gfx 2.10 GHz, and the installed
RAM capacity was "16.0 GB (13.9 GB usable)". Additionally, the Python version was "PYTHON
3.7."Here, we utilized two different datasets for signature verification analysis: a) GPDS 1-150

dataset 1 [36] and Cedar dataset 2 [37].

4.2 Dataset 1 Description



The GPDS 1-150 dataset consists of 8,100 signature samples, with 3,600 genuine signatures and
4,500 forged signatures, collected from 150 distinct writers. Each writer contributed 24 genuine
and 30 forged signatures, with both online and offline signatures. This dataset is widely used for
signature verification tasks, offering a challenging scenario due to the variability in signature styles
and the inclusion of different types of forgeries. It provides a rich set of dynamic and static features,
making it suitable for developing and testing robust signature verification models using machine

learning and deep learning techniques.

4.3 Dataset 2 Description

The CEDAR Signature Dataset contains 2,640 signature samples, with 1,320 genuine signatures
and 1,320 forged signatures, collected from 55 different writers. Each writer contributed 24
genuine and 24 forged signatures, with the dataset providing both online (capturing dynamic
writing features such as pressure and velocity) and offline (scanned) signature data. This dataset
is commonly used for signature verification research, offering a diverse set of samples with
different writing styles, dynamic characteristics and forgery techniques. It is particularly useful for
testing models focused on distinguishing between genuine and forged signatures using both static

and dynamic features. The training and testing data samples for datasets 1 and 2 are described in

Table 3.
Table 3: Testing and training data of both Datasets
Dataset 1
Percentage
60 70 80 90
of Data




Data Used

Training Data

Training Data

Training Data

Training Data

(1584, 105);
Testing Data

(1056, 105)

(1847, 105);
Testing Data

(793, 105)

(2112, 105);
Testing Data (528,

105)

(4860, 105); (5670, 105); (6480, 105); (7290, 105);
Testing Data Testing Data Testing Data Testing Data (810,
(3240, 105) (2430, 105) (1620, 105) 105)
Dataset 2
Percentage
60 70 80 90
of Data
Data Used Training Data Training Data Training Data Training Data

(2376, 105);
Testing Data (264,

105)

4.4 Performance Analysis

4.4.1. Evaluation Metrics

The estimation on RNN+Bi-LSTM and traditional methods was done for metrics such as Precision,

FNR, EER F-measure, Sensitivity, NPV, FPR, Specificity, MCC and Accuracy.

Accuracy:

Accuracy measures the overall correctness of the signature verification system. It is the ratio of

correctly classified instances (both genuine and forgery signatures) to the total number of

instances. Eq (32) represents the accuracy, in which 7P

represents true positive,

true negative, F'P implies false positive and FN signifies false negative.

Precision

Accuracy =

TP+TN

TotalSamples

TN signifies

(32)



A precision metric is the proportion of correctly identified cases. Precision is represented by
equation (33).

TP
Precision= ————— (33)
FP+TP

Sensitivity
The probability of a positive test result is known as sensitivity, which solely considers positive

true values. Sensitivity can be expressed using equation (34).

P
Sensitivity =—————x100 (34)
FN+TP

Specificity
By examining the probability of only having actual negative values, specificity can be quantified.

The specificity is provided by equation (35).

N
Specificity= P IN x100 (35)

FNR
The false negative rate is the likelihood that the test may miss a true positive. The FNR formulas
are defined by equation (36).

FNR= FN(FN +TP) (36)

FPR
The percentage of negative events that are mistakenly classified as positive (false positives)
relative to the total number of negative events that actually occur is known as the false positive

rate. In Eq. (37), the FPR is expressed mathematically.

FP

PR=——— (37)
FP+TN



F-measure
The correctness of the results is evaluated using the F-measure. Equation (38), which expresses
the formula.

TP
V(FP+FN)+TP

F-measure = (38)

Equal Error Rate (EER)
The Equal Error Rate (EER) is the point at which the False Acceptance Rate (FAR) and False
Rejection Rate (FRR) are equal. It is a common metric for evaluating biometric verification
systems, including signature verification. The Eq (39) refers the formula of EER.

EER = FAR = FRR (39)

Where FAR denotes the False Acceptance Rate; FRR indicates the False Rejection Rate.

Matthews Correlation Coefficient (MCC):
MCC is a metric that takes into account all four confusion matrix values (TP, TN, FP, FN). It
provides a balanced measure even if the data is imbalanced. MCC ranges from -1 (perfectly
incorrect prediction) to +1 (perfectly correct prediction), with 0 indicating random prediction. The
formula of MCC is represented in Eq. (40).

_ (TPxTN)—(FPx FN)
J(TP+ FP)(TP + EN)(TN + FP)(TN + FN)

(40)

Where, 7P indicates the True positive and 7N denotes the True negative; FP represents false
positive; FN denotes False Negative.

NPV



NPV measures the proportion of negative predictions (forgeries) that are actually correct. It is
particularly useful for evaluating the system's ability to correctly identify forgeries. Eq. (41)

represents the formulation of NPV.

npy =Y (41)
TN + FN

The metrics, especially accuracy, EER, MCC and NPV, depend heavily on the distribution of

genuine signatures and forgeries in the test set. Furthermore, the RNN+Bi-LSTM was contrasted
with the state-of-the-art methods, like, hybrid ViT [29], HTCSigNet [30], hybrid deeplearning [7]
and tSSN [14]. In addition, the RNN+Bi-LSTM was evaluated over the prior classifiers like
Linknet, LSTM, EfficientNet, Bi-GRU, LeNet and Bi-LSTM. Similarly, images for the signature

verification framework for Dataset] and Dataset2 were shown in Figure. 7 and Figure. 8.
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Figure.7. Signature Verification images for datasetl: a) Original images, b) Gaussian Filtering
images, ¢) Conventional Median Filtering images, d) Wiener Filtering images and e) Improved

Median Filtering images

Figure.8. Signature Verification images for dataset2: a) Original images, b) Gaussian Filtering

images, ¢) Conventional Median Filtering images, d) Wiener Filtering images and e) Improved

Median Filtering images



4.5 Analysis of PSNR and SSIM

The PSNR (Peak Signal-to-Noise Ratio) and SSIM (Structural Similarity Index) analysis presented
in Tables 4 and 5 illustrates the superior performance of the Improved Median Filtering technique
for signature verification, especially when compared to other commonly used filtering methods
like Gaussian Filtering, Weiner Filtering and Conventional Median Filtering. These two metrics,
PSNR and SSIM, are widely used to assess the quality of image processing, and higher values in
both metrics typically indicate better image quality and less distortion, which is crucial for tasks
like signature verification. For a better filtering process, the model should achieve higher PSNR
and SSIM values. Mainly, for datasetl, the enhanced median filtering's PSNR is 36.091, even
though the Gaussian Filtering is 29.669, the Weiner Filtering is 25.291 and conventional Median
filtering 1s 26.406, respectively. The significantly higher PSNR for the Improved Median Filtering
indicates that it is more effective at preserving the integrity of the signature images while removing
noise, thus providing cleaner and more accurate data for the subsequent feature extraction and
signature verification stages. In addition, while the Gaussian, Weiner and traditional median
filtering obtained low SSIM values, the enhanced median filtering's SSIM is 0.905 (dataset 2).
Therefore, it is shown that improved median filtering is better. As seen by its higher PSNR and
SSIM scores when compared to Gaussian Filtering, Weiner Filtering and Conventional Median
Filtering, the results validate that the Improved Median Filtering approach produces images of
superior quality. This enhancement in image quality translates into better preprocessing for the
signature verification framework, where noise reduction and preservation of critical features are
essential for accurate verification. The Improved Median Filtering directly increases the overall
efficacy of the signature verification system by enhancing the quality of the input signature images.

Table 4: PSNR and SSIM analysis for Dataset 1



Methods PSNR (decibel) SSIM
Gaussian 29.669 0.822
Weiner 25.291 0.730
Conventional
Median Filtering 26.406 0.789
Improved
Median Filtering 36.091 0.913

Table 5: PSNR and SSIM analysis for dataset 2

Methods PSNR SSIM
Gaussian 26.931 0.794
Weiner 19.945 0.679
Conventional
Median Filtering 30.079 0.838
Improved
Median Filtering 35.993 0.905

4.6 Comparative Analysis of Positive, Negative and Other Metrics for Dataset 1

Figure. 9 provides the performance comparison of various signature verification models, such as
hybrid ViT [29], HTCSigNet [30], hybrid deeplearning [7], tSSN [14], Linknet, LSTM,
EfficientNet, Bi-GRU, LeNet, Bi-LSTM and RNN + Bi-LSTM are evaluated using four key

metrics: Accuracy, Precision, Sensitivity and Specificity, with a training rate of 90%. RNN+Bi-



LSTM outperforms all other models across all metrics, achieving the highest Accuracy (0.973),
Precision (0.965), Sensitivity (0.975) and Specificity (0.972). This indicates that the hybrid RNN+
Bi-LSTM model is the most robust in terms of correctly identifying both genuine and forged
signatures, with a balanced and high overall performance. BIGRU follows closely, achieving the
second-best results, with an accuracy of 0.860, precision of 0.833, sensitivity of 0.856 and
specificity of 0.862. While it performs well overall, it does not match the performance of the RNN
+ Bi-LSTM model in terms of accuracy and specificity. The proposed RNN + Bi-LSTM hybrid
model offers better results in comparison to traditional methods like hybrid ViT [29], HTCSigNet
[30], hybrid deeplearning [7], tSSN [14], Linknet, LSTM, EfficientNet, Bi-GRU, LeNet, Bi-
LSTM, primarily due to its ability to capture both temporal dependencies and bidirectional context.
The RNN component excels at processing sequential data, which is crucial for analyzing the
dynamics of signature images, while the Bi-LSTM captures both past and future context, providing
a more holistic view of the signature’s structure. This bidirectional approach is particularly
valuable in signature verification, where the order and flow of strokes are critical for accurate
verification. Additionally, the model leverages ResNet features, which offer deep, residual-based
feature learning that improves the accuracy of the model in distinguishing subtle patterns, along
with global and local feature extraction, which adds a layer of granularity to the signature
representation. The improved preprocessing techniques, including median filtering and image
resizing, contribute to noise reduction and better-quality data for feature extraction, reducing the
chance of erroneous verification.

Figure 10 depicts the negative metric estimation on RNN + Bi-LSTM over traditional models
for the analysis of the signature verification framework. For the exact verification of the signature,

the approach must generate fewer ratings in the negative measure. Moreover, the FNR of the RNN



+ Bi-LSTM scheme is 0.049 (training rate =80), though the hybrid ViT [29] (0.145), HTCSigNet
[30] (0.081), hybrid deeplearning [7] (0.184), tSSN [14] (0.081), Linknet (0.155), LSTM (0.184),
EfficientNet (0.078), BIGRU (0.183), LeNet (0.074) and BILSTM (0.078) correspondingly.
Additionally, the greatest FPR is acquired by employing the RNN approach accompanied by
LeNet, whereas our RNN + Bi-LSTM methodology recorded the lowest FPR of 0.028. The FNR
and FPR values are also significantly better for the RNN + Bi-LSTM model, ensuring that fewer
valid signatures are rejected and fewer false positives are generated. This is a critical advantage in
signature verification systems, where both false negatives and false positives must be minimized.

The analysis on other measures for RNN + Bi-LSTM is contrasted with the traditional
strategies for the signature verification framework, as depicted in Figure. 11. Moreover, the other
measure rate must be maximized for a better signature verification framework. Mainly, the F-
measure of the RNN + Bi-LSTM scheme is 0.970 at the training rate 90, although the hybrid ViT
[29] (0.866), HTCSigNet [30] (0.932), hybrid deeplearning [7] (0.839), tSSN [14] (0.935), Linknet
(0.866), LSTM (0.835), EfficientNet (0.934), BIGRU (0.844), LeNet (0.931) and BILSTM (0.930)
scored lesser F-measure values. The RNN + Bi-LSTM methodology's MCC and NPV are
significantly higher than those of the earlier approaches across all learning percentages. Overall,
the RNN + Bi-LSTM methodology's exceptional performance guarantees that it can precisely
identify the signatures using enhanced distance measurement, improved median filtering, the
hybrid classifier (RNN and Bi-LSTM) and improved score level fusion for the final precise
verification. Thus, the hybrid RNN + Bi-LSTM approach performs better over traditional methods
in signature verification due to its ability to capture both sequential and bidirectional information,
its deep feature extraction capabilities and its effective preprocessing and score-level fusion

strategies. These advantages enable the model to achieve higher accuracy, better sensitivity and



lower error rates, making it a more reliable and robust solution for signature verification tasks
compared to existing methods like hybrid ViT [29], HTCSigNet [30], hybrid deeplearning [7],

tSSN [14], Linknet, LSTM, EfficientNet, Bi-GRU, LeNet, Bi-LSTM and RNN + Bi-LSTM.
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Figure.9. Examination of RNN + Bi-LSTM over traditional schemes in terms of positive

measure for dataset 1
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Figure.10. Examination of RNN + Bi-LSTM over traditional schemes in terms of negative

measure for dataset 1
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Figure.11. Examination of RNN + Bi-LSTM over traditional schemes in terms of other

measures for dataset 1

4.7 Performance analysis on positive, negative and other measures for dataset2

Figure. 12-14 presents the positive metric, negative metric and other metric analysis for Dataset 2.

The models compared include hybrid ViT [29], HTCSigNet [30], hybrid deeplearning [7], tSSN

[14], Linknet, LSTM, EfficientNet, Bi-GRU, LeNet, Bi-LSTM and RNN + Bi-LSTM and the

hybrid RNN + Bi-LSTM model. Among the models, the RNN+ Bi-LSTM hybrid approach

achieves the highest accuracy (0.971), precision (0.976), sensitivity (0.966) and specificity (0.976),

demonstrating its superior performance compared to the other models. tSSN [14] ranks second



with notable performance across all metrics, particularly excelling in sensitivity (0.942). tSSN [14]
achieves high precision (0.940) and specificity (0.939), while models like hybrid ViT [29],
HTCSigNet [30], hybrid deeplearning [7], Linknet, LSTM, EfficientNet, Bi-GRU, LeNet, Bi-
LSTM show slightly lower values across all metrics. The tSSN [14] and Bi-LSTM models also
provide strong results, but still fall behind the hybrid RNN + Bi-LSTM model in terms of overall
performance. The results suggest that the hybrid model combining tSSN [14] and Bi-LSTM is the
most effective approach for signature verification tasks in terms of both classification accuracy
and the balance of precision, sensitivity and specificity. The RNN + Bi-LSTM hybrid model
outperforms all other models in both FNR (0.034) and FPR (0.024) for dataset 2, demonstrating
its capacity to reduce false positives and false negatives, which translates to better overall
reliability. The LSTM and Bi-GRU models also have relatively higher error rates compared to the
hybrid approach, with RNN showing the highest FNR (0.153) and FPR (0.164). Thus, the RNN+
Bi-LSTM model is notable for its exceptional capacity to reduce false positives and false negatives,
making it the most efficient model for signature verification.

As a result of enhanced median filtering and an improved distance measure using a hybrid
classifier technique (RNN and Bi-LSTM), the RNN + Bi-LSTM scheme is unquestionably more
successful at recognizing the signature. The findings demonstrate that the RNN + Bi-LSTM model
is significantly more effective for signature verification, as it achieves higher accuracy, sensitivity
and F-measure while minimizing false positives and false negatives. The combination of improved
preprocessing, hybrid classification and score-level fusion techniques contributes to its robustness,
making it a superior choice for signature verification tasks. Compared to other techniques, which
either struggle with sequential data or fail to capture sufficient context, the RNN + Bi-LSTM

framework delivers a more reliable and accurate solution. These improvements justify the analysis



outcomes, showing that the hybrid approach is well-suited for the complex nature of signature

verification.
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Figure.12. Examination of RNN + Bi-LSTM over conventional models with regards to positive

metric for dataset 2
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Figure.13. Examination of RNN + Bi-LSTM over conventional models with regards to negative

metric for dataset 2
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Figure.14. Examination of RNN + Bi-LSTM over existing schemes with regards to other

measures for dataset 2

4.8 Ablation study on RNN + Bi-LSTM

Table 6 describes the efficiency of several signature verification methods, such as conventional
preprocessed, conventional score fusion, conventional local feature, RESNET feature, global
feature and the proposed model across various metrics. The proposed model consistently
outperforms the others, achieving the highest accuracy (0.955), sensitivity (0.951), specificity
(0.959), precision (0.948), F-measure (0.950) and MCC (0.909), while also minimizing both false
positive rate (0.041) and false negative rate (0.049). Other models, such as conv score fusion, also
show strong performance, particularly in specificity and precision, but still fall short of the

proposed model in terms of overall accuracy and error rates. RESNET feat and global feature



models offer decent results but are not as robust as the proposed model, which remains the most
balanced and accurate for signature verification tasks.
Table 6: RNN + Bi-LSTM ablation evaluation, model with traditional preprocessing, model

with traditional local feature and model with traditional score fusion for dataset 1

Conventional

Conventional Conventional | RESNET | Global RNN+Bi-
Measures Local

Preprocessed Score Fusion | Feature | Feature LSTM

Feature

Accuracy 0.902 0.917 0.927 0.924 0.930 0.955
Sensitivity 0.900 0.916 0.927 0.924 0.931 0.951
Specificity 0.903 0.917 0.924 0.921 0.926 0.959
Precision 0.887 0.906 0.920 0.915 0.925 0.948
F-measure 0.893 0911 0.924 0.919 0.928 0.950
MCC 0.806 0.838 0.863 0.855 0.872 0.909
NPV 0914 0.926 0.931 0.929 0.932 0.961
FPR 0.097 0.083 0.076 0.079 0.074 0.041
FNR 0.100 0.084 0.073 0.076 0.069 0.049

Table 7 compares the performance of several signature verification models. The proposed model
outperforms all other models, achieving the highest accuracy (0.961), sensitivity (0.964), precision
(0.958), F-measure (0.961) and MCC (0.921), demonstrating superior classification capability. It
also achieves the lowest FPR (0.043) and FNR (0.036), indicating fewer false positives and false
negatives. The conv score fusion model performs strongly, with a high sensitivity (0.927) and
precision (0.923), while RESNET feat and conv local feature models also show solid results,

especially in sensitivity and F-measure. However, the proposed model remains the most balanced




and effective, with better overall performance across all metrics. The global feature model provides

good results in precision and specificity, but it still lags behind in terms of the other key

performance indicators compared to the proposed approach.

Table 7: Ablation evaluation on RNN + Bi-LSTM, model with conventional preprocessing,

model with conventional Local feature and model with conventional score fusion for dataset 2

Conventional
Conventional Conventional | RESNET | Global | RNN+Bi-
Measures Local
Preprocessed Score Fusion | Feature | Feature | LSTM
Feature

Accuracy 0.889 0.926 0.926 0.922 0.939 0.961
Sensitivity 0.887 0.928 0.927 0.923 0.942 0.964
Specificity 0.892 0.924 0.924 0.920 0.935 0.957
Precision 0.891 0.921 0.923 0918 0.932 0.958
F-measure 0.889 0.925 0.925 0.921 0.937 0.961
MCC 0.779 0.856 0.854 0.847 0.882 0.921
NPV 0.888 0.930 0.929 0.925 0.944 0.964
FPR 0.108 0.076 0.076 0.080 0.065 0.043
FNR 0.113 0.072 0.073 0.077 0.058 0.036

4.9 Statistical evaluation of accuracy

Table 8 presents statistical performance measures (mean, median, standard deviation, minimum

and maximum) for various signature verification models, including hybrid ViT [29], HTCSigNet

[30], hybrid deeplearning [7], tSSN [14], Linknet, LSTM, EfficientNet, Bi-GRU, LeNet, Bi-LSTM

and the hybrid RNN + Bi-LSTM. Superior overall performance is indicated by the RNN + Bi-




LSTM model, which regularly exhibits the highest mean (0.953) and median (0.953) accuracy.
Additionally, its standard deviation (0.014) is the lowest, indicating higher consistency across
assessments. In contrast, the other models exhibit slightly lower means and medians, with tSSN
[14], EfficientNet and Bi-LSTM showing the next best performance around 0.91. The LSTM
model has the lowest mean (0.792) and median (0.790), reflecting its relatively poorer
performance. The maximum accuracy for the RNN + Bi-LSTM model (0.973) is notably higher

than all other models, highlighting its superior ability to handle varying signature verification

tasks.
Table 8: Statistical assessment of accuracy for dataset 1
Standard
Methods Mean | Median Minimum | Maximum

Deviation

hybrid ViT [29] 0.837 0.832 0.029 0.802 0.880

HTCSigNet [30] 0.919 0.920 0.016 0.896 0.939

Hybrid deeplearning [7] | 0.800 0.800 0.039 0.747 0.854

tSSN [14] 0.919 0.918 0.017 0.897 0.942

Linknet 0.838 0.838 0.030 0.798 0.880

LST™M 0.792 0.790 0.042 0.738 0.851

EfficientNet 0.919 0.919 0.017 0.894 0.941

BIGRU 0.802 0.799 0.041 0.748 0.860

LeNet 0.918 0.921 0.017 0.892 0.938

BILSTM 0.917 0.915 0.015 0.899 0.937

RNN+Bi-LSTM 0.953 0.953 0.014 0.934 0.973




Table 9 represents the statistical performance metrics for dataset 2. The RNN + Bi-LSTM
model performs better overall, as seen by its highest mean accuracy (0.951) and median accuracy
(0.952). Additionally, it has the lowest standard deviation (0.016), indicating that it consistently
produces results from various runs. EfficientNet ranks second in mean (0.911) and median (0.913),
performing relatively well with a moderate standard deviation (0.018). In summary, the RNN +
Bi-LSTM model offers the best combination of high accuracy, consistency and performance across
different metrics.

Table 9: Statistical assessment of accuracy for dataset 2

Standard
Methods Mean | Median Minimum | Maximum
Deviation
hybrid ViT [29] 0.841 0.844 0.033 0.794 0.883
HTCSigNet [30] 0.906 0.908 0.017 0.881 0.928
Hybrid deeplearning
[7] 0.792 0.792 0.035 0.747 0.837
tSNN [14] 0.911 0.910 0.021 0.883 0.941
Linknet 0.842 0.837 0.031 0.803 0.888
LSTM 0.805 0.803 0.036 0.757 0.856
EfficientNet 0.911 0.913 0.018 0.885 0.932
BIGRU 0.793 0.789 0.041 0.747 0.848
LeNet 0.908 0.906 0.015 0.891 0.931
BILSTM 0.907 0.904 0.018 0.884 0.935
RNN+Bi-LSTM 0.951 0.952 0.016 0.931 0.971




4.10 Analysis of ROC curve and EER

A graphic representation of a matching or classification system's performance is called a ROC
curve. It sheds light on how well a system can discriminate between positive and negative
occurrences. The ROC curve of both datasets is illustrated in Figure. 15. An important statistic for
biometric authentication and other classification tasks is the EER. In other words, the EER is the
threshold at which both acceptance and rejection errors are equal. The analysis of EER on both
datasets is tabulated in Table 10. The Equal Error Rate (EER) analysis in Table 10 highlights the
performance of the proposed RNN+Bi-LSTM model across two datasets (Dataset 1 and Dataset
2) with varying training data percentages (60%, 70%, 80% and 90%). For Dataset 1, the proposed
model consistently achieves the lowest or near-lowest EER values at all training data splits,
demonstrating its robustness and efficiency. Even with comparatively less data, the model can
learn and generalize well, as evidenced by its best EER of 1.013 at 60% training data. The EER
slightly increases at higher training splits but remains well below competing models, confirming
strong performance in reducing both false acceptance and false rejection errors. Similarly, after
70% training data, the RNN+Bi-LSTM model for Dataset 2 obtains the best EER of 0.770,
outperforming other architectures like hybrid ViT [29], HTCSigNet [30] and Bi-LSTM models.
The slightly higher EER values at other splits still compare favorably with alternative methods,
demonstrating consistent and reliable signature verification performance. Overall, the EER values
across different training data percentages confirm that the RNN+Bi-LSTM framework provides
superior generalization and robustness for signature verification across diverse datasets, even with

varying amounts of training data.
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Figure. 15. ROC curve of a) Dataset 1 and b) Dataset 2

Table 10: EER Analysis on two datasets

Dataset 1

Methods 60 70 80 90
hybrid ViT [29] 0.810 | 0.613 0.501 0.401
HTCSigNet [30] 0.409 1.320 1.153 0.409
hybrid

deeplearning [7] 3.093 0.708 2.995 2.414
tSSN [14] 0913 | 2.402| 0457| 0.263
Linknet 0.050 | 0.720 | 2.054 1.749
LSTM 0.693 0.172 | 2.687 1.912
EfficientNet 0.729 | 0.778 1.595 0.325
BIGRU 2.084 | 0.268 1.670 | 2.383
LeNet 2.174 1.494 | 0.741 1.924
BILSTM 2.117 | 0.995 1.307 | 0.242
RNN+Bi-LSTM 0.270 | 0.770 | 0.670 1.005




Dataset 2

hybrid ViT [29] 0.810 | 0.613 0.501 0.401

HTCSigNet [30] 0.409 1.320 1.153 0.409

hybrid

deeplearning [7] 3.093 0.708 | 2995 | 2414

tSSN [14] 0913 | 2.402| 0457 0.263
Linknet 0.050 | 0.720 | 2.054 1.749
LSTM 0.693 | 0.172 | 2.687 1.912
EfficientNet 0.729 | 0.778 1.595 | 0.325
BIGRU 2.084 | 0.268 1.670 | 2.383
LeNet 2.174 1.494 | 0.741 1.924
BILSTM 2117 0.995 1.307 | 0.242

RNN+Bi-LSTM 0.270 0.770 0.670 1.005

4.11 Feature extraction analysis

A thorough comparison of various feature extraction methods is provided in Table 11, which
highlights the suggested feature set's superior performance. The suggested approach obtains the
highest accuracy of 0.950 on Dataset 1, outperforming SIFT (0.927), HOG (0.921) and individual
deep (0.914) or global (0.918) features. Similar results are observed on Dataset 2, where the
proposed approach reaches 0.945 accuracy, compared to SIFT (0.925) and HOG (0.917).
Sensitivity and precision also peak with the proposed method, achieving 0.952 and 0.941 on
Dataset 1. The F-measure values further support its effectiveness, with 0.947 and 0.948 for

Datasets 1 and 2, respectively. Classification decisions are strongly correlated, as confirmed by



MCC values of 0.900 and 0.890. Lower FPR and FNR values with the proposed method indicate
fewer false rejections and acceptances. These results substantiate the benefit of combining deep,
global and local features over using traditional methods alone, validating the selection of feature
sets in the proposed framework.

Table 11: Comparative Analysis of Feature Extraction on Dataset 1 and 2

Dataset 1
Conventional Proposed
ResNet | Global Shift HOG
Metrics Local Feature
Feature | Feature | Feature | Feature

Feature Set
Accuracy | 89.4% 91.4% 91.8% 92.7% 92.1% 95.0%
Sensitivity | 89.7% 91.8% 92.7% 93.3% 92.5% 95.2%
Specificity | 88.9% 90.7% 90.2% 91.9% 91.3% 94.8%
Precision 88.2% 90.6% 92.1% 92.3% 91.4% 94.1%
F-measure | 88.9% 91.2% 92.4% 92.8% 92.0% 94.7%
MCC 79.9% 84.1% 86.7% 86.9% 85.5% 90.0%
NPV 90.3% 91.9% 91.0% 92.9% 92.4% 95.8%
FPR 11.1% 9.3% 9.8% 8.1% 8.7% 5.2%
FNR 10.3% 8.2% 7.3% 6.7% 7.5% 4.8%

Dataset 2

Accuracy | 91.7% 92.0% 90.9% 92.5% 91.7% 94.5%
Sensitivity | 92.0% 92.4% 91.4% 93.0% 92.2% 95.3%
Specificity | 91.2% 91.5% 89.9% 91.7% 90.8% 93.7%
Precision 90.5% 90.9% 90.3% 91.8% 91.1% 94.2%




F-measure | 91.3% 91.6% [90.8% [92.4% |91.6% |94.8%
MCC 84.2% 84.9% | 83.6% |85.8% |[84.7% | 89.0%
NPV 92.5% 92.8% [91.1% [92.9% |92.0% |94.8%
FPR 8.8% 8.5% 10.1% | 8.3% 9.2% 6.3%
FNR 8.0% 7.6% 8.6% 7.0% 7.8% 4.7%

4.12 Confusion Matrix

Figure 16 shows the confusion matrix results for the proposed RNN+Bi-LSTM model evaluated
on Dataset 1 and Dataset 2. For Dataset 1, the model correctly classifies 820 genuine signatures
and 718 forged signatures. It misclassifies 46 forged signatures as genuine and 36 genuine
signatures as forged. In Dataset 2, 237 genuine and 261 forged signatures are correctly identified,
while 17 forged signatures are wrongly accepted and 13 genuine signatures are incorrectly
rejected. These results demonstrate that the model performs well in distinguishing genuine from
forged signatures in both datasets. The number of false acceptances and false rejections is
relatively low, indicating strong classification reliability. The confusion matrices provide valuable
insights into model performance by illustrating the balance between true positives and false
positives. Overall, the proposed model achieves effective verification, maintaining a good trade-
off between security and usability. This qualitative analysis supports the robustness of the

proposed framework across different datasets.
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Figure. 16: Analysis on Confusion Matrix (a) Dataset 1 and (b) Dataset 2

4.13 Computational Time Analysis

Table 12 presents the execution times for various signature verification methods across Dataset 1
(GPDS-150) and Dataset 2 (CEDAR) to assess the computational efficiency of the proposed
framework. The proposed hybrid RNN+Bi-LSTM model achieves the lowest processing time,
with 57.454 seconds for Dataset 1 and 37.300 seconds for Dataset 2. Compared to complex models
such as LeNet (85.039s, 42.542s) and BIGRU (96.165s, 70.518s), the proposed method
demonstrates a noticeable improvement in efficiency. Traditional models like LSTM and Linknet
also show higher time consumption, especially on Dataset 1. The hybrid RNN+Bi-LSTM model
outperforms most deep learning baselines in terms of speed and accuracy, according to the results.
These findings highlight the model’s potential for real-time or near-real-time signature verification
applications, particularly in systems requiring prompt authentication. While deep models typically
raise concerns over latency, the proposed architecture balances accuracy and speed effectively,

making it practical for deployment in real-world verification scenarios.



Table 12: Computational Time Analysis of proposed signature verification method over existing

models on Dataset 1 and Dataset 2

Computing Time (seconds)

Methods Dataset 1 Dataset 2
hybrid ViT [29] 81.935 61.794
HTCSigNet [30] 76.815 63.097
hybrid deeplearning

[7] 81.646 59.574
tSSN [14] 78.979 79.288
Linknet 75.744 62.368
LSTM 79.709 50.787
EfficientNet 68.393 59.698
BIGRU 96.288 70.518
LeNet 85.039 42.542
BILSTM 60.397 48.902
RNN+Bi-LSTM 57.454 37.300

4.14 Noise Variation analysis

The noise variation analysis is described in Table 13 to evaluate the impact of image quality and
noise on verification performance by applying different levels of Gaussian noise (0.2 to 0.8) on
both Dataset 1 (GPDS-150) and Dataset 2 (CEDAR). Table 13 demonstrates that the suggested
model continuously maintains good accuracy in spite of noise, with values ranging from 0.937 to

0.922 for Dataset 1 and 0.934 to 0.925 for Dataset 2 under increasing noise levels. Sensitivity and



specificity slightly decline with stronger noise, yet remain above 0.918 in all cases, confirming the
model's resilience. F-measure and precision values also stay robust, with Dataset 1 achieving
0.934-0.918 and Dataset 2 maintaining 0.934-0.923. MCC values above 0.849 (Dataset 1) and
0.857 (Dataset 2) further support stable classification. Although both FPR and FNR increase
slightly with heavier noise, the degradation is minimal, demonstrating strong noise tolerance. The
best performance is observed when no noise is added, with accuracies of 0.950 (Dataset 1) and
0.945 (Dataset 2). These findings show that the framework is not only effective with clean images
but also robust under poor-quality or noisy signature conditions.

Table 13: Noise Variation Analysis under Different Levels of Gaussian Noise

Dataset 1
proposed
Gaussian Gaussian | Gaussian Gaussian
Measures without
noise (0.2) | noise (0.4) | noise (0.6) | noise (0.8)
noise
Accuracy | 93.7% 93.4% 92.5% 92.2% 95.0%
Sensitivity | 94.0% 94.0% 92.8% 92.5% 95.2%
Specificity | 93.2% 92.5% 92.1% 91.8% 94.8%
Precision | 92.9% 93.1% 91.4% 91.1% 94.1%
F-measure | 93.4% 93.5% 92.1% 91.8% 94.7%
MCC 87.9% 88.4% 85.5% 84.9% 90.0%
NPV 94.3% 93.4% 93.3% 93.1% 95.8%
FPR 6.8% 7.5% 7.9% 8.2% 5.2%
FNR 6.0% 6.0% 7.2% 7.5% 4.8%
Dataset 2




Accuracy | 93.4% 92.8% 92.7% 92.5% 94.5%
Sensitivity | 94.0% 93.2% 93.1% 93.0% 95.3%
Specificity | 92.7% 92.3% 92.2% 92.0% 93.7%
Precision | 92.9% 91.9% 91.9% 91.7% 94.2%
F-measure | 93.4% 92.5% 92.5% 92.3% 94.8%
MCC 87.8% 86.0% 85.9% 85.7% 89.0%
NPV 93.7% 93.5% 93.4% 93.2% 94.8%
FPR 7.3% 7.7% 7.8% 8.0% 6.3%

FNR 6.0% 6.8% 6.9% 7.0% 4.7%

4.15 K-fold validation analysis

Table 14 provides a k-fold validation analysis to evaluate model stability and mitigate overfitting
concerns. The suggested RNN+Bi-LSTM model obtains the best and most reliable accuracy on
Dataset 1, ranging from 0.959 to 0.971, followed by BiGRU (0.892-0.930) and LeNet (0.930—
0.946). Hybrid ViT [29] also performs strongly with scores up to 0.928, while older models like
Linknet show weaker accuracy, ranging from 0.875 to 0.904. Similar trends are observed in
Dataset 2, where RNN+Bi-LSTM again outperforms others, reaching 0.969 accuracy across
multiple folds. HTCSigNet [30] and tSSN [14] show more variance, indicating less generalization.
The consistent strong performance of the proposed model across all folds and both datasets
confirm its strong generalization ability and resistance to overfitting. This k-fold validation
analysis strengthens the reliability of the proposed approach and directly addresses concerns
related to overfitting.

Table 14: Analysis on K-fold validation



Dataset 1

Models fold-1 | fold-2 | fold-3 | fold-4 | fold-5
hybrid ViT [29] 0.882 | 0903 | 0928 | 0911 | 0.941
HTCSigNet [30] 0928 | 0906 | 0.932| 0918 | 0.916
hybrid

deeplearning [7] 0.895 | 0.905 0.895 0.874 | 0.874
tSSN [14] 0.823 | 0914 | 0.815| 0.929| 0910
Linknet 0.896 | 0904 | 089 | 0.875| 0.878
LSTM 0.898 | 0928 | 0900 0.885| 0.889
EfficientNet 0943 | 0944 | 0930 0.934| 0.928
BIGRU 0902 | 0.892| 0914 | 0.930| 0.910
LeNet 0945 0946 | 0932| 0936 0.930
BILSTM 0938 | 0939 0925| 0929 | 0.923
RNN+Bi-LSTM 0960 | 0960 | 0971 | 0959 | 0.965

Dataset 2

hybrid ViT [29] 0.871 | 0.831| 0.867| 0.880| 0.899
HTCSigNet [30] 0931 | 0.895| 0871 | 0927 | 0915
hybrid

deeplearning [7] 0.877| 0906 | 0.876 | 0.856| 0.856
tSSN [14] 0906 | 0919 0928 | 0906 | 0.936
Linknet 0.877| 0.885| 0.872| 0.869| 0.859
LSTM 0.879 | 0.858 | 0.882| 0.866| 0.851
EfficientNet 0910 | 0911 | 0.898| 0.901 | 0.896




BIGRU 0938 | 0929 | 00911 0.907 | 0913

LeNet 0.926 | 0.927 0.933 0.917 0911

BILSTM 0919 0929 | 0.906| 0940| 0.904

RNN+Bi-LSTM 0.961 0.951 0.953 0.969 | 0.960

4.16 Cross Validation Analysis

To assess the suggested signature verification framework's capacity for generalization, a cross-
dataset validation is carried out in Table 15. In the first experiment, the model was trained using
Dataset 1 (GPDS-150) and tested on Dataset 2 (CEDAR). In the second experiment, the training
and testing datasets were reversed, Dataset 2 (CEDAR) was used for training and Dataset 1
(GPDS-150) for testing. As shown in Table 15, high performance was consistently observed in
both configurations, with accuracy values of 0.966 and 0.953, indicating strong generalization
across different signature styles and populations. Sensitivity and specificity remained balanced
(above 0.95), suggesting reliable detection of both genuine and forged signatures. Precision and
F-measure scores above 0.96 demonstrate consistent prediction quality, while MCC values near
0.90 further confirm robust classification performance. Notably, low FPR (< 0.033) and FNR (<
0.035) reflect minimal error rates during cross-dataset evaluation. Thus, the framework is well-
suited for other datasets as well, clearly demonstrating its strong generalizability across varying
signature sources.

Table 15: Analysis on Cross-Dataset Validation

Training: Dataset 1 and Training: Dataset 2 and

Measures Testing: Dataset 2 Testing: Dataset 1

Accuracy 0.966 0.953




Sensitivity 0.965 0.951
Specificity 0.967 0.954
Precision 0.967 0.943
F-measure 0.966 0.947
MCC 0.932 0.904
NPV 0.965 0.960
FPR 0.033 0.046
FNR 0.035 0.049

4.17 Convergence Study

This section describes the convergence study for both the proposed WOA-GGO method and GGO,
COA, POA, KOA, JFO and WOA as shown in the Figure 17. Similarly the iteration has been
modified from 10 to 50. In the accordance with the developed method, the suggested model
attained greater error rate of 1.010, although it gained the least error rate of 1.052 at the final (50™)
iteration. Furthermore, during the final iteration, the traditional methods such as and GGO, COA,
POA, KOA, JFO and WOA acquired the error value ranges from 1.055 to 1.063 in the dataset 1.
Similarly in the dataset 2, the suggested model attained greater error rate of 1.010, although it
gained the least error rate of 1.042 at the final (50™) iteration. Moreover, during the final iteration
the traditional methods such as and GGO, COA, POA, KOA, JFO and WOA acquired the error

value ranges from 1.042 to 1.055 in the dataset 2. As a result, the proposed WOA-GGO algorithm

performed better than the other methods.
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Figure. 17: Convergence Analysis on (a) Dataset 1 and (b) Dataset 2

4.18 PR-Curve Analysis

The Precision-Recall (PR) curve is a graph that shows the relationship between the precision and
recall to evaluate the performance of a classification model. The performance of the proposed
model was compared with the conventional models including hybrid ViT [29], HTCSigNet [30],
Hybrid deeplearning [7], tSNN [14], Linknet, LSTM, EfficientNet, BIGRU, LeNet and BILSTM
as shown in the Figure 18, for dataset 1 and dataset 2. The comparison was performed to evaluate
the precision and recall performance of each model. For Dataset 1, the proposed RNN+Bi-LSTM
achieved the highest PR curve value of 0.998. The proposed model maintained a better balance
between precision and recall than the existing models. This indicates that the proposed model
provides better classification performance than the existing models. The result shows the improved
classification performance of the proposed RNN + Bi-LSTM model. Overall. The proposed RNN

+ Bi-LSTM performed better than the conventional model on both datasets.
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Figure 18: PR Curves for (a) Dataset 1 and (b) Dataset 2

4.19 Feature selection analysis performance

Feature selection performance indicates the effectiveness of a feature selection method in selecting
the important features to improve the prediction accuracy and reducing the computation time. The
performance of the WOA-GGO was evaluated using dataset 1 and dataset 2, compared with the
conventional methods including GGO, WOA, COA, POA, KOA and JFO as shown in the figure
19. The comparison is carried out based on the selected features and their impact on prediction
performance. For Dataset 1. The WOA-GGO selected the optimal features, which improved the
prediction performance. The WOA-GGO achieved the highest accuracy of 0.951 and the lowest
MCC of 0.900. Similarly, for Dataset 2, the WOA-GGO obtained the highest accuracy of 0.951
and the lowest MCC of 0.903. These results show the effectiveness of the proposed feature
selection approach in identifying the features while maintaining the high prediction performance.
Overall, the experimental results show that the proposed feature selection method effectively

improves the prediction performance on both datasets.
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Figure 19: Feature Selection Performance for dataset 1 and dataset 2

4.20 Analysis on Friedman chi-square Test

The Friedman Chi-Square test is a non-parametric statistical test used to compare the performance
of multiple paired methods assuming a normal distribution. The Friedman test was performed to
compare the proposed model with hybrid ViT [29], HTCSigNet [30], Hybrid deep learning [7],
tSSN [14], Linknet, LSTM, Efficientnet, BIGRU, LeNet and BiLSTM using Dataset 1 and Dataset
2 as shown in the Table 16. The Friedman Chi-square test was performed at a significance level
of a = 0.05 to determine whether the observed performance differences among the compared
methods, whereas a p-value greater than or equal to 0.05 indicates that the observed differences
are not statistically significant. For Dataset 1, the obtained p-value ranges from 0.0095 to 0.0267
and for Dataset 2, they range from 0.0093 to 0.0265. As all the obtained p-values are less than the
specified significance level of 0.05, the results indicate the statistically significant differences
among the evaluated models for both datasets. This indicates that the performance differences
among the evaluated models are statistically significant. The results show that the proposed model
shows statistically significant performance compared with the existing approaches across both

datasets.



Table 16: Friedman chi-square Test analysis

Methods Dataset 1(a. = 0.05) Dataset 2 (a. = 0.05)
hybrid ViT [29] 0.0096 0.0101
HTCSigNet [30] 0.0237 0.0168
hybrid deep learning [7] 0.0095 0.0093
tSSN [14] 0.0261 0.0265
Linknet 0.0097 0.0100
LSTM 0.0095 0.0095
EfficientNet 0.0267 0.0213
BIGRU 0.0096 0.0096
LeNet 0.0254 0.0158
BILSTM 0.0196 0.0180

4.21 Analysis of the T-test Based Accuracy

A T-test is utilized to assess the mean of two groups and a p-value is a measure of indication
against a null hypothesis. Table 17 presents and T-test analysis on RNN + Bi-LSTM and traditional
methodologies for Signature Verification. As shown in Table 17, the T-Test of the RNN + Bi-
LSTM approach, showcasing statistically significant difference than the compared models with
hybrid ViT [29] at 0.0008, HTCSigNet [30] at 0.0290, hybrid deep learning [7] at 0.0007, tSSN
[14] at 0.0340, Linknet at 0.0010, LSTM at 0.0007, EfficientNet at 0.0350, BIGRU at 0.0009,
LeNet at 0.0325 and BILSTM at 0.0208 respectively. A T-values less than 0.05 indicates that the

result is statistically significant, whereas a t-value greater than 0.05 indicates that the result is not



statistically significant. Also, it helps to make normal distribution and the improve the
performance. The proposed model also exhibits the stable performance while effectively handling
the large-scale genuine and forged signature samples, thereby improving the robustness, scalability
and overall effectiveness of the signature verification.

Table 17: Comparative T-Test Analysis of Model Accuracy for dataset 1 and dataset 2

Methods Dataset 1(a = 0.05) Dataset 2(a = 0.05)
hybrid ViT [29] 0.0008 0.0019
HTCSigNet [30] 0.0290 0.0152
hybrid deep learning [7] 0.0007 0.0004
tSSN [14] 0.0340 0.0346
Linknet 0.0010 0.0016
LSTM 0.0007 0.0007
EfficientNet 0.0350 0.0244
BIGRU 0.0009 0.0008
LeNet 0.0325 0.0132
BILSTM 0.0208 0.0177

4.22 Feature Selection analysis

Feature Selection analysis evaluates the ability of a feature selection method to select the features
that improve the prediction performance while reducing the computational complexity. The
performance of the feature selection method was evaluated using the metrics of accuracy,
sensitivity, specificity, precision, F-measure, MCC, NPV, FPR and FNR. These metrics were used

to assess the effectiveness of various feature selection methods, including Mutual Information



(MI), Correlation, Chisquare and Principal Component Analysis (PCA). The comparative analysis
of dataset 1 and dataset 2 as shown in the Tables 18 and 19. For dataset 1, the MI method ranges
from 0.0869 to 0.9263, the correlation method ranges from 0.0642 to 0.9435, the Chi-Square
method ranges from 0.1076 to 0.9100 and the PCA method ranges from 0.0755 to 0.9349. For
dataset 2, the MI method ranges from 0.0836 to 0.9164, the correlation method ranges from 0.0940
to 0.9060, the Chi-square method ranges from 0.1112 to 0.8888 and the PCA method ranges from
0.1043 to 0.8957. The obtained results indicate that each feature selection method shows different
level of performance for the evaluated metrics. The analysis shows the performance of the
evaluated feature selection methods for both datasets.

Table 18: Comparative Analysis of Feature Selection Performance for Dataset 1

Metrics Ml Correlation Chisquare PCA
Accuracy 0.9077 0.9315 0.8890 0.9196
Sensitivity 0.8964 0.9237 0.8815 0.9100
Specificity 0.9131 0.9358 0.8924 0.9245
Precision 0.8811 0.9147 0.8612 0.8979
F-measure 0.8886 0.9192 0.8711 0.9039
MCC 0.8084 0.8589 0.7725 0.8337
NPV 0.9263 0.9435 0.9100 0.9349
FPR 0.0869 0.0642 0.1076 0.0755
FNR 0.1036 0.0763 0.1185 0.0900

Table 19: Comparative Analysis of Feature Selection Performance for Dataset 2

Metrics Ml Correlation Chisquare PCA




Accuracy 0.9154 0.9043 0.8847 0.8933
Sensitivity 0.9144 0.9026 0.8888 0.8908
Specificity 0.9164 0.9060 0.8806 0.8957
Precision 0.9159 0.9053 0.8817 0.8948
F-measure 0.9151 0.9039 0.8852 0.8928
MCC 0.8308 0.8088 0.7694 0.7867
NPV 0.9150 0.9035 0.8878 0.8920
FPR 0.0836 0.0940 0.1194 0.1043
FNR 0.0856 0.0974 0.1112 0.1092

4.23 Feature Selection-Based Optimization

Feature selection-based optimization is the process of using an optimization algorithm to identify
the features, thereby improving the prediction performance while reducing the computation time.
The performance of the WOA-GGO was evaluated on Dataset 1 and Dataset 2 and compared with
conventional optimization algorithms, including GGO, WOA, COA, POA, KOA and JFO as
shown in the Tables 20 and 21. The comparison was carried out using the performance metrics of
accuracy, sensitivity, specificity, precision, F-measure, MCC, NPV, FPR and FNR to evaluate the
effectiveness of the feature selection process. For Dataset 1, the WOA-GGO achieved the highest
NPV of 0.961 and the lowest FPR of 0.041, indicating the better classification performance.
Among the conventional optimization algorithms, GGO obtained the highest NPV of 0.948 and
the lowest FPR of 0.054. Similarly, for Dataset 2, the WOA-GGO achieved the highest NPV of
0.961 and the lowest FPR of 0.041. In comparison, GGO obtained the highest NPV of 0.948 and

the lowest FPR of 0.054 among the existing methods. These result shows that the WOA-GGO



optimization-based feature selection method effectively identifies the features while minimizing
the false positive predictions. Overall, the WOA-GGO performed better than the conventional
optimization algorithms on both datasets, showing its effectiveness and reliability for the feature
selection.

Table 20: Comparative Analysis of Feature Selection-Based Optimization for Dataset 1

WOA-
Metrics GGO WOA COA POA KOA JFO
GGO

Accuracy 0.941 0.933 0.903 0.926 0.934 0.880 0.955

Sensitivity 0.935 0.927 0.897 0.920 0.927 0.875 0.951

Specificity | 0.946 0.938 0.908 0.931 0.938 0.884 0.959

Precision 0.933 0.923 0.888 0.915 0.924 0.859 0.948

F-measure 0.934 0.925 0.892 0.917 0.925 0.867 0.950

MCC 0.881 0.865 0.805 0.850 0.865 0.758 0.909
NPV 0.948 0.942 0.916 0.935 0.942 0.898 0.961
FPR 0.054 0.062 0.092 0.069 0.062 0.116 0.041
FNR 0.065 0.073 0.103 0.080 0.073 0.125 0.049

Table 21: Comparative Analysis of Feature Selection-Based Optimization for Dataset 2

WOA-
Metrics GGO WOA COA POA KOA JFO
GGO

Accuracy 0.941 0.933 0.903 0.926 0.934 0.880 0.955

Sensitivity |  0.935 0.927 0.897 0.920 0.927 0.875 0.951

Specificity | 0.946 0.938 0.908 0.931 0.938 0.884 0.959




Precision 0.933 0.923 0.888 0.915 0.924 0.859 0.948

Fmeasure 0.934 0.925 0.892 0.917 0.925 0.867 0.950

MCC 0.881 0.865 0.805 0.850 0.865 0.758 0.909
NPV 0.948 0.942 0.916 0.935 0.942 0.898 0.961
FPR 0.054 0.062 0.092 0.069 0.062 0.116 0.041
FNR 0.065 0.073 0.103 0.080 0.073 0.125 0.049

4.24 Discussion

The experimental findings validate the superiority of the proposed RNN + Bi-LSTM hybrid
signature verification framework. Across both GPDS and CEDAR datasets, the model consistently
achieved top-tier performance: accuracy of 0.955 (dataset 1) and 0.961 (dataset 2), precision of
0.948 and 0.958, sensitivity of 0.951 and 0.964, specificity of 0.959 and 0.957, respectively. The
model's high capacity to accurately validate authentic signatures and reject forgeries is reflected in
these metrics. The false positive rate (FPR) and false negative rate (FNR) were minimized to 0.041
and 0.049 on dataset 1, and 0.043 and 0.036 on dataset 2, highlighting the model’s low error
tendency. The RNN + Bi-LSTM model had the lowest accuracy standard deviation (0.014 for
dataset 1 and 0.016 for dataset 2), showing strong consistency, according to statistical analysis,
which validated the approach's stability. The mean and median accuracy also remained highest
among all tested methods (0.953 and 0.953 for dataset 1; 0.951 and 0.952 for dataset 2). These
findings confirm that the proposed hybrid framework not only surpasses existing methods such as
hybrid ViT [29], HTCSigNet [30], hybrid deep learning [7] and tSSN [14], but also provides a
generalizable and reliable solution for signature verification tasks, capable of handling variability

in signature style, forgery type and image quality.



5. Conclusion

This research presented a deep hybrid signature verification framework consisting of four stages:
preprocessing, feature extraction, feature selection and verification. Improved median filtering and
image resizing were used during preprocessing to enhance the image quality. ResNet, global and
local features were extracted from the preprocessed signature verification images, while a hybrid
RNN and Bi-LSTM model was for the verification process. The Walrus Optimization Algorithm
integrated with Graylag Goose Optimization (WOA-GGO) was utilized for feature selection and
an improved score-level fusion technique was applied to combine intermediate scores and improve
verification accuracy. Experimental results showed the effectiveness of the proposed framework,
achieving an accuracy of 0.950 at a training rate of 70 % on Dataset 1, achieving higher
performance than the conventional methods such as hybrid ViT [29], HTCSigNet [30], hybrid
deep learning [7], tSSN [14], Linknet, LSTM, EfficientNet, Bi-GRU, LeNet and Bi-LSTM.
However, the framework showed limitations in cross-domain generalization, model
interpretability and robustness against spoofing attacks. The integration of the framework with
paper-based verification systems also required reliable digital conversion, effective preprocessing
and appropriate computational resources. Future work will focus on integrating advanced deep
learning architectures, improving secure biometric data handling and developing real-time
signature verification systems with enhanced efficiency and reliability for high-security
applications.
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