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Abstract 

Island communities connected to mainland grids face severe risks from natural disasters that 

damage undersea and overhead transmission lines, resulting in prolonged power outages. This 

study proposes a network-physical coupling framework for distributed energy microgrids to 

improve resilience and operational efficiency in disaster-prone regions. Multi-source datasets, 

including IRENA economic data, CAIDA communication metrics, EM-DAT disaster records, and 

World Bank regional indicators, are integrated, cleaned, normalized, and aligned with load and 

renewable generation patterns. HOMER Pro optimization is applied to determine optimal 

photovoltaic and battery configurations by minimizing Net Present Cost (NPC) and Levelized Cost 

of Energy (LCOE). A graph-based network-physical model represents electrical and 

communication infrastructures, enabling topology evaluation, fault propagation analysis, and 

energy management. MQTT and SCADA protocols simulate real-time communication 

performance under latency and packet loss conditions, while AC/DC power flow analysis ensures 

grid stability. Agent-based simulations using AnyLogic evaluate system behavior during normal 

and disaster scenarios. Results demonstrate improved cost-resilience balance, enhanced reliability, 

and faster recovery of island microgrids. 

Keywords: Agent-based simulation, disaster resilience, microgrids, network-physical coupling, 

techno-economic optimization, time-series analysis 



1. Introduction 

Island communities worldwide face persistent challenges in securing reliable and affordable 

electricity due to their dependence on vulnerable undersea or overhead transmission links to 

mainland grids [1], [2], [3], [4]. Disruptive events such as storms, earthquakes, and extreme 

weather frequently damage these connections, leading to prolonged outages that negatively impact 

healthcare services, economic activities, and overall societal resilience [5], [6]. In many regions, 

particularly across Indonesian archipelagos, recovery times after such failures remain significantly 

high, intensifying economic losses and exposing the limitations of centralized energy supply 

models [7], [8], [9], [10]. Although microgrid-based solutions have emerged as a promising 

alternative, many existing systems still rely heavily on diesel generation, which increases 

operational costs, carbon emissions, and fuel dependency while offering limited flexibility during 

emergencies [11], [12], [13]. The integration of renewable energy sources, especially solar 

photovoltaic (PV) systems, presents a viable pathway given the high solar potential in tropical 

island regions; however, widespread adoption is hindered by high initial investment costs and 

concerns related to intermittency and system stability [14], [15] .Battery energy storage systems 

play a critical role in mitigating these challenges by enabling energy buffering, peak shaving, and 

improved reliability, but optimal sizing and operation require comprehensive modeling of load 

variability, renewable generation uncertainty, and economic trade-offs [16], [17], [18]. 

Furthermore, recent studies suggest that interconnecting multiple island microgrids into networked 

configurations can enhance resilience and efficiency by facilitating energy sharing and reducing 

overall storage requirements, although the effectiveness of such systems depends strongly on load 

diversity, interconnection capacity, and generation alignment [19], [20], [21]. 

1.1 Problem statement  

Current models of microgrid planning and operation tend to have severe limitations when used in 

disaster-prone conditions especially where the system is islanded or remote and relies on a 

vulnerable grid connection. The majority of traditional models, including standalone techno-

economic models, are more oriented towards cost optimization and system sizing, but they do not 

take into account the dynamic processes between the physical power network and the 

communication (cyber) layer. Consequently, they would not be capturing such critical factors as 

communication delays, packet losses, and real-time control disruption that would greatly impact 



system performance during extreme events. Also, conventional models are not able to model the 

propagation of faults, energy sharing coordination of networked microgrids, and adaptive decision-

making in uncertain disaster conditions. Most of the existing frameworks are also based on fixed 

or restricted datasets, disregarding the multi-source real-life data (disaster statistics, 

communication network behavior, etc.) which decreases their practical use. 

1.2 Novelty 

The originality of this work reflects the physical power system, and, on the other, the 

communication (cyber) layer of the distributed energy microgrids, which are going to work in 

disaster-prone zones. In opposition to the traditional strategies that would tend to think solely on 

the techno-economic optimization, the presented method will integrate multi-source real-world 

data, such as economic, communication, and disaster-related ones, to develop more realistic and 

application-oriented model. It proposes a graphical model of microgrid elements and their 

interactions, which allows performing powerful network topology, fault distribution, and energy 

routing analysis. The framework also includes communication protocols like MQTT and SCADA 

in a unique manner to consider latency, packet loss, and delays on control signals that are not 

usually taken into consideration in the current models. Moreover, the combination of agent-based 

simulation enables dynamic and autonomous decision-making in normal and disrupted conditions. 

Resilience-oriented performance evaluation, which employs recovery time, resilience index, 

communication delay impact, and traditional cost metrics (NPC and LCOE) are also highlighted 

in the work. Moreover, the capability to model networked microgrid coordination and energy 

exchange in outages is a major step forward in recovering faster and enhancing system resiliency, 

unlike alternative microgrid design and analysis tools. 

1.3 Contribution  

 Analyze the interdependence between physical power systems and communication 

networks in microgrid operation under both normal and disaster conditions, with emphasis 

on system resilience and performance variability. 

 Apply advanced data preprocessing techniques, including data cleaning, normalization, 

and time-series alignment, while defining operational constraints related to load demand, 

resource availability, and economic budget limits. 



 Develop a graph-based cyber–physical coupling model to represent microgrid topology, 

enabling systematic analysis of fault propagation, energy routing mechanisms, and the 

impact of communication parameters such as latency and packet loss. 

 Design an integrated framework that combines HOMER Pro-based techno-economic 

optimization, AC/DC power flow analysis, and agent-based simulation using AnyLogic to 

achieve resilient, adaptive, and cooperative microgrid operation in disaster-prone 

environments. 

1.4 Organization of the Paper 

The remainder of this paper is organized as follows. Section 2 presents a comprehensive literature 

survey on microgrid resilience, energy management, and cyber–physical system integration. 

Section 3 describes the proposed network–physical coupled microgrid framework, including data 

acquisition, preprocessing, techno-economic optimization using HOMER Pro, graph-based 

modeling, communication integration, and agent-based simulation. Section 4 discusses the 

simulation results and performance evaluation in terms of cost, reliability, resilience, and system 

dynamics under normal and disaster conditions. Finally, Section 5 concludes the paper with key 

findings, followed by limitations and directions for future research. 

2. Literature survey 

This section critically examines existing approaches for enhancing resilience and operational 

performance in network–physical coupled microgrid systems under disaster-prone conditions. 

In [22] suggest a resilience-based energy management system on networked microgrids, which 

considers enhancing the survivability of the system in case of disruptions. The aim is to improve 

synchronized operation of interconnected microgrids in extreme cases. The authors use an 

elaborate energy management control plan, which is an optimization-based scheme that is 

confirmed using a case study in Lombok, Indonesia. The method enhances the resilience of 

systems through the ability to share power in real-time and speedy fault recovery. The model, 

however, is based on proper forecasting and communication infrastructure, which can restrict its 

usability in very uncertain or resource limited environments. The work establishes a basis of 

resilience-based control measures in the current microgrid platform. Developing the ideas of 

resilience, [23] discuss the flood-adaptive primary care clinics which operate on smart microgrids 

and deployable medical technologies. Their aim is to have continuous healthcare delivery in times 



of flood disasters. The research combines microgrid design and healthcare infrastructure on the 

basis of smart energy management and modular deployment methodology. The merit is in the fact 

that it is interdisciplinary, integrating energy systems and healthcare resilience. Nevertheless, 

scaling and cost issues might be encountered in the implementation in large areas. This paper 

expands the use of microgrids in energy systems to essential service continuity. 

Equally interested in resiliency in vulnerable areas, [24] study the importance of community 

microgrids in remote territories in Puerto Rico. They aim to increase energy autonomy and 

resilience to disasters. The analysis relies on case study and policy examination to show how 

microgrids are more reliable when localized. The primary strength lies in the focus on community-

level solutions and insights on real-world implementation. The weaknesses are however reliance 

on policy support and funding mechanisms. This article brings out the socio-technical significance 

of microgrids in disaster-prone areas. Elaborating on the solutions that are decentralized, [25] 

present mobile solar-biogas hybrid power kiosks, which will improve resilience to disasters. The 

aim is to offer emergency portable and sustainable energy solutions. The authors create a hybrid 

energy system that can be deployed on mobile and integrate solar PV and biogas. It has the benefit 

of being flexible and deploying quickly in off-grid or disaster-impacted locations. The system is 

however subject to operational difficulties in terms of fuel and maintenance. This article focuses 

on mobility and hybridization of resilient energy systems. Similarly in mobility, [26] explore the 

concept of electric trucks as mobile microgrids to serve communities in the form of health clinics. 

Its aim is to use vehicle-to-grid (V2G) technology in supplying emergency energy. The paper uses 

an energy informatics model to streamline truck-based microgrids. The positive side is that there 

is a novel way of utilizing the existing electric vehicle infrastructure to enhance resilience. 

Nonetheless, it has drawbacks such as battery decay issues and logistics. This paper connects 

transportation electrification and microgrid resilience. 

Towards more sophisticated optimization methods, [27] introduce a Wasserstein distributionally 

robust optimization model of grid-forming storage in islanded microgrids. The aim is to optimize 

jointly energy efficiency and uncertainty resilience. The approach uses probabilistic modeling to 

address the variability of renewables. The benefit is enhanced resilience to unpredictable 

circumstances. But the model may be computationally complex to be used in real-time. The present 

research makes contribution to the field of robust optimization in microgrid control. 



As a complementary solution to the control strategies, [28] introduces an autonomous 

decentralized cooperative control model of DC microgrids. It will aim to allow stable operation 

without central control since batteries are directly connected to the system baseline. The approach 

uses control coordination algorithms that are decentralized. The benefit is an increase in the 

reliability of the systems and less dependence on communication. Nevertheless, large networks 

are not easily scalable or coordinated. This article adds to the paradigm of decentralized control in 

microgrids. In a larger context, [29] discuss the changing role of smart grids and microgrids in 

sustainable energy management. It aims at shifting towards strategic energy planning rather than 

technological solutions only. The conceptual and analytical approach to the study is used to point 

out trends and integration strategies. Its strengths lie in its holistic approach to energy systems in 

the future. Nonetheless, it does not have elaborate implementation frameworks. This paper gives 

a strategic background to the implementation of microgrid technologies. 

In response to the issue of security, [30] is interested in planning secure and resilient all-renewable 

energy grids in smart cities. The aim is to provide cybersecurity and operational stability in 

renewable dominated systems. The approach entails threat examination and the suggested security 

structures. The benefit is enhanced protection of the system against cyber-physical attacks. More 

details on how it is implemented in real-life situations are scarce, however. This article brings out 

the crucial factor of security in robust microgrid design. Lastly, [31] build a multi-stage stochastic 

MILP model of renewable microgrid dispatch when the renewable penetration is high. The aim is 

to handle uncertainty and variability in energy generation. It is a stochastic optimization method 

of modeling various situations. The benefit is enhanced uncertain decision-making. Nonetheless, 

the model can be computationally-heavy and reliant on precise probabilistic data. This work 

reinforces the importance of high order optimization in microgrid power management. 

Table 1: Comparative Analysis of Existing Microgrid Energy Management and Resilience 

Enhancement Strategies 

Author & 

Year 

Objective Method Advantages Disadvantages 



[22] Enhance 

resilience of 

networked 

microgrids 

under 

disruptions 

Optimization-

based 

coordinated 

energy 

management 

framework 

Improves system 

recovery and 

adaptive power 

sharing 

Requires accurate 

forecasting and 

strong 

communication 

network 

[23] Ensure 

uninterrupted 

healthcare 

during floods 

Smart microgrid 

integration with 

modular energy 

management 

system 

Supports critical 

healthcare 

services; adaptive 

design 

High cost and 

scalability 

challenges 

[24] Improve 

resilience in 

remote 

communities 

Community-

based microgrid 

architecture with 

distributed 

energy resources 

(DERs) 

Enhances local 

reliability and 

energy 

independence 

Depends on 

regulatory and 

financial support 

Tsegaye et al., 

[25] 

Provide 

portable energy 

during 

disasters 

Hybrid solar–

biogas energy 

system with 

mobile 

deployment 

design 

Renewable, 

flexible, and 

rapidly 

deployable 

Fuel logistics and 

maintenance 

complexity 

Wang et al., 

[26] 

Utilize EVs as 

mobile 

microgrids 

Vehicle-to-grid 

(V2G) energy 

management and 

scheduling 

framework 

Efficient use of 

EV storage for 

emergency 

supply 

Battery 

degradation and 

operational 

constraints 



Shao et al., [27] Optimize 

resilience 

under 

uncertainty 

Wasserstein 

distributionally 

robust 

optimization 

(WDRO) 

Strong 

uncertainty 

handling and 

robustness 

High 

computational 

burden 

Yamada, [28] Enable stable 

decentralized 

DC microgrid 

control 

Autonomous 

decentralized 

cooperative 

control algorithm 

Reduces 

communication 

dependency; 

improves stability 

Limited scalability 

for large systems 

Lu and Le, [29] Provide 

strategic 

insight on 

smart grids 

Integrated energy 

management and 

planning 

framework 

Holistic and 

future-oriented 

approach 

Lacks technical 

implementation 

depth 

Konstantinou, 

[30] 

Ensure 

cybersecurity 

in renewable 

grids 

Cyber-physical 

security 

framework for 

smart grids 

Enhances 

protection against 

cyber threats 

Limited real-world 

validation 

Babatunde et 

[31] 

Optimize 

microgrid 

dispatch under 

uncertainty 

Multi-stage 

stochastic mixed-

integer linear 

programming 

(MILP) 

Handles 

renewable 

variability 

effectively 

Computationally 

intensive and data-

dependent 

Table 1 illustrates Comparative Analysis of Existing Microgrid Energy Management and 

Resilience Enhancement Strategies. Although the field of microgrids has made tremendous 

progress, there are still some important gaps to fill to enable the realization of fully resilient and 

adaptive energy systems. The current literature is either about optimization-oriented energy 

management or decentralized control without a common framework that can be used to combine 

resilience, real-time adaptability, and multi-source coordination during extreme conditions. 

Although methods like Wasserstein distributionally robust optimization can treat uncertainty, they 

are computationally expensive and thus cannot be implemented in real-time. Equally, mobile and 

community-based microgrids solutions enhance flexibility, but tend to ignore a smooth transition 



control, power quality challenges, and dynamic load changes. Additionally, numerous researches 

require a strong communication system and effective predictions, which cannot be attained in 

disaster-affected or isolated areas. Practical deployments are also poorly covered in terms of 

cybersecurity and scalability. Thus, the necessity to have a computationally efficient, robust, and 

integrated control strategy that provides smooth operation, improved power quality, and robust 

performance of microgrids in highly uncertain and dynamic situations is obvious. 

3. Proposed Methodology 

The suggested methodology includes a holistic network-physical coupling model of resilient 

microgrid operation in disaster prone settings. It starts with a multi-source data collection, which 

combines economic data provided by IRENA, communication network data provided by CAIDA, 

and disaster and outage data provided by EM-DAT, and regional indicators offered by the World 

Bank. The gathered data are subsequently pre-treated with cleaning, normalization, and alignment 

of load demand and renewable generation profiles with time-series after which the constraint is 

formed using demand, resource availability, and budget constraints. HOMER Pro is used to carry 

out a techno-economic optimization to identify an optimal PV and battery sizing with goals to 

minimize NPC and LCOE and to provide reliable power supply. A graph-based network-physical 

coupling model is further used to model the system, where nodes represent generation, storage and 

load units, and edges model electrical and communication connections, allowing topology, fault 

propagation and energy routing to be studied. MQTT and SCADAR protocols are integrated into 

the communication layer to model an actual control behavior in the presence of latency and packet 

loss, and stability of the system is provided by analysis of AC/DC power flows. A dynamic 

interaction between the components of a microgrid is simulated using Any logic models in an 

agent-based simulation in both regular and disaster conditions. Figure 1 illustrates Block diagram 

of the proposed model. 



 

Figure 1: Block diagram of the proposed model 

3.1 Network–Physical Coupled Microgrid Framework and Operational Strategy 

This subsection presents the integrated framework for modeling and operation of a network–

physical coupled microgrid system based on multi-source datasets and hybrid simulation tools. 

The proposed methodology begins with the acquisition of heterogeneous datasets, including 

techno-economic parameters such as system cost, component lifetime, and maintenance cost from 

the IRENA dataset; communication network characteristics such as latency, bandwidth, and packet 

loss from the CAIDA dataset; disaster and outage statistics from the EM-DAT dataset; and regional 

socio-economic indicators from the World Bank dataset. These datasets collectively enable a 

comprehensive representation of both the physical power system and the cyber communication 

infrastructure. Figure 2 illustrates Schematic diagram of microgrids under normal operation (top) 

and under networked microgrid configuration under emergency conditions (bottom). 



 

Figure 2: Schematic diagram of microgrids under normal operation (top) and under networked 

microgrid configuration under emergency conditions (bottom) 

The acquired datasets are subjected to a structured preprocessing stage involving data cleaning, 

normalization, and time-series alignment. Let 𝑋௜(ݐ)denote the raw data from source ݅. The 

normalized dataset 𝑋௜௡௢௥௠(ݐ)is obtained in equation (1) 𝑋௜௡௢௥௠(ݐ) = ௑೔(௧)−ఓ೔ఙ೔        (1) 

where ߤ௜and ߪ௜represent the mean and standard deviation of dataset ݅. Time-series alignment 

ensures synchronization between load demand ௅ܲ(ݐ)and renewable generation ோܲாௌ(ݐ), which is 

essential for consistent system simulation. Following preprocessing, techno-economic 

optimization is performed using HOMER Pro to determine the optimal sizing of photovoltaic (PV) 

generation and BESS. The optimization objective is to minimize the NPC and LCOE, expressed 

in equation (2,3). 



ܥܲܰ = ∑ ஼೟(1+ݎ)௧்
௧=0           (2) 

ܧܱܥܮ = ∑ ಴೟(1+ݎ)௧೅
೟=0

∑ ಶ೟(1+ݎ)௧೅
೟=0

        (3) 

where ܥ௧is the total cost in year ܧ ,ݐ௧is the energy supplied, ݎis the discount rate, and ܶ is the project 

lifetime. The optimized PV capacity ௉ܲ௏and storage capacity ܧ஻ாௌௌare then used as inputs for 

further system modeling. To capture the interdependency between cyber and physical layers, the 

microgrid is modeled as a graph ܩ = (ܸ,  where nodes ܸrepresent system components such as ,(ܧ

generators, loads, storage units, and controllers, while edges ܧrepresent electrical and 

communication links. The power flow constraint across the network is given in equation (4). 

௜ܲ − ௝ܲ = ௏೔௏ೕ௑೔ೕ sin(ߠ௜ −  ௝)       (4)ߠ

where ௜ܸ, ௝ܸare bus voltages, 𝑋௜௝is line reactance, and ߠ௜, ߠ௝are voltage angles. This formulation 

supports topology analysis, energy routing, and fault propagation studies. The communication 

layer is modeled using MQTT–SCADA protocols to simulate real-time monitoring and control 

under network uncertainties. The impact of latency ߣand packet loss probability ݌on control signal 

delivery can be expressed in equation (5). ܦ௘௙௙(ݐ) = ݐ)ܦ − (ߣ ⋅ (1 −  (5)      (݌

where (ݐ)ܦrepresents the original control signal and ܦ௘௙௙(ݐ)is the effective received signal. This 

formulation highlights the degradation of control performance under adverse communication 

conditions. Finally, an agent-based simulation framework in AnyLogic is employed to capture 

dynamic interactions among system components, including loads, renewable generators, storage 

units, and controllers. The system power balance under both normal and disaster scenarios is 

maintained in equation (6). 

௉ܲ௏(ݐ) + ஻ܲாௌௌ(ݐ) + ௚ܲ௥௜ௗ(ݐ) = ௅ܲ(ݐ) + ௟ܲ௢௦௦(ݐ)    (6) 



where ஻ܲாௌௌ(ݐ)represents battery charge/discharge power and ௟ܲ௢௦௦(ݐ)denotes system losses. This 

dynamic modeling approach enables the evaluation of system resilience, reliability, and adaptive 

response under varying operating conditions. Overall, the proposed framework integrates data-

driven optimization, graph-based modeling, and cyber-physical simulation to provide a robust 

platform for analyzing microgrid performance, fault tolerance, and energy management in both 

normal and extreme scenarios. 

3.2 Data acquisition 

This section shows the datasets used in the study, describing the sources, structure, and key 

characteristics of each dataset, including CAIDA for network topology, IRENA for renewable 

energy statistics, World Bank for socio-economic indicators, and EM-DAT for global disaster 

records. 

3.2.1 CAIDA dataset 

CAIDA dataset is gathered by use of the Border Gateway Protocol (BGP) routing table snapshots 

of the University of Oregon Route Views project. It has 122 network graphs on Autonomous 

System (AS) relationship of the Internet over time. The largest instance of the graph has about 

26,475 nodes and 106,762 edges. The graphs are all Internet AS-level connectivity graphs, with 

nodes (autonomous systems) and edges (relationships between nodes based on routing). The data 

mainly contains the characteristics of graph topology (nodes, connectivity, edges, clustering, 

diameter, shortest paths). 

3.2.2 IRENA dataset 

The data used in the IRENA database is gathered in International Renewable Energy Agency, 

official database of global energy statistics. It has country-level statistics of renewable energy and 

electricity over several years. The data involves about 200 or more countries/regions, and 30 or 

more years of time-series data, which makes thousands of observations (country-year 

combinations). Its content has indicators like installed renewable capacity (solar, wind, hydro, 

bioenergy), electricity production, investment, and energy balance measures.  

3.2.3 World Bank Dataset 

This data comes via the World Bank Open Data database that is a compilation of global social-

economic and development indicators gathered through national statistics bureaus and 



international surveys. It contains information on more than 200 countries over a number of 

decades. Data set has thousands to millions of records based on the indicators chosen as there are 

numerous time-series variables. They are GDP, population, inflation, literacy rate, access to 

electricity, CO2 emission, health indicators, and other development indicators.  

3.2.4 EM-DAT Dataset  

This dataset is grounded on the EM-DAT at the Centre of Research on the Epidemiology of 

Disasters (CRED). It holds the world records of natural and technological disasters reported 

throughout the world. Depending on the version, the dataset contains about more than 20,000-

25,000 records of disaster events. Every record shows the disaster like floods, earthquakes, storms, 

droughts and epidemics. The main characteristics are disaster type and sub-type, country, start/end 

date, affected people, fatalities, injuries, economic losses and place of occurrence. 

3.3 Data Preprocessing for Network–Physical Coupled Microgrid System 

The acquired datasets from IRENA, CAIDA, EM-DAT, and World Bank are subjected to a 

structured preprocessing pipeline to ensure consistency, comparability, and suitability for time-

series based microgrid analysis. The preprocessing consists of six sequential stages as follows. 

The first stage addresses missing value treatment in raw time-series data, which commonly arises 

due to sensor failures, reporting delays, or communication losses across distributed datasets. To 

maintain continuity, missing values are estimated using either linear interpolation or statistical 

substitution. For a time-series variable ݔ௧, the imputed value is defined in equation (7). 

௧ݔ = {௫೟−1+௫೟+12 ,  if interior missing value ߤ௫,  if boundary or extended missing segment    (7) 

Where, ߤ௫ is the mean of available observations. This ensures that temporal trends are preserved 

without introducing abrupt discontinuities, which is essential for stable microgrid forecasting and 

dynamic modeling. The fifth stage standardizes network performance indicators such as latency, 

bandwidth, and packet loss using Z-score normalization to ensure statistical comparability. This is 

particularly important for CAIDA-based communication network data where distributional 

characteristics vary significantly. The standardized form is defined in equation (8). ݖ௧ = ௫೟−ఓఙ         (8) 



Where, ߤ is the mean and ߪis the standard deviation. This scaling ensures that all features 

contribute equally during optimization and machine learning processes, preventing dominance of 

high-magnitude variables and improving convergence behavior in coupled system simulations. 

The third stage focuses on time-series alignment, as the datasets originate from different temporal 

resolutions such as hourly, daily, and yearly records. To ensure consistency, all datasets are 

resampled onto a unified time index using interpolation or aggregation functions depending on 

data granularity. The alignment operation is expressed in equation (9). 𝑋aligned (ݐ) = ݂(𝑋ூோாே஺(ݐ), 𝑋஼஺ூ஽஺(ݐ), 𝑋ாெ−஽஺்(ݐ))   (9) 

Where,𝑋aligned (ݐ) is the unified time-aligned dataset at time ݐ, obtained by applying the fusion 

function ݂(⋅) to combine energy data 𝑋IRENA(ݐ), communication network data 𝑋CAIDA(ݐ), and 

disaster/outage data 𝑋EM-DAT(ݐ). This step is critical for synchronizing energy, network, and 

disaster-related dynamics within a single coherent temporal framework. The fourth stage maps 

load demand and renewable energy generation profiles to evaluate system balance at each time 

step. This enables accurate representation of microgrid operational conditions under varying 

renewable penetration levels. The net power balance is computed in equation (10). 

௡ܲ௘௧(ݐ) = lܲoad (ݐ) − ( sܲolar (ݐ) + wܲind (ݐ))  (10) 

The fifth stage involves data normalization to eliminate scale disparities among economic, energy, 

and communication network variables. Since datasets such as cost, latency, and power generation 

operate in different numerical ranges, Min–Max scaling is applied to map all variables into a 

unified interval. The transformation is given in equation (11). ݔ௧௡௢௥௠ = ௫೟−௫min௫max−௫min       (11) 

This transformation centers the data around zero with unit variance, improving robustness in 

network–energy co-simulation and reducing bias from extreme network fluctuations. The final 

stage involves outlier detection and smoothing to eliminate anomalous values caused by sensor 

noise, rare disturbances, or data transmission errors. Outliers are identified using the Interquartile 

Range (IQR) method, defined in equation (12). ܴܳܫ = ܳ3 − ܳ1       (12) 

Detected outliers are replaced using a moving average filter, expressed in equation (13). 



= ௧smoothݔ 1௞ ∑  ௧௜=௧−௞  ௜      (13)ݔ

This ensures a smooth and physically realistic dataset, preserving underlying trends while 

removing abrupt distortions, thereby enhancing the reliability of subsequent microgrid resilience 

and optimization analysis. 

3.4 Techno-economic optimization using HOME pro 

HOMER Pro is a widely used techno-economic optimization tool for designing and evaluating 

hybrid energy systems, particularly microgrids integrating renewable energy sources and storage 

systems. It enables the simulation of various system configurations by combining photovoltaic 

(PV) generation, battery energy storage systems (BESS), and grid or backup supply options. The 

software evaluates each configuration based on technical feasibility and economic performance 

over the project lifetime. In this work, HOMER Pro is employed to determine the optimal sizing 

of PV panels and battery storage systems to ensure reliable power supply while minimizing 

economic indicators such as Net Present Cost (NPC) and Levelized Cost of Energy (LCOE). 

Figure 3 illustrates Workflow for Optimal Sizing of PV and Battery System Using HOMER Pro. 

 

Figure 3: Workflow for Optimal Sizing of PV and Battery System Using HOMER Pro 



A. Sizing Methodology Description 

The optimal sizing process using HOMER Pro follows a structured workflow. First, the 

geographical location of the system is defined using latitude and longitude coordinates. This 

enables HOMER to import site-specific solar irradiance, temperature profiles, and other 

meteorological data required for accurate PV generation modeling. Next, the electrical load profile 

is defined based on the daily and hourly demand characteristics of the target system. The load may 

include residential, commercial, or critical infrastructure demand, and small stochastic variations 

(typically within ±10%) may be introduced to reflect realistic uncertainty in consumption patterns. 

Following load definition, the system components are configured. This includes the PV array as 

the primary generation source and the battery storage system for energy balancing and reliability 

enhancement. Each component is defined using technical parameters such as rated capacity, 

efficiency, lifetime, and operational constraints, along with economic parameters including capital 

cost, replacement cost, and maintenance cost. HOMER Pro then performs iterative simulations 

across a wide range of PV and battery size combinations. For each configuration, the system is 

evaluated under hourly time-step simulation to ensure load demand is met while accounting for 

renewable variability and storage dynamics. The optimization tool identifies feasible 

configurations that satisfy load requirements and selects the optimal solution based on minimum 

NPC and LCOE. 

B. Economic Modeling and Objective Function 

The techno-economic optimization in HOMER Pro is primarily driven by the minimization of Net 

Present Cost (NPC), which represents the total lifecycle cost of the system. NPC is expressed in 

equation (14). ܰܲܥ = ஼೅ಲ஼ோி(ௗ,௡)     (14) 

Where, ்ܥ஺is the total annualized cost, ݀is the discount rate, and ݊is the project lifetime in years. 

The Capital Recovery Factor (CRF) is defined in equation (15). ܨܴܥ(݀, ݊) = ௗ(1+ௗ)೙(1+ௗ)೙−1     (15) 

NPC aggregates all system costs including capital investment, replacement, operation and 

maintenance (O&M), converted into present value over the project lifetime. In addition to NPC, 



the Levelized Cost of Energy (LCOE) is used as a key performance indicator to assess the cost-

effectiveness of the system. LCOE represents the average cost of producing one unit of electrical 

energy and is defined in equation (16). ܧܱܥܮ = ஼೅ಲாೞ೐ೝೡ೐೏     (16) 

where, ܧ௦௘௥௩௘ௗis the total electrical energy supplied to the load over the project lifetime. 

3.5 Graph-Based Cyber–Physical Coupling Framework for Topology Analysis, Fault 

Propagation and Energy Routing in Microgrids 

In this work, the network–physical coupling of the microgrid is represented using a graph-theoretic 

formulation that unifies both electrical power interactions and communication/control 

dependencies within a single mathematical framework. The graph-based cyber–physical coupling 

framework models the microgrid as an integrated system in which electrical energy flow and 

communication-based control interactions are jointly represented through a unified mathematical 

structure. The system is formulated as a directed weighted graph (ݐ)ܩ = (ܸ,  where ܸdenotes the set of nodes corresponding to physical components such as photovoltaic units, wind ,((ݐ)ܧ

generators, battery storage systems, loads, grid interfaces, and control devices, while (ݐ)ܧrepresents time-dependent edges capturing both electrical power transfer and communication 

links. The time dependency reflects the dynamic nature of microgrid operation under varying load, 

renewable generation, and fault conditions. Each edge (݅, ݆) ∈  is assigned a composite weight(ݐ)ܧ

that integrates electrical, communication, and reliability characteristics, expressed in equation 

(ݐ)௜௝ݓ .(17) = ௜௝௘௟௘௖ݓ ߙ + ௜௝௖௢௠௠ݓ ߚ +  (17)   (ݐ)௜௝௥௜௦௞ݓ ߛ

where ݓ௜௝௘௟௘௖represents electrical parameters such as line impedance or power transfer capacity, ݓ௜௝௖௢௠௠denotes communication attributes such as latency or packet loss, and ݓ௜௝௥௜௦௞(ݐ)captures 

time-varying failure probability derived from historical outage data. The coefficients ߙ, ,ߚ  areߛ

weighting factors that balance the relative influence of physical and cyber layers. The connectivity 

of the cyber–physical network is represented using a weighted adjacency matrix (ݐ)ܣ ∈ ℝ௡×௡, 

defined in equation (18). 



(ݐ)௜௝ܣ = ,(ݐ)௜௝ݓ} if a connection exists between nodes ݅ and ݆0, otherwise
  (18) 

The operational behavior of the microgrid is governed by nodal power balance equations that 

incorporate the influence of optimized generation and storage sizing obtained from HOMER Pro. 

For each node ݅, the balance is expressed in equation (19). 

௜ܲ௚௘௡(ݐ) + ௜ܲ௚௥௜ௗ(ݐ) + ௜ܲ௦௧௢௥௔௚௘(ݐ) = ௜ܲ௟௢௔ௗ(ݐ) + ∑ ௜ܲ௝௝∈௏  (19) (ݐ)

where ௜ܲ௝(ݐ)represents the power flow between interconnected nodes, constrained by line capacity 

and system limits. This formulation ensures that energy conservation is maintained while 

embedding network interactions directly into system operation. Topology analysis is carried out 

using graph-theoretic metrics that quantify structural importance and system resilience. The degree 

of node ݅, given in equation (20). ݇௜ = ∑ ௜௝௝ܣ  (20)      (ݐ)

 indicates its level of connectivity and influence within the network. The efficiency of both (ݐ)௜௝ܣ

energy delivery and communication signaling is evaluated through the weighted shortest path 

between nodes ݅and ݆, defined in equation (21). ݀(݅, ݆) = min ∑ ࣪∋௠௡(௠,௡)ݓ  (21)    (ݐ)

where ࣪denotes all feasible paths. This formulation inherently captures the trade-off between 

electrical losses and communication delays. The criticality of nodes in maintaining system 

connectivity is further assessed using betweenness centrality, expressed in equation (22). ܥ஻(ݒ) = ∑ ఙೞ೟(௩)ఙೞ೟௦≠௩≠௧      (22) 

where ߪ௦௧is the total number of shortest paths between nodes ݏand ݐ, and ߪ௦௧(ݒ)represents those 

paths passing through node ݒ. Nodes with high centrality values are identified as critical for both 

power transfer and control signal routing. Fault propagation within the cyber–physical network is 

modeled as a time-dependent degradation of connectivity influenced by external disturbances such 

as natural disasters. Instead of binary disconnection, failures are incorporated probabilistically 



using a fault function ܨ௜௝(ݐ) ∈ [0,1], leading to an updated adjacency representation is shown in 

equation (23). ܣ௜௝(ݐ) = 1)(ݐ)௜௝ݓ −  (23)     ((ݐ)௜௝ܨ

where increasing values of ܨ௜௝(ݐ)reduce the effective strength of the connection and may 

eventually lead to disconnection. This enables the simulation of cascading failures, where 

disruptions in one part of the network propagate through both electrical and communication layers. 

Energy routing in the microgrid is formulated as an optimization problem over the graph, where 

the objective is to determine the optimal set of paths that minimize overall system cost while 

ensuring reliable supply. This is expressed in equation (24). ࣪∗ = arg min࣪ ∑ ࣪∋௜௝(௜,௝)ݓ  (24)   (ݐ)

The resulting routing strategy ensures efficient energy distribution under both normal and 

disrupted conditions. The dynamic interaction of nodes, including adaptive responses of loads, 

generators, storage units, and controllers, is further evaluated through agent-based simulation 

using Any Logic, where the evolving graph (ݐ)ܩserves as the underlying structural backbone for 

analyzing system performance during both steady-state and disaster scenarios. 

3.6 Cyber–Communication Modeling Using MQTT–SCADA Integration 

The cyber layer of the proposed network–physical microgrid is modeled through a MQTT–

SCADA architecture to realistically capture real-time monitoring, control actions, and 

communication imperfections such as latency and packet loss.  

Figure 4 illustrates MQTT- SCADA system data flow and control architecture. Where, distributed 

publisher nodes (PV units, battery systems, loads, and control agents) continuously generate and 

transmit real-time operational data such as voltage, current, power, and frequency to an MQTT 

broker over a public network subject to latency (τ_net) and packet loss (λ). The broker manages 

topic-based data routing with hierarchical addressing (e.g., microgrid/pv, battery, load, control) 

and supports different Quality of Service (QoS 0, 1, 2) levels to ensure appropriate delivery 

guarantees, including retransmissions when required. The communication model incorporates 

delay-aware message reception and probabilistic reliability, where successful delivery depends on 

retransmission attempts under packet loss conditions. On the subscriber side, the SCADA system 



receives processed data streams for real-time monitoring, visualization, alarm handling, and 

supervisory decision-making, while also issuing control commands and setpoints back through the 

broker to actuators in the microgrid. 

 

Figure 4: MQTT- SCADA system data flow and control architecture 

This bidirectional data flow is centrally coordinated by the SCADA supervisory layer, which 

performs state estimation, observability analysis, and event handling, thereby enabling resilient 

operation, reliable data delivery, and stable performance of the microgrid even under adverse 

network conditions. MQTT operates as a lightweight publish/subscribe protocol, where each 

microgrid component PV units, battery systems, loads, and control agents function as a client 

connected to a central broker. Information exchange is structured through hierarchical topics, 

enabling scalable and asynchronous communication. The message received at subscriber node ݏfrom publisher node ݌is modeled in equation (25). ܯ௦(ݐ) = ௕݂(ܯ௣(ݐ − ߬௡௘௧)),    (25) 



Where, ߬௡௘௧represents network-induced delay. The reliability of communication under packet loss 

is quantified in equation (26). 

௦ܲ௨௖௖ = (1 − ௡ೝ(ߣ ,    (26) 

Where, ߣdenotes packet loss rate and ݊௥represents retransmissions governed by the QoS level. 

Complementarily, the SCADA system provides centralized supervisory control and data 

acquisition, ensuring continuous observability of system states such as voltage, current, power, 

and frequency. The evolution of the system state vector is expressed in equation (27). 𝑋(ݐ௞) = 𝑋(ݐ௞−1) + Δ𝑋(ݐ௞),     (27) 

which enables periodic updates and coordinated control decisions. This integration combines 

distributed event-driven communication (MQTT) with centralized monitoring (SCADA), thereby 

enhancing robustness under both normal and disrupted network conditions. 

3.7 AC/DC Power Flow Formulation for Stability-Constrained Operation 

The electrical layer of the microgrid is analyzed using a hybrid AC/DC power flow formulation to 

ensure stable and efficient system operation. The microgrid is represented as a graph ܩ = (ܸ,  ,(ܧ

where nodes ܸcorrespond to generators, storage units, and loads, and edges ܧrepresent electrical 

interconnections. For the AC subsystem, the steady-state power flow equations at bus ݅are given 

in equation (28,29). 

௜ܲ = ∑ ௜ܸே௝=1 ௝ܸ ௜ܻ௝cos(ߠ௜ − ௝ߠ − ߶௜௝),   (28) ܳ௜ = ∑ ௜ܸே௝=1 ௝ܸ ௜ܻ௝sin(ߠ௜ − ௝ߠ − ߶௜௝),   (29) 

Where, ௜ܸ, ߠ௜, and ௜ܻ௝denote voltage magnitude, phase angle, and admittance, respectively. For the 

DC subsystem, a linearized formulation is shown in equation (30). 

௜ܲ = ௜ܸ ∑ ௜௝ே௝=1ܩ ( ௜ܸ − ௝ܸ),    (30) 

Where, ܩ௜௝represents line conductance. The interconnection between AC and DC networks via 

power electronic converters is modeled in equation (31). 

஺ܲ஼,௜ = ௜ߟ ஽ܲ஼,௜,     (31) 



where ߟ௜is the conversion efficiency. The combined solution of these equations ensures power 

balance, voltage regulation, and constraint satisfaction. This formulation enables accurate stability 

assessment of the microgrid under varying renewable generation, load dynamics, and 

communication-induced disturbances. 

3.8 Simulation of Cyber-Physical Microgrid Interactions Using AnyLogic 

The proposed work is implemented using AnyLogic, a hybrid simulation environment designed 

for modeling complex and heterogeneous systems. Built on Java, the platform enables the 

integration of agent-based modeling, discrete-event simulation, and system dynamics within a 

unified framework. This flexibility makes it particularly suitable for representing cyber-physical 

systems such as microgrids, where both physical power flow and cyber-level control interactions 

must be captured simultaneously. In this work, AnyLogic is employed to simulate the dynamic 

behavior of a microgrid by modeling the interactions between loads, distributed generation units, 

energy storage systems, and control components. The environment supports real-time visualization 

and allows the incorporation of custom logic through Java, enabling the implementation of 

adaptive control strategies under varying operating conditions. 

3.8.1 System Modeling Under Normal and Disaster Conditions 

The primary objective of this study is to develop an agent-based simulation model that captures 

the operational dynamics of a microgrid under both normal and disaster scenarios. The system is 

composed of a fixed set of agents representing distributed energy resources, loads, storage units, 

and controllers. During normal operation, the agents interact in a coordinated manner to maintain 

power balance and ensure efficient energy distribution. In contrast, during disaster conditions, the 

system is subjected to disturbances such as component failures, faults, or disconnection from the 

main grid. These events trigger adaptive responses within the system, including load prioritization, 

islanding operation, and energy redistribution through storage units. The interaction among agents 

occurs through both physical power exchange and communication signals, forming a tightly 

coupled cyber-physical network. Depending on the severity of the disturbance and resource 

availability, the system may either achieve stable recovery by maintaining critical loads or 

experience partial degradation due to insufficient energy supply. 

 



3.8.2 Design and Implementation of Agent-Based Microgrid Model 

The model is constructed by defining each component of the microgrid as an autonomous agent 

within AnyLogic. Each agent is characterized by a set of parameters, including power capacity, 

operational limits, and internal state variables such as the state of charge for storage systems. The 

behavior of these agents is governed by state charts, which define different operational states and 

the transitions between them based on system conditions. For instance, generation units transition 

between idle, active, and fault states, while storage systems operate in charging, discharging, or 

standby modes depending on system demand and control signals. Load agents may switch between 

connected and shed states based on priority and available power. The interactions among agents 

are driven by both cyber and physical layers. Controllers continuously monitor system parameters 

and initiate control actions when abnormalities such as power imbalance or faults are detected. 

These actions include isolating faulty components, redistributing power, and ensuring that critical 

loads receive uninterrupted supply. Unlike spatial movement models, the system operates within 

network constraints defined by power limits, connectivity, and operational boundaries. 

AnyLogic also provides visualization capabilities that enhance the understanding of system 

behavior during simulation. Different system states can be represented using color variations, 

while real-time graphs display key performance indicators such as load demand, generation output, 

and battery state of charge. Control elements such as sliders allow dynamic adjustment of 

parameters during runtime. The complete model is executed by instantiating multiple agents within 

the simulation environment, enabling the analysis of system performance, fault propagation, and 

resilience under varying scenarios. 

4. Result and Discussion 

The proposed system is deployed on a high-performance desktop workstation equipped with an 

Intel® Core™ i9-14900K processor operating at 3.20 GHz, featuring a 24-core architecture (8 

performance cores and 16 efficiency cores) based on an x64 architecture. The system runs on a 64-

bit operating system (Ubuntu 24/Linux), ensuring efficient handling of computation-intensive 

tasks and seamless compatibility with modern power system simulation environments. It is 

supported by 16 GB of RAM (15.7 GB usable), providing sufficient memory for data processing 

and model execution. The computing environment is configured as a local machine with CPU-

based hardware acceleration. Furthermore, to ensure a fair and consistent performance evaluation, 



both the proposed model and all benchmark models are implemented under the same hardware 

configuration and software environment, eliminating any bias due to system-level variations. Table 

2 illustrates Simulation Parameters for proposed model. 

Table 2: Simulation Parameters for proposed model 

Category Parameter Value Unit 

PV System Total PV Capacity 40 kW 

PV Efficiency 18–22 % 

Derating Factor 0.9 p.u. 

Lifetime 25 years 

Capital Expenditure 

(CAPEX) 

800 $/kW 

Operation and 

Maintenance 

(O&M) Cost 

16 $/kW/year 

Battery System Battery Capacity 20 kWh 

Efficiency 0.9 p.u. 

State of Charge 

Range 

20–100 % 

Lifetime 10 years 

CAPEX 300 $/kWh 

Load Profile Peak Load ~70 kW 

Average Load ~30 kW 

Annual Demand 262,800 kWh/year 

Load Growth Rate 2 %/year 

Solar Resource Mean Irradiation 5.5 kWh/m²/day 

Peak Sun Hours 5–6 h/day 

Economic Parameters Discount Rate 8 % 



Project Lifetime 25 years 

Network (CAIDA) Number of Nodes 16,301 — 

Number of Edges 65,910 — 

Network Density ( 2.48 ∗ 10−4 ) — 

Communication Mean Delay 3.2 ms 

95th Percentile 

Delay 

9.8 ms 

Packet Loss Rate 0.1–0.5 % 

Control Latency <100 ms 

Simulation Setup Platform AnyLogic — 

Simulation Time 8760 hours 

Time Step 1 hour 

Disaster Modeling Disaster Types 5 types — 

Occurrence Rate 5–6 events/year 

Load Surge Factor 1.5 p.u. 

PV Derating 0.5 p.u. 

4.1 Cost and Efficiency Trade-offs in PV-Battery Systems 

This section evaluates the economic performance of the optimized PV-battery system in terms of 

NPC and LCOE under varying system capacities. 



 

Figure 5: Net present cost analysis with system scaling 

Figure 5 illustrates Net present cost analysis with system scaling. Net present cost decreases 

rapidly as PV size (25 kW to 175 kW) and battery (100 kWh to 200 kWh) size increases (160 to 

16 k$). This negative correlation underpins the idea that larger renewable systems reduce lifecycle 

costs even with increased initial capital, justifying utility-scale use to achieve long-term economic 

feasibility. 

Figure 6 illustrates Levelized cost of energy at full capacity. LCOE decreases exponentially as the 

PV is increased to 250 kW and the battery is increased to 200 kWh, reaching approximately 0.16 

$/kWh (160 $/MWh) at higher system scales. This reflects realistic economies of scale in hybrid 

microgrid systems. This sharp slope will be effective economies-of-scale where a reduction in 

scale would impose heavy energy penalties on each unit. 



 

Figure 6: Levelized cost of energy at full capacity 

4.2 Renewable Fraction, Battery Autonomy, and Reliability Metrics 

This section analyzes system performance in terms of renewable energy utilization, battery 

autonomy, and reliability under different operating scenarios including normal and disaster 

conditions. 

 

Figure 7: Renewable Energy Fraction Across Scenarios 



Figure 7 illustrates Renewable Energy Fraction Across Scenarios. Renewable fraction peaks at 

34.5% under high solar but collapses to 9.9% during disaster. High solar scenario achieves 

maximum renewable penetration of 34.5%, while disaster scenario drops to just 9.9%. Normal 

operation yields 29.3%, and multi-microgrid cooperation performs similarly at 29.2%. Extreme 

events severely degrade renewable utilization, exposing fragility in standalone system 

configurations. 

 

Figure 8: Battery Autonomy Over One Week 

Figure 8 illustrates Battery Autonomy Over One Week Caption. State of charge holds at 35 kW 

with four brief drops to 10 kW over 160 hours. Over one week, battery state of charge remains 

stable at 35 kW except for four controlled discharge events dropping to 10 kW at 40-hour intervals. 

These periodic dips prevent deep depletion while maintaining autonomy, confirming adequate 

battery sizing for weekly load following without reaching critical low thresholds. 

Figure 9 illustrates the reliability index and unmet load under different operating scenarios. Under 

normal operating conditions, the system achieves a high reliability of approximately 98%, with 

only about 2% unmet load, indicating effective system sizing and stable operation. In contrast, the 

multi-microgrid cooperation scenario under severe disruption conditions exhibits significantly 

degraded performance, with up to 85% unmet load and reliability dropping to nearly 10%, 

reflecting the impact of extreme system stress and coordination challenges. The high solar and grid 



outage scenarios demonstrate moderate performance degradation compared to normal operation, 

maintaining acceptable reliability levels but with increased unmet demand. 

 

Figure 9: Reliability Index and Unmet Load 

4.3 System Resilience, Communication, and Solar Resource Trends 

This section presents the resilience characteristics of the proposed system along with 

communication performance and solar energy variability trends. 

 

Figure 10: Resilience Radar Chart 



Figure 10 illustrates Resilience Radar Chart. Multi-microgrid cooperation achieves fault tolerance 

of 0.9 and supply adequacy of 0.8. Multi-microgrid cooperation leads with fault tolerance at 0.9 

and supply adequacy at 0.8. Normal scenario offers fastest recovery speed at 0.8. Disaster scenario 

scores only 0.2 across all three metrics. Cooperative architecture significantly enhances resilience, 

whereas isolated systems remain highly vulnerable to extreme events. 

 

Figure11: Communication Delay Distribution 

Figure 11 illustrates Communication Delay Distribution. Maximum. 108 communication events 

occur within 0–2 milliseconds range. Communication delay peaks at 0–2 milliseconds with 108 

occurrences, then decays monotonically to negligible events beyond 10 milliseconds. This near-

zero-latency profile satisfies real-time microgrid control requirements. Communication 

infrastructure performs adequately for normal operations without inducing measurable control 

degradation or coordination delays. 

Figure 12 illustrates PV Annual Output Profile. Daily PV output ranges from 150 to 400 kilowatts 

per day with mid-year peak. Daily PV generation peaks near 400 kW/day around day 150 to 200 

and troughs at 150 kW/day during winter months. The 30-day rolling mean stabilizes between 250 

and 350 kW/day. Seasonal variability exceeds 250 kW/day, necessitating storage or backup 

capacity for year-round supply adequacy. 



 

Figure 12: PV Annual Output Profile 

 

Figure 13: Monthly Solar Irradiance Dot Plot 

Figure 13 illustrates Monthly Solar Irradiance Dot Plot. Monthly median irradiance ranges from 

6.0 kWh/m²/day in May down to only 1.0 kWh/m²/day in December, representing a six-fold 

seasonal difference. Summer months consistently exceed 5.0, while winter months drop below 2.5. 

This extreme seasonality demands either oversizing PV or integrating complementary generation 

sources. 



4.4 Dynamic Behavior and Global Energy Access Trends 

This section evaluates the dynamic operational behavior of the microgrid and compares global 

energy access and renewable trends across different regions. 

 

Figure 14: Load, PV, Battery Weekly Profile 

Figure 14 illustrates Load, PV, Battery Weekly Profile. Load, PV output, and battery state remain 

constant at 10 kilowatts over 160 hours. Over one full week, load demand, PV output, battery state 

of charge, surplus, and deficit all hold perfectly steady at 10 kWh with zero variation. This 

idealized steady state indicates perfect sizing where generation exactly matches consumption 

continuously. No battery cycling occurs, representing an optimal equilibrium condition. 

Figure 15 illustrates Renewable Energy Trend by Country. Germany rises from 42% to 67% 

renewable share while Brazil declines from 48% to 26%. Between 2000 and 2017, Germany 

increased renewable percentage from 42% to 67%, whereas Brazil dropped sharply from 48% to 

26%. China fell from 78% to 47%, and Bangladesh collapsed from 51% to 17%. Divergent national 

policies created contrasting trajectories across these eight countries. 

 



 

Figure 15: Renewable Energy Trend by Country 

 

Figure 16: Electricity Access Growth Worldwide 

Figure 16 illustrates Electricity Access Growth Worldwide. South Asia rises from 57% to 90% 

access while Sub-Saharan Africa lags at 46%. From 2000 to 2017, global electricity access 

improved from 78% to 89%. South Asia accelerated dramatically from 57% to 90%. Sub-Saharan 

Africa remained severely under-electrified, rising only from 26% to 46%. Regional inequality 

persists despite global progress, requiring targeted infrastructure investment in Africa. 



4.5 Long-Tail Distributions and Temporal Trends in Complex Systems 

This section examines statistical characteristics of network topology and temporal trends in energy 

generation and disaster occurrences. 

 

Figure 17: degree distribution ܲ(݇) of the CAIDA 

Figure 17 illustrates degree distribution P(k) of the CAIDA. The x-axis represents degree ݇ on a 

logarithmic scale from 100 to 103, while the y-axis shows ܲ(݇) from 10−6 to 100. The blue dots 

decrease linearly from about 100 at ݇ = 100 to roughly 10−6 at ݇ = 103, confirming a heavy-

tailed distribution. The red dashed line closely follows the blue dots across most of the range, 

indicating that the AS-level Internet follows a power law with ߛ = 2.25. This implies most nodes 

have few connections, while a small number of hubs have extremely high degrees. 

Figure 18 compares India’s total electricity generation (blue) and renewable generation (red) from 

2000 to 2003, with values in GWh. The x-axis spans years 2000–2003, and the y-axis measures 

generation in GWh. Total generation remains constant at 580,000 GWh in 2000, drops to 570,000 

GWh in 2001, and stabilizes at 560,000 GWh from 2002–2003. Renewable generation rises from 

50,000 GWh in 2001 to 540,000 GWh by 2003. By 2003, renewables account for 96.4% of total 

generation (540,000 out of 560,000 GWh), suggesting either a major policy shift toward 

renewables or a reclassification of energy sources. 

 



 

Figure 18:  Irena India – Total vs. Renewable Generation 

 

Figure 19:  Disaster Events in India (2000–2017) 

Figure 19 tracks five disaster types flood, cyclone, drought, earthquake, and storm from 2000 to 

2017, with some missing entries denoted by dashes or symbols. The x-axis shows years 2000–

2017, and the y-axis counts disaster events. Floods decline from 3,800 in 2000 to 1,000 after 2013. 

Cyclones drop sharply from 5,800 in 2000 to about 1,000 by 2002, remaining low afterward. 

Droughts occur only in 2000 (3,600) and 2002 (6,200). Earthquakes show low values (e.g., 1,400 

in 2000, 2,000 in 2001). Storms rise significantly from 1,400 in 2000 to a peak of 9,000 in 2012, 



then decline to 2,500 by 2015. Overall, floods and cyclones decrease, while storms show a marked 

increase between 2009 and 2012. 

4.6 Performance matrices  

This section presents the key performance metrics used to assess the economic, operational, 

reliability, and resilience aspects of the system over its lifetime. 

4.6.1 NPC 

NPC represents the total lifecycle cost of the system, discounted to present value over the project 

lifetime is denoted in equation (32). 

ܥܲܰ = ∑ ஼೟(1+ݎ)௧ே
௧=0     (32) 

where ܥ௧  is the total cost in year ݐ(including capital, replacement, and operation and maintenance 

costs), ݎ is the discount rate, and ܰ is the project lifetime. 

4.6.2 LCOE 

LCOE represents the average cost of generating one unit of electricity over the system lifetime. It 

is shown in equation (33). 

ܧܱܥܮ = ∑ ಴೟(1+ݎ)௧ಿ
೟=0

∑ ಶ೟(1+ݎ)௧ಿ
೟=0

     (33) 

where ܧ௧is the energy supplied in year ݐ, and other terms are as previously defined. 

4.6.3 Renewable Fraction 

Renewable Fraction indicates the percentage contribution of renewable energy sources in meeting 

the total energy demand. It is shown in equation (34). ܴܨ = ாೝ೐೙೐ೢೌ್೗೐ா೟೚೟ೌ೗ × 100     (34) 

where, ܧ௥௘௡௘௪௔௕௟௘is the energy generated from renewable sources and ܧ௧௢௧௔௟is the total 

energy supplied. 



4.6.4 Unmet Load 

Unmet Load represents the percentage of total energy demand that is not served by the system. It 

is shown in equation (35). ݀ܽ݋݈ ݐ݁݉݊ݑ (%) = ாೠ೙೘೐೟ா೏೐೘ೌ೙೏ × 100     (35) 

where ܧ௨௡௠௘௧is the unmet energy demand and ܧௗ௘௠௔௡ௗis the total load demand. 

4.6.5 Reliability Index 

Reliability Index measures the ability of the system to meet the load demand, with values close to 

unity indicating high reliability. It is shown in equation (35). ܴ݈ܾ݈݁݅ܽ݅݅ݕݐ = 1 − ாೠ೙೘೐೟ா೏೐೘ೌ೙೏    (36) 

where ܧ௨௡௠௘௧and ܧௗ௘௠௔௡ௗare as defined above. 

4.6.6 Resilience Index 

Resilience Index quantifies the system’s ability to maintain and recover its performance during 

and after a disturbance. It is shown in equation (36). 

ܫܴ = ∫ ௉(௧) ௗ௧೟೑೟0௉೘ೌೣ(௧೑−௧0)    (36) 

where ܲ(ݐ)represents system performance over time, ௠ܲ௔௫is the maximum possible performance, 

and 0ݐand ݐ௙denote the disturbance duration. 

4.6.7 Recovery Time 

Recovery Time represents the time required for the system to restore normal operation after a 

disturbance event. It is shown in equation (37). 

௥ܶ௘௖ = ௥௘௦௧௢௥௘ݐ −  ௗ௜௦௧௨௥௕௔௡௖௘   (37)ݐ

Where, ݐௗ௜௦௧௨௥௕௔௡௖௘is the time at which the disturbance occurs and ݐ௥௘௦௧௢௥௘is the time at which 

normal operation is restored. 

4.7 Comparative analysis of existing vs. proposed model 

 



Table 3: Comparative performance analysis of existing and the proposed model 

Metric 
RETScreen 

Model 
SAM Model Proposed Model 

NPC (k$) 54.8 51.2 46.1 

LCOE ($/MWh) 2.95 2.6 2.23 

Renewable Fraction (%) 22.5 26.8 29.3 

Unmet Load (%) 88.4 80.2 70.73 

Resilience Index 0.12 0.18 0.293 

Recovery Time (hrs) 13.5 10.8 8.5 

Table 3 shows that the proposed model outperforms both RETScreen and SAM across all key 

metrics, with the lowest Net Present Cost (46.1 k$ compared to 54.8 k$ and 51.2 k$), and the most 

economical Levelized Cost of Energy (2.23 $/MWh versus 2.95 and 2.6 $/MWh). It also achieves 

a higher renewable fraction of 29.3% compared to 22.5% and 26.8%, indicating better utilization 

of renewable resources. In terms of reliability, the unmet load is significantly reduced to 70.73%, 

compared to 88.4% and 80.2%, while the resilience index improves to 0.293, surpassing 0.12 and 

0.18. Additionally, the recovery time is minimized to 8.5 hours, compared to 13.5 and 10.8 hours, 

demonstrating faster system restoration and enhanced overall system performance. 

4.8 Ablation study 

Table 4: Ablation study of the proposed model 

Model Variant NPC 
(k$)  

LCOE 
($/MWh)  

REF 
(%)  

Unmet 
Load (%)  

Resilience 
Idx  

Recovery 
(hrs)  

Baseline (Physical 
Only) 

58.4 3.12 18.5 92.3 0.08 12 

+ Optimization 52.7 2.74 24.2 85.6 0.15 11.2 

+ Graph Coupling 50.3 2.58 26.8 80.45 0.21 10.1 

+ Communication 

Layer 

48.9 2.46 28.1 76.3 0.25 9.4 

+Agent-Based 

Simulation 

47.5 2.35 29 73.1 0.27 9 



+Disaster 

Modeling 

46.8 2.28 29.2 71.85 0.29 8.7 

Full Proposed 

Model 

46.1 2.23 29.3 70.73 0.293 8.5 

Table 4 illustrates Ablation study of the proposed model. The ablation study demonstrates how 

each added component progressively improves system performance, starting from the baseline 

physical-only model with high NPC (58.4 k$), LCOE (3.12 $/MWh), low renewable fraction 

(18.5%), very high unmet load (92.3%), low resilience index (0.08), and 12 hours recovery time; 

introducing optimization reduces costs and improves reliability (NPC 52.7 k$, LCOE 2.74 

$/MWh, REF 24.2%, unmet load 85.6%, resilience 0.15, recovery 11.2 hours), while graph 

coupling further enhances system coordination (50.3 k$, 2.58 $/MWh, 26.8%, 80.45%, 0.21, 10.1 

hours); adding the communication layer improves responsiveness and reduces unmet load (48.9 

k$, 2.46 $/MWh, 28.1%, 76.3%, 0.25, 9.4 hours), and agent-based simulation captures dynamic 

behavior leading to further gains (47.5 k$, 2.35 $/MWh, 29%, 73.1%, 0.27, 9 hours); incorporating 

disaster modeling strengthens resilience (46.8 k$, 2.28 $/MWh, 29.2%, 71.85%, 0.29, 8.7 hours), 

with the full proposed model achieving the best results overall, including the lowest NPC (46.1 

k$), LCOE (2.23 $/MWh), highest renewable fraction (29.3%), lowest unmet load (70.73%), 

highest resilience index (0.293), and fastest recovery time (8.5 hours). 

4.9 Discussion 

The Simulation results indicate that the proposed network-physical coupled microgrid structure 

has a high techno-economic and resilience performance during normal and disaster conditions. 

The HOMER Pro optimization results indicate a large decrease in Net Present Cost (NPC) due to 

increasing PV capacity (25 kW to 175 kW) and battery size (100 kWh to 200 kWH) of more than 

160 k$ to 16 k$, but the Levelized Cost of Energy (LCOE) declines rapidly with increased capacity 

(at 175 k Regarding the utilization of renewable, the system attains a peak renewable fraction of 

34.5% under favorable solar conditions, and 29.3% in normal operation, but drops to only 9.9% 

during disasters, which shows that the system is vulnerable in the absence of support. The battery 

performance is consistent (state of charge of approximately 35 kW) yet with controlled drops to 

10 kW, which suggests good energy management and adequate autonomy. The reliability analysis 

indicates that the normal case has a reliability of 70% at a load of only 2 percent and extreme 



conditions severely affect the performance, where the reliability is 10 percent, and the unmet load 

is 85 percent in the worst scenarios. Nonetheless, the resilience indicators show that multi-

microgrid collaboration enhances the system resilience, with 0.9 fault tolerance and 0.8 supply 

adequacy, whereas in the case of disaster only 0.2 is achieved. Communication performance is also 

efficient and the majority of delays are located in the 0-2 ms range (108 events) and in the 10 ms 

range, which is necessary to have real-time control. Moreover, PV performance can change 

according to the season, 150-400 kW/day, and solar irradiance can vary 1.0-6.0 kWh/m 2/day, 

which highlights the necessity to integrate storage. In general, the findings validate that the 

suggested integrated framework is an effective way to save costs, increase reliability, and gain 

resilience, especially with the application of cooperative microgrid functioning and optimized 

resource sizing. 

5. Conclusion 

This study presented a robust framework for analyzing and optimizing microgrid performance 

under varying operational conditions. The proposed approach effectively integrates system 

modeling, communication mechanisms, and intelligent control strategies to enhance reliability, 

efficiency, and resilience. The results demonstrate that the model can successfully handle both 

normal and disrupted scenarios, ensuring stable energy management and improved system 

response. By incorporating advanced optimization and communication techniques, the framework 

provides a scalable and adaptable solution for modern cyber-physical microgrids. Future work may 

focus on real-time deployment, integration of emerging renewable technologies, and further 

enhancement of system security and fault tolerance. 

5.1 Limitation and future work 

Although the proposed framework shows promising results, it has a number of limitations that 

leave future work directions open. The model is based on predetermined load profile, disaster 

frequency, and communication parameter datasets and assumptions, which might not be able to 

fully address real-world uncertainty and extreme variability. Although it is an effective simulation, 

the agent-based simulation is computationally intensive and may encounter scalability issues with 

large-scale interconnected microgrids. Moreover, simplified representations of latency and packet 

loss are also used to model the communication layer without using advanced cybersecurity threats 

and real-time adaptive protocols. The renewable fraction is further reduced when faced with 



disaster conditions (down to 9.9%), implying that standalone systems are not very robust when 

challenged under intense conditions. Additionally, it is mostly simulation-based validation with no 

real-world implementation or hardware-in-the-loop validation. The gaps can be narrowed in the 

future by incorporating real-time data streams of the IoT, improving the model of cybersecurity, 

and applying sophisticated AI-based predictive control to make adaptive decisions. By adding to 

the system hybrid renewable sources like wind and hydrogen, enhancing scalability using 

distributed computing, and experimental validation on a pilot scale, the practical applicability and 

robustness of the system will be further justified. 
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