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Supplementary Note 1 Fixed-Point Iteration for Theorem 3
Saddle-Point Equation

The saddle-point equation A},(6*) = Bhet/At from Theorem 3 admits no closed-form solution
for general Gamma-distributed key increment processes. We employ damped Newton—Raphson
fixed-point iteration:
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with step size 7 = 0.3 (Armijo backtracking if A,(0*+1D) > A,(0*))). Initial guess 8(°) = 0.01.
Convergence criterion: [|§*+1) — k)| < 1078,
Convergence Analysis: The log-moment generating function A,() is strictly convex (A7 (6) > 0
for all §), guaranteeing a unique positive root when the existence condition Bpot/At < C) <
tp + Bhot /At is satisfied. Under violated conditions, the algorithm terminates with 6* — —oo,
triggering the cold-pool fallback (Theorem 4).

Supplementary Note 2 Simulation Parameter Justification

These parameters collectively define the operational regime validated in the simulation (§7 of
the main text). The choices are conservative: they represent realistic metropolitan deployments
rather than optimistic best-case scenarios.



Theorem 3: LDP Hot Buffer Lower Bound
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Figure S1: Convergence trajectory of the saddle-point fixed-point iteration. Under our simulation
parameters (u, = 10*bps, C, = 5 x 103 bps, At = 0.01s), 6* converges to 3.27 x 10~ within 47
iterations across all K = 4 paths.

Supplementary Note 3 Extended Scalability Analysis

Diminishing returns beyond K = 4: doubling K from 4 to 8 reduces depletion by > 2 orders but
adds only 8% throughput. K = 4 is cost—performance optimum.

Supplementary Note 4 Per-Scenario Statistical Summaries

Table [S3| provides descriptive statistics for each of the four attack scenarios simulated in the main
text. Each scenario runs for 3,600s with K = 4 paths and 3 relay hops. The baseline scenario
establishes nominal behaviour without adversarial action; DoS jamming tests address-rotation
resilience; delay intercept-resend evaluates tamper-detection effectiveness; and the combined
scenario stresses the full defense-in-depth chain simultaneously.

1(Fhot): mean hot-pool level (bits). o(Fpot): std. deviation. min(Fjet): global minimum.
p(cr): mean hybrid encryption ratio.

Interpretation: Even under the most demanding combined attack, min(Fjo) = 9.75 X 10* bits
remains well above the critical depletion threshold (~ 4 x 10* bits). Zero service interruptions
were observed. DoS alone has negligible impact (Ap ~ 0.9%) due to address rotation. Delay
attack reduces a gracefully—degradation, not failure.

Supplementary Note 5 OPES Hardware Implementation Op-
tions

Recommendation: Option A for first-gen deployments (cost-effective, field-proven). Option B
for high-throughput data centres (speed-critical). Option C for military-grade security (physical
forward secrecy). All support OPES axioms: write-once, read-once, unidirectional flow.



Table S1: Parameter selection rationale with alternatives.

Param. Value Rationale Alternatives

K 4 Realistic metro fibre K =2 (minimum viable);
diversity; Tokyo QKD K =8 (5% gain)
testbed [S3] uses 4 paths.

OPareto 1.5 Heavy-tailed de- a = 2.0 (Bt reduced
mand [S1,S2]; typical 10x); a = 1.2 (up 500x%)
a€[1.2,1.9].

Bpoi  10°bits Balances ¢ = 1076 with ~ 10° (¢ =~ 1073); 107 (25x
DDR4 memory cost cost)

($0.01). LDP: 8.2 x 10°.

N 16 Minimum pool for < 1/16 N = 8 (hit rate 12.5%);
DoS hit rate; k = N = 32 (hit 3.1%)
HMAC( K01, seq) mod N.

Thop 2s Attack window Tiop/N = 1s (double overhead); 55
125 ms; signalling ~0.05% (window 312ms)
overhead.

At 0.01s Typical QKD post- 0.1s (coarser); 0.001s
processing round (10ms (10X slower)
sifting).

Table S2: Throughput and buffer demand vs. path count K (B = 10%bits, a = 1.5).

K fiage (bps) P(depletion) min(Fhet) Cold-pool use
1 10* 3.2 x 1073 1.8 x 104 12.4%

2 2.0x10* 4.7 %1074 4.2 x 10* 4.8%

4 ~4x10% <107° ~10° <1%

8 8.0x10% <1078 2.1 x 10° <0.1%

16 1.6 x 10° <1078 3.5 x 10° < 0.01%

Supplementary Note 6 Path Correlation Sensitivity Analysis

The main text (Assumption Al) assumes statistically independent key generation across paths.
Under a Gaussian copula with equal pairwise correlation p, the joint depletion probability
degrades from K¢ to:
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Even at p = 0.8, multi-path maintains 2x advantage over single-path. At p = 1, the joint
probability equals the single-path case—physically unrealistic since QBER fluctuations are
dominated by independent local noise.

Supplementary Note 7 Extended Simulation Results with Ex-
perimental QKD Parameters
Table 1 in the main text lists the experimental QKD parameters used for extended valida-

tion. Table [S6] provides detailed per-scenario statistics corresponding to the four experimental
configurations (metropolitan/long-distance x none/combined attack).



Table S3: Simulation statistics per scenario (3,600s per scenario; exact values available upon
request).

Scenario W(Fhot) 0(Fhot) min(Fhet) p(a)
Baseline ~10° ~10° ~10° —
DoS jamming ~10° ~10° ~10° —
Delay intercept-resend ~10° ~10° ~10° —
Combined (DoS + delay) ~108 ~10° ~10° —

Table S4: OPES cold-pool hardware options.

Opt. Technology TRL Cost Cap. Read Residual risk

A SMR HDD + 7-8 $500 4-20TB  150-200 MB/s Magnetic rema-
zero-overwrite nence (MFM-
(NIST SP 800-88 detectable);
Clear) <TRL 3 recovery

B  FPGA DDR 56  $2k  32-128GB  1-2GB/s Capacitive
+ physical self- residue: < 1073
destruct circuit after 57 discharge

C Optical quantum 34 $50k  1-10GB  10-100 MB/s Photon-splitting:
one-shot readout < 2716 per qubit

(Poisson)

Experimental setup. The metropolitan configuration uses G; = 50 kbps per path, repre-
sentative of dense urban deployments with short relay spans (< 50 km). The long-distance
configuration uses G; = 100 kbps, consistent with the Beijing—Shanghai backbone’s reported relay
parameters. Both configurations run for 3,600 s with K = 4 paths and 3 relay hops, matching
the main text simulation setup.

Key observations. First, all four configurations maintain min(Fj.) > 0, confirming the
zero-interruption guarantee (Theorem 4) under realistic hardware parameters. Second, the
long-distance scenario shows higher minimum hot-pool levels (~10% bits) due to the higher
per-path generation rate (G; = 100 kbps), which provides greater absorption capacity against
demand fluctuations. Third, the combined attack scenario shows slightly lower min(Fj,ot) values
compared to the no-attack baseline, but the difference is modest (< 5%), demonstrating the
effectiveness of the defense-in-depth chain in isolating adversarial impact.

Across all four experimental configurations, zero service interruptions were observed over
3,600 s, confirming the OPES framework’s zero-interruption guarantee (Theorem 4) under realistic
deployment conditions.

Metropolitan scenario: Under combined attack, cold-pool utilisation reaches 10.15%,
reflecting the tighter margin at shorter link lengths with aggressive Pareto demand (G; = 50 kbps
per path). The WDM controller adapts mode multiple times per hour, and the address-rotation
DoS hit rate matches the theoretical 1/N bound.

Long-distance scenario: Despite higher per-hop loss, cold-pool utilisation remains low at
3.80% because G; = 100 kbps is provisioned to compensate, consistent with the Beijing—Shanghai
backbone’s reported relay configuration. The higher per-path generation rate provides greater
absorption capacity against demand fluctuations.

Implications: The experimental validation demonstrates that the four-order framework is
not merely theoretically sound but also practically deployable with existing QKD hardware. The
modest cold-pool utilisation across all configurations indicates that over-provisioning requirements
are modest, making OPES deployment cost-effective.



Table S5: Effective depletion probability under path correlation (K = 4, ¢ = 1079).

p Pioint Degradation FEquivalent e
0.0 (independent)  ~4 x 1076 1.0x 1076
0.1 ~3 x 1076 ~1.3% ~1076
0.3 ~2 x 1076 ~2X ~10~7
0.5 ~1076 ~3-4x ~1077
0.8 ~1077 ~T X ~1077
1.0 (fully correlated) ~ ~1076 ~4x ~10-6

Table S6: Qualitative statistics for experimental QKD parameter scenarios (exact values available
upon request).

Scenario ((Fhot)  0(Fhot) min(Fhot) p(@)
Metropolitan (no attack) ~108 ~105 ~10° —
Metropolitan (combined) ~106 ~10° ~10° —
Long-distance (no attack) ~108 ~10° ~10° —
Long-distance (combined) ~106 ~10° ~10° —
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