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Abstract — The rapid expansion of digital information exchange across modern communication infrastructures has increased the need
for cryptographic techniques that can securely protect binary data of arbitrary formats while maintaining computational efficiency.
Traditional Hill Cipher schemes provide an elegant matrix-based encryption mechanism; however, their practical adoption is limited by
the difficulty of generating invertible key matrices and by their inability to efficiently process binary files whose sizes are not exact
multiples of the selected matrix dimension. This study introduces CGHC-S128, a hybrid encryption framework that integrates a
Complete Graph Hill Cipher (CGHC) with a Shift128 residual encryption mechanism to support universal binary file protection. In the
proposed approach, adjacency matrices derived from complete graphs serve as deterministic encryption keys whose modular invertibility
is mathematically guaranteed. Binary files are divided into fixed-size matrix blocks encrypted using the graph-based Hill Cipher, whereas
any remaining bytes are processed by the Shift128 algorithm. This strategy eliminates the need for padding while preserving the exact
size of the original file. The proposed cryptosystem was experimentally evaluated using multiple PDF documents and various matrix
dimensions to investigate encryption correctness, reversibility, statistical randomness, diffusion performance, and resistance to
differential cryptanalysis. Experimental results achieved a ciphertext entropy of 7.999810, a correlation coefficient of —0.000795, an
avalanche effect of 49.9241%, an NPCR value of 99.6061%, a UACI value of 33.6548%, and a key sensitivity of 99.6114%,
demonstrating strong cryptographic behavior. Furthermore, integrity verification through MDS5 and SHA-256 hash comparisons
confirmed perfect reconstruction of the original files after decryption. Overall, the proposed CGHC-S128 framework offers a
mathematically sound and computationally efficient solution for universal binary file encryption by combining deterministic key
generation, guaranteed matrix invertibility, exact file-size preservation, and lossless decryption within a unified graph-based
cryptographic architecture.

Index Terms — Complete Graph Cryptography; Universal Binary File Encryption; Hill Cipher; Shift128 Cipher; Graph-Based Security
Framework

I. INTRODUCTION
1. Introduction

systems are generally categorized into symmetric and
asymmetric approaches. Symmetric encryption algorithms

The rapid growth of digital information exchange has
significantly increased the demand for secure mechanisms
to protect sensitive data stored and transmitted through
computer networks. Documents, images, videos, scientific
datasets, financial records, and confidential organizational
files are routinely exchanged in binary formats such as
PDF, DOCX, ZIP, and multimedia files. While the
convenience of digital communication has improved
information accessibility, it has simultaneously increased
exposure to unauthorized access, data leakage, tampering,
and cyberattacks. Consequently, file encryption has
become one of the fundamental requirements for ensuring
confidentiality, integrity, and privacy in modern
information systems [1], [2]. Cryptography provides
mathematical techniques that transform readable
information (plaintext) into unintelligible data (ciphertext),
thereby  preventing  unauthorized entities  from
understanding the protected content. Modern cryptographic

such as AES offer high computational efficiency but often
rely on complex key scheduling mechanisms. In contrast,
asymmetric algorithms such as RSA provide strong key
management capabilities but require significantly higher
computational resources. As a result, many researchers
have explored hybrid cryptographic architectures that
combine the advantages of multiple techniques to improve
both security and performance [3], [4]. Among classical
cryptographic methods, the Hill Cipher remains one of the
most mathematically elegant substitution ciphers due to its
utilization of linear algebra and matrix transformations.
Given a plaintext vector (P) and a key matrix (K),
encryption is performed using
C = KP (mod m)

where (C) denotes the ciphertext vector and (m) represents
the modulus. The Hill Cipher exhibits strong diffusion
properties because each ciphertext element depends on
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multiple plaintext elements. However, one of its major
limitations lies in the requirement that the key matrix must
be invertible modulo (m). Generating suitable invertible
matrices often becomes computationally inefficient,
particularly for large matrix dimensions [5], [6]. To
overcome this limitation, researchers have investigated
structured matrices derived from graph theory. Graph-
based cryptography utilizes mathematical properties of
graphs to generate cryptographic keys with provable
characteristics. Adjacency matrices derived from complete
graphs possess deterministic algebraic properties that can
simplify key generation while preserving invertibility.
Such characteristics make graph theory an attractive
foundation for constructing efficient and mathematically
rigorous cryptographic systems. A complete graph (K _N)
consists of (N) vertices where every vertex is connected to
all other vertices [7], [8]. The adjacency matrix of a
complete graph can be represented as

AKy) =] -1
where (J) denotes the all-one matrix and (I) denotes the
identity matrix. One remarkable property of this matrix is
that its determinant can be expressed analytically as

det(A(Ky)) = (DN (N - 1)
which provides a direct mathematical basis for analyzing
invertibility without relying on random matrix generation.
When (N=2n), the determinant becomes an odd integer
because (N-1) is odd. Consequently,
ged(det(A(Ky)),256) = 1

which guarantees the existence of the modular inverse
matrix [9], [10]. This property eliminates one of the major
weaknesses of conventional Hill Cipher systems, namely
the uncertainty associated with finding valid invertible key
matrices. Therefore, complete graph adjacency matrices
offer an elegant solution for constructing deterministic and
reversible encryption systems. Despite the advantages of
graph-based Hill Cipher implementations, practical file
encryption systems must also address the challenge of
handling arbitrary binary file sizes. Binary files rarely have
lengths that are exact multiples of matrix dimensions.
Hill Cipher implementations commonly
employ padding techniques, which may increase storage
requirements or introduce structural artifacts. Therefore, an
auxiliary mechanism is necessary to securely process
residual bytes while maintaining compatibility with
arbitrary binary data [11], [12].

Traditional

To address this issue, this study integrates a lightweight
Shift128 Cipher into the encryption framework. The
Shift128 Cipher is employed to process residual bytes that
cannot be accommodated within the primary graph-based
matrix transformation. This hybrid design ensures that
every byte of file is protected without requiring additional
padding structures, thereby preserving file size consistency
and maintaining operational simplicity. The proposed
cryptosystem is referred to as CGHC-S128 (Complete

Graph Hill Cipher—Shift128 Cipher). The framework
combines Complete Graph Hill Cipher transformations for
the main file segment with Shift128 Cipher operations for
residual data. By leveraging graph-theoretic matrix
properties and lightweight byte-shifting operations,
CGHC-S128 aims to achieve efficient encryption,
guaranteed reversibility, and strong statistical security for
arbitrary binary files. The overall encryption process can
be summarized as shown in Figure 1 [13], [14].
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Figure 1. Overview of the proposed CGHC-S128 encryption
framework.

The increasing importance of statistical cryptanalysis has
motivated researchers to evaluate encryption algorithms
using Modern
encryption systems are expected to produce ciphertexts
exhibiting high entropy, low correlation, strong avalanche
characteristics, and resistance against differential attacks.
Therefore, beyond mathematical invertibility, the security
of CGHC-S128 must also be assessed through extensive
statistical and differential analyses [15], [16]. Information

randomness and diffusion metrics.

entropy is one of the most used metrics for evaluating
ciphertext randomness. For an 8-bit system, entropy is

defined as
255

HOO = = ) plxg) log (x)
=0

where (p(x_i)) denotes the probability of occurrence of
byte value (x_i). Ideally, a secure ciphertext should achieve
an entropy value approaching 8 bits, indicating a nearly
uniform byte distribution. High entropy reduces the
effectiveness of statistical attacks
predictable patterns within encrypted data.

by minimizing
Another
important security indicator is the avalanche effect, which
measures the extent to which small changes in the input
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propagate throughout the ciphertext [17], [18]. Avalanche
Effect (AE) can be calculated as
_ Number of Changed Bits

E = x 1009
Total Bits %

A value approaching 50% is generally considered ideal
because it implies that a minor modification in the plaintext
or key affects approximately half of the ciphertext bits.
Such behavior significantly enhances resistance against
differential cryptanalysis. In addition to avalanche analysis,
differential security is commonly evaluated using the
Number of Pixel Change Rate (NPCR) and Unified
Average Changing Intensity (UACI). Although originally
developed for image encryption, these metrics can be
generalized for binary file analysis. NPCR quantifies the
percentage of changed bytes, while UACI measures the
average intensity difference between plaintext and
ciphertext. High NPCR and UACI values indicate strong
diffusion and sensitivity properties. Table 1 summarizes the
primary security criteria expected from a robust binary file
encryption algorithm [19], [20].

Table 1. Security indicators are used for evaluating binary file
encryption systems.

Security Metric Ideal Value Security Objective
Entropy Close to 8 Maximum
randomness
Correlation Close to 0 Statistical
independence
Avalanche Effect ~50% Strong diffusion
NPCR >99% Differential
resistance
UACI ~33% Intensity variation
MD5/SHA-256 100% after Perfect recovery
Match decryption

Recent developments in graph-theoretic cryptography have
demonstrated the potential of algebraic graph structures for
generating
Nevertheless, existing studies primarily focus on text
encryption, image encryption, or graph-based key
generation techniques. Comparatively little attention has
been devoted to universal binary file encryption using
complete graph adjacency matrices with guaranteed
modular invertibility. Furthermore, the integration of
graph-based Hill Cipher transformations with residual-byte
protection mechanisms remains

secure and reversible transformations.

largely unexplored.
Motivated by these research gaps, this paper proposes
CGHC-S128, a hybrid cryptographic framework that
combines Complete Graph Hill Cipher and Shift128 Cipher
for universal binary file protection. Unlike conventional
Hill Cipher approaches, the proposed method utilizes
complete graph adjacency matrices with analytically
proven invertibility properties. The resulting framework
supports arbitrary binary file formats while preserving
exact file size and ensuring lossless reconstruction after
decryption [21], [22].

Extensive experiments are conducted using PDF files to
evaluate encryption efficiency, statistical randomness,
differential security, and data integrity. The experimental
results demonstrate entropy values approaching the
theoretical optimum, near-zero correlation coefficients,
avalanche effects close to 50%, NPCR values exceeding
99%, and perfect MDS5/SHA-256 recovery after
decryption. These findings indicate that CGHC-S128
provides a promising graph-based alternative for secure
binary file encryption while maintaining mathematical
simplicity, deterministic key generation, and practical
applicability for real-world data protection [23], [24].

Related Works on Universal Binary File Encryption
Based on Hill Cipher

Recent studies have demonstrated that Hill-cipher-based
hybrid cryptosystems can be effectively extended beyond
text encryption to support universal binary file protection,
including images, videos, and arbitrary digital files. These
approaches generally combine matrix-based encryption
with partitioning mechanisms and auxiliary ciphers to
overcome the inherent limitations of classical Hill Cipher
when processing large binary datasets. One important
direction involves the use of unimodular matrices such as
Hill Cipher keys [25], [26]. Since unimodular matrices
possess determinants equal to =1, they are always invertible
modulo the encryption base, thereby eliminating the
difficulty of generating valid inverse matrices. Previous
studies by Arifin proposed unimodular
constructions for binary file encryption and demonstrated
their applicability to image and multimedia security
applications.  Furthermore, logistic-map-based key
generation techniques were introduced to construct large

matrix

unimodular matrices using only a small number of
password parameters, enabling scalable Hill Cipher
implementations ~ while  preserving
invertibility [27], [28].

mathematical

Another significant enhancement concerns partition-based
encryption. Large binary files such as images and videos
are divided into smaller partitions before encryption,
allowing matrix operations to be performed efficiently
without excessive memory consumption. Arifin reported
that partitioning mechanisms substantially improve the
practicality of Hill Cipher for large-scale multimedia
encryption  while  maintaining  strong  security
characteristics. To address imperfect partitions whose
lengths do not match the matrix dimension, a Shift128-
based transformation was incorporated to process residual
bytes [29], [30]. This auxiliary mechanism ensures that all
file bytes can be encrypted without padding expansion
while preserving exact file size consistency. Experimental
studies have demonstrated the effectiveness of these
approaches across multiple data types. For image
encryption, unimodular Hill Cipher combined with
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logistic-map key generation and Shift]128 processing
successfully encrypted image data while preserving
original file sizes. In video encryption, partition-based Hill
Cipher with Shift128 residual handling produced encrypted
videos that were visually unintelligible and maintained
identical file sizes after encryption. Similar concepts were
also extended to generic binary data through bitwise Hill
Cipher approaches, where different keys are applied to
individual bit planes, achieving security levels considered
suitable for commercial applications [31], [32].

Beyond partition-based binary file encryption, several
researchers have proposed alternative enhancements to
classical Hill Cipher. Salman et al. introduced Gaussian-
integer-based Hill Cipher schemes for financial and
banking applications, while Rekha et al. proposed dual-
encryption frameworks combining Hill Cipher with
integral transforms. Other studies employed graph-
theoretic structures as key generators, highlighting an
increasing trend toward integrating advanced mathematical
frameworks into Hill Cipher-based cryptosystems. These
developments collectively indicate that modern Hill Cipher
research has evolved from simple text encryption toward
sophisticated hybrid architectures capable of protecting
diverse forms of digital information [33], [34]. Despite
these advances, existing studies primarily rely on
unimodular matrices, logistic-map-generated keys, image-
oriented implementations, or partition-based multimedia
encryption. Comparatively little attention has been devoted
to the utilization of complete graph adjacency matrices
with analytically proven modular invertibility for universal
binary file encryption. Furthermore, the integration of
graph-based key matrices with Shift128 residual
processing remains largely unexplored. Motivated by this
research gap, the present study proposes CGHC-S128, a
hybrid cryptographic framework that combines Complete
Graph Hill Cipher and Shift128 Cipher to provide
deterministic key generation, guaranteed invertibility,
exact file-size preservation, and secure encryption of
arbitrary binary files [35], [36]. We can see this complete
information in Table 2 and Table 3.

Table 2. Related Works and Research Gap

+ n and size
Logistic preservati
Keys + on
Shift128
Desok | Bitwise | Generic | Bit- Commerc | Higher
y Hill Binary plane ial-grade computati
(2011) | Cipher Data process | binary onal
ing data complexit
protectio y
n
Salma | Gaussia | Bankin | Not Enhanced | Domain-
n n g Data specifi | mathemat | specific
(2024) | Integer ed ical implement
Hill security ation
Cipher
Rekha | Hill Digital Not Dual- Increased
(2024) | Cipher Data specifi | layer computati
+ ed encryptio | onal cost
Integral n
Transfor architectu
m re
Vasuki | Graph- Text/Im | Not Graph- No
(2022) | Based age specifi | theoretic universal
Hill Data ed key binary file
Cipher generatio | support
n
Propo | Complet | Univers | Shift]12 | Determin | Modular
sed e Graph | al 8 istic inverse
CGH Hill Binary invertibili | computati
C- Cipher Files ty, size | on cost for
S128 + preservati | large
Shift128 on, matrices
graph-
based key
generatio
n,
arbitrary
file
support
Table 3. Research Gap Table
Feature Previous Proposed CGHC-
Studies S128
Universal Binary File Partial v
Support
Complete Graph Key X v
Matrix
Analytical Invertibility Limited N
Proof
File Size Preservation v v
Partition-Based v v
Encryption
Residual Byte Protection v v
Graph-Theoretic Partial v
Cryptography
Deterministic Key Partial N
Generation
Statistical Security Partial N4 Comprehensive
Evaluation

II. METHODOLOGY

Study | Key Data Residu | Main Limitatio
Techni Type al Contribu | n
que Handli | tion
ng
Arifin Unimod | Images Shiftl12 | Guarante | Limited to
(2022) | ular Hill 8 ed image data
Cipher invertibili
+ ty and
Logistic image
Map + protectio
Shift128 n
Arifin | Partition | Video Shiftl12 | Efficient | Focused
(2023) | -Based Files 8 multimed | on video
Hill ia application
Cipher encryptio | s

This study proposes a hybrid file encryption framework
named CGHC-S128 (Complete Graph Hill Cipher—
Shift128 Cipher). The proposed cryptosystem combines a
graph-based Hill Cipher derived from complete graph
adjacency matrices with a Shift128 residual encryption
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mechanism. The primary objective is to provide a secure,
reversible, and mathematically guaranteed encryption
scheme for arbitrary binary files, including PDF
documents, images, archives, and multimedia data [37],
[38]. The methodology consists of five major phases: (1)
binary file acquisition, (2) graph-based key matrix
generation, (3) plaintext partitioning, (4) hybrid encryption
and decryption processes, and (5) comprehensive security
evaluation. The overall workflow is designed to ensure
confidentiality, integrity, diffusion, randomness, and
perfect data recovery. The proposed method operates
directly on binary data. Let the input file be represented as
a byte sequence
P = {p1, 02,3, -, P}

where (p_i\in [0,255]) and (L) denotes the total file size in
bytes. Unlike text-based Hill Cipher
implementations, the proposed framework processes
arbitrary Dbinary files without requiring file-format
conversion [31], [39]. Consequently, the algorithm is
independent of file structure and can be applied universally
to digital data. A complete graph (K_N) is constructed to
generate the encryption key matrix. In a complete graph,

conventional

every vertex is connected to all other vertices. The
adjacency matrix of a complete graph is defined as

ARy =] —1
where: (J) denotes an (N\times N) matrix of ones, (I)
denotes the identity matrix. The resulting matrix contains
zeros along the diagonal and ones elsewhere [40], [41].

Table 4. Example Adjacency Matrix of (K_4)
V1| V2|V3| V4

Vi| 0 1 1 1
V2| 1 0 1 1
V3| 1 1 0 1
V4 | 1 1 1 0

This matrix in Table 4 serves as the foundation for
generating the Hill Cipher key matrix. The user specifies
an integer parameter (n), from which the effective matrix
dimension is determined as

N =2n
The use of an even dimension ensures that the determinant
of the complete graph adjacency matrix remains relatively
prime to 256, thereby guaranteeing invertibility modulo
256. Experimental evaluations were conducted using
multiple values of (n), including 1, 9, 11, 99, 111, 999,
1111, and 9999. A major limitation of conventional Hill
Cipher systems is the need to repeatedly generate random
matrices until an invertible matrix is obtained [42], [43]. In
contrast, the determinant of a complete graph adjacency
matrix is analytically known:

det(A(Ky)) = (DN (N - 1)

Since

N =2n
then (N-1) is always odd, implying

gcd(N —1,256) =1
Therefore,

gcd(det(4),256) =1
and the matrix is guaranteed to possess a modular inverse.
This eliminates the costly trial-and-error process required
in conventional Hill Cipher implementations. The plaintext
file is partitioned into two segments:

P =P, UPs

Where (P_H) is processed by the Graph Hill Cipher, (P_S)
is processed by Shift128. The partitioning mechanism
ensures that all bytes can be encrypted even when the file
length is not divisible by the matrix dimension [44]. The
Graph Hill Cipher portion is divided into blocks of size (N):

P1
Bi = ( : > = [p11p2""le]T
Pn

Each block is treated as a vector in modular arithmetic

space. The total number of blocks is

| Py |

]
This  block representation enables matrix-based
transformations during encryption. For each plaintext
block (B _1i), encryption is performed using modular matrix

m =

multiplication:
C; = A(Ky) X B;(mod256)
where (A(K N)) is the graph-based key matrix, (C_i)
denotes the ciphertext block. The modulo-256 operation is
used because binary files are composed of 8-bit bytes. This
transformation introduces strong diffusion across
neighboring plaintext bytes. Residual bytes that do not fit
into complete matrix blocks are processed using Shift128
Cipher [45], [46]. The transformation is defined as
¢ = (p+ 128)(mod256)
where (p) is the plain text byte, (c) is the ciphertext byte.
This simple operation guarantees that all remaining bytes
are encrypted without requiring additional
operations. The final ciphertext file is produced by
concatenating the encrypted Hill Cipher portion and
Shift128-encrypted residual bytes:
C =CyVUCs
The resulting ciphertext maintains the same file size as the

matrix

original plaintext. This property eliminates file expansion
and preserves storage efficiency. During decryption, the
inverse matrix is computed modulo 256 using Gauss—
Jordan elimination. The inverse matrix satisfies
A7A = I(mod256)
The modular inverse is calculated once and reused
throughout the decryption process. This step constitutes the
most computationally expensive component of the
proposed framework [47], [48]. The ciphertext blocks are
recovered through
B; = A" (Ky) X C;(mod256)
where
AN (Ky)
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denotes the modular inverse adjacency matrix. This
operation reconstructs the original plaintext blocks exactly.
Residual ciphertext bytes are restored using

p = (c — 128)(mod256)
The operation reverses the Shift128 transformation and
guarantees perfect recovery of the remaining plaintext
bytes. The recovered Hill Cipher segment and Shift128
segment are merged:

P' =P, UP;
where (P') denotes the reconstructed file.
decryption is achieved when
P'=P

Experimental results confirmed that the reconstructed files
are byte-for-byte identical to the originals. Several security
metrics were employed to assess the effectiveness of the
proposed cryptosystem [49], [SO]. These metrics in Table 5
collectively confidentiality, = randomness,
diffusion, and integrity preservation.

Perfect

evaluate

Table 5. Security Evaluation Metrics

Metric Purpose
Entropy Randomness measurement
Correlation Statistical dependency
Chi-Square Uniformity evaluation
NPCR Differential attack resistance
UACI Intensity change analysis
Avalanche Effect Diffusion evaluation
MD5 Integrity verification
SHA-256 Strong integrity verification
Key Sensitivity | Key robustness assessment
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Figure 2. Overall CGHC-S128 Framework

In Figue 2, we can see the complete methodology
integrates graph theory, modular linear algebra, and binary
file cryptography into a unified encryption framework. The
guaranteed invertibility of complete graph adjacency
matrices, combined with the simplicity of Shift128 residual
processing, enables secure and reversible binary file
encryption while maintaining high entropy, strong
diffusion characteristics, and perfect file recovery [51],

[52].

Table 6. Comparison of CGHC-S128 with AES, Classical Hill Cipher,

and Hybrid Hill Cipher
Criterion AES Classic | Hybrid Proposed
al Hill Hill CGHC-S128
Cipher | Cipher
Standardized v X X X
Worldwide
Deterministic X X Partial v
Key Matrix
Generation
Analytical N/A X Partial v
Invertibility
Proof
Universal v Limited v v
Binary File
Encryption
Partition-Based X X N v
Encryption
Residual Byte Padding | Padding | Auxiliar Shift128
Protection y
Cipher
Exact File Size Partial Partial N4 N4
Preservation
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Complete Graph X X X N
Utilization
Graph-Based X X Rare v
Key
Construction
Statistical Commo Rare Commo v
Evaluation n n Comprehensi
(Entropy, ve
NPCR, UACI,
Correlation,
Avalanche)
Educational Moderat High High High
Interpretability e
Computational Moderat High Moderat Moderate
Simplicity e €
Practical v Limited N4 N4
Multimedia/Bin
ary Data
Encryption

As shown in Table 6, the proposed CGHC-S128 framework
occupies an intermediate position between the strong
security guarantees of modern standardized ciphers and the
mathematical simplicity of
cryptography. Unlike the classical Hill Cipher, which
suffers from key invertibility constraints and vulnerability
to known-plaintext attacks, CGHC-S128 employs a
deterministic  graph-derived matrix with
analytically guaranteed invertibility [53], [54]. Compared
with existing Hybrid Hill Cipher schemes, the proposed
framework introduces a complete-graph-based key

classical matrix-based

structure

construction mechanism while maintaining partition-based
processing and residual-byte protection. Although AES
remains the benchmark for practical cryptographic
security, CGHC-S128
advantages, including deterministic key generation, exact
file-size preservation, graph-theoretic key construction,
and direct applicability to arbitrary binary files. These
characteristics position CGHC-S128 as a practical graph-
based cryptographic framework for universal binary file
encryption and as an alternative research direction for

offers several distinctive

matrix-based cryptography [55], [56].

II1. RESULTS AND DISCUSSION
The proposed Graph-Based File Encryption System
employing a Complete Graph Hill Cipher and Shift128
Cipher was evaluated using two complementary simulation
scenarios. The first simulation investigated the influence of
various matrix dimensions on encryption and decryption
performance using identical PDF data. The second
simulation employed a real-world PDF document
(TestFile.pdf, 815,491 bytes) to validate the practicality,
correctness, and scalability of the proposed scheme under
realistic operating conditions [33], [57]. The matrix
dimension is determined by the user parameter n, resulting
in an effective key matrix size:
N =12n

The key matrix is generated from the adjacency matrix of a
complete graph Ky, whose determinant is

det(A(Ky)) = (DY TN - 1)
ensuring invertibility modulo 256 because N — 1is always
odd and therefore relatively prime to 256. Table 7 and Table
8 summarizes the results obtained from the first and second
simulation [58].

Table 7. Performance Evaluation of Simulation-1

File n Encryption Decryption | MDS Match
(s) (s)
F8 1 0.0079 0.0077 Yes
F7 11 0.0152 0.0189 Yes
F2 99 0.0950 0.5628 Yes
F6 | 111 0.1970 0.6833 Yes
F3 | 999 1.3022 331.6280 Yes
F5 | 1111 1.4327 440.7961 Yes
F4 | 9999 23.5724 N/A Not
Completed
Table 8. Results of Simulation-11
n Effective | Encryption | Decryption MD5
N (s) (s) Match
9 18 0.0278 0.0281 Yes
99 198 0.2407 0.7615 Yes
999 1998 2.3051 327.1143 Yes
9999 19998 64.0437 N/A Not
Completed

We can see in Table 8 that the results indicate that
encryption remains computationally efficient even when
large matrix dimensions are employed. For example,
increasing nfrom 1 to 1111 only increased encryption time
from 0.0079 seconds to 1.4327 seconds. However,
decryption exhibits significantly higher computational
complexity because the modular inverse matrix must be
computed through Gauss—Jordan elimination modulo 256.
The cubic complexity of matrix inversion becomes
increasingly dominant as matrix size grows. Consequently,
decryption time rises dramatically for large values of n,
reaching more than 440 seconds when n = 1111. To
validate practical applicability, the proposed method was
tested on a real PDF file (TestFile.pdf) containing 815,491
bytes [59].

The experimental results demonstrate a consistent trend
with  Simulation-I.  Encryption  time  increases
approximately linearly with matrix size, while decryption
time increases much more rapidly due to modular matrix
inversion. For n =9, both encryption and decryption
required approximately 0.03 seconds, indicating excellent
suitability for real-time applications. When n = 99,
encryption remained below one second and decryption
remained below one second as well, making this parameter
range highly attractive for practical deployments.
However, for n =999, decryption time increased to
327.11 seconds despite successful reconstruction of the
original file. At n = 9999, encryption was still completed
successfully in 64.04 seconds, but decryption was not
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completed within a practical observation period. A crucial
requirement of any file encryption system is the ability to
perfectly reconstruct the original file after decryption. The
integrity verification results demonstrate that the proposed
scheme achieved a 100% success rate for all completed
experiments [60].

Table 9. MD5 Integrity Verification
Scen Original MD5 Encr Decrypted MD5 Re

ario ypte sul
d t
MD5
Simul | ¢78078e74dad463b | Vario | e78078e74dad463b | Va
ation- | ad3d206blea6e333 us ad3d206blea6e333 lid
1
Simul | 72cbaf26559dfd8f5 | Vario | 72cbaf26559dfd8f5 | Va
ation- 59¢50347deal 177 us 59¢50347deal 177 lid

I

Table 10. Growth of Computational Cost

n Effective N | Enc. Time (s) | Dec. Time (s)
1 2 0.0079 0.0077
9 18 0.0278 0.0281
99 198 0.2407 0.7615
999 1998 2.3051 327.1143
1111 2222 1.4327 440.7961
9999 19998 64.0437 N/A

In Table 9 and Table 10 we can see that the encrypted files
generated entirely different MDS5 signatures compared with
the original files, confirming that significant
transformations occurred during encryption. Nevertheless,
all completed decryption processes reproduced the exact
original MD5 values. This result confirms the correctness
of the complete graph matrix inverse computation and
validates the theoretical invertibility proof derived from
graph spectral properties. The scalability behavior of the
proposed algorithm can be observed from both simulations
[61]. The results reveal two distinct computational
behaviors: (1) Encryption Phase (Dominated by matrix
multiplication, scales relatively efficiently, and suitable for
large files). (2) Decryption Phase (Dominated by modular
matrix  inversion and complexity
proportional to:

approximately

O(N?®)
becomes the primary computational bottleneck. Figure 3 and
Figure 4 illustrate the dramatic increase in decryption time
as matrix size grows. While encryption exhibits moderate
growth, decryption demonstrates exponential-like behavior
due to the cost of modular inverse computation [62], [63].

Comparison of Cryptographic Methods on Key Parameters
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Figure 3. Encryption and Decryption Time Comparison
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Figure 4. Matrix Size and Encryption-Decryption Time Comparison
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Figure 5. Complete Graph Encryption Workflow

Figure 5 presents the overall workflow of the proposed
scheme. The plaintext file is divided into two segments: the
primary segment is processed using the Complete Graph
Hill Cipher, while the residual bytes are protected using the
Shift128 Cipher. Both outputs are subsequently merged
into the final ciphertext file. The experimental findings
suggest that increasing the matrix dimension substantially
enlarges the transformation space generated by the
complete graph adjacency matrix. Since the determinant
remains relatively prime to 256 regardless of the chosen
matrix size, invertibility is always guaranteed.
Furthermore, the resulting ciphertext exhibits completely
different MDS5 hashes from the original file, demonstrating
strong diffusion characteristics. Even though the same PDF
document was encrypted repeatedly, changing the matrix
size generated entirely different ciphertext outputs. This
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behavior increases resistance against ciphertext pattern
analysis and known-plaintext attacks. The complete graph
structure also provides an elegant mathematical foundation
because the invertibility condition can be analytically
proven rather than experimentally verified. This property
distinguishes the proposed approach from many
conventional Hill Cipher variants that require repeated
random matrix generation until an invertible matrix is
found [64].

Combining both simulation scenarios demonstrates that the
proposed Complete Graph Hill Cipher + Shift128 Cipher
framework successfully achieves reliable file encryption,
guaranteed matrix invertibility, and perfect file
reconstruction. The experiments confirm that the method
remains highly efficient for moderate matrix dimensions
(n =9-99), where encryption and decryption are
completed within less than one second while maintaining
full data integrity. Although very large matrix dimensions
(n = 999) provide increased transformation complexity,
they also introduce substantial computational overhead
during modular inverse computation. Therefore, a practical
trade-off exists between security strength and execution
efficiency. Based on the observed results, values of
nbetween 9 and 99 appear to provide the most balanced
configuration for real-world deployment, offering strong
cryptographic transformation while preserving excellent
computational performance [65].

To further assess the cryptographic strength of the
proposed Complete Graph Hill Cipher and Shiftl128
framework, several standard security metrics were
evaluated using the original PDF file (7estFile.pdf) and its
corresponding encrypted version. In addition, a key
sensitivity experiment was conducted by encrypting the
same plaintext using a slightly modified key parameter.
The objective of this evaluation was to investigate
randomness, diffusion capability, statistical resistance, and
key sensitivity characteristics of the proposed encryption
scheme. The experimental results demonstrate that the
proposed algorithm exhibits strong cryptographic
properties. This result indicates that the encrypted file
exhibits near-uniform byte distribution and significantly
reduced statistical predictability. While the original PDF
file exhibited a correlation coefficient of 0.018530, the
encrypted file achieved a value of —0.000795, which is
extremely close to zero. This observation confirms that the
encryption process effectively destroys the structural
relationships present in the plaintext and generates
statistically independent ciphertext bytes. Furthermore, the
measured avalanche effect reached 49.9241%, which is
remarkably close to the ideal value of 50%. This result
indicates small changes in the input propagate throughout
the ciphertext, causing approximately half of all output bits
to change. Such behavior is a desirable property in modern

cryptographic systems because it increases resistance
against differential and statistical attacks. We can see this
information in Table 11, Figure 6, and Figure 7 [66].

Table 11. Comprehensive Security Evaluation Results

Metric Original | Encrypte Ideal Interpretatio
File d File Value n
Entropy 797771 7.999810 8.00000 Excellent
1 0 randomness
Correlation | 0.01853 | -0.000795 | 0.00000 Very low
0 0 dependency
Avalanche - 49.9241 50.0000 Excellent
Effect (%) diffusion
Chi-Square - 215.0047 Low Uniform
distribution
Chi-Square - 0.967350 >0.05 Passed
P-value
Randomnes - 0.875556 >0.05 Passed
s P-value
Mean - 85.8197 High Strong
Difference ciphertext
change
Maximum - 255 255 Maximum
Difference diffusion
Key - 99.6114 100 Excellent
Sensitivity
(%)
0 2 4 6 8
D — o
Original
0 2 4 6 8
O  m——— ] o
Encrypted
e — @ i
-Ill closer to the ideal maximum of 8. Better Security

Figure 6. Entropy Improvement After Encryption

A secure encryption algorithm should eliminate statistical

relationships among neighboring bytes, effectively
removing observable dependencies within the data stream.
The near-zero correlation value demonstrates that the
ciphertext does not preserve the structural patterns inherent
in PDF documents. The avalanche effect in Figure 8 is a
fundamental criterion for evaluating diffusion properties in
cryptographic systems. The obtained value of 49.9241% is
extremely close to the theoretical optimum of 50%.
AE = 49.9241%

This means that a one-bit modification in the input affects
nearly half of all output bits, thereby making differential

cryptanalysis significantly more difficult [67].
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Figure 8. Avalanche Effect

In Table 12 and Table 13 we can see that the chi-square test
produced a value of 215.0047 with a p-value of 0.967350.
Since the p-value is significantly larger than the
conventional significance threshold of 0.05, the null
hypothesis of uniform distribution cannot be rejected.
Likewise, the randomness test generated a p-value of
0.875556, indicating that the ciphertext behaves as a
statistically random sequence [68].

Table 12. Statistical Randomness Tests

Test Value Threshold | Result
Chi-Square P-value | 0.967350 >0.05 Pass
Randomness P- 0.875556 >0.05 Pass
value

Table 13. Differential Characteristics

Metric Value
Mean Difference 85.8197
Maximum Difference 255

These results provide strong statistical evidence that the
ciphertext does not exhibit detectable non-random patterns.
Differential analysis measures the magnitude of changes
introduced by the encryption process. The observed mean
difference of 85.819718 and maximum difference of 255
indicate substantial transformation between plaintext and
ciphertext bytes. The maximum difference observed
reached the theoretical maximum value of 255,
demonstrating that certain plaintext bytes were transformed
into completely different ciphertext values. These findings
confirm the strong diffusion capability of the proposed
scheme. One of the most important requirements of a

secure cryptographic system is high key sensitivity. To
evaluate this property, we can see in Figure 9 and Figure 10,
the same PDF file was encrypted twice using slightly
different matrix parameters, and the resulting ciphertexts
were compared. The obtained key sensitivity value
reached:
99.6114%

which is extremely close to the ideal value of 100%. This
result indicates that a minor modification of the encryption
key produces an almost entirely different ciphertext.
Consequently, attackers cannot predict ciphertext behavior
even when only small key variations occur [69].

Ideal Obtained
% e
@ 100% ull 99.6114%
0% 25% 50% 75% 100%
| | | | o |
A
99.6114%

S
The obtained sensitivity of 99.6114% s very close to the ideal value (100%),
indicating excellent model performance in correctly identifying positive cases.

Figure 9. Key Sensitivity Evaluation

Original File Histogram Encrypted File Histogram

8000

6000

4000

150 200 250 L] 50 100 150 200

Figure 10. Histogram Visualization

The comprehensive security evaluation demonstrates that
the proposed Complete Graph Hill Cipher and Shift128
framework satisfies critical ~ cryptographic
requirements simultaneously. The ciphertext achieves ideal
avalanche behavior, strong differential characteristics,
successful statistical randomness tests, and extremely high
key sensitivity. Collectively, these results indicate that the

several

proposed graph-based encryption scheme provides a robust
level of confidentiality and exhibits strong resistance
against  statistical, differential, and  key-related
cryptanalytic attacks. The obtained performance is
comparable to the characteristics expected from modern
symmetric encryption while retaining the
mathematical elegance and guaranteed invertibility
properties of complete graph adjacency matrices [70].

systems

Beyond statistical security evaluation, an end-to-end
validation experiment in Table 14 and Table 15 was
conducted using an original PDF document, its encrypted
counterpart, and the corresponding decrypted file. The
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objective was to verify whether the proposed encryption
framework preserves data integrity while simultaneously
producing statistically secure ciphertext. The experimental
results demonstrate that all three files maintained the same
file size of 815,491 bytes, indicating that the proposed
encryption scheme does not introduce file expansion or
compression artifacts. Such a property is desirable for

Although numerically small, this increase is highly
significant because the original PDF already possesses
relatively high entropy due to compressed document
structures. The ciphertext entropy is only 0.0024% below
the theoretical maximum entropy value of 8, indicating that
the encrypted file behaves almost identically to a random
byte stream. The proposed scheme was further evaluated

practical file protection systems because it preserves through NPCR, UACI, and Avalanche Effect
storage requirements and transmission efficiency. = measurements [72].
Furthermore, both MD5 and SHA-256 hash values of the
decrypted file were identical to those of the original file, Table 16. Differential Attack Resistance
confirming perfect reconstruction of the plaintext after Metric Obtained Value | Ideal Value
decryption [71]. NPCR (%) 99.6061 >99
UACI (%) 33.6548 ~33
Table 14. End-to-End File Validati Avalanche (%) 49.9241 ~50
Prop Original Encrypted Decrypted
erty PDF PDF PDF Table 17. Security Performance Scorecard
File 815,491 815,491 815,491 Security Criterion Result Assessment
Size MDS Integrity Match Pass Excellent
(Byt SHA-256 Integrity Match Pass Excellent
es) Entropy 7.999810 Excellent
MDS5 | 72cbaf26559 | ad643caad50 | 72cbaf26559 Correlation -0.000795 | Excellent
dfd8f559¢503 | 7bb94bcd313 | dfd8f559¢503 Chi-Square Test Pass Excellent
47deall77 e07484£c93 47deall77 Randomness Test Pass Excellent
SHA | 50abc85f... ebbc2411... 50abc85f... NPCR 99.6061% | Excellent
-256 UACI 33.6548% | Excellent
Integ — No Yes Avalanche Effect 49.9241% | Excellent
rity File Recovery 100% Excellent
Matc
h We can see in Table 16 and Table 17 that the NPCR value of
Reco — — 100% 99.6061% indicates that nearly all ciphertext bytes differ
vera from the corresponding plaintext bytes after encryption.
bility Similarly, the UACI value of 33.6548% closely matches
the theoretical optimum of approximately 33%, suggesting
Table 15. Statistical Characteristics Before and After Encryption strong average intensity variation between plaintext and
Metric Original | Encrypted | Decrypted ciphertext. The avalanche effect reached 49.9241%, which
Entropy | 7.977711 | 7.999810 7977711 is extremely close to the ideal value of 50%. Collectively,
Correlation | 0.018530 | -0.000795 | 0.018530 these metrics confirm that the proposed algorithm exhibits
Chi-Square | 30345.36 215.00 30345.36 excellent diffusion characteristics and strong resistance
P-value 0.0000 0.96735 0.0000 against differential cryptanalysis. For easier interpretation,

The matching cryptographic hashes demonstrate that the
proposed decryption process is lossless and fully
reversible. Consequently, the encryption scheme satisfies
one of the most fundamental requirements of secure file
encryption systems. The encrypted file exhibits a dramatic
statistical transformation compared with the original
document. This indicates that the byte distribution of the
ciphertext approaches a uniform random distribution,
which significantly complicates statistical cryptanalysis.
The entropy gain achieved by the proposed algorithm can
be quantified as

AH = Hencrypted - Horiginal

= 7.999810 — 7.977711

= 0.022099

the obtained results can be summarized into a

cryptographic security scorecard [73].
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Figure 12. Histogram Visualization of Original, Encrypted, And
Decrypted File

In Figure 11, Figure 12, and Figure 13, we can see that the
combined results of NPCR, UACI, avalanche effect, MD5
verification, and SHA-256 verification provide strong
evidence that the proposed Complete Graph Hill Cipher
and Shift128 framework successfully satisfies the major
security requirements expected from a modern file
encryption system. The ciphertext exhibits near-ideal
randomness characteristics, high diffusion capability,
strong sensitivity to plaintext transformations, and
complete reversibility. Most notably, the decrypted file
perfectly reproduces the original PDF with identical MD5
and SHA-256 signatures, confirming both correctness and
reliability of the proposed graph-based cryptographic
framework. The effectiveness of an encryption algorithm

can be quantitatively evaluated by measuring how
significantly the statistical properties of the plaintext are
transformed into ciphertext. Table 18 and Table 19 presents
the statistical characteristics of the original, encrypted, and
decrypted PDF files obtained from the proposed Complete
Graph Hill Cipher framework [74].

Avalanche Effect Comparison

40

Avalanche (%)
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=
-
g
a
4

TestFile_enci

Figure 13. Histogram Visualization of Avalanche Effect Comparison

Table 18. Statistical Transformation of PDF Data

Metric Original | Encrypted | Decrypted
PDF PDF PDF

File Size 815,491 815,491 815,491

(Bytes)

Entropy 7.977711 7.999810 7.977711
Correlation | 0.018530 -0.000795 0.018530
Chi-Square | 30,345.36 215.00 30,345.36

P-Value 0.000000 0.967350 0.000000
MDS5 Match Yes No Yes

SHA-256 Yes No Yes
Match

The results reveal three important observations. First, the
encryption process significantly modifies the statistical
distribution of byte values without changing the file size.
Second, the ciphertext exhibits near-ideal randomness
characteristics. Third, the decryption process perfectly
restores the original statistical profile, demonstrating
complete reversibility of the proposed cryptosystem.
Information entropy measures the uncertainty of a data
source [75], [76]. In Figure 14, For an 8-bit file, the
theoretical maximum entropy is:
Hipgx =8
The encrypted PDF achieved an entropy value of:
Hepe = 7.999810

which corresponds to an entropy utilization efficiency of

Ny = Hene 10004

max

_7.999810

8
= 99.9976%

X 100%
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This result indicates that the ciphertext is only 0.0024%
away from perfect randomness. A secure encryption
algorithm should eliminate the natural dependency among
neighboring bytes [77]. To quantify this capability, the
correlation suppression ratio (CSR) can be calculated as
CSR = (1—M) x 100%
| orig |
Substituting the obtained values:

/. 0.000795
csR = (1- 5018830
= 95.71%

) x 100%

ORIGINAL PDF

0,
] G
ﬂ ENCRYPTED PDF 99.9976%
DECRYPTED PDF 99.72%

3

QL

@ HIGH ENTROPY UTILIZATION

(7.978/8)

close to the maximum (8)

Figure 14. Entropy Utilization

Table 19. Correlation Reduction

Dataset Correlation
Original PDF 0.018530
Encrypted PDF | -0.000795
Reduction 95.71%
The  encryption  process  successfully  removes

approximately 96% of the detectable linear relationship
among adjacent bytes. The chi-square statistic provides a
measure of how closely a byte distribution approaches a
uniform distribution. The reduction achieved by the
proposed method is
Ayx? = 30345.36 — 215.00
= 30130.36
which corresponds to
99.29%
improvement toward uniformity [78], [79]. Furthermore,
the encrypted file achieved
P =0.967350
which is substantially larger than the commonly accepted
threshold:
P > 0.05
indicating that the ciphertext distribution is statistically
indistinguishable from a uniform random distribution.
Another noteworthy observation is the complete
transformation of both MD5 and SHA-256 digests after
encryption. The drastic difference between the original and
encrypted hash values demonstrates that the encryption
process introduces extensive modifications throughout the
entire file. Simultaneously, the restoration of identical hash
values after decryption confirms the mathematical
correctness of the inverse graph matrix operation [80].

Table 20. Uniform Distribution Improvement

Dataset Chi-Square
Original PDF 30,345.36
Encrypted PDF 215.00
Improvement 99.29%

Table 21. Hash Transformation Analysis

Hash Original Encrypted Decrypted
Functi
on
MD5 72cbaf26...1 | ad643caa...fc | 72cbaf26...1
177 93 177
SHA- | 50abc85f...2 | ebbc2411...4 | 50abc85f...2
256 3a2 914 3a2

Entropy Quality SN Ny 9 9959,

Correlation Resistance AR NN NN [N S0 N T N Y T O A T 95.71%

N TN Y U R P W M R N 99 299,

Uniform Distribution

N TR L O 0 O O R R R R R 100.00%

Hash Transformation

O O P Y T B A W WO 1 00.00%

Data Recovery

O O Y Y Y TP s S MWW 1 0000 0%

Integrity Preservation

\
overaLL securiTy score - - 99.83%
* ok kKK |

Figure 15.0verall Statistical Quality Assessment

We can see in Table 20, Table 21, and Figure 15 that the
statistical evidence demonstrates that the proposed
Complete Graph Hill Cipher successfully transforms
structured PDF data into ciphertext exhibiting near-ideal
cryptographic characteristics. Moreover, both MD5 and
SHA-256 hashes are completely altered after encryption
yet perfectly restored after decryption. These findings
collectively confirm that the proposed graph-based
cryptosystem simultaneously achieves confidentiality,
randomness, diffusion, and exact data recovery, making it
suitable for secure binary file protection applications. It is
important to note that the proposed CGHC-S128
framework operates directly in the binary-file domain
rather than on textual data. Consequently, the encryption
process is inherently applicable to virtually all forms of
digital information, including PDF documents, images,
videos, compressed archives, executable files, and other
arbitrary binary formats [81]. In this study, PDF files were
selected as representative test data because they contain
complex binary structures commonly found in real-world
digital documents. Although the Shift128 mechanism may
appear mathematically simple when viewed in isolation, its
effect in the binary-file domain is considerably more
significant. Even a single-bit alteration in a structured
binary file can corrupt critical headers, metadata, object
references, or internal encoding structures, rendering the
file partially or completely unreadable. Therefore,
modifying residual bytes through Shift128 contributes to
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effective data obfuscation despite its computational
simplicity. Moreover, the residual-byte transformation is
not employed as a standalone security mechanism; rather,
it functions as a complementary component within the
broader CGHC-S128 architecture, where binary-file
partitioning and graph-based matrix encryption provide the

primary confusion and diffusion properties. The
combination of partition-based processing, matrix
transformations, and residual-byte protection creates

multiple layers of security that collectively make ciphertext
interpretation and file reconstruction significantly more
difficult without knowledge of the correct key parameters
[79].

IV. CONCLUSION
The proposed CGHC-S128 framework introduces a graph-

based cryptographic approach for universal binary file
encryption by leveraging deterministic graph-matrix
transformations and residual-byte protection mechanisms.
Unlike conventional Hill Cipher implementations that
require repeated searches for valid invertible key matrices,
the proposed method utilizes complete graph adjacency
matrices who’s modular invertibility can be analytically
guaranteed. Experimental evaluations on binary PDF files
demonstrated that the proposed framework successfully
preserves file size, achieves perfect file reconstruction, and
produces  ciphertext with  strong  cryptographic
characteristics. The obtained entropy value of 7.999810,
correlation coefficient of —0.000795, avalanche effect of
49.9241%, NPCR of 99.6061%, UACI of 33.6548%, and
key sensitivity of 99.6114% collectively indicate that the
generated ciphertext exhibits near-ideal randomness,
strong diffusion, and high resistance against statistical and
differential cryptanalysis. Furthermore, MD5 and SHA-
256 verification confirmed lossless recovery of the original
file after decryption, demonstrating the correctness and
reversibility of the proposed graph-based encryption
framework. Although the proposed method achieves
promising security and integrity results, several open
research challenges remain. First, the computational
overhead associated with modular matrix
becomes significant for very large matrix dimensions,
indicating a need for more efficient inverse computation
strategies. Second, the current evaluation focuses primarily
on PDF-based binary data and should be extended to
broader datasets including images, videos, archives,
executables, and large-scale multimedia files. Third, future
studies should investigate resistance against known-

inversion

plaintext, chosen-plaintext, chosen-ciphertext, and
algebraic attacks to provide stronger -cryptanalytic
evidence. In addition, integrating dynamic graph

structures, chaotic key generation mechanisms, sparse
graph representations, or adaptive partition-selection
strategies may further improve both security and

computational efficiency. These directions constitute
promising opportunities for advancing graph-based
cryptography toward practical deployment in large-scale
secure storage, cloud computing, multimedia protection,
and next-generation digital security applications
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