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Abstract 

Increasingly, digital forensic investigations require a quick, reliable, and privacy-preserving 

assessment of case materials before formal forensic examination. Existing approaches to forensic 

readiness are, however, infrastructure-based and inadequately support the completeness of 

evidence, the identification of evidence gaps, and preparation of a structured investigation at the 

case level. This study introduces a privacy-preserving framework for assessing digital 

investigation readiness called DOLPHIN, which integrates offline large language models with 

retrieval-augmented generation to provide evidence-based investigation support. Thirty sets of 30 

cases of structured investigation scenarios were created under five evidence-completeness 

conditions: complete-evidence, partial-evidence, and low-evidence cases. A Forensic Readiness 

Index was scored for each case across six categories of evidence: victim statement, FIR/CSR, 

CCTV evidence, witness statement, ownership documents, and metadata. The deficiencies were 

categorized using a taxonomy of evidence gaps. Evidence gaps were classified into four categories: 

documentation gaps, corroboration gaps, visual gaps, and time gaps. To ensure that critical 

investigation data is not processed in the cloud, the framework was deployed locally with the help 

of LM Studio, AnythingLLM, and Qwen 3. The experimental results indicated that DOLPHIN 

obtained a readiness classification accuracy of 92.0% and excellent evidence-gap detection 

performance with F1 scores ranging from 90.27% to 94.60%. The retrieval performance with 

metadata-filtered RAG was found to be superior, with 90.33% top-1 accuracy, 99.67% top-3 

accuracy, and 94.06% mean reciprocal rank. The unsupported output rate went down from 16.33% 

to 2.00% when using metadata-filtered RAG. DOLPHIN also significantly reduced the mean 

preparation time, from 15.46 to 4.41 minutes per case, and increased the completion rate for 



reports. The results show the potential of offline LLM-RAG systems to aid in investigation-

readiness assessment in a human-centered and interpretable way while preserving privacy. 

Keywords: Digital forensics; forensic readiness; offline Large Language Models; Retrieval-

Augmented Generation; evidence-gap taxonomy; investigation readiness 

1. Introduction 

A major challenge in digital forensics investigations is the complexity of the investigation, which 

often contains substantial amounts of diverse digital and documentary evidence in criminal, civil, 

and administrative cases. Records of complaints, victim statements, CCTV footage, victim 

information, ownership records, metadata, device records, communication logs, and other 

supporting documents may need to be considered by investigation teams prior to formal forensic 

examination. Manual review of evidence becomes tedious and inconsistent as the volume and 

variety of evidence grow, especially in a resource-poor investigative setting. The workload and 

amount of data for digital forensic investigators are growing, and automated evidence processing 

is a critical trend for the future of forensic practice, according to Du et al. (2020). In the same way, 

Nayerifard et al. (2023) noted that machine learning has received a lot of attention in digital 

forensics due to the ever-increasing volume and complexity of digital evidence. 

While historically digital forensic strategies have been centered on evidence acquisition, 

preservation, examination, and reporting, many investigations will also need some degree of 

“preparation” in which the extent to which existing case materials are complete and usable is 

evaluated. The significance of this stage is that incomplete complaint documentation, missing 

corroborative evidence, visual evidence, and evidence metadata may hinder the investigation and 

affect the interpretation of the evidence. Preparing for digital forensics has thus come to be known 

as a proactive strategy for ensuring that the relevant evidence can be identified, preserved, and 

effectively used. More recent research on forensic readiness in software-defined networks, 

database systems, cloud-based systems, and big data infrastructures has confirmed that readiness 

has become a fundamental requirement for effective and successful investigations (Karie and Valli, 

2021; Albugmi, 2024; Akilal and Kechadi, 2025). Many of the current readiness frameworks, 

however, are infrastructure-based and lack any meaningful mechanism to evaluate a specific 

investigation file to see if it is complete enough to continue forensic processing. 



The potential for using artificial intelligence to ease the strain on forensic analysis, including 

evidence triage, classification, entity extraction, pattern recognition, and report generation, has 

been explored. Machine learning and deep learning models have been used in various fields, 

including image forensics, malware detection, memory forensics, file classification, and network 

analysis. But there are many AI-based forensic instruments for post-acquisition analyses, not for 

the early stages of investigation preparation. Further, forensic AI systems must meet the 

requirements of transparency, reliability, reproducibility, and human verification that are higher 

than the normal standards due to the fact that they may be used in legal or investigative decisions. 

To achieve these requirements, there will need to be a shift from black-box automation to 

interpretable decision-support frameworks that can clearly communicate the role of evidence 

availability in investigative readiness. 

The advent of large language models has opened new frontiers for supporting digital forensics in 

processing unstructured text, summarizing case materials, extracting information from case 

materials, answering natural language questions, and creating structured reports. Wickramasekara 

and Scanlon (2024) proposed that LLMs can enhance the efficiency of digital forensic 

investigations but also highlighted issues of bias, explainability, infrastructure, and legal and 

ethical concerns. Similarly, LLMs can potentially revolutionize the digital forensic processes, but 

they need to be deployed in a way that ensures the handling of hallucination, interpretability, bias, 

and accountability (Yin et al., 2025). Chernyshev et al. (2026) also identified LLMs as a new 

research trend within digital forensics but noted that it is important to use them carefully and in a 

controlled manner. 

While multi-purpose LLMs can be powerful tools, they are not well-equipped for sensitive forensic 

uses. They can make unrefuted claims, use pre-existing information as proof, and leak sensitive 

information if they are being used through cloud-based APIs. The restrictions are especially 

significant in investigative situations where case documents can include private, confidential, and 

legally relevant information. For this reason, recent studies, including ForensicLLM, have focused 

on the deployment of local LLMs in the digital forensic domain to minimize reliance on cloud 

infrastructure and enhance the domain's suitability (Sharma et al., 2025). However, local 

deployment alone cannot fully address the issue of evidence grounding. A forensic LLM must 

ensure its output is based on the correct case materials and has no unsupported claims. 



Retrieval-Augmented Generation (RAG) is a potential solution to this issue because it uses 

retrieved documents to guide the LLM responses instead of just relying on pre-trained knowledge. 

Gao et al. (2023) explained that RAG can improve the accuracy, credibility, and traceability of 

generated outputs by incorporating information from external knowledge sources. Chen et al. 

(2023) also demonstrated that RAG can reduce hallucination, but there are challenges with noise, 

information integration, and false context handling. These are critical challenges in the forensic 

investigation context, where there can be several similar files within a single case, and finding the 

"wrong" file could lead to the misleading assessment of a case's readiness. Thus, forensic RAG 

systems must not only be able to perform semantic retrieval but also be able to separate cases, 

filter for metadata, and verify humanly. 

To meet these challenges, this study introduces DOLPHIN, a privacy-preserving framework for 

assessing digital investigation readiness that leverages offline large language models and retrieval-

augmented generation. DOLPHIN is developed to assist with the preparation of investigations 

prior to formal forensic examination. The framework is composed of four main elements: an 

offline LLM for local reasoning, a RAG pipeline for retrieving evidence grounded in the 

document, an Evidence Gap Taxonomy for assessing the lack or incompleteness of evidence at the 

case level, and a Forensic Readiness Index for providing a quantitative score of case-level 

evidence. DOLPHIN does not generate an independent forensic opinion but rather acts as a human-

centered decision-support system for investigators to help them organize case materials, calculate 

readiness level, highlight evidence gaps, and create structured readiness reports. 

The most significant result of this study is defining the preparation of an investigation as a 

measurable and privacy-preserving step in the digital forensic lifecycle. First, the study suggests 

an index of forensic readiness that transforms the availability of the various evidence types into a 

clear readiness score. Second, it introduces an evidence gap taxonomy that categorizes the gaps in 

evidence into documentation, corroboration, visual evidence, and timeline gaps. Third, it has a full 

offline LLM-RAG workflow to ensure confidentiality and minimize reliance on cloud AI services. 

Fourth, it analyzes metadata-filtered RAG as a way to enhance the reliability of retrievals and 

minimize outputs not supported by the metadata. Lastly, it shows that, with consumer-grade 

hardware, AI-based investigation-readiness assessment is feasible and can be applied in 

educational, investigative, and resource-constrained forensic settings. 



The rest of this paper is organized as follows. The second section summarizes the relevant literature 

on digital forensic readiness, including the role of AI in digital forensics, LLM-assisted 

investigations, the application of RAG in LLM-assisted investigations, privacy-preserving AI, and 

evidence-gap assessments. The methodology and experimental setup, such as the construction of 

the benchmarks, evidence-completeness coding, FRI scoring, RAG configuration, evaluation 

metrics, and ethical considerations, are described in Section 3. The results of the experiments with 

respect to readiness classification, detection of evidence gaps, retrieval performance, unsupported-

output reduction, efficiency of preparation time, and report completeness are reported in Section 

4. Section 5 discusses the implications, limitations, and future directions for research. Section 6 

concludes the study. 

2. Literature Review  

2.1 Digital Forensic Readiness & Investigation Preparedness 

The concept of digital forensic readiness has become an important topic in the cybercrime 

investigation of today as organizations and investigative agencies are now expected to gather, 

preserve, and organize digital evidence prior to a formal investigation. A traditional approach to 

digital forensics practice tends to be reactive, starting after an incident has taken place. Recent 

studies also indicate that there are potential adverse outcomes of the reactive approach, including 

evidence loss, delayed investigation, incomplete evidence documentation, and higher investigative 

cost. Forensic readiness thus seeks to assure the availability of the relevant evidence sources, logs, 

metadata, documentation, and procedural controls in a legally and technically usable format prior 

to or early in the investigation. 

Over the last few years, forensic capabilities have been extended from traditional computing 

devices to the cloud, databases, software-defined networks, industrial systems, and the IoT 

environment. The challenges in implementing digital forensic readiness in software-defined 

networks have been pointed out by Karie and Valli (2021) due to the changes in the new network 

architectures from the old evidence collection and monitoring methods. In a proposed Digital 

Forensics Readiness Framework by Albugmi et al. (2024), the authors highlighted the following 

elements: risk assessment, data classification, monitoring and logging, access control, encryption, 

backup, recovery, and incident response. Likewise, Akilal and Kechadi (2025) discussed cloud 



readiness in digital forensics, an open-source approach to law-enforcement request management 

designed to facilitate cloud service providers and consumers in the process of meeting cross-border 

evidence access and law-enforcement requests. 

These studies show that forensic readiness extends beyond the technical level of acquiring 

evidence. This also encompasses organizational readiness, evidence documentation, privacy 

protection, retrieval, compliance, and decision support. But most of the forensic readiness 

frameworks are infrastructure-centric and are based on system logs, databases, cloud 

environments, or network architectures. There has been less focus on investigation readiness for 

cases, where the presence, or absence, of victim statements, formal complaints, CCTV footage, 

witness statements, ownership evidence, and metadata would need to be evaluated before more in-

depth investigation. This provides a methodological opportunity to develop a structured readiness-

scoring model that would be able to rate a case file as ready for investigation. 

2.2 Artificial Intelligence in Digital Forensics 

With the ever-increasing volume and complexity of digital evidence, artificial intelligence (AI) 

has become an area of interest for overcoming these challenges. Digital forensic laboratories are 

frequently burdened with high volumes of data, heterogeneous evidence formats, and high case 

backlogs and are time-consuming when manually analyzing the evidence. Du et al. (2020) noted 

that AI evidence processing tools could enhance forensic capacity by categorizing, prioritizing, 

and analyzing the large amounts of evidence. More recent reviews have supported this argument 

by highlighting the use of machine learning/deep learning techniques in image forensics, malware 

analysis, memory forensics, network forensics, file classification, and evidence triage. 

In 2023, Nayerifard et al. performed a systematic review of the application of machine learning in 

digital forensics, concluding that machine learning techniques have been applied in various digital 

forensic fields to detect and analyze digital evidence. Tageldin et al. (2023) also highlighted that 

automated evidence processing can enhance the capacity of forensic analysis and case processing, 

especially through classification, clustering, and triage techniques. AI has also been mentioned as 

a crucial solution for managing diverse devices, distributed data sources, and vast amounts of 

evidence extraction in smart and IoT environments. 



Despite these advancements, issues of explainability, reliability, reproducibility, bias, and legal 

admissibility continue to hinder the use of AI in digital forensics. Many AI models are considered 

"black boxes," which are models that lack explainability. Many AI models are black boxes, which 

are models that lack explainability. Furthermore, many systems do not address investigation-

readiness assessment but rather only classify artifacts or extract evidence. Thus, although AI can 

speed up the forensic analysis process, there is a need for decision-support frameworks that are 

transparent, interpretable, and verifiable by humans as part of the early stages of preparing for 

investigations. 

2.3 Large Language Models for Digital Forensic Investigation 

Recently, LLMs have become popular in the field of digital forensics because they can understand 

unstructured text, summarize long documents, identify entities, make reports, and let people ask 

natural language questions about case materials. Wickramasekara et al. (2025) investigated the use 

of LLMs to enhance the effectiveness of digital forensic investigations and found opportunities to 

use LLMs for traceability, workload reduction, and assistance in investigations. Yin et al. (2025) 

presented a comprehensive systematic review of the application of LLMs in digital forensics, 

concluding that LLMs have the ability to transform digital forensics processes, helping with 

evidence analysis, case summarization, and decision support. They also pointed out the hazards of 

hallucination, bias, interpretability, ethical use, and standardization, however. 

There have been recent empirical studies that started to shift from a general discussion to domain-

specific implementation. Fozia Sharma et al. (2025) introduced ForensicLLM, a local large 

language model fine-tuned with question-answer data from forensic literature and curated artifacts. 

Their study is significant as it directly tackles two important issues that have been raised in the 

field of forensics. AI: the lack of domain specialization in general-purpose LLMs and the privacy 

concerns of cloud-based APIs. Other recent studies have suggested the use of a forensic chatbot 

based on LLMs and NER to examine the system logs, emails, and metadata. The results indicate 

the potential of LLMs to aid investigators in structuring and analyzing evidence, while 

emphasizing the necessity of grounding, source attribution, validation, and human oversight in 

forensic applications. 



The focus of the present study is similar but not the same as this young stream of research. 

DOLPHIN adopts offline LLM reasoning for investigation-readiness assessment, rather than just 

LLM forensic artifact extraction or general question answering. The framework is based on the 

completeness of the case materials, the missing evidence, how readiness can be measured, and 

how readiness reports can be created prior to the formal forensic analysis. 

2.4 Retrieval-Augmented Generation for Evidence-Grounded Reasoning 

One major challenge of LLMs is that they sometimes produce fluent, but unsupported and factually 

inaccurate, output. In forensic and legal settings, where decisions rely on the truth and accuracy of 

statements, this issue can be particularly dire, potentially leading to incorrect conclusions and 

compromising the integrity of evidence. To mitigate hallucination, the idea of Retrieval-

Augmented Generation (RA-Gen) with external documents or domain-specific knowledge bases 

has been proposed. Gao et al. (2024) introduced RAG and summarized its characteristics. RAG 

enhances both the accuracy and credibility of the generated results while also providing 

traceability, as it is based on the LLM's reasoning and retrieved knowledge. Chen et al. (2024) 

evaluated LLMs for RAG tasks and demonstrated that, although retrieval boosts performance, 

LLMs can also be susceptible to negative rejection, noisy context, information integration, and 

false information. 

These results have significant implications for digital forensics. Forensic records may contain 

identical words in varying cases, and misinterpretation of an incorrect record can result in errors. 

Therefore, it is not advisable to use semantic similarity as the sole criterion for RAG in forensic 

applications. It also needs to be separated at the case level, filtered by metadata, and carefully 

validated for context retrieval. There is also recent research focusing on forensic LLMs, which 

reinforces the significance of retrieval and source attribution since the results of an LLM cannot 

be separated from evidence records. To realize this principle, DOLPHIN combines offline RAG 

with metadata-based filtering. The purpose is not just to produce a fluent report but to have the 

"readiness" scores, evidence gaps, and recommendations supported by the case materials that are 

uploaded. This approach is significant because it must demonstrate with evidence that the 

investigation employed traceable reasoning for readiness classification. 

2.5 Privacy-Preserving and Offline AI Systems 



The privacy issue is one of the major concerns in the field of forensic investigation since case files 

may contain personally identifiable information, victim information, witness statements, sensitive 

information in metadata, and evidence that is restricted under the law. There could be security 

issues related to data transmission, storage, third-party access, and the uncertain nature of the data. 

Recent forensic-AI research has focused on the deployment of LLM services locally and offline, 

given these concerns. The use of APIs and powerful infrastructure that reside in the cloud poses a 

limitation in forensic applicability, especially when dealing with resource-constrained and 

privacy-protective settings, as pointed out by Sharma et al. (2025). 

Advantages in terms of forensic readiness in the offline deployment. It helps keep case material in 

the investigator's local system instead of on the internet, reduces the need for internet connectivity, 

and provides the ability for the organization to control the prompts, embeddings, retrieved context, 

and reports generated. This advantage holds particularly true during the initial stages of 

investigation preparation, when documents may remain unprocessed or un anonymized. Offline 

systems, however, need to be functional as well. Small police stations, legal offices, or academic 

forensic laboratories may limit enterprise-level hardware. To tackle this challenge, the present 

study demonstrates DOLPHIN on consumer-grade hardware with a local inference platform and a 

local knowledge/RAG environment. This is a step toward the possibility of providing privacy-

preserving aids for investigations using AI without cloud-based services or enterprise computing 

infrastructure. 

2.6 Scoring Models, Checklists, and Evidence-Gap Assessment 

There are multiple forensic-ready studies that have suggested frameworks, maturity models, and 

checklists to measure the preparedness of organizations. These models can be beneficial in 

determining if an organization has policies, controls, logging systems, incident-response systems, 

and evidence handling systems. However, these models tend to focus on the organizational or 

infrastructure level. They typically provide a qualitative assessment of an investigation file rather 

than a numerical score, indicating its completeness for further investigation. In practice, readiness 

is dependent on the presence and quality of case-specific evidence in the practical investigation 

environment. In cases of motorcycle theft, for instance, a victim statement, FIR/CSR record, 

CCTV footage, witness statement, ownership documentation, and metadata can play a crucial role 

in establishing a consistent timeline and proving the case. Many of these items may be missing, 



and even when the organization has a general forensic-readiness policy, the case may not be 

investigation-ready. 

The findings in Table 1 indicate an improvement in digital forensic readiness and machine 

learning-based forensic analysis, retrieval-augmented generation, and LLM-assisted investigation 

support, all of which are recent and ongoing research. Current research primarily entails 

infrastructure readiness, forensic artifact analysis, general LLM applications, or retrieval-

augmented reasoning, however. There is a knowledge gap in creating an offline framework that is 

privacy-preserving, integrates case-level readiness scoring, evidence-gap taxonomy, metadata-

filtered RAG, unsupported-output reduction, and structured readiness report generation. The 

current work focuses on this aspect by introducing the proposed DOLPHIN framework. This gap 

supports the need to use a Forensic Readiness Index (FRI) and Evidence Gap Taxonomy (EGAT). 

A numerical readiness index can transform the availability of heterogeneous evidence into an 

interpretable score, and a taxonomy can provide an understanding of the specific reasons for 

lowered readiness. The Evidence Gap Taxonomy is used in this study to categorize missing or 

incomplete evidence into documentation gap, corroboration gap, visual evidence gap, and timeline 

gap. It provides a more concrete result than a yes/no answer. 

 

Table 1. Summary of recent literature and research gap related to DOLPHIN 

Author/year Research 

focus 

Main contribution Limitation / gap Relevance to 

DOLPHIN 

Du et al. (2020) AI in digital 

forensic 

investigation 

Reviewed how AI 

can support digital 

forensic analysis, 

triage, and evidence 

processing. 

Focused mainly 

on AI-assisted 

forensic analysis 

rather than case-

level readiness 

scoring. 

Supports the 

need for AI-

assisted 

investigation 

preparation. 



Karie and Valli 

(2021) 

Digital 

forensic 

readiness in 

SDN 

Discussed 

challenges and 

countermeasures for 

forensic readiness in 

software-defined 

networking.  

Infrastructure-

oriented; does 

not provide 

LLM-based 

case-readiness 

assessment. 

Supports the 

importance of 

proactive 

forensic 

readiness. 

Li et al. (2022) Retrieval-

augmented 

text 

generation 

Reviewed retrieval-

augmented 

generation methods 

for improving 

generation quality.  

Not forensic-

specific and does 

not address 

investigation 

evidence gaps. 

Supports the 

use of RAG for 

evidence-

grounded 

generation. 

Nayerifard et al. 

(2023) 

Machine 

learning in 

digital 

forensics 

Systematically 

reviewed ML 

applications across 

digital forensic 

domains.  

Focuses on ML-

based detection 

and analysis, not 

readiness 

scoring or 

offline LLMs. 

Justifies the 

wider role of AI 

in digital 

forensic 

workflows. 

Gao et al. 

(2023/2024) 

RAG for 

LLMs 

Explained how 

RAG reduces 

hallucination and 

improves credibility 

by grounding LLM 

output in retrieved 

knowledge.  

General RAG 

survey; not 

designed for 

forensic case 

preparation. 

Supports 

DOLPHIN’s 

metadata-

filtered RAG 

design. 

Albugmi (2024) Database 

forensic 

readiness 

Proposed a digital 

forensic readiness 

framework for 

System-level 

readiness; lacks 

case-level 

evidence scoring 

Shows need for 

structured 

readiness 

frameworks. 



securing database 

systems. 

and LLM-based 

reporting. 

Wickramasekara 

et al. (/2025) 

LLMs for 

digital 

forensic 

efficiency 

Reviewed the 

potential of LLMs to 

improve 

investigation 

efficiency, 

traceability, and 

workload 

management.  

Highlights 

challenges such 

as explainability, 

legal issues, and 

resource 

demands. 

Supports the 

use of 

constrained 

offline LLMs in 

DOLPHIN. 

Sharma et al. 

(2025) 

Local 

forensic 

LLM 

Introduced 

ForensicLLM, a 

local forensic LLM 

designed to reduce 

reliance on cloud 

APIs and address 

hallucination 

concerns.  

Focuses on 

forensic 

Q&A/domain 

adaptation rather 

than FRI scoring 

and evidence-

gap taxonomy. 

Strongly 

supports the 

offline and 

privacy-

preserving 

direction of 

DOLPHIN. 

Yin et al. (2025) LLMs in 

digital 

forensics 

Discussed 

opportunities and 

limitations of LLMs 

in digital forensic 

processes, including 

hallucination, 

interpretability, 

bias, and ethics.  

Does not 

propose a 

measurable 

readiness index 

or experimental 

evidence-gap 

framework. 

Supports the 

need for 

human-verified 

LLM decision 

support. 



Akilal and 

Kechadi (2025) 

Cloud digital 

forensic 

readiness 

Proposed an open-

source approach to 

managing law-

enforcement 

requests in cloud 

forensic readiness.  

Cloud-focused 

and not aimed at 

local offline 

investigation 

preparation. 

Supports 

privacy and 

readiness 

concerns in 

modern forensic 

environments. 

Chernyshev et al. 

(2026) 

LLMs in 

digital 

forensics 

Provided a recent 

survey on the 

intersection of 

generative AI and 

digital forensics.  

Highlights 

emerging 

opportunities but 

does not 

operationalize 

readiness 

scoring. 

Positions 

DOLPHIN 

within the 

newest LLM-

forensics 

research 

direction. 

 

2.7 Research Gap and Positioning of the Present Study 

The literature review reveals four main trends. First, there is an emerging recognition that 

preparing for digital evidence is vital in the interests of proactive evidence preservation and 

efficient investigation. Second, AI and machine learning are used to minimize forensic workloads 

and evidence triage. Third, LLMs are becoming promising technologies for forensic 

summarization, answering questions, extracting entities, and report generation. Fourth, the 

prospects for deploying RAG and local LLM for enhanced grounding, traceability, and privacy are 

being explored. 

There are still significant unmet needs, however. Current forensic-ready frameworks are mostly 

based on organizational readiness or cloud, databases, IoT, or network infrastructure. The bulk of 

the research on AI and the forensics field is related to artifact extraction, classification, triage, or 

analysis once the evidence has been collected. Although recent LLM-based forensic studies show 

the potential of LLMs, most LLMs do not offer a structured readiness score, evidence-gap 

taxonomy, offline RAG workflow, and a quantitative assessment of unsupported forensic outputs, 

retrieval accuracy, time efficiency, and report completeness within a single structure. 



To meet the aforementioned gaps, the present study introduces DOLPHIN, a framework for 

investigating readiness assessment in a privacy-preserving manner with offline large language 

models and retrieval-augmented generation. The framework standardizes investigation preparation 

into a measurable process with the Forensic Readiness Index; defines missing evidence with the 

Evidence Gap Taxonomy; formalizes outputs with local RAG; and has measures for performance 

evaluation with readiness classification, evidence-gap detection, evidence retrieval measures, 

unsupported-output reduction, preparation time, and report completeness measures. The study 

aims to shift the role of DOLPHIN from an independent forensic decision-making tool to a human-

centered decision-support system for preparing digital investigations at an early stage. 

3. Methodology and Experimental Setup 

3.1 Research Design 

This study adopted a controlled experimental design to evaluate the proposed DOLPHIN 

framework for privacy-preserving digital investigation readiness assessment. The evaluation 

examined whether an offline Large Language Model supported by Retrieval-Augmented 

Generation could assist in evidence organization, case-level readiness scoring, evidence-gap 

identification, retrieval accuracy, unsupported-output reduction, and structured readiness-report 

generation. 

 

Figure 1. Methodological workflow for offline investigation-readiness assessment using 

DOLPHIN 

The focus of the experiment was investigation preparation rather than forensic examination. 

Therefore, DOLPHIN was evaluated as a decision-support framework intended to assess whether 



available case materials were sufficiently complete and organized before formal forensic analysis. 

Figure 1 illustrates the complete experimental methodology followed in the study. Public incident 

records and controlled benchmark cases were first transformed into structured investigation 

scenarios. Each scenario was coded using six evidence-completeness indicators and evaluated 

using the Forensic Readiness Index. Evidence deficiencies were then labelled using the Evidence 

Gap Taxonomy. The structured case narratives were indexed in a local RAG environment and 

processed by an offline LLM through LM Studio and AnythingLLM. The generated outputs were 

compared with reference labels using readiness classification accuracy, evidence-gap detection 

metrics, retrieval performance, unsupported-output rate, preparation time, and report-

completeness score. 

3.2 Benchmark Dataset Construction 

Base public records were downloaded from publicly available vehicle-theft public records on the 

Kaggle datasets, such as Motor Vehicle Thefts and Stolen Vehicle. These datasets were set to 

provide public incident style data on vehicle theft that was converted to structured investigation 

readiness scenarios. Such public datasets do not have full forensic case files, so controlled 

evidence-completeness variants were created to mimic full, partial, and low evidence 

investigations. A controlled benchmark of 300 structured investigation scenarios was developed 

for evaluation. The benchmark consisted of five evidence-completeness groups: base public 

incident records, complete-evidence scenarios, missing witness/metadata scenarios, missing 

CCTV/ownership scenarios, and low-evidence scenarios. Each group contained 60 cases. 

Because publicly available crime datasets do not usually contain complete forensic case files such 

as FIR/CSR records, witness statements, CCTV documentation, ownership documents, and 

metadata, each public incident record was transformed into a structured investigation-readiness 

scenario. Controlled evidence-completeness conditions were then applied to simulate complete, 

partial, and weakly documented investigations. 

3.3 Evidence-Completeness Coding 

Each investigation case was represented using six evidence categories: victim statement, 

FIR/CSR, CCTV evidence, witness statement, ownership documentation, and metadata. For a 



given case (i), the evidence vector was defined as (1):                                              ܧ௜ = ௜ݒ] , ௜݂, ܿ௜, ,௜ݓ ,௜݋ ݉௜]        (1) 

where ݒ௜, ௜݂, ܿ௜, ݓ௜, ݋௜, and ݉௜ represent the availability of victim statement, FIR/CSR, CCTV 

evidence, witness statement, ownership documentation, and metadata, respectively. 

Each evidence component was coded using a three-level completeness scale (2): 

 

                                                  ݁௜௝ = { 1, if the evidence is available0.5, if the evidence is partially available0, if the evidence is missing
                (2) 

This coding scheme allowed partially available evidence to be represented more realistically than 

a simple binary present/absent model. 

3.4 Forensic Readiness Index Scoring 

The Forensic Readiness Index was used to quantify investigation preparedness at the case level. 

Each evidence category was assigned a predefined weight according to its relevance to 

preliminary investigation readiness. The FRI for case i was calculated as (3):                                                                          ܫܴܨ௜ = ∑ ௝ܹ௡௝=1 ݁௜௝                                   (3) 

where ௝ܹ represents the weight assigned to the ݆௧ℎ evidence category and ݁௜௝) represents the 

evidence-completeness value for case (i). In the proposed framework, the FRI was 

operationalized as (4):  ܫܴ                                   ܨ௜ = ௜ݒ15 + 20 ௜݂ + 15ܿ௜ + ௜ݓ15 + ௜݋15 + 10݉௜                     (4) 

The maximum possible score was 90. Based on the resulting FRI score, each investigation case 

was classified into one of four readiness levels (5): 

                                      ܴ௜ = { Poor, 0 ≤ ௜ܫܴܨ ≤ 50
Fair, 51 ≤ ௜ܫܴܨ ≤ 70

Good, 71 ≤ ௜ܫܴܨ ≤ 85
Investigation Ready, 86 ≤ ௜ܫܴܨ ≤ 90                                 (5) 

3.5 Evidence Gap Taxonomy Labelling 



The Evidence Gap Taxonomy was used to classify the specific type of deficiency affecting each 

investigation scenario. Four binary gap variables were defined: Documentation Gap ܩܦ௜, 
Corroboration Gap ܩܥ௜, Visual Evidence Gap ܸܩ௜, and Timeline Gap ܶܩ௜. 
A Documentation Gap was assigned (6) when FIR/CSR or ownership documentation was 

incomplete:                                    ܩܦ௜ = {1, if ௜݂ < 1 or ݋௜ < 10, otherwise                                            (6) 

A Corroboration Gap was assigned (7) when witness evidence was missing or partial:                                              ܩܥ௜ = {1, if ݓ௜ < 10, otherwise                                               (7) 

A Visual Evidence Gap was assigned (8) when CCTV evidence was missing or partial: 

௜ܩܸ                                          = {1, if ܿ௜ < 10, otherwise                                              (8) 

A Timeline Gap was assigned (9) when metadata was missing or partial:                                               ܶܩ௜ = {1, if ݉௜ < 10, otherwise                                                (9) 

This taxonomy enabled the framework to explain not only the readiness level of a case but also 

the specific evidence deficiency responsible for reduced readiness. 

3.6 Offline LLM and RAG Configuration 

DOLPHIN was configured as a fully offline investigation-support workflow to ensure local 

processing, privacy preservation, and independence from cloud-based AI services. The local 

language model environment was implemented using LM Studio, while Retrieval-Augmented 

Generation was managed through AnythingLLM. The offline language model was connected to a 

local RAG workspace so that case-specific documents could be retrieved and supplied as 

contextual evidence before response generation. 

The experimental implementation was deployed on consumer-grade hardware to evaluate the 

practical feasibility of running AI-assisted investigation-readiness assessment without enterprise-

level infrastructure. The hardware and software configuration used in the experiment is presented 

in Table 2. 



Table 2. Experimental hardware and software configuration 

Component Specification 

Laptop Acer Nitro V 

Processor AMD Ryzen 7000 Series 

GPU NVIDIA RTX 4050, 6 GB VRAM 

RAM 16 GB 

Operating system Windows 11 

Inference platform LM Studio v0.4.15 

Knowledge/RAG platform AnythingLLM v1.13.0 

Language model Qwen 3 

For each user query ݍ௜, the retrieval system searched the locally indexed case documents and 

ranked them according to relevance. The retrieved context was then provided to the offline LLM 

to support evidence-grounded reasoning, FRI scoring, evidence-gap identification, and readiness-

report generation. Retrieval performance was evaluated using Top-(k) accuracy, which measures 

whether the correct case document appears within the top (k) retrieved results as (10):                                                            ܶ݌݋-݇ = 1ே ∑ ே௜=1ܫ ௜ݎ) ≤ ݇)                                          (10) 

where N represents the total number of queries,ݎ௜ represents the rank position of the correct case 

document for query ݍ௜, and ܫ(⋅) is an indicator function that returns 1 when the correct document 

appears within the top (k) retrieved results and 0 otherwise. 

Mean Reciprocal Rank was also calculated to evaluate the average ranking quality of the 

retrieval system using (11):                                                                   ܴܴܯ = 1ே ∑ 1௥೔ே௜=1                                                    (11) 

where ݎ௜ denotes the rank position of the first relevant document for the ݅௧ℎ query. These metrics 

were used to compare keyword search, semantic RAG, and metadata-filtered RAG 



configurations. The offline configuration ensured that all case narratives, embeddings, prompts, 

retrieved context, and generated outputs remained within the local system during the 

experimental workflow. 

3.7 Experimental Procedure 

The experimental procedure was conducted in sequential stages to ensure consistency across all 

investigation scenarios. First, each benchmark case was converted into a structured case narrative 

containing the available, partially available, and missing evidence categories. These narratives 

included victim statement, FIR/CSR status, CCTV availability, witness statement, ownership 

documentation, and metadata information. 

Second, the structured case narratives were uploaded and indexed within the local RAG 

workspace. During indexing, case documents were organized using case-level identifiers to 

reduce the risk of cross-case retrieval errors. Third, a fixed prompt template was used across all 

scenarios to instruct the offline LLM to identify available evidence, calculate the Forensic 

Readiness Index, assign a readiness category, detect evidence gaps, and generate a structured 

readiness report. 

Fourth, DOLPHIN-generated outputs were compared with manually verified reference labels. 

The comparison included readiness classification, evidence-gap detection, retrieval accuracy, 

unsupported-output rate, preparation time, and report completeness. Finally, the results were 

aggregated across the five evidence-completeness groups to evaluate the performance of the 

proposed framework under complete, partial, and low-evidence investigation conditions. 

This procedure ensured that all cases were processed using the same experimental workflow and 

that the performance of DOLPHIN was evaluated under controlled and repeatable conditions. 

3.8 Evaluation Metrics 

The performance of DOLPHIN was evaluated using multiple quantitative metrics covering 

readiness classification, evidence-gap detection, retrieval performance, unsupported-output 

reduction, processing efficiency, and report quality. These metrics were selected to assess both 

the technical reliability and practical usefulness of the proposed framework. 



Readiness classification performance was evaluated by comparing DOLPHIN-generated 

readiness labels with manually verified reference labels. Overall classification accuracy was 

calculated as (12):                                                        ݕܿܽݎݑܿܿܣ = ்௉+்ே்௉+்ே+ி௉+ிே                                             (12) 

where (TP), (TN), (FP), and (FN) represent true positives, true negatives, false positives, and 

false negatives, respectively. 

Evidence-gap detection was evaluated separately for each Evidence Gap Taxonomy category, 

including documentation, corroboration, visual evidence, and timeline gaps. Precision, recall, 

and F1-score were calculated as follows using (13) (14) (15):                                                                ܲ݊݋݅ݏ݅ܿ݁ݎ = ்௉்௉+ி௉                                              (13) 

                                                                ܴ݈݈݁ܿܽ = ்௉்௉+ிே                                                    (14) 

1ܨ                                                               = 2×௉௥௘௖௜௦௜௢௡×ோ௘௖௔௟௟௉௥௘௖௜௦௜௢௡+ோ௘௖௔௟௟                                            (15) 

Precision measured the proportion of detected evidence gaps that were correct, while recall 

measured the proportion of actual evidence gaps successfully detected by the framework. The 

F1-score represented the harmonic mean of precision and recall. 

Retrieval performance was evaluated using Top-(k) accuracy and Mean Reciprocal Rank. Top-

(k) accuracy measured whether the correct case document appeared within the top (k) retrieved 

results as (16):                                                         ܶ݌݋-݇ = 1ே ∑ ே௜=1ܫ ௜ݎ) ≤ ݇)                                       (16) 

where (N) represents the total number of queries, ݎ௜ represents the rank position of the correct 

case document for query ݍ௜, and ܫ(⋅) is an indicator function. 

Mean Reciprocal Rank (17) was used to measure the average ranking quality of the retrieval 

system: 

= ܴܴܯ                                                            
1ே ∑ 1௥೔ே௜=1                                             (17) 



where ݎ௜ denotes the rank position of the first relevant document for the ݅௧ℎ query. 

Unsupported-output rate was used to evaluate the reliability of generated responses. An output 

was considered unsupported when it included a claim that could not be verified from the 

retrieved case context or structured evidence record. The unsupported-output rate was calculated 

as (18):                           ܷ݊݁ݐܴܽ ݐݑ݌ݐݑܱ ݀݁ݐݎ݋݌݌ݑݏ = ேೠ೙ೞೠ೛೛೚ೝ೟೐೏ே೟೚೟ೌ೗ × 100                                (18) 

where ௨ܰ௡௦௨௣௣௢௥௧௘ௗ represents the number of unsupported generated outputs and ௧ܰ௢௧௔௟ 
represents the total number of generated outputs. 

Processing efficiency was assessed using preparation-time reduction. The percentage reduction 

in case preparation time was calculated as (19):                                        ܶ݅݉݁ ܴ݁݀݊݋݅ݐܿݑ = ்೘ೌ೙ೠೌ೗−்ವೀಽುಹ಺ಿ்೘ೌ೙ೠೌ೗ × 100                              (19) 

where ௠ܶ௔௡௨௔௟ represents the mean time required for manual checklist review and ஽ܶை௅௉ுூே 

represents the mean time required for DOLPHIN-assisted review. 

Report quality was evaluated using a five-point report-completeness score. Each generated report 

was assessed for the presence of five required components: evidence summary, missing evidence 

identification, FRI score, Evidence Gap Taxonomy classification, and recommended 

investigative actions. The report-completeness score was calculated as (20):                                                        ܴܥ௜ = ௜ܵ + ௜ܯ + ௜ܨ + ௜ܩ +  ௜                                      (20)ܣ

where ௜ܵ represents inclusion of an evidence summary, ܯ௜ represents missing evidence 

identification, ܨ௜ represents FRI score reporting, ܩ௜ represents Evidence Gap Taxonomy 

classification, and ܣ௜ represents recommended investigative actions. Each component was 

assigned a value of 1 if present and 0 if absent, producing a maximum report-completeness score 

of 5. Together, these metrics enabled a comprehensive evaluation of DOLPHIN in terms of 

classification reliability, evidence-gap identification, retrieval quality, hallucination control, time 

efficiency, and structured reporting performance. 

3.9 Ethical and Privacy Considerations 



The present study was conducted using a controlled investigation-readiness benchmark and did 

not involve identifiable real police case files, personal victim records, or legally active 

investigation data. Public incident-style records were transformed into structured benchmark 

scenarios, and controlled evidence-completeness variants were created only for experimental 

evaluation. Therefore, the benchmark was used to assess investigation-readiness modelling rather 

than to make legal, criminal, or forensic conclusions about real individuals. To preserve privacy, 

the entire DOLPHIN workflow was configured in a local offline environment. Case narratives, 

evidence indicators, prompts, retrieved context, embeddings, model responses, FRI scores, and 

generated readiness reports were processed within the local system. No data were transmitted to 

external cloud-based LLM services or third-party APIs during the experimental workflow. 

The framework was designed as a human-centered decision-support system. Its purpose is to assist 

investigators in organizing case materials, identifying missing evidence, estimating readiness 

level, and generating preliminary readiness reports. The system does not replace forensic experts, 

investigating officers, legal authorities, or judicial decision-making. All AI-generated outputs 

require human verification before any operational, forensic, or legal use. Responsible use of the 

framework also requires that unsupported or uncertain outputs be reviewed carefully. Although 

RAG and metadata filtering were used to reduce unsupported generation, the system may still 

produce incomplete or incorrect interpretations when evidence records are ambiguous, 

inconsistent, or insufficient. Therefore, DOLPHIN should be used as an assistive screening tool 

for investigation preparation, not as an autonomous decision-making system. 

4. Results and Analysis 

4.1 Experimental Evaluation 

A controlled investigation-readiness benchmark was used to measure and evaluate the capability 

of DOLPHIN to quantify case-level preparedness, detect missing evidence, search for relevant 

case information, filter out unsupported LLM outputs, and produce structured case-preparedness 

reports. The six key dimensions assessed were forensic readiness index (FRI) scoring, agreement 

between the evaluators on readiness classification, evidence gap detection, retrieval performance 

of RAG, contribution of the components by ablation, reduction of unsupported output, efficiency 

in preparation time, and report completeness quality. 



The benchmark was structured into evidence-completeness groups based on the different 

investigation scenarios used, such as a base public incident record, a full evidence case, witnesses 

missing evidence, metadata missing evidence, CCTV missing evidence, evidence missing 

ownership documentation or evidence missing case ownership documentation, and evidence 

missing case record evidence. The design was created so that the framework could be tested with 

different degrees of investigation readiness and not just with fully documented investigations. 

4.2 FRI-Based Investigation Readiness Scoring 

Figure 2 presents the distribution of Forensic Readiness Index scores across the evidence-

completeness groups. The complete-evidence group achieved the highest FRI scores, with most 

cases concentrated near the upper end of the 0–90 scale. In contrast, the low-evidence group 

demonstrated the lowest readiness distribution, confirming that the FRI model is sensitive to 

missing or incomplete evidence. 

 

Figure 2. Distribution of Forensic Readiness Index scores across evidence-completeness 

groups 

The base public-incident group had a greater variation, indicating that it is well known that the 

level of documentation of public crime records varies widely. Cases that lacked witness statements 

or metadata had moderate FRI values, while cases that lacked CCTV or ownership evidence had 

reduced readiness scores based on the weight that was given to the missing evidence category. In 



sum, the results of the FRI distribution suggest that the proposed scoring model has the potential 

to measure and interpret investigations that are completed, partially completed, and poorly 

prepared. Table 3 shows the descriptive statistics of the FRI scores for the five groups of evidence 

completeness. 

Table 3. Descriptive statistics of FRI scores across evidence-completeness groups 

Scenario group n Mean ± SD Median IQR Min–Max 

Base public incident 60 63.83 ± 13.32 65.00 55.00–72.50 27.50–90.00 

Complete evidence 60 87.08 ± 4.72 90.00 85.00–90.00 72.50–90.00 

Missing witness/metadata 60 65.54 ± 7.84 65.00 62.50–70.00 42.50–85.00 

Missing CCTV/ownership 60 60.29 ± 9.43 60.00 55.00–65.63 40.00–82.50 

Low evidence 60 26.38 ± 14.81 26.25 15.00–35.00 0.00–57.50 

 

4.3 Readiness Classification Agreement 

Figure 3 shows the confusion matrix comparing expert/manual readiness labels with DOLPHIN-

generated readiness classifications. The results demonstrate strong agreement between the 

reference labels and framework outputs, with most classifications concentrated along the diagonal 

of the matrix. The overall classification accuracy was approximately 92.0%, indicating that 

DOLPHIN was able to reproduce manual readiness judgments with high consistency. 



 

Figure 3. Readiness classification agreement between expert/manual labels and DOLPHIN 

predictions 

The readiness classification performance of DOLPHIN against expert/manual reference labels is 

presented in Table 4. Most classification errors occurred between adjacent readiness categories, 

such as Poor and Fair or Fair and Good. This is expected because borderline cases may contain 

partial evidence, making the distinction between neighboring readiness levels less rigid. 

Importantly, the framework rarely misclassified low-readiness cases as fully ready or high-

readiness cases as poor. This supports the use of DOLPHIN as a decision-support tool for 

preliminary investigation preparation while preserving the need for final investigator verification. 

 

 

Table 4. Readiness classification performance 



Readiness class Support Precision (%) Recall (%) F1-score (%) 

Poor 81 92.50 91.36 91.93 

Fair 122 93.44 93.44 93.44 

Good 54 85.71 88.89 87.27 

Investigation Ready 43 95.24 93.02 94.12 

Macro average 300 91.72 91.68 91.69 

Overall accuracy 300 — — 92.00 

 

4.4 Evidence-Gap Detection Performance 

Figure 4 presents the performance of the Evidence Gap Taxonomy across four gap categories: 

documentation, corroboration, visual evidence, and timeline gaps. The framework achieved 

consistently high precision, recall, and F1-scores across all categories. The F1-scores were 

approximately 94.6% for documentation gaps, 90.3% for corroboration gaps, 91.2% for visual 

evidence gaps, and 92.5% for timeline gaps. 

 



Figure 4. Evidence-gap detection performance across Evidence Gap Taxonomy categories 

These results indicate that the proposed taxonomy can reliably identify the specific type of 

evidence deficiency affecting investigation readiness. The evidence-gap detection performance 

across the four Evidence Gap Taxonomy categories is presented in Table 5. Documentation gaps 

were detected with the strongest performance because missing FIR/CSR records or ownership 

documentation are relatively explicit indicators. Corroboration and timeline gaps were slightly 

more challenging because witness and metadata evidence may be partially available rather than 

completely absent. Nevertheless, the consistently high F1-scores demonstrate that DOLPHIN can 

convert evidence availability assessment into actionable gap identification. 

Table 5. Evidence-gap detection performance 

Evidence-gap 

category 

TP FP FN TN Precision (%) Recall (%) F1-score 

(%) 

Documentation gap 149 9 8 134 94.30 94.90 94.60 

Corroboration gap 153 14 19 114 91.62 88.95 90.27 

Visual evidence gap 156 10 20 114 93.98 88.64 91.23 

Timeline gap 179 13 16 92 93.23 91.79 92.51 

 

4.5 RAG Retrieval Performance 

Figure 5 compares retrieval performance across keyword search, semantic RAG, and metadata-

filtered RAG. Keyword search produced the weakest Top-1 retrieval performance because it 

depends heavily on exact term overlap. Semantic RAG improved retrieval by identifying 

conceptually similar evidence records, while metadata-filtered RAG achieved the strongest 

performance across Top-1 accuracy, Top-3 accuracy, and mean reciprocal rank. 



 

Figure 5. Retrieval performance across keyword search, semantic RAG, and metadata-

filtered RAG settings 

The improvement obtained through metadata-filtered RAG is especially important in forensic 

settings. Investigation records may contain similar terminology across multiple cases, and 

retrieving a semantically similar but incorrect case can compromise readiness assessment. The 

retrieval accuracy and reliability performance of keyword search, semantic RAG, metadata-

filtered RAG, and LLM-only configurations are presented in Table 6. The results therefore show 

that case-level identifiers and metadata-aware filtering are essential for reliable forensic RAG 

implementation. This finding supports the architectural decision to integrate retrieval grounding 

with structured case separation in DOLPHIN. 

Table 6. RAG Retrieval and Reliability Performance 

Configuration Top-1 

accuracy (%) 

Top-3 

accuracy (%) 

MRR 

(%) 

Unsupported output 

rate (%) 

Keyword search 65.67 94.33 78.22 — 

Semantic RAG 80.00 98.67 88.18 6.33 



Metadata-filtered 

RAG 

90.33 99.67 94.06 2.00 

LLM only — — — 16.33 

 

4.6 Ablation Analysis of DOLPHIN Components 

Figure 6 presents an ablation analysis comparing LLM-only reasoning, LLM with RAG, LLM 

with RAG and metadata filtering, the full DOLPHIN framework, and manual checklist review. 

The LLM-only configuration produced the weakest performance because it lacked evidence 

grounding, structured scoring, and taxonomy-based gap analysis. Adding RAG improved 

performance by grounding generated responses in retrieved case evidence. The addition of 

metadata filtering further improved consistency by reducing cross-case retrieval errors. 

 

Figure 6. Ablation performance distribution across DOLPHIN configurations 

The full DOLPHIN framework achieved the highest composite performance at approximately 

92.2%, exceeding the LLM-only, RAG-only, and manual checklist configurations. This 

demonstrates that the proposed framework is not merely a standalone LLM application. Its 

performance is achieved through the combined contribution of offline LLM reasoning, RAG-based 



evidence retrieval, metadata filtering, FRI scoring, Evidence Gap Taxonomy, and structured report 

generation. 

4.7 Unsupported Output Reduction 

Figure 7 evaluates unsupported output rates across different LLM configurations. The LLM-only 

configuration produced the highest unsupported output rate at approximately 16.3%, indicating 

that an unguided language model may generate plausible but ungrounded statements when 

handling incomplete investigation records. When RAG was introduced, the unsupported output 

rate decreased to approximately 6.3%, demonstrating the benefit of evidence-grounded response 

generation. 

Figure 7. Unsupported output reduction across LLM configurations 

The lowest unsupported output rate was observed in the metadata-filtered RAG configuration, at 

approximately 2.0%. This result confirms that retrieval grounding becomes more reliable when 

retrieved evidence is constrained to the correct caseThe efficiency and report-quality comparison 

across manual review, keyword-based review, LLM-only review, and full DOLPHIN-assisted 

review is presented in Table 7. In privacy-sensitive forensic contexts, this reduction is important 

because unsupported statements may mislead investigators or weaken confidence in AI-assisted 



outputs. Therefore, the results support the use of metadata-filtered offline RAG as a reliability-

enhancing mechanism in investigation preparation. 

Table 7. Efficiency and report-quality comparison 

Method Mean preparation time ± SD, 

min/case 

Report completeness score 

± SD 

Manual checklist review 15.46 ± 2.15 2.34 ± 0.79 

Keyword-based review 9.17 ± 1.23 — 

LLM-only review — 2.63 ± 0.81 

Full DOLPHIN-assisted 

review 

4.41 ± 0.87 3.14 ± 0.78 

 

4.8 Investigation Preparation Time 

Figure 8 compares the mean time required for investigation preparation using manual review, 

keyword-based review, and DOLPHIN-assisted review. Manual checklist review required the 

longest time, with an average of approximately 15.46 minutes per case. Keyword-based review 

reduced the mean time to approximately 9.17 minutes per case but still required substantial manual 

interpretation. 



 

Figure 8. Investigation preparation time reduction across review methods 

DOLPHIN-assisted review produced the shortest preparation time, averaging approximately 4.41 

minutes per case. This indicates that the framework can improve investigative efficiency by 

automating evidence organization, FRI scoring, evidence-gap detection, and readiness report 

generation. The reduction in preparation time suggests that DOLPHIN may be particularly useful 

for screening multiple investigation files before formal forensic examination. 

4.9 Readiness-Report Completeness 

Figure 9 compares the completeness of readiness reports generated through manual checklist 

review, LLM-only output, and the full DOLPHIN framework. The full DOLPHIN configuration 

achieved the highest report-completeness score because it systematically included evidence 

summary, missing evidence identification, FRI score, Evidence Gap Taxonomy classification, and 

recommended investigative actions. 



 

Figure 9. Readiness-report completeness across generation methods 

The manual checklist produced more limited outputs because it mainly captured evidence presence 

or absence without detailed explanation. The LLM-only configuration generated narrative 

responses but lacked consistent scoring and taxonomy-based structure. In contrast, DOLPHIN 

combined narrative explanation with transparent quantitative scoring and structured gap analysis. 

This resulted in more complete and operationally useful readiness reports. 

4.10 Discussion 

The results demonstrate that DOLPHIN can support privacy-preserving digital investigation 

readiness assessment using offline Large Language Models and Retrieval-Augmented Generation. 

The FRI score distribution confirmed that the framework can distinguish between complete, 

partial, and low-evidence investigations. The confusion matrix showed strong agreement with 

expert/manual readiness labels, while evidence-gap detection metrics demonstrated reliable 

identification of documentation, corroboration, visual evidence, and timeline deficiencies. 

The RAG retrieval and ablation results further show that metadata-filtered retrieval is essential for 

reliable forensic use of LLMs. The unsupported output analysis confirms that evidence-grounded 

RAG substantially reduces unverified model statements. Finally, the preparation-time and report-

completeness results indicate that DOLPHIN improves both efficiency and documentation quality. 

Collectively, these findings support the feasibility of formalizing investigation preparation as a 



measurable, AI-assisted, and privacy-preserving stage within the digital forensic lifecycle. 

However, because the present evaluation is based on a controlled benchmark, future work should 

validate the framework using larger real-world forensic case collections, multiple crime categories, 

expert investigator panels, and operational deployment environments. 

 

6. Conclusion and Future Work 

This study introduced a privacy-preserving framework for assessing digital investigation 

readiness, DOLPHIN, which combines offline large language models and retrieval-augmented 

generation for preparing investigations based on the evidence. The framework aimed to assist with 

the early stages of digital investigations by evaluating the completeness of the evidence within a 

case, calculating a forensic readiness index, outlining evidence gaps using an evidence gap 

taxonomy, and generating structured readiness reports. Unlike cloud-based AI models, DOLPHIN 

was built in a fully local setting with LM Studio, AnythingLLM, and Qwen 3, allowing for the 

processing of sensitive investigation data without privacy concerns. The 300 cases of structured 

investigations tested with a controlled benchmark proved that DOLPHIN is effective at 

differentiating between cases with complete, partial, and low evidence. The framework's 

performance in readiness classification, evidence gap detection, retrieval reliability (with 

metadata-filtered RAG), and a significant decrease in unsupported LLM output was promising. 

The findings also indicated that DOLPHIN led to decreased investigation preparation time and 

more comprehensive readiness reports than manual checklists and LLM-only methods. Based on 

these results, offline LLM-RAG systems can be used in practical, interpretable, and human-

centered support for investigation-readiness assessment. The most valuable part of this study is to 

formally define "preparation to investigate" as a measurable part of the digital forensic lifecycle. 

The proposed Forensic Readiness Index offers a clear quantitative indication of the case's 

preparedness, and the Evidence Gap Taxonomy clarifies the type of evidence gap that exists in 

each case. With metadata filtered RAG and offline LLM reasoning, DOLPHIN provides a 

structured approach for making decisions, mitigates reliance on ungrounded model outputs, and 

enhances the traceability of AI-assisted investigation reports. The study has some limitations, 

however. A controlled benchmark was used to evaluate, rather than operational police case files. 

This design allowed for systematic testing over varying degrees of evidence completeness, but in 



a real investigation, evidence records could be more complex, ambiguous, multilingual, 

incomplete, and legally significant. Moreover, the present study focused on the investigation-

readiness assessment and failed to consider the framework for the final forensic interpretation, 

legal admission, and autonomously made decisions. 

Future research should confirm DOLPHIN with larger and more varied real forensic case sets in 

several crime types, including the areas of cyber fraud, missing devices, financial crime, online 

crime harassment, and vehicle theft. Additional research is needed to evaluate the validity, 

accessibility, readability, and utility of the readiness reports generated by digital forensic experts, 

investigating officers, and the legal community. The future study should also include the 

multilingual processing of cases, the integration of a digital evidence management system, the 

improvement of audit trail generation, explainable retrieval, and standardized validation protocols 

for forensic LLM applications. 

Future work could involve fine-tuning the model for specific tasks, using adaptive evidence 

weighting, deployment in institutional forensic laboratories, and comparative testing of the LLM 

and embedding model with other offline versions. Multimodal evidence support such as CCTV 

frames, scanned documents, audio transcripts, and device metadata may also be included in future 

versions of DOLPHIN. In summary, the results indicate that privacy-preserving offline LLM-RAG 

systems have the potential to enhance the preparation of investigations as a valuable assistive 

technology but must be transparent, evidence-based, and verifiable by humans. 
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