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Abstract

Autonomous multi-agent systems built on large language models exchange goals, con-
straints, evidence commitments, and tool-mediated actions through natural-language
handoffs. Across hops, semantic meaning may drift, constraints may weaken, unsupported
claims may propagate, and organizations may lose visibility into how decisions were pro-
duced. This paper develops a semantic-tracing framework that treats meaning preservation
as a first-class measurand and operationalizes it with three LangChain ecosystem compo-
nents that are genuinely used in the local experimental artifact: LangChain for LLM invoca-
tion, prompt templates, tool interfaces, structured-output parsing, and retries; LangGraph
for stateful multi-agent orchestration (nodes, edges, workflow state, routing, and human-
review control); and LangSmith for private tracing, span capture, metadata, and evaluation-
linked observability. The system separates framework orchestration, LLM reasoning, deter-
ministic safeguards, trace capture, semantic evaluation, and human decision. The frame-
work is anchored in SHADOWAI-RISK, a live academic research prototype for enterprise Al
governance and risk intelligence. In addition to the live prototype, this study implements a
separate local experimental extension with (i) a preserved deterministic baseline pathway
and (ii) a genuine LLM multi-agent condition (Inventory — Evidence — Governance —
Human Review Gate) implemented with LangChain (ChatOpenAI, ChatPromptTemplate,
JsonOutputParser, tool wrappers, retries), LangGraph (StateGraph nodes/edges/state),
optional private LangSmith instrumentation, and a rule-based semantic evaluation layer.
The full experimental matrix is complete at 450/450 (complete:true; deterministic 32,
Ilm_no_eval 160, llm_langsmith_semantic_eval 160, variability 50, ablations 48), with 0
terminal failures. Primary eval versus no-eval contrasts (n=160 each) show Holm-corrected
Mann-Whitney effects including lower TCS with evaluation (0.624 vs. 0.912, Holm-adjusted
p < 0.001, Cliff 6~ — 0.33 medium), significantly lower WRS_equal and WRS_expert (small
effects), non-significant SPS/AHF/IDR/TUA/GCR/HPR/HEP, higher latency with evalu-
ation (~126.2s vs. ~101.7 s, Cliff 6~0.67 large), non-significant token usage, and $0 local
cost; decision-family correctness did not differ (59/160 vs. 57/160; Fisher/ xz n.s.). Human
calibration, inter-rater agreement, surveys, and production integration remain pending.

Keywords: LLM-based multi-agent systems; agentic Al; LangChain; LangGraph; Lang-
Smith; semantic tracing; Al governance; multi-agent communication; observability; instruc-
tion drift; hallucination; cybersecurity; Shadow AIL; NIST AI RMF

Case-study software artifact: SHADOWAI-RISK (https://shadowai-risk.vercel.app/)
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1. Introduction

Organizations are currently negotiating whether and how to adopt Al under conditions
of cybersecurity exposure, privacy risk, hallucination, accountability gaps, unauthorized
Al use (Shadow Al), and potential loss of managerial control. Professional and regulatory
institutions—including NIST, ISACA, European institutions, ENISA, and the OECD—are
shaping expectations for trustworthy Al and organizational oversight [1-4].

At the same time, LLM-based systems are moving from single-agent assistants toward
multi-agent workflows in which specialized agents plan, retrieve evidence, invoke tools,
critique outputs, and hand work to other agents [5-8]. Classical multi-agent theory empha-
sized autonomy and coordinated interaction [9]. In LLM systems, coordination is mediated
by natural-language messages whose meaning is brittle [10,11].

Observability platforms such as LangSmith capture end-to-end execution traces [12].
AgentOps research likewise argues that lifecycle observability supports safer agent opera-
tion [13]. Tracing alone, however, does not answer the governance question that matters in
enterprise settings: whether agents preserved the meaning of what they were asked to do,
under which constraints, on which evidence, and with what residual risk.

This paper addresses that problem by defining semantic tracing and binding it to
enterprise Al risk workflows. Figure 1 summarizes the end-to-end research logic.

Feedback loop: governance decision informs organizational risk context

1
Organizational Multi-agent LangSmith Semantic Governance
risk context workflow trace capture metrics decision

“ Case anchor: SHADOWAI-RISK inventory - live vulnerability evidence - executive pathway

et =

Why the dashed feedback returns to the left (Organizational risk context):

e The case anchor provides the initial, real-world inputs (inventory, live evidence, executive pathway)
that define the organizational risk context.

These inputs set the scope, assumptions, and constraints for the entire workflow.

The governance decision—along with traceable metrics and insights—updates policies, priorities,
and risk context for future cycles.

Connecting back to the left reflects a closed-loop governance process: decisions inform and

improve the next round of organizational risk understanding.

Figure 1. End-to-end research logic from organizational risk context through multi-agent workflow,
LangSmith trace capture, semantic metrics, and governance decision.

2. Research Motivation and Gap
2.1 Motivation

Enterprise Al adoption debates require decisions to permit, restrict, stage, or contin-
uously monitor Al tools. Shadow Al creates a visibility problem when Al-enabled work
occurs outside approved inventories and logging regimes [14,15]. ENISA’s threat-landscape
work positions Al as a material cybersecurity concern.

The NIST Al Risk Management Framework organizes trustworthy Al management
around Govern, Map, Measure, and Manage [1]. The NIST Generative Al Profile highlights
risks such as confabulation and misuse [16]. The EU Artificial Intelligence Act establishes
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risk-based obligations and human-oversight expectations [2,17]. ISACA materials empha-
size lifecycle governance and assurance [18,19]. These sources motivate systems that can
show what agents did, what they communicated, and where controls should intervene.
SHADOWAI-RISK operationalizes part of this motivation as a live academic research
prototype that connects an Al inventory to authoritative vulnerability intelligence and
an executive decision pathway [20]. Semantic tracing is motivated as the complementary

capability for dynamic observation of agent-mediated decision processes.

2.2 Research gap

Related work provides building blocks but leaves a gap at the intersection of semantic
communication fidelity, tracing infrastructure, and enterprise governance decision support

[13,21].

Table 1 synthesizes the research gap against major related-work strands.

Table 1. Research-gap synthesis against major related-work strands.

Strand

What it covers

Unresolved for this study

LLM multi-agent surveys
Agent surveys
Hallucination surveys
AgentOps / LangSmith

NIST/ISACA/EU/ENISA

Communication patterns,
workflows, challenges
Architecture, tools,
evaluation overview
Unsupported generation
measurement/mitigation
Observability artifacts and
tracing

Risk, assurance, regulatory
expectations

Governance metricization
of semantic drift

Enterprise control mapping
and handoff fidelity
Propagation across agent
hops

Semantic preservation
scoring for governance
Operational multi-agent
semantic tracing method

The gap is therefore precise: there is no integrated, reproducible framework that (i)
treats meaning preservation across multi-agent hops as a first-class measurand, (ii) binds
those measurements to LangSmith-style traces, (iii) maps metric failures to governance
controls, and (iv) demonstrates the approach in an enterprise Al risk application context
while separating implemented features from proposed architecture.

3. Research Questions and Contributions

Table 2 presents the research questions.

Contributions are summarized in Figure 29 and linked to gap, method, output, and
validation status.

The study contributes: (C1) a conceptual semantic-tracing construct and handoff-
packet representation; (C2) a LangSmith-centered observability pipeline and formal metric
suite (pending human calibration on annotated corpora); (C3) a working local multi-agent
experimental prototype with Inventory, Evidence, and Governance agents plus a Human
Review Gate; (C4) genuine LangChain-based LLM invocation with prompt templates, tool
interfaces, structured-output parsing, and retries; (C5) genuine LangGraph orchestration
with stateful nodes/edges, routing, and mandatory human-review control; (C6) an explicit
separation of orchestration, LLM reasoning, deterministic safeguards, LangSmith trace
capture, semantic evaluation, and human decision; (C7) a baseline-versus-experimental
comparison against the unchanged SHADOWAI-RISK prototype; and (C8) an interpretive
governance-control mapping. No claim is made that semantic preservation effectiveness
has been proven in production; the computational matrix is complete (450/450), while
human calibration on annotated corpora remains pending.
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Table 2. Research questions.

ID Research question

How can semantic meaning, constraints,
RQ1 and evidence commitments be represented
across agent-to-agent handoffs?
How can LangSmith traces be transformed
into governance-relevant measures of
preservation, drift, contradiction, and
tool-use fidelity?
Where do information loss, instruction
drift, hallucination propagation, and failed
handoffs threaten enterprise Al risk
workflows?
How can SHADOWAI-RISK's
evidence-linked governance pathway be
RQ4 extended by semantic tracing without

conflating implemented and proposed

capabilities?

How should semantic-tracing signals map
RQ5 interpretively to NIST, ISACA, EU, ENISA,
OECD, and IEEE oversight expectations?
What evaluation protocol supports
reproducible quantitative and qualitative
assessment prior to, and after, empirical
data collection?

RQ2

RQ3

RQ6

4. Related Work
4.1 Multi-agent systems and LLM agents

Wooldridge provides foundational agent concepts [9]. Recent surveys document
LLM-based agents and multi-agent organizations with natural-language channels [5-7,22].
Communication protocol design, role profiling, and evaluation remain open problems
[8,21,23,24].

4.2 Hallucination and unreliable generation

Ji et al. survey hallucination in natural language generation [25-27]. In multi-agent
settings the risk is compositional: an unsupported claim introduced by one agent can
become an assumed premise for downstream agents [23,28,29]. This motivates an explicit
Hallucination Propagation Rate.

4.3 Observability and tracing

LangSmith documentation describes traces as records of application steps for debug-
ging, evaluation, and monitoring [12,30]. Xia et al. propose an AgentOps taxonomy of
artifacts to trace across the agent lifecycle [13]. The present study uses these sources as
infrastructure references and contributes semantic metrics and governance bindings that
those sources do not define.

4.4 Governance, cybersecurity, and assurance

Relevant instruments include NIST AI RMF 1.0 and the Generative Al Profile [1,16];
NIST CSF 2.0 [31]; the EU AI Act [2]; OECD AI Principles [3]; ENISA Al cybersecurity and
threat-landscape reports [4,14]; ISACA Al governance and audit guidance [18,19,44]; IEEE
7000-2021 [32]; ISO/IEC 42001 [33]; and ISO/IEC 23894 [50].
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5. Semantic-Tracing Framework and Experimental Implementation
5.1 Semantic communication and handoff packets

Semantic communication, for this study, is the transfer of task-relevant meaning—
goals, constraints, evidence commitments, uncertainty, and permitted actions—between
agents such that a downstream agent can act without violating sender intent or organiza-
tional policy. Figure 3 presents the handoff packet schema.

Figure 2 presents the layered architecture and interfaces. Storage, policy checks, and
human-review gates are first-class components rather than afterthoughts [34].

Inputs: org profile « Al inventory « controls « escalation rules

Multi-agent runtime LangSmith interface Semantic analysis Governance outputs
orchestrator runs/spans parse handoffs alerts ¢ audit pack
evidence e risk [UEELEIERERY compute metrics approve/restrict
governance export APl flag failures escalate

-
Storage Policy checks Human-review gate
trace store ¢ metric log constraints « allowlists freeze on trigger
policy catalog « evidence cache tool permissions « GCR approve / revise / reject
A

Figure 2. Semantic-tracing architecture with interfaces among multi-agent runtime, LangSmith,
semantic analysis, storage, policy checks, and human-review gates.

The handoff packet is the unit of analysis (Figure 3) [11,23,35,51]. Required fields
include goal identifier and statement; constraint set; evidence identifiers and sources;
confidence; permitted tools; residual risk; escalation state; and policy identifier. Semantic
failures include constraint deletion, unauthorized scope expansion, unsupported evidence
claims, contradictory recommendations, incomplete tool results presented as complete, and
silent suppression of escalation triggers.

Agent A handoff packet Agent B
(sender) (receiver)
a B\ @ B 2 N B
goal_id / goal constraints[] evidence_ids[] confidence
S &\ ) & P & )/
@ D @ D\ A h 4 B\
permitted_tools[] residual_risk escalation_state policy_id
. ) & P N P € J

__________________________________________________________

Figure 3. Agent-to-agent handoff packet schema with required fields used for fidelity and drift
measurement.
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5.2 LangSmith-based tracing pipeline

Figure 4 shows the pipeline: instrumentation, run/span capture, export, semantic
parsing, metric calculation, and governance alert. Recommended metadata tags include
agent_role, hop_index, policy_id, tool_name, evidence_source, and human_gate.

1. Instrument 2. Capture 3. Export 4. Parse 5. Compute 6. Alert
env + tags runs / spans trace JSON handoffs metrics governance

Tags: agent_role e hop_index e policy_id e tool_name e evidence_source ¢ human_gate

Figure 4. LangSmith pipeline from instrumentation through capture, export, semantic parsing, metric
calculation, and governance alerting.

LangSmith provides trace capture for instrumented spans [12,36]; it does not automat-
ically compute SPS or GCR. Those computations are study-specific services in the local
experimental evaluation layer (implemented; calibration pending).

5.3 Failure taxonomy

Seven failure classes guide annotation and metric design [21]: (F1) constraint omission;
(F2) scope expansion; (F3) evidence inflation; (F4) tool mismatch; (F5) handoff incomplete-
ness; (F6) contradiction between agents; and (F7) escalation suppression. These classes map
onto IDR, HPR, TUA, AHF, and HEP.

5.4 Experimental implementation

The semantic-tracing framework has been partially operationalized in a separate local
experimental project (C:\{}Users\ {}audre\{}OneDrive\{}Langsmith\{}SHADOWAI-RISK-
LangSmith-Experimental). The original SHADOWAI-RISK production website remains
unchanged; the experimental extension was developed locally and did not modify the
Vercel deployment. No GitHub or Vercel actions were performed for this extension.

The experimental workflow implements four agent roles along Inventory — Evi-
dence — Governance — Human Review under two executable conditions: (1) deter-
ministic agents (agents/*, workflow/run_workflow.py) preserved as baseline; and (2)
genuine LLM agents (11m_agents/*) invoked through LangChain and orchestrated by
a LangGraph StateGraph (11lm_agents/graph_langgraph.py). Handoffs are Pydantic-
validated LLMHandoffPacket objects; evidence collection is exposed as LangChain tools
(nvd_cve_lookup, evidence_fixture_loader); and LangSmith tracing is enabled through
optional @traceable instrumentation when private credentials are present.

Functional testing confirms LangChain LLM calls, LangGraph orchestration, schema
validation/repair, LangChain evidence tools, and optional private LangSmith spans. Im-
plementation status (verified in code and smoke-tested): deterministic baseline complete;
genuine LLM multi-agent implementation complete; LangChain integration implemented;
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LangGraph orchestration implemented; LangSmith tracing implemented; full experimental
matrix complete at 450/450 (complete:true; 0 terminal failures). Aggregate numerical
and inferential results from the completed matrix are reported in Sections 8-12; human
calibration of metric weights remains pending.

5.5 Framework roles and implementation evidence

Table 3 states each framework component’s actual role with code evidence. Only
packages that are installed and imported in the local experimental project are claimed as
integrated.

Table 3. Framework roles versus implementation evidence (packages genuinely used).

Framework Actual role in the system Implementation evidence
LangChain Real LLM invocation, prompt  11m_agents/1lm_client.py (ChatOpenAl,
templates, tool interfaces, ChatPromptTemplate, JsonOutputParser,
structured JSON output .with_retry, repair chain); 11lm_agents/prompts.py
parsing, and retry/repair (langchain_role_prompt_template);
handling for each agent role. 11m_agents/tools_langchain.py (nvd_cve_lookup,

evidence_fixture_loader); 1lm_agents/schema.py
(LLMHandoffPacket); requirements.txt (langchain,
langchain-core, langchain-openai).
LangGraph Stateful multi-agent 11lm_agents/graph_langgraph.py (StateGraph,
orchestration with workflow nodes: inventory, evidence, governance,
state, nodes, edges, conditional human_review; edges

161

162

163

164

165

166

167

168

routing, and mandatory inventory—evidence— governance—human_review—END;

human-review control. add_conditional_edges for human-review routing);
11m_agents/workflow_llm.py
(run_langgraph_workflow); requirements.txt

(1anggraph).
LangSmith Private tracing, span capture,  workflow/tracing.py (configure_langsmith,
run metadata/tags, and trace  maybe_traceable, Client);
URL resolution. Does not 11lm_agents/workflow_llm.py (@traceable root
compute semantic metrics or SHADOWAI-RISK-LLM-Workflow + agent wrappers);
make governance decisions. private project semantic-tracing-shadowai.

5.6 System architecture (framework-integrated view)

Figure 5 summarizes the implemented execution pipeline: Scenario/Input — Lang-
Graph Orchestrator (StateGraph) — LangChain-enabled Agents/Tools (ChatOpenAlI,
prompts, tools, JSON parse/retry) — LangSmith Observability — Semantic Evaluation
Layer — Human Review Gate — Final Decision. LangSmith observes the workflow; it
does not replace orchestration, evaluation, or human judgment.

LangChain
Scenario / LangGraph Agents + Tools

LangSmith Semantic Human Review

Orchestrator (ChatOpenAl, Observability Evaluation - Final Decision

(StateGraph) prompts, tools,
parse/fretry)

Input

Scenario = LangGraph Orchestrator = LangChain Agents/Tools - LangSmith > Evaluation - Human Review - Decision

. Framework . Graph reasoning . Deterministic . Trace capture - Semantic . Human

orchestration (LangChain) safeguards / (LangSmith) evaluation decision
prompts

Figure 5. Implemented architecture pipeline: LangGraph orchestration, LangChain agents/tools,
LangSmith trace capture, semantic evaluation, and human decision.
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5.7 Distinguishing orchestration, reasoning, safeguards, tracing, evaluation, and human decision w5

Framework orchestration is LangGraph (11m_agents/graph_langgraph.py: nodes in- s
ventory/evidence/governance/human_review and edges including mandatory routing to 1
human review). LLM reasoning is LangChain ChatOpenAl invocation (11m_agents/11lm_client.py
with prompt templates from 11m_agents/prompts.py. Deterministic safeguards include i
evidence collectors wrapped as LangChain tools, Pydantic schema coercion, and con- 1
trolled experimental perturbations. Trace capture uses LangSmith (workflow/tracing.py, 1
@traceable root/agent spans). Semantic evaluation is rule-based (agents/semantic_detectoz. py)
and is not attributed to LangSmith. Human decision is the Human Review Gate termi- 1
nal node plus scenario controls; LangSmith does not decide approve/restrict/escalate s
outcomes. 185

6 Layered System Architecture 186

Figure 6 presents the overall system architecture and distinguishes the implemented 1
SHADOWAI-RISK baseline, the locally implemented experimental extension, the external 1
evidence sources, and the components that remain proposed. 189

Inventory Agent
SHADOWAI-RISK Ul Workflow Orchestrator Governance Decision
NVD / NIST / CVE

(Profile, Inventory, (Scenario loader, T C
gent +H Gat
Risk Review, Report) handoff coordinator) cVss uman Review Gate

Evidence Sources

LangSmith Observability Layer
(agent spans, tool calls, handoffs, latency/errors — optional private tracing)

Proposed / future: s tic metric suite on annotated corpora; production Ul integration

Flow: SHADOWAI-RISK Ul = Workflow Orchestrator - Agents = Evidence Sources = Governance Decision. LangSmith observes Agent/Tool layers;
it does not replace SHADOWAI-RISK.

. Green = implemented baseline . Teal = impll d experimental i . Orange = external source . Grey = proposed / future

Figure 6. Overall system architecture showing SHADOWAI-RISK UI, experimental orchestra-
tor/agents, external evidence sources, governance decision, and a LangSmith observability layer
(implemented baseline in green; experimental extension in teal; external sources in orange; pro-
posed/future in grey).

Figure 7 reorganizes the same architecture into six functional layers. Layer 1 contains 10
the SHADOWAI-RISK user interface; Layer 2 provides workflow orchestration; Layer ia
3 contains the Inventory, Evidence, and Governance agents; Layer 4 provides semantic 1
tracing and observability; Layer 5 contains the cybersecurity evidence tools and sources; 19
and Layer 6 stores workflow outputs, traces, handoff packets, governance decisions, and 1
human-review status. 195
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Layer 1 — User Interface: SHADOWAI-RISK Dashboard, Organization Profile,

Al Inventory, Executive Risk Report

Layer 2 — Workflow Orchestration: Workflow Runner, Scenario Loader,
Handoff Coordinator, Human Review Gate

Side annotation:
Layer 3 — Agent Layer: Inventory Agent, Evidence Agent,
Governance Agent (deterministic logic) LangSmith traces agent
execution, handoffs,
tool calls, errors,
Layer 4 — Semantic Tracing & Observability: Local JSON export, latency, and

LangSmith instrumentation, handoff/error/latency logs governance outcomes

across layers.

Layer 5 — Tools & Evidence Sources: NVD, NIST, CVE, CVSS,
CISA KEV, MITRE CWE, organization policies

Layer 6 — Storage & Outputs: evidence records, handoff packets, 9 J

local traces, governance/human status, future metrics

Teal =implemented
experimental extension

. Orange = external source . Grey = proposed / future

. Green = implemented baseline

Figure 7. Layered system architecture (Layers 1-6) with LangSmith as a cross-cutting observability
annotation.

LangSmith operates across these layers as an observability mechanism; it does not
replace workflow orchestration, semantic evaluation, evidence retrieval, or human decision-
making.

Figure 8 presents the implemented experimental workflow and shows how informa-
tion moves from the organization profile through the Inventory, Evidence, and Governance
agents to the Human Review Gate and final governance decision.

Evidence Governance Human Review Final
Agent Agent Gate Decision

Organization
Profile

Inventory
Agent

Primary path: Inventory - Evidence - Governance > Human Review -> Final Decision

[

Approve Remediate

Branch notes: Approve / Restrict / Monitor / Escalate are exercised by deterministic governance logic and the Human Review Gate.
Remediate remains a planned action branch for future policy automation.

. Green = implemented baseline . Teal =i experimental i . Orange = external source . Grey = proposed / future

Figure 8. Experimental multi-agent workflow: Organization Profile — Inventory Agent —
Evidence Agent — Governance Agent — Human Review Gate — Final Decision, with ap-
prove/restrict/monitor/escalate branches (remediate remains proposed).

The workflow makes the sequence of responsibility explicit: inventory information
is collected first, evidence is retrieved and checked, governance recommendations are
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generated, and cases requiring oversight are routed to human review. The remediate
branch remains proposed and is not claimed as implemented.

Figure 9 specifies the structured handoff packet used to transfer goals, constraints,
evidence references, confidence, residual risk, permitted actions, and escalation status
between agents.

Handoff Packet (unit of analysis)

goal ‘ constraints evidence identifiers

|
evidence status J confidence permitted tools

— -

residual risk escalation state policy identifier

T — = —

source agent destination agent hop index

Implemented locally as structured packet objects in the experimental project. Some fields (e.g., calibrated confidence) remain pending semantic validation.

[:] Green = implemented baseline D Blue = implemented experimental extension | | Yellow = external source D Purple = proposed / future

Figure 9. Agent handoff packet fields used by the experimental extension (implemented locally as
structured objects).

These structured packets provide the observable unit used for comparison across
workflow hops. Their fields allow the evaluation layer to identify missing constraints,
unsupported evidence, scope expansion, and escalation-related changes.

Figure 10 illustrates the trace hierarchy produced by the implemented LangSmith
instrumentation and its relationship to the local JSON trace export.
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Parent: SHADOWAI-RISK-Workflow

InventoryAgent

EvidenceAgent GovernanceAgent HumanReviewGate

Tool: nvd_cve_lookup Final decision output (+ local JSON export)

Labeling: This figure documents the REAL private LangSmith span pattern verified for project
semantic-tracing-shadowai (example root trace ID 019f8c48-1¢98-7813-8b59-ae3d4abc96d4),
together with local JSON trace export. It is NOT a conceptual mock presented as a screenshot.

. Green = implemented baseline . Teal = implemented . Orange = external source . Grey = proposed / future
experimental extension

Figure 10. LangSmith trace structure corresponding to the verified private span pattern (project
semantic-tracing-shadowai; example root trace ID 019f8c48-1c98-7813-8b59-ae3d4abc96d4). This
figure documents a real private LangSmith pattern plus local JSON export; it is not a conceptual
mock presented as a screenshot.

The trace structure separates the root workflow from agent-level and tool-level spans,
allowing the execution path, metadata, latency, handoffs, and governance events to be in-
spected. LangSmith provides observability only; semantic scores and governance decisions
are generated by separate system components.

Figure 11 compares the original deterministic SHADOWAI-RISK prototype with the
separately implemented local multi-agent extension.

Baseline SHADOWAI-RISK (implemented)

Experimental LangSmith extension (implemented locally)

Deterministic website flow Structured deterministic agents

Profile / inventory / controls Handoff packets

NVD refresh & severity review Traceable NVD tool calls

Decision pathway & executive report Governance decision trace

Data Unavailable handling Human Review Gate

No agent handoff trace

Local JSON traces

No LangSmith visibility in baseline Ul Optional LangSmith tracing

Final decision surface only Not integrated into production Vercel

. Green=iiplemented baseling . Teal= imiplemented experimantal extension . Oriige = extatnal source . Grej=propiosed ffutire

Figure 11. Baseline SHADOWAI-RISK versus the local experimental LangSmith extension (imple-
mented locally; not integrated into production).
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The comparison clarifies that the original website remains the deployed deterministic
baseline, while the local extension adds agent orchestration, structured handoffs, trace
capture, semantic evaluation, and human-review visibility. The experimental components
were not integrated into the deployed Vercel interface.

7. Methodology

The methodology is mixed-methods and staged. Stage A develops the conceptual
framework and metric formalization. Stage B analyzes the live SHADOWAI-RISK pro-
totype. Stage C implements the local experimental extension (deterministic baseline pre-
served; LangChain LLM agents; LangGraph orchestration; LangSmith instrumentation;
semantic evaluation). Stage D executes the controlled matrix with checkpointing and
resume-safe skips of successful runs. Stage E finalized aggregate numerical reporting from
the completed 450/450 matrix; human annotation for calibration and inter-rater agreement
remains pending.

Integrity rules for this package are stated once here: (1) no invented participant
statistics; (2) no invented metric cohort results before annotated controlled runs; (3) syn-
thetic/conceptual traces are labeled as such, and real private LangSmith spans are identified
by project/trace identifiers without presenting conceptual diagrams as screenshots; (4)
citations are included only after DOI or official-URL verification; (5) baseline-implemented,
experimentally implemented, and still-proposed components are separated in Table ?? and
Figures 6-19. Semantic-metric datasets for Stage F and survey datasets for Stage G remain
pending.

Related-work search prioritized peer-reviewed venues, major Al conferences, and
official standards or regulatory sources (Appendix A). The complete literature matrix is
provided as Supplementary File S1. The survey instrument is Supplementary File S2.
Configuration templates, prompts, and metric stubs are Supplementary File S3. Editable
figure sources are Supplementary File 54.

Figure 12 shows how qualitative and quantitative strands meet at validation.

4 N 4 N

Qualitative strand Integration / validation Quantitative strand
o Trace walkthroughs e Triangulation e SPS AHF IDR TCS

e Rubric coding o Inter-rater checks e TUA GCR HPR HEP
e Contradiction review e Construct review e WRS composite

e Expert interviews o Threats-to-validity e Latency/tokens/cost
o Survey themes assessment e Planned statistics

. /

Validation occurs at integration: codes inform metric interpretation; metrics constrain qualitative claims.

Figure 12. Mixed-methods evaluation design linking qualitative and quantitative strands at valida-
tion.
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8. Experimental Design

Figure 13 summarizes the experimental loop. The expanded local design uses >30 con-
trolled scenarios; three primary conditions (deterministic baseline; LLM without semantic
evaluation; LLM with LangSmith + semantic evaluation); planned repetitions; temperature
variability; and ablations. LLM conditions execute through LangGraph with LangChain
agent/tool calls. The full experimental matrix completed at 450/450 (complete:true: de-
terministic 32, lIm_no_eval 160, llm_langsmith_semantic_eval 160, variability 50, ablations
48; 0 terminal failures).

Define Set baseline Configure Enable Run N
scenarios conditions agents LangSmith repetitions
Annotate Compute Statistical Report Revise
traces metrics testing* findings protocol

Loop: revise protocol = rerun. *Statistical testing is planned after data collection.

Figure 13. Experimental loop including repetitions, annotation, metric computation, planned statisti-
cal testing, and reporting.

Repetitions, baseline conditions, annotation, metric computation, and planned sta-
tistical testing are part of the loop. With the matrix complete (450/450), primary eval
versus no-eval results (n=160 each) are: TCS 0.624 vs. 0.912 (Holm-adjusted p < 0.001, Cliff
0~ — 0.33 medium); WRS_equal and WRS_expert significantly lower with eval (small ef-
fects); SPS/AHF/IDR/TUA/GCR/HPR/HEP not significant; latency ~126.2s vs. ~101.7 s
(significant, Cliff 6~0.67 large); tokens not significant; local cost $0; decision-family cor-
rectness 57/160 (0.356) vs. 59/160 (0.369), Fisher/x? n.s. (p~0.91). Ablations (n=8, low
power) associate removing constraints / evidence identifiers with large SPS drops (Cliff
6~0.5-0.625) and should be interpreted cautiously. Human calibration and inter-rater
annotation remain pending.

Figure 14 visually summarizes the two primary reported outcomes. Trace complete-
ness was lower in the evaluation-enabled condition, while decision-family correctness
remained similar across conditions.

Figure 15 provides a conceptual nested-run schema for documentation only. It must
not be read as an empirical LangSmith screenshot.

9. Metrics

Figure 16 shows how baseline intent is compared with each hop before metric calcula-
tion.

Table 4 presents the evaluation metric suite.

Let a workflow have ordered hops h = 0...H, with reference intent Iy and observed
intent I;,. Let C(I) be the constraint set, and let EvidSupport(l};) penalize unsupported
claims.
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Primary Outcomes for the Two LLM Conditions

1.0 A BN LM without semantic evaluation
0.912 IS LLM + LangSmith + semantic evaluation

Mean score / proportion

Trace completeness Decision-family
(TCS) correctness

Figure 14. Comparison of the primary outcomes for the two LLM conditions. The LLM condition
without semantic evaluation showed higher trace completeness than the LLM condition with Lang-
Smith and semantic evaluation, whereas decision-family correctness was similar between conditions.
Each condition included 160 runs.

Conceptual trace schema — not an empirical LangSmith result

root run: risk_workflow

\4 \ 4 \ 4
span: orchestrator span: evidence_agent span: governance_agent
hop 0 tool: nvd_query human_gate?

Replace with a redacted real LangSmith screenshot after controlled execution.

Figure 15. Conceptual nested-run schema for documentation. Not an empirical LangSmith result.
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f ™ (
Baseline intent Iy Observed intent I, Compare
goal hoph=1..H constraint overlap
3 — .
constraints C(ly) extracted C(l;) scope expansion
evidence rules claims + tools unsupported claims
permitted tools escalation flag packet completeness
& J &

HPR 4

SPS/AHF higher is better; IDR/HPR lower is better.

Figure 16. Comparison of baseline intent with subsequent hops and derivation of SPS, IDR, HPR,
and AHF.

Table 4. Evaluation metric suite.

Metric Abbrev. Range Interpretation
. . Higher = better
Semantic Preservation SPS [0,1] meaning/constraint
Score .
preservation
Higher = more
Agent Handoff AHF (0,1] complete valid handoff
Fidelity
packets
Instruction Drift Rate  IDR [0,1] Higher =more drift
(worse)
Higher = more
Irace Completeness TCS [0,1] required spans/fields
Score
present
Tool-Use Accuracy TUA [0,1] ngh(?r = correct .tOOI
selection/execution
Governance Higher = fewer policy
Compliance Rate GCR (011 violations
- Higher = more
Hallucma.ltlon HPR [0,1] propagated
Propagation Rate .
unsupported claims
Hunrlla.n Escalation HEP [01] Higher = escalations
Precision are warranted
Workflow Reliability WRS [01] .Cor'np051te reliability
Score indicator
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IC(Jo) N C(In)]

SPS;, = a - Sim(IO/ Ih) +B- |C(Io)|

+ v - EvidSupport(I;), a+p+y=1 (1)
Equation (1) defines the Semantic Preservation Score (SPS) for handoff /. It measures how
well the observed downstream intent preserves the original intent. The metric combines
semantic similarity, constraint-set overlap, and evidence support. The weights «, §, and y
determine the contribution of the three components and sum to one. A higher SPS value
indicates stronger preservation of the original intent across the handoff. The workflow-level
SPS is the mean of SPS;, over all evaluated handoffs i > 1.

AHF = % ) Completeness(packet;,) - Validity (packet;,) ()
h

Equation (2) defines Agent Handoff Fidelity (AHF). AHF measures the completeness and
validity of handoff packets. A higher AHF value is preferable and indicates that packets
are both more complete and more valid across hops.

. 1 C(lp) NC(Iy .
IDR = clipyy (ﬁ ; 11— |(|Og(10)|(7)| + ScopeExpansmn(Ih)]) (3)

Equation (3) defines the Instruction Drift Rate (IDR). IDR measures instruction or constraint
drift and scope expansion. A lower IDR value is preferable and indicates less drift relative
to the reference intent.

|ObservedRequiredSpans N RequiredSpans|

TCS =
|RequiredSpans|

(4)

Equation (4) defines the Trace Completeness Score (TCS). TCS measures the completeness
of required trace spans. A higher TCS value is preferable and indicates that a larger fraction
of required spans is observed.

# correct tool decisions

TUA = 5
# tool decisions ©)

Equation (5) defines Tool-Use Accuracy (TUA). TUA measures the proportion of correct
tool-use decisions. A higher TUA value is preferable and indicates more accurate tool
selection and execution.

# policy violations

GCR=1-
# policy checks

(6)

Equation (6) defines the Governance Compliance Rate (GCR). GCR measures policy com-
pliance. A higher GCR value is preferable and indicates fewer policy violations relative to
the number of policy checks.

~ #unsupported claims reused downstream
N # unsupported claims introduced

HPR ()

Equation (7) defines the Hallucination Propagation Rate (HPR). HPR measures the down-
stream reuse of unsupported claims. A lower HPR value is preferable and indicates less
propagation of unsupported claims across agent hops.

# warranted escalations

HEP = # escalations raised ®)

Equation (8) defines Human Escalation Precision (HEP). HEP measures the proportion of
warranted escalations among all escalations raised. A higher HEP value is preferable and
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indicates that escalations more consistently correspond to conditions that warrant human
review.

WRS = normalize(w - SPS + w; - AHF + w3 - TCS + wy - TUA + ws - GCR — wg - IDR — w; - HPR)
©)
Equation (9) defines the Workflow Reliability Score (WRS). WRS combines the normalized
metrics into one weighted workflow-level score. A higher WRS value is preferable and
indicates stronger overall workflow reliability under the chosen weighting scheme.

Taken together, SPS and AHF evaluate semantic preservation and handoff quality; TCS
and TUA evaluate trace and tool-use correctness; GCR evaluates policy compliance; IDR
and HPR capture undesirable drift and unsupported-claim propagation; HEP evaluates
escalation quality; and WRS combines the normalized metrics into an overall workflow
score.

Weight values require calibration on future annotated corpora [24,42]. Latency, token
usage, and cost per workflow are logged from LangSmith metadata as operational com-
plements, not semantic fidelity measures. Additional formal notes appear in Appendix
C.

Figure 17 shows the human-escalation process tied to metric and policy triggers
[34,43].

Trigger
SPS/IDR/HPR
or policy hit

Autonomous Evidence Human
freeze package decision

Approve & Revise & Reject /
resume retry terminate

Example triggers (to be calibrated): low SPS, high IDR/HPR, missing evidence, tool-permission breach.

Figure 17. Human-in-the-loop escalation process with trigger, freeze, evidence package, human
decision, and resume or terminate paths.

10. Results
10.1 Case-study observational results

Inspection of the live SHADOWAI-RISK prototype confirms an academic-research-
prototype framing and an executive workflow organized around profile setup, intelligence
refresh, risk-finding review, and report generation. Live-review priority indicators depend
on successful refresh against the security database. When refresh has not occurred or source
values are missing, fields are shown as Data Unavailable or Not refreshed. The decision
pathway sequences Known Security Issue — Affected Evidence — Risk Level — What To
Do.
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10.2 Framework and instrumentation products

Stage A/B products include the metric specification, trace-tagging scheme, evaluation
rubric, and the three-category implemented /experimental / proposed boundary (Figures 6—
11; Table ??). Stage C/D/E products include the local experimental project, functional
tests, local JSON traces, and optional private LangSmith spans. These products support
process-level inspection; they do not by themselves constitute proven semantic-preservation
effectiveness.

10.2.1 Implementation details (code-backed)

LLM invocation uses LangChain ChatOpenAI against a local Ollama OpenAl-
compatible endpoint by default (11m_agents/11m_client.py), with ChatPromptTemplate
and JsonOutputParser, plus .with_retry and a repair chain. Evidence tooling is ex-
posed as LangChain @tool functions in 11m_agents/tools_langchain.py. Orchestration
is a compiled LangGraph StateGraph in 11m_agents/graph_langgraph.py with nodes
inventory/evidence/governance/human_review. LangSmith root/agent spans are cre-
ated via langsmith.traceable when enabled. Semantic evaluation remains rule-based
(agents/semantic_detector.py) and is not attributed to LangSmith.

10.3 Genuine LLM-based multi-agent condition (local experimental extension)

The completed experimental matrix comprised 450 workflow executions, including
160 runs without semantic evaluation and 160 runs with LangSmith tracing and semantic
evaluation. The primary quantitative comparison is summarized below.

Mean Workflow Latency Across LLM Conditions
160 Difference

2458

= 126.2s (= 24.1% increase)

120
Statistical result
Statistically significant
CIiff's & = 0,67
" (large effect)

60
Takeaway

Semantic evaluation with
LangSmith introduces
additional rurtime averhead.

40

Mean workflow latency (s)

20

LLM without LLM + LangSmith +
semantic evaluation semantic evaluation
{n =160} {n= 160}

Takeavay

= : » Helm-adjusted p < 0.001;

ce Complsteness Score 9 0,624 . ; ; " r evaluation condition.
Trace Completeress Score (TCS) 0.912 (288 Cliff's # = 0,33 {medlum) Lower TCS in evaluation condition,

R e W e T Significant atter = . =
Wkl Relintslity Scon: (qual weights) | Not sepanstely reportisd Nt separately reparted Larwer e Lonwer WHS {oqual weights) with evaluation,

. < " Significant after . x
‘Workflow Rellability Score (expertwelghts)  Not separately reported Mot separately reported Lower il corion Lonwer WRS excpert welights) with evaluation,
- o o = - ) No meaningful - 7 No significan differences in thess
5P5. AHF, IDR. TUA. GCR. HPR. and HEF | Computationally evaluated Computationally evaluated e Not significant semantic and govemance metrics,
Decision family correetness 59/160 (0.369) 57/160 (0.356/ -0.013 Fisher/ ¥* p = 0,91 Similar decision-family correctness.

T s PR S 7
By yeaiTlow Jnieciy {s) WL e (+24.1%) Cliff's & = 0.67 (large)  workflow latency.
N

Token usage Recarded Recorded "d?;f:':f“‘ Not significant No significant difference in token usage.

Loeal exseution cost (USD) 50 50 - Not applicable Both conditions ran Tocally at bevo cost.

Figure 18. Comparison of the two primary LLM conditions. The semantic-evaluation condition
increased workflow latency while maintaining similar decision-family correctness.

A genuine LLM-based multi-agent condition was implemented with LangChain and
LangGraph and compared with the deterministic baseline under controlled scenarios. Each
of the four roles issues an actual language-model API call through LangChain ChatOpenAl
and returns a Pydantic-validated handoff packet; hops are scheduled by LangGraph. The
deterministic baseline remains runnable and unmodified for comparison. The completed
450/450 matrix supports primary eval versus no-eval contrasts (n=160 each) under this
design, with aggregate inferential results reported elsewhere in this manuscript

337

338

339

340

341

342

343

344

345

346

347

348

349

350

351

352

353

354

355

356

357

358

359

360

361

362



19 of 37

Table 5. Summary of the primary comparison between the LLM multi-agent condition without
semantic evaluation and the LLM condition with LangSmith tracing and semantic evaluation. Each
primary condition included 160 runs.

Outcome LLM without LLM with  Statistical result  Effectsize Interpretation
evaluation evaluation

Trace completeness was significantly

Trace Completeness 0.912 0.624 Holm-adjusted Cliff’s lower in the evaluation-enabled
Score (TCS) p < 0.001 ) ~ —0.33  condition.
(medium)

WRS under equal weighting was
Workflow Reliability NR NR Significant after Small significantly lower with semantic
Score (equal weights) Holm correction evaluation.

WRS under expert-defined weighting
Workflow Reliability NR NR Significant after Small was significantly lower with semantic
Score (expert weights) Holm correction evaluation.

No statistically significant differences
SPS, AHF, IDR,TUA,  Computed Computed Notsignificant Nomeaningful were observed for these semanticand

GCR, HPR, and HEP effect governance metrics.

established
L. . ) . Decision-family correctness was
. 2 Y

giiilgl i:mlly 59/160(0.369) 57/160 (0.356) F;;s}lef) / 9)(1 , Negligible similar between the two conditions.

Mean workflow ~101.7s ~126.2s Significant Cliff’s 6 ~ 0.67 Semﬁgtlc elvaluatlon increased

latency (large) worktlow latency.

Token usage Recorded Recorded Notsignificant No meaningful T.Oke.?. usagle gld not dlfferd. .

effect significantly between conditions.

established

Local execution cost $0 $0 Notapplicable Notapplicable Both conditions used local model

execution and incurred no API cost.

NR = Not separately reported.

Figure 18 provides a visual summary of the principal performance difference between
the two experimental conditions, whereas Table 5 reports the complete quantitative and
statistical comparison across all evaluated metrics.

Study design uses three conditions on the same expanded scenario set (>30 scenarios):
(A) deterministic baseline; (B) LLM multi-agent without semantic evaluation; (C) LLM
multi-agent with private LangSmith tracing and a semantic evaluation layer. This separa-
tion is required so improvements from evaluation logic are not attributed to LangSmith
observability alone.

Expanded scenarios include clean evidence, low-risk approval, high-risk restriction,
missing/conflicting evidence, unsupported recommendation, instruction drift, constraint
omission, scope expansion, evidence inflation, tool mismatch/failure, Shadow Al, manda-
tory escalation, and escalation suppression, with mild/moderate/severe drift severities and
multiple hop locations. LLM scenarios are configured for repeated runs (target >5) with
temperature variability experiments. Deterministic runs are executed once per scenario
because the baseline is fully reproducible.

Metric methodology was strengthened beyond one-off prototype scoring: formal
numerator/denominator definitions, missing-data rules, aggregation, confidence intervals,
and WRS sensitivity across equal, expert-defined, and data-driven weights are specified
in Metric_Definitions_and_Calibration.md. Human annotation guidelines were pre-
pared; inter-rater agreement is pending and is not fabricated. Therefore, the metrics are
treated as computationally applied under formal definitions rather than as fully calibrated
or externally validated measures.

Cautious interpretation is required. LangSmith records the workflow, whereas the
evaluation layer compares handoff states, evidence status, and governance outcomes.
This manuscript does not claim proven semantic preservation, production readiness, or
large-scale statistical significance on the basis of the local controlled experiment alone.
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Figure 19 summarizes the overall three-condition study design. It separates the
deterministic baseline, the LLM multi-agent condition without semantic evaluation, and

the LLM multi-agent condition with LangSmith tracing and semantic evaluation.

Condition A Condition B Condition C
ol LLM + LangSmith
+ semantic evaluation

Deterministic baseline
(rule-based; preserved)

NO semantic evaluation
NO LangSmith

Separates: (1) effect of LLM agents (2) effect of LangSmith observability (3) effect of evaluation logic
Do not attribute evaluation detections to LangSmith.

Same scenarios, policies, and ground-truth labels across conditions.

. Deterministic baseline . LLM agent workflow . LangSmith observability . Semantic evaluation . Human gate

Figure 19. Three-condition study design separating agents, LangSmith, and evaluation.

This separation prevents the effects of semantic evaluation from being incorrectly
attributed to LangSmith observability alone and clarifies the role of each experimental

component.

Figure 20 presents the implemented LLM-based multi-agent workflow and the schema-
validated exchange of information across the Inventory, Evidence, Governance, and Human

Review stages.

Inventory LLM Evidence LLM Governance LLM Human Gate LLM Pydantic schema
(API call) + NVD/fixture tool (API call) (API call) validation

Each agent receives: role instructions, scenario context, policy constraints, evidence state,
permitted tools, prior handoff packet, required output schema.
Not LLM-based unless an actual language-model API call is made.

LangSmith (optional) Semantic evaluation layer
root/agent/tool/handoff/retry spans drift / evidence / escalation / metrics

. Deterministic baseline . LLM agent workflow . LangSmith observability . Semantic evaluation . Human gate

Figure 20. Genuine LLM multi-agent workflow with schema validation.

The workflow shows how each agent produces a structured handoff packet before the
next stage executes, allowing the communication path to be inspected and validated.

Figure 21 summarizes the metric hierarchy used in the study and distinguishes com-
putationally applied metrics from measures that remain pending human calibration.
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Inventory LLM Evidence LLM Governance LLM Human Gate LLM Pydantic schema

(API call) + NVD/fixture tool (API call) (API call) validation

e e

> JRCTR
‘.___
¢---
‘___
<4---

LangSmith (optional) Semantic evaluation layer

root/agent/tool/handoff/retry spans drift / evidence / escalation / metrics

. Deterministic baseline . LLM agent workflow . LangSmith observability . Semantic evaluation . Human gate

Figure 21. Metric stack distinguishing computational scores from pending human calibration.

This distinction prevents prototype computational measures from being interpreted
as externally validated governance indicators.

A small controlled laboratory comparison was executed locally between (i) the deter-
ministic SHADOWAI-RISK decision pathway used by the current application logic and (ii)
the LangSmith-instrumented multi-agent workflow (Inventory Agent — Evidence Agent
— Governance Agent — Human Review Gate). The production Vercel deployment and
GitHub repository were not modified.

Baseline definition. The baseline is a local deterministic port of SHADOWAI-RISK
application logic: organization profile and Al inventory, NVD/NIST evidence attach-
ment, severity-based recommended actions, and Data Unavailable handling. The baseline
does not implement multi-agent constraint handoffs, LangSmith tracing, or semantic-drift
detection.

Experimental-condition definition. The experimental condition uses structured hand-
off packets, private LangSmith tracing, and a rule-based evaluation layer. LangSmith
records the workflow; it does not make governance decisions. The evaluation layer com-
pares handoff states, evidence status, and governance outcomes to identify drift, unsup-
ported recommendations, and escalation conditions.

Scenario set (n = 5). The controlled scenarios included clean valid evidence; instruc-
tion drift (omission of the missing-evidence constraint at hop 1); missing evidence (forced
Data Unavailable); mandatory human escalation (unapproved Shadow Al); and conflicting
recommendations (contradictory channels). Intentionally introduced errors were labeled as
controlled experimental perturbations.

Table 6 reports the expected and observed decisions, escalation behavior, drift detec-
tion, evidence status, runtime, and overall result for each scenario and condition.
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Table 6. Per-scenario comparison of the deterministic baseline and multi-agent conditions.

(a) Decision outcomes by scenario

Scenario Condition Expected Actual Escalation Escalation performed
expected
Clean valid-evidence scenario Deterministic baseline Monitor Monitor False False
Clean valid-evidence scenario Multi-agent with Proceed Proceed False False
LangSmith
Intentionally introduced Deterministicbaseline ~ Monitor Monitor False False
instruction-drift scenario
Intentionally introduced Multi-agent with Hold Hold True True
instruction-drift scenario LangSmith
Missing-evidence scenario Deterministic baseline ~ Monitor Monitor False False
Missing-evidence scenario Multi-agent with Hold Hold True True
LangSmith
Mandatory human-escalation Deterministic baseline Escalate Escalate True True
scenario
Mandatory human-escalation Multi-agent with Reject Reject True True
scenario LangSmith
Conflicting-recommendation ~ Deterministicbaseline ~ Escalate Escalate True True
scenario
Conflicting-recommendation ~ Multi-agent with Hold Hold True True
scenario LangSmith
(b) Detection, evidence, runtime, and overall result
Scenario Condition Drift Drift Evidence Runtime (s) Result
present detected complete
Clean valid-evidence Deterministic baseline False False True 0.0001 PASS
scenario
Clean valid-evidence Multi-agent with False False True 5.9330 PASS
scenario LangSmith
Intentionally introduced Deterministic baseline True False False 0.0001 PASS
instruction-drift scenario
Intentionally introduced Multi-agent with True True False 6.1636 PASS
instruction-drift scenario LangSmith
Missing-evidence scenario  Deterministic baseline False False False 0.0000 PASS
Missing-evidence scenario  Multi-agent with False False False 6.4757 PASS
LangSmith
Mandatory Deterministic baseline False False False 0.0000 PASS
human-escalation scenario
Mandatory Multi-agent with False False False 5.1679 PASS
human-escalation scenario  LangSmith
Conflicting- Deterministicbaseline ~ False False False 0.0001 PASS
recommendation scenario
Conflicting- Multi-agent with False False False 5.5164 PASS

recommendation scenario

LangSmith

The prototype scenario-level metric rules were defined as follows: SPS equals 1
when no drift is present and otherwise equals max(0,1 — lost/|Cy|); AHF is the mean
completeness of required handoff fields; IDR equals lost/|Cy| when drift is present and
0 otherwise; TCS approximates packet and trace completeness; TUA penalizes invented
CVE identifiers; GCR equals 1 when unsupported claims are absent and 0 otherwise; HPR
equals 1 when unsupported claims propagate and 0 otherwise; and HEP equals 1 when
required escalations are handled by a human or when a non-escalated case is correctly left
un-escalated. These prototype computations are not calibrated or externally validated.

Table 7 summarizes the practical measures obtained from the controlled prototype

comparison.

427

428

429

430

432

433

435

436



23 of 37

Table 7. Summary of practical measures from the controlled prototype experiment. The measures are
not externally calibrated.

Measure Deterministic Multi-agent with  Interpretation
baseline LangSmith

.. Fraction of decisions matching the

Decision accuracy 1.0 1.0 i e
condition-specific expected outcome.

Recall calculated for scenarios in which

Drift-detection recall 0.0 1.0 ground-truth drift was present. The baseline

contains no drift detector.

Fraction of missing-evidence scenarios

Missing-evidence 1.0 1.0 correctly marked as incomplete or

detection rate unavailable.

Escalation precision 1.0 1.0 Fraction of performed esca}latlons that were
expected under the scenario protocol.

Escalation recall 1.0 1.0 Fraction of expected escalations that were
performed.
The multi-agent condition includes model

Average runtime (s) 0.0001 5.8513 execution, tool use, orchestration, and tracing
overhead.

Trace completeness 0.0 1.0 The deterministic baseline does not generate

LangSmith traces.

The comparison showed high decision accuracy for both conditions relative to their
condition-specific expected mappings. The multi-agent condition uniquely detected the
controlled instruction-drift perturbation and recorded formal Human Review Gate out-
comes. The deterministic baseline correctly handled Data Unavailable without inventing
evidence and escalated Shadow Al or high-severity cases through deterministic rules, but
it could not detect hop-level constraint drift because it does not contain constraint-carrying
agent handoffs. The multi-agent runs were slower and more complex. No claim is made of
production validation, proven semantic preservation, or large-scale statistical significance.

Figure 22 compares the deterministic baseline and the experimental multi-agent work-
flow at the process level.

Baseline (deterministic SHADOWAI-RISK)

Org profile NVD/NIST Severity rules

+ Al inventory evidence fetch + manager guidance

No handoff packets - No drift detector - No LangSmith spans - No formal freeze gate

Experimental (multi-agent + LangSmith)

Inventory Evidence Governance Human Review Evaluation LangSmith

Agent Agent Agent Gate layer trace record

LangSmith records spans; evaluation logic compares handoffs/evidence/outcomes. LangSmith does not make decisions.

Fair comparison note: both conditions use equivalent inputs, evidence fixtures/force modes, and policies.
Drift perturbations apply only where multi-agent constraint handoffs exist.

Baseline missing-evidence behavior = Data Unavailable + monitor (not silent invent).

. Deterministic app logic . Agent workflow . LangSmith observability . Evaluation logic . Human decision

Figure 22. Deterministic baseline versus multi-agent experimental workflow.
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The comparison highlights that the multi-agent extension introduces explicit agent
orchestration, structured handoffs, trace capture, semantic evaluation, and human-review
visibility while preserving the governance objectives of the original deterministic pathway.

Figure 23 presents the controlled scenario design and the intentionally introduced
perturbations used to evaluate workflow behavior.

s N
Clean valid evidence No perturbation
. J
-
Instruction drift CONTROLLED: omit constraint at hop 1
Missing evidence CONTROLLED: force Data Unavailable
<
Mandatory escalation —> Shadow Al / unapproved tool
<
Conflicting recommendation CONTROLLED: contradictory channels

Red labels mark intentionally introduced controlled experimental perturbations (not claimed as naturally observed production failures).

. Deterministic app logic . Agent workflow . LangSmith observability . Evaluation logic . Human decision

Figure 23. Controlled scenario design with labeled perturbations.

The scenario design evaluates clean evidence handling, instruction drift, missing evi-
dence, mandatory escalation, and conflicting recommendations under controlled laboratory
conditions.

Figure 24 illustrates the controlled instruction-drift case in which the original instruc-
tion and a modified downstream handoff are compared.
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ORIGINAL (baseline constraints) CHANGED HANDOFF (hop 1)

1. Use only verified NVD/NIST evidence. 1. Use only verified NVD/NIST evidence.
2. Do not approve when evidence is missing. 2. [OMITTED — controlled perturbation]
3. Escalate high-risk / uncertain cases. 3. Escalate high-risk / uncertain cases.

Agent workflow LangSmith Evaluation logic
propagates altered packet records hop/spans flags drift_hop=1

Deterministic baseline has no constraint-carrying hops, so this perturbation is not applicable there.
Detection is evaluation-layer analysis of handoff states, not a LangSmith decision.

. Deterministic app logic . Agent workflow . LangSmith observability - Evaluation logic . Human decision

Figure 24. Original instruction versus changed handoff (controlled drift).

The comparison demonstrates how a change introduced during agent communication
can be detected by examining successive structured handoff states.

Figure 25 summarizes the decision path followed when required evidence is missing
or cannot be verified.

Inventory item Evidence Agent Governance: Human Gate Eval layer
requires evidence -> Data Unavailable block approval / escalate hold/reject flags missing

Baseline parallel path: same missing evidence - display Data Unavailable + keep on monitoring list.
Baseline does not invent CVEs and does not implement a formal freeze gate.

LangSmith: records evidence/tool spans Evaluation logic: evidence_complete=false
(observability only) human_escalation_required=true

- Deterministic app logic . Agent workflow . LangSmith observability . Evaluation logic . Human decision

Figure 25. Missing-evidence detection path.

The workflow preserves the Data Unavailable state rather than generating unsup-
ported evidence and routes the case according to the defined governance protocol.

Figure 26 presents the human-escalation pathway used when the workflow identifies
a case that requires manual governance review.
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Trigger
(Shadow Al / high risk /

Freeze high-impact Evidence package Human decision Resume or

i toH Review Gati ji i
missing evidence / conflict) action 0 Human Review Gate approve/reject/hold terminate

LangSmith observability

Evaluation logic

Records escalation-related spans and timing. Sets human_escalation_required and

Does not choose approve/reject/hold. compares expected vs actual gate outcome.

. Deterministic app logic . Agent workflow . LangSmith observability . Evaluation logic . Human decision

Figure 26. Human-escalation path.

The Human Review Gate provides an explicit accountability point by ensuring that
predefined escalation conditions are resolved through human oversight rather than au-
tonomous decision-making.

Figure 27 shows the relationship between LangSmith trace capture and the separate
semantic evaluation layer.

Agent workflow LangSmith observability Evaluation logic

Inventory - Evidence > Root workflow span Compare constraints
Governance - Human Gate Agent spans Evidence status
Tool-call spans Unsupported claims
Produces handoff packets, Escalation conditions
decisions, and tool calls Observable execution record
(does NOT decide) Outputs detection JSON

Wording: The trace provides the observable execution record, while the evaluation layer compares handoff
states, evidence status, and governance outcomes to identify drift, unsupported recommendations,
and escalation conditions.

. Deterministic app logic . Agent workflow . LangSmith observability . Evaluation logic . Human decision

Figure 27. LangSmith trace plus evaluation-layer relationship.

LangSmith records workflow execution, spans, and metadata, whereas the evalua-
tion layer compares handoff states, evidence completeness, governance outcomes, and

465

466

467

468

469

470

471



27 of 37

semantic consistency. The two components are complementary and should not be treated
as interchangeable.

10.5 Functional implementation results

Functional implementation results are limited to verified software evidence. Four
agent components were implemented locally (Inventory Agent, Evidence Agent, Gover-
nance Agent, Human Review Gate) using LangChain LLM calls and LangGraph orches-
tration, alongside a preserved deterministic baseline. The workflow executed successfully
end-to-end. Local JSON traces were generated. Live NVD retrieval returned real CVE
identifiers. The Human Review Gate was triggered in escalation/Shadow Al conditions.
Two local unit tests passed. Original production files were not modified, and no GitHub
or Vercel deployment changes were made. Optional LangSmith instrumentation pro-
duced verified private spans in project semantic-tracing-shadowai (example root trace
ID 019£8c48-1c98-7813-8b59-ae3d4abc96d4). As summarized in Table 5, the completed
experimental matrix provides computational comparisons across the two primary LLM
conditions; however, human calibration and external semantic validation remain pending.
No annotated-corpus SPS, AHF, IDR, HPR, or WRS values are reported because annotated
semantic metric computation has not yet been performed.

Table 8. Functional implementation validation status (verified evidence only).

Validation item

Status

Evidence

Inventory Agent

Evidence Agent

Governance Agent

Human Review Gate

Handoff packets
Local JSON trace export
LangSmith cloud trace

Unit tests

Semantic metrics
(SPS/AHEF/IDR/...)
Production deployment
integration

Implemented locally /
LangChain LLM condition
Implemented locally /
LangChain tools + live
NVD retrieval
Implemented locally /
LangChain LLM +
LangGraph orchestration
Implemented locally /
LangGraph human_review
node

Implemented locally /
LLM-authored +
schema-validated
Implemented

Implemented and verified
(private)

Passed

Pending semantic
validation

Not integrated into
production

Local source code;
workflow run

Live CVE identifiers in
local run

Local execution outputs;
genuine LLM handoffs

Triggered in
escalation/Shadow Al
scenario

Structured packet objects in
experimental project

outputs/local_traces/*json
semantic-tracing-shadowai;
019£8¢48-1c98-7813-8b59-
ae3d4abc96d4

2 passed

Not calculated from
annotated corpora
Local-only experiment;
Vercel unchanged

As shown in Table 8, the core implementation components—including the Inventory,

Evidence, and Governance agents, the Human Review Gate, LangGraph orchestration,
structured handoff packets, local JSON traces, and private LangSmith tracing—were func-
tionally verified. In contrast, semantic metric calibration and production deployment
remain outside the scope of the present study.
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Table 9. Data collection status.

Data element Status Location
Live prototype architecture Collected (qualitative) Section 6; Section 10.1
observation
Verified literature matrix Collected Supplementary File S1
Metric definitions Specified Section 9; Appendix C; S3
Local experimental
Controlled multi-agent Partially collected workflow + private
experiments (functional) LangSmith spans; semantic
metrics still pending
Survey responses Pending Supplementary File 52
Esgggi(iitﬁ iij;(;tlon Pending Figure 17 is conceptual only
Local experimental Implemented / functionally SHADOWAI-RISK-
multi-agent workflow tested LangSmith-Experimental
Local JSON traces Collected outputs/local_traces/
Project

Private LangSmith cloud Collected (private) semantic-tracing-shadowai;
spans p root 019f8c48-1c98-7813-

8b59-ae3d4abc96d4
Semantic metric cohort

statistics Pending Future annotated corpus

Table 9 summarizes the current status of the datasets, implementation artifacts, and
supporting resources collected during this work. The implemented prototype, local traces,
and private LangSmith spans are available for the reported experiments, whereas survey
data, annotated semantic metrics, and production-scale validation remain future work.

11. Discussion

With the LLM condition, discussion must distinguish deterministic baseline behavior
from LLM agent variability, LangSmith observability (trace completeness), and semantic
evaluation detections. Pending human annotation limits claims about construct-validated
SPS/IDR/HPR. A genuine LLM-based multi-agent condition was implemented and com-
pared with the deterministic baseline under controlled scenarios; calibration and external
validation remain future work.

Controlled-comparison discussion. Relative to the deterministic baseline, private
LangSmith tracing improved visibility into instruction/constraint changes by preserving
hop-level packets and spans that the evaluation layer can compare. Identification of
missing evidence was possible in both conditions as Data Unavailable; the multi-agent
condition additionally made the hop and escalation trigger explicit in structured outputs
and traces. Escalation points were more visible in the multi-agent Human Review Gate
(freeze metadata and human outcome) than in baseline leadership-guidance text.

Importantly, LangSmith itself does not make decisions. The trace provides the observ-
able execution record, while the evaluation layer compares handoff states, evidence status,
and governance outcomes to identify drift, unsupported recommendations, and escalation
conditions.

The comparison does not claim proven semantic preservation, production validation,
general enterprise superiority, or large-scale statistical significance. The local extension
includes both deterministic baseline agents and LangChain/LangGraph LLM agents; dis-
cussion must not conflate the two. Final matrix aggregates are reported from the completed
450/450 run (0 terminal failures).
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Synthesizing the completed experimental comparison, the multi-agent implementation
did not necessarily produce more accurate final governance decisions than the deterministic
baseline or the LLM condition without semantic evaluation; decision-family correctness did
not differ significantly between the primary LLM conditions. Its principal demonstrated
advantage was improved transparency of the decision-making process: explicit agent
handoffs, structured communication packets, LangSmith traces, and semantic evaluation
made intermediate reasoning observable and auditable. These benefits were accompanied
by increased workflow latency and greater implementation complexity relative to the
deterministic pathway.

Enterprise Al governance needs process-level semantic accountability, not only out-
come summaries or CVE lists [1,44,45]. SHADOWAI-RISK shows how authoritative vulner-
ability evidence can ground executive Al-risk review. Semantic tracing is the complemen-
tary capability when autonomous agents participate in collecting evidence, summarizing
risk, or recommending restrictions.

The local experimental implementation demonstrates that the conceptual architecture
can be operationalized with LangChain, LangGraph, and LangSmith without modifying
the production website. Functional validation, semantic validation, and production val-
idation remain distinct. Because multi-agent LLM systems are stochastic, repeated-run
and variability analyses were required; the completed 450/450 matrix (0 terminal failures)
now supports the reported aggregate numerical and inferential claims. Human calibration,
inter-rater agreement, surveys, and production integration remain pending.

Figure 28 consolidates contributions against gap, method, output, and validation

status.
Contribution Research gap Method Output Validation status
' B\
1 Semantic Meaning not Handoff model + Framework + Conceptual
tracing concept measured across hops failure taxonomy definitions (complete)
B @ = N N
C2 Metric suite Observability # Metric design + SPS...WRS + Protocol ready;
+ LangSmith use semantic fidelity tagging scheme pipeline data pending
> & A\ =4
~
C3 Case study Governance apps Architecture analysis Implemented vs Observational
integration lack agent semantics of prototype proposed map (complete)
& Y 4 4
C4 Control Standards not linked Interpretive Mapping table + Interpretive;
mapping to hop metrics alignment matrix figure not certification
) & g

Figure 28. Research contributions linked to gap, method, output, and validation status.

12. Governance and Cybersecurity Implications

Semantic tracing supports Measure/Govern needs in NIST AI RMF by creating au-
ditable evidence of agent behavior [1,33]. It supports ISACA-oriented assurance by gener-
ating sampleable artifacts [19,44]. For organizations considering Al restrictions, drift and
compliance metrics can justify risk-tiered controls rather than blunt bans or unmonitored
permission.
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Figure 29 separates authoritative framework requirements from the authors” inter- s
pretive mappings. These mappings are research interpretations, not certification or legal =

compliance claims. 552
Authoritative requirements (source texts) Authors’ interpretive mapping (not certification)

( B\ 74 A
Trace completeness / logging Supports auditability under transparency norms

& T & J

4 N 4 N\
Human oversight expectations Maps to escalation gate design

|\ . \& 4

(G N\ A R\
Measure/Govern risk functions Maps to metric monitoring + policy checks

. 7 N8 S

(G B\ 74 2\
Hallucination / confabulation risk Maps to HPR measurement

- ) & 4

Interpretive research mapping only; not a legal compliance or certification claim.

Figure 29. Separation of authoritative framework requirements from authors’ interpretive mappings
(not certification).

Table 10 presents the interpretive governance control mapping from semantic-tracing s
signals. 554

Table 10. Interpretive governance control mapping from semantic-tracing signals.

Tracing signal Governance use Example alignment

(interpretive)
. Pause autonomous handoff; NIST AI RMF Manage;
Low SPS / high IDR revise prompts/policies ISACA monitoring

Require evidence re-check ~ NIST AI 600-1 confabula-

before executive reporting  tion/hallucination risk
. EU AT Act

Treat decision as

Low TCS insufficiently auditable transparency/logging

High HPR

expectations
Low GCR Trigger policy exception ISACA Al audit control
workflow testing
HEP monitorin Tune human-gate OECD accountability; IEEE
& thresholds 7000 oversight values

Cybersecurity implications are twofold. First, SHADOWAI-RISK ties Al inventories to  sss
NVD vulnerability intelligence, supporting identify / protect/detect-style outcomes in CSF 55
terms [31,37,46]. Second, semantic tracing can reveal unsafe tool selections, incomplete  ss
handoffs, and unverified claims relevant to ENISA’s Al cybersecurity concerns [4,47,48]. 558

Practical recommendations follow directly [14,16,49]: inventory Al systems; bind  ss
inventories to authoritative vulnerability intelligence with explicit missing-data handling; se
require tracing for multi-agent workflows; measure semantic preservation rather than s«
final-answer quality alone; install human gates for high-impact actions [2,34]; and keep  se
prototype capabilities distinct from production governance claims in board reporting. 563
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13. Threats to Validity and Limitations

Construct validity: semantic similarity proxies may imperfectly capture policy con-
straints [10]; constraint-set overlap and human rubric coding are therefore required. Internal
validity: stochastic model outputs necessitate repeated runs and logging discipline [21].
External validity: findings from the SHADOWAI-RISK case and future laboratory scenarios
may not generalize to all sectors. Reliability: annotation guidelines and inter-rater statistics
are planned. Conclusion validity: this manuscript avoids unsupported inferential claims
by labeling pending data.

Limitations: the live case study demonstrates evidence-linked Al risk review; the
experimental extension is implemented locally and functionally tested but is not integrated
into production; the full experimental matrix is complete (450/450); semantic metrics are
not yet human-calibrated; no inter-rater annotation study has been completed; production
deployment integration has not been completed; metric weights require calibration; survey
data are not yet collected; governance mappings are interpretive; full LangSmith cloud
tracing depends on private credentials and must remain private; and no claim of legal or
regulatory compliance is made. These findings suggest that the value of the multi-agent
architecture lies primarily in improving process transparency, semantic traceability, and
governance auditability rather than replacing deterministic workflows. For applications
where only a final governance recommendation is required, the deterministic baseline may
remain sufficient. However, in settings requiring inspection of intermediate reasoning,
agent communication, and governance accountability, the multi-agent architecture provides
capabilities that the deterministic workflow does not inherently offer.

14. Future Work

Future work will deepen LangChain tool-calling agent patterns where beneficial;
expand LangGraph conditional routing for richer escalation policies; annotate hand-
off quality and complete human calibration and inter-rater agreement studies; compute
SPS/AHF/IDR/TCS/TUA/GCR/HPR/HEP/WRS on human-annotated corpora; collect
survey data; add redacted LangSmith screenshots; study adversarial prompt injection
across handoffs; and integrate with the production Ul only after validation.

15. Conclusion

This paper presented a semantic-tracing framework for multi-agent workflows, an-
chored in LangSmith observability and the SHADOWAI-RISK enterprise Al governance
prototype, and implemented locally with genuine LangChain LLM tooling and LangGraph
orchestration alongside a preserved deterministic baseline. The full experimental matrix is
complete at 450/450 (complete:true; 0 terminal failures), and aggregate numerical and
inferential results are reported above. Across the completed comparison, the principal
practical benefit of the multi-agent extension was process transparency and auditability
rather than superior final-decision accuracy, at the cost of higher latency and greater imple-
mentation complexity. Semantic tracing offers organizations a practical path for inspecting
what agents exchange and where governance controls should intervene, pending human
calibration, semantic validation via inter-rater agreement, surveys, and production integra-
tion. Taken together, the findings indicate that the original deterministic SHADOWAI-RISK
workflow remains appropriate for fixed, rule-based governance tasks in which the pri-
mary objective is to produce a final recommendation efficiently. The multi-agent extension
provides additional value when organizations also require visibility into how that recom-
mendation was produced. By exposing structured handoffs, intermediate workflow states,
evidence use, semantic changes, and human-review points, the agent-based architecture
improves transparency, traceability, and auditability. These benefits, however, were accom-

564

565

566

567

568

569

570

571

572

573

574

575

576

577

578

579

580

582

583

584

585

586

587

588

589

590

591

592

593

594

595

596

597

598

599

600

601

602

603

604

605

606

607

608

609

610

611



32 of 37

panied by greater implementation complexity and increased workflow latency. The present
study does not demonstrate superior final decision accuracy for the multi-agent condi-
tion, nor does it claim that either implementation has been fully validated for production
deployment.
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Appendix A. Search Strategy and Inclusion Criteria

Sources were sought from NIST, EUR-Lex, OECD, ENISA, ISACA, IEEE, ACM,
Springer, IJCAI, FIRST, and official LangSmith documentation. Queries combined terms
such as multi-agent LLM, agent observability, hallucination, Al risk management, Al Act,
and NVD. Inclusion required verifiable bibliographic identity (DOI or official URL) and
topical relevance. Exclusion removed unverifiable citations and non-authoritative posts
used as primary evidence. The complete coded matrix is Supplementary File S1.

Appendix B. Research Questions (Detail)

RQ1-RQ6 are stated in Table 2. They address representation, measurement, failure lo-
calization, case integration, interpretive standards alignment, and reproducible evaluation.

Appendix C. Metric Definitions and Formulations

Section 9 provides the primary equations. Machine-readable stubs are in Supplemen-
tary File S3 (Reproducibility_Package/metrics/metric_definitions.md). Weights «, §, v and
WRS weights are to be calibrated on future annotated corpora; no calibrated values are
claimed here.

Appendix D. Agent Roles, Instructions, and Tools

Implemented LangChain/LangGraph agent roles: Inventory Agent, Evidence Agent,
Governance Agent, and Human Review Gate. Instructions require citation of evidence
IDs, explicit Data Unavailable behavior when fields are missing, and escalation on low
confidence or incomplete CVE/CVSS fields. Implemented tools include nvd_cve_lookup
and evidence_fixture_loader. Full prompt templates are in Supplementary File S3.

Appendix E. LangSmith Trace Configuration

Environment variables: LANGSMITH_TRACING=true; LANGSMITH_API_KEY;
LANGSMITH_PROJECT=semantic-tracing-shadowai. Tag each run with agent_role,
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hop_index, policy_id, and scenario_id. See official LangSmith tracing documentation
and Supplementary File S3 for the environment template.

Appendix F. Evaluation Rubric

Coders score each hop for: constraint preservation (0-2), evidence support (0-2), tool
appropriateness (0-2), contradiction absence (0-2), and escalation appropriateness (0-2).
Disagreements are adjudicated by a third coder before metric derivation.

Appendix G. Governance Control Mapping (Extended)

Table 10 and Figure 29 provide the core mapping. Extended notes aligning Mea-
sure/Govern, logging/transparency, and human oversight expectations appear with the
interpretive disclaimer that mappings are not certification.

Appendix H. Framework Alignment Notes

NIST AI RMF (Govern/Map/Measure/Manage); NIST Al 600-1 generative risks;
NIST CSF 2.0 Govern; ISACA lifecycle/audit orientation; EU Al Act transparency and
human-oversight expectations; ENISA threat context; OECD accountability /explainability;
IEEE 7000 value traceability. Alignments are research interpretations.

Appendix 1. Ethical Considerations and Data Management

Survey participation is voluntary; no deception; optional contact. Avoid collecting
secrets or credentials in traces; redact proprietary prompts/outputs; comply with orga-
nizational data policies and applicable privacy law. Store survey data separately from
traces; retain LangSmith exports under access control; publish only redacted examples;
keep References_Verification.xlsx as the citation audit trail.

Appendix J. Prototype Limitations and Application Screenshot

SHADOWAI-RISK is an academic prototype; live fields depend on NVD availability.
The multi-agent semantic-tracing extension is implemented locally but is not integrated into
the production UL Executive reporting requires completed refresh. A homepage capture
is stored in the project screenshots/ folder and may be treated as Supplementary File S5
visual material.

sa | SHADOWAI-RISK
Enterprise Al Gavernance & Risk Intelligence

Refrosh date: Data Unavailable | Select Al technologies and click Refresh Intolligence  ( LIVE ) Refresh date: Data Unavailable | Relevant NVD/NIST threats will appear hers after refrosh INVENTORY ) Refresh dat: Data Unavailable | Select Al technologies and click Refresh Inteligence LIV

Project Prototype: Next-Gen Autonomous Al Threat
Mitigation Dashboard

Load Resoarcher: Audrey Rah | ECE, Universty of Houston

LIVENVD/NIST EVIDENCE  UPDATED: DATA UNAVAILABLE

( Y () s e

Known Security Issues (NVD) CISA KEV Alerts

O known security lssues loaded for the Not queried n this standalone browser O MITRE!
inventory. file. Use the linked catalog for manual KEV

Source: NIST NVD AP1 | Retrieved: Data confirmation when a CVE requires.

Source refersnce: CISA KEV Catalog

Every selected technology remains visible after refresh. Verified records are inked to NVD/MIST: unavailable source
findings are not replaced with generic Al threats.

No Al technologies selected yet. Use Setup Profile, then refresh intelligence.

‘Simple actions based on the evidence shown above.

‘Select Al tools and refresh intelligence to see simple next steps.

Figure J1. SHADOWAI-RISK live academic research prototype homepage (supplementary visual;
not part of the main Figure 1-13 sequence).
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Appendix Figure J1 shows the SHADOWAI-RISK live academic research prototype e
homepage. 682

<

Appendix K. Evaluation Scenarios o83

S1 Shadow Al discovery; S2 incomplete evidence; S3 conflicting advice; 54 tool- e
permission breach. The five controlled prototype scenarios reported in Section 10.3 were s

executed locally. Additional large-scale scenarios and repetitions remain pending. 686
Appendix L. Supplementary Files o7
. S1 — Literature_Review_Matrix.xlsx (full literature matrix). 688
* 52 — Survey_Questionnaire.docx (full professional questionnaire). 689
* 53 — Reproducibility_Package/ (configs, prompts, metrics, synthetic trace). 690
* 54 — Semantic_Tracing_Figures.pptx (editable figure source). 601

* 55 —screenshots/ and future redacted trace exports. 602
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