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Abstract

Existing cybersecurity instruments largely focus on awareness, compliance, or behavioral intentions,
while employees’ organizational cybersecurity perceptions remain insufficiently examined from a PMT-
based appraisal perspective. This study aimed to develop and psychometrically validate the
Organizational Cybersecurity Perception Scale, a Protection Motivation Theory (PMT)-based instrument
contextualized by the NIST Cybersecurity Framework (CSF) 2.0. The scale was designed to assess
employees’ cognitive appraisals of organizational cybersecurity threats, protective capacities, self-
efficacy, and perceived response costs among individuals actively using institutional digital systems.
NIST CSF 2.0 was used as a contextual framework during item development rather than as a latent
measurement structure. Psychometric analyses were conducted using two independent samples drawn
from different institutional sectors in Tirkiye: an exploratory factor analysis sample (EFA; n=519) and a
confirmatory factor analysis sample (CFA; n = 400). EFA revealed a six-factor structure consisting of
Perceived Severity, Perceived Vulnerability, Preventive Efficacy, Intervention Capability, Self-Efficacy, and
Response Cost. This structure indicated that response efficacy differentiated into prevention-oriented
and incident-management-oriented dimensions in the organizational cybersecurity context. The final
scale included 27 items. Cronbach'’s alpha coefficients ranged from .762 to .862, and the overall scale
demonstrated good internal consistency (a =.863). CFA supported the modified six-factor measurement
model with acceptable overall fit indices (x2/df =1.761, RMSEA = .044, RMR = .040, CFl = .952, IFI =
.953). Composite reliability values ranged from .727 to .866, and average variance extracted values
provided acceptable evidence for convergent validity. HTMT ratios supported discriminant validity, and
common method bias assessments did not indicate a substantial threat to the measurement model.
Additional known-groups analyses conducted in two context-specific samples (public sports institutions,
n = 188; university employees, n = 113) showed that the scale differentiated theoretically relevant groups
according to cybersecurity training, incident awareness, policy/procedure awareness, and cybersecurity
unit awareness. Overall, the findings indicate that the PMT-OCPS provides researchers and organizations
with a theory-driven instrument for assessing organizational cybersecurity perception and evaluating
human-centered cybersecurity readiness

1. Introduction

Digital transformation has fundamentally reshaped organizational structures, operational processes, and
information management systems. The widespread use of cloud-based infrastructures, artificial
intelligence systems, digital platforms, and interconnected information networks has increased
organizations’ dependence on digital ecosystems while expanding their exposure to cyber risks (Vial,
2021; Kraus et al., 2021; Thukral & Ratten, 2021). As a result, cybersecurity has become a
multidimensional organizational concern that extends beyond the technical protection of information
systems and is increasingly associated with governance, operational continuity, risk management,
institutional reputation, and organizational resilience (Von Solms & Von Solms, 2018).
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Contemporary cyber threats, including phishing, ransomware, data breaches, and denial-of-service
attacks, may disrupt business processes, damage organizational reputation, generate legal and financial
consequences, and weaken institutional trust (Parsons et al., 2014; Hadlington, 2021; ENISA, 2024; de
Bruin & Mersinas, 2024; Bach & Pedersen, 2025). Although organizations invest substantially in technical
security controls, technological safeguards alone are insufficient to ensure effective cybersecurity.
Employees’ perceptions of cyber threats, evaluations of institutional protective capacity, confidence in
their own cybersecurity-related capabilities, and perceived costs of security practices play a critical role
in shaping organizational cybersecurity outcomes (Bada et al., 2019; Nifakos et al., 2021; Inayat et al.,
2024; Khadka & Ullah, 2025). Therefore, understanding cybersecurity in organizations requires not only
technical assessment, but also theoretically grounded measurement of human-centered cognitive
appraisals.

Protection Motivation Theory (PMT) provides a strong theoretical basis for examining such appraisals.
Originally developed to explain protective responses to threatening events, PMT argues that protective
motivation is shaped through two cognitive processes: threat appraisal and coping appraisal (Rogers,
1975, 1983). Threat appraisal involves perceived severity and perceived vulnerability, whereas coping
appraisal involves response efficacy, self-efficacy, and response cost (Floyd et al., 2000). In cybersecurity
research, PMT has been widely used to explain protective behaviors such as information security
behavior, password protection, security policy compliance, and phishing avoidance (Ifinedo, 2012; Boss
et al., 2015; Hanus & Wu, 2016; Haag et al., 2021; Kiran et al., 2025). However, most PMT-based
cybersecurity studies have focused on individual user behavior or behavioral intention rather than
employees’ broader perceptions of organizational cybersecurity processes. At the organizational level,
cybersecurity awareness is not limited to individual knowledge; rather, it is shaped by senior
management support, user attitudes, support mechanisms, participation, governance, and training-
awareness processes (Kavrestad et al., 2025). Similarly, the factors influencing cybersecurity awareness
among decision-makers should be examined specifically (Vrhovec & Markelj, 2024), and organizational
cybersecurity preparedness should be evaluated beyond individual awareness by considering
institutional readiness, managerial perceptions, and applicable response mechanisms (Chapman, 2019).
These arguments suggest that cybersecurity in organizations should be examined not only as an
individual awareness or behavior issue, but also as a broader perceptual and institutional appraisal
process involving threat evaluation, perceived organizational capacity, response capability, and
implementation burden.

Existing cybersecurity measurement instruments have made important contributions to the assessment
of cybersecurity awareness, information security behavior, policy compliance, cybercrime awareness,
and individual cybersecurity resilience (Parsons et al., 2014; Crossler et al., 2013; Egelman & Peer, 2015;
Hadlington, 2021; Arpaci & Sevinc, 2022; Almansoori et al., 2023; Arpaci et al., 2025; Arpaci et al., 2026;
Unsal & Ocak, 2026). Nevertheless, these instruments generally do not operationalize organizational
cybersecurity perception as a PMT-based cognitive appraisal structure. In particular, there remains a
need for a psychometric instrument that measures how employees evaluate the seriousness of cyber
threats, the vulnerability of organizational digital systems, the effectiveness of institutional protective
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measures, the organization’s capacity to manage cyber incidents, their own perceived ability to respond,
and the perceived burden of cybersecurity practices.

In this context, the NIST Cybersecurity Framework (CSF) 2.0 provides a useful organizational
cybersecurity reference. NIST CSF 2.0 conceptualizes cybersecurity through six core functions: Govern,
Identify, Protect, Detect, Respond, and Recover (National Institute of Standards and Technology [NIST],
2024). These functions provide a systematic vocabulary for describing organizational cybersecurity
processes, including governance responsibilities, risk visibility, protective mechanisms, threat detection,
incident response, and recovery capacity. However, NIST CSF 2.0 is not a psychological theory of
protective motivation and does not itself define latent perceptual constructs. Therefore, in the present
study, NIST CSF 2.0 was used as a contextual and operational framework for item development, rather
than as an independent measurement model or latent factor structure.

Accordingly, this study aimed to develop and psychometrically validate the Organizational Cybersecurity
Perception Scale, a Protection Motivation Theory-based instrument contextualized by NIST CSF 2.0. The
proposed scale measures employees’ cognitive appraisals of organizational cybersecurity through six
dimensions: perceived severity, perceived vulnerability, preventive efficacy, intervention capability, self-
efficacy, and response cost. PMT provides the theoretical basis for the latent structure of the scale,
whereas NIST CSF 2.0 provides the organizational cybersecurity context within which the items were
formulated. By making this distinction explicit, the study contributes to the literature by extending PMT
from individual cybersecurity behavior to organizational cybersecurity perception and by offering a
psychometrically validated tool for assessing human-centered cybersecurity appraisals in institutional
settings.

2. Theoretical Framework

2.1. Protection Motivation Theory as the Theoretical Basis

Protection Motivation Theory (PMT) was developed by Rogers (1975, 1983) to explain how individuals
cognitively appraise threatening situations and how these appraisals shape protective responses. The
theory proposes that protection-related evaluations are formed through two core processes: threat
appraisal and coping appraisal. Threat appraisal refers to individuals’ evaluation of the seriousness of a
threat and the likelihood of being exposed to it, whereas coping appraisal refers to their evaluation of the
effectiveness, feasibility, and cost of protective responses.

In PMT, perceived severity and perceived vulnerability constitute the threat appraisal process. Perceived
severity reflects the extent to which individuals consider the consequences of a threat to be serious,
while perceived vulnerability reflects the perceived likelihood of being affected by that threat. Coping
appraisal consists of response efficacy, self-efficacy, and response cost. Response efficacy refers to the
belief that protective measures are effective in reducing a threat; self-efficacy refers to individuals’
perceived capability to perform or support protective actions; and response cost refers to the perceived
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burden, effort, time, or difficulty associated with implementing protective measures (Floyd et al., 2000;
Milne et al., 2000).

Although PMT has traditionally been employed to explain individual protective behaviors in cybersecurity
contexts (Ifinedo, 2012; Boss et al., 2015; Sulaiman et al., 2022; Warkentin et al., 2016; Haag et al., 2021),
its threat appraisal and coping appraisal structure also provides a theoretically appropriate basis for
examining employees’ perceptions of organizational cybersecurity (Rogers, 1975, 1983; Floyd et al.,
2000). However, organizational cybersecurity requires a broader interpretation of PMT because
employees evaluate not only their own protective behavior, but also the organization’s cybersecurity
posture, preventive capacity, incident management capability, and the operational burden of security
practices (Chapman, 2019; Vrhovec & Markelj, 2024; Kavrestad et al., 2025). For this reason, the present
study uses PMT as the primary theoretical basis for defining the latent structure of organizational
cybersecurity perception

2.2. NIST Cybersecurity Framework 2.0 as the Contextual
Cybersecurity Reference

The NIST Cybersecurity Framework (CSF) was developed to help organizations manage cybersecurity
risks through a common language and a structured set of cybersecurity outcomes. NIST CSF 2.0
extends this approach by positioning cybersecurity as an organizational governance and risk
management issue rather than merely a technical control problem (NIST, 2018; NIST, 2024). The
framework consists of six core functions: Govern, Identify, Protect, Detect, Respond, and Recover. Govern
refers to cybersecurity strategy, policy, roles, responsibilities, and oversight; Identify concerns the
recognition of assets, risks, threats, and vulnerabilities; Protect refers to safeguards that reduce
cybersecurity risk; Detect concerns the identification of potential cybersecurity events; Respond refers to
actions taken during or after an incident; and Recover concerns the restoration of systems, operations,
and services after a cybersecurity event (Lanz, 2024).

In the present study, NIST CSF 2.0 was not used as a psychological theory, a latent measurement model,
or an alternative factor structure. Instead, it was used as a contextual cybersecurity reference to ensure
that the PMT-based items reflected realistic organizational cybersecurity processes. This distinction is
important because PMT and NIST CSF 2.0 operate at different conceptual levels. PMT explains cognitive
appraisal processes, whereas NIST CSF 2.0 describes organizational cybersecurity functions and
operational outcomes. Therefore, the role of NIST CSF 2.0 in this study was to inform the cybersecurity
content of the items, not to determine the latent dimensions of the scale. NIST CSF 2.0 was selected
because it is one of the most widely adopted and internationally recognized cybersecurity governance
frameworks and provides comprehensive coverage of organizational cybersecurity processes

2.3. A PMT-Based Model of Organizational Cybersecurity
Perception Contextualized by NIST CSF 2.0
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This study conceptualizes organizational cybersecurity perception as a multidimensional cognitive
appraisal structure grounded in PMT and contextualized by NIST CSF 2.0. Drawing on Protection
Motivation Theory (PMT) and the organizational cybersecurity literature, the present study
conceptualizes organizational cybersecurity perception as employees’ cognitive appraisals of cyber
threats, organizational vulnerability, institutional preventive and incident-response capacities, their own
response capabilities, and the perceived costs associated with cybersecurity practices within
organizational digital environments. The scale is therefore designed to measure cybersecurity-related
perceptions rather than actual cybersecurity behavior, behavioral intention, technical knowledge, or
organizational cybersecurity performance.

The latent structure of the proposed scale is grounded in PMT. Perceived severity and perceived
vulnerability represent threat appraisal, whereas preventive efficacy, intervention capability, self-efficacy,
and response cost represent coping appraisal in the organizational cybersecurity context. In this study,
response efficacy was adapted to the organizational context and empirically represented by two related
but distinct dimensions: preventive efficacy and intervention capability. Preventive efficacy reflects
employees’ beliefs regarding the effectiveness of preventive cybersecurity measures such as access
control, software updates, security training, and authentication mechanisms. Intervention capability
reflects employees’ evaluations of the organization’s capacity to detect, respond to, coordinate, and
recover from cybersecurity incidents. This distinction is theoretically meaningful because organizational
cybersecurity requires not only preventive safeguards but also institutional capacity to manage incidents
when they occur.

NIST CSF 2.0 informed the operational cybersecurity context of the item pool. Its Govern, Identify,
Protect, Detect, Respond, and Recover functions were used to ensure that the items were connected to
realistic organizational cybersecurity processes such as governance responsibilities, risk visibility,
protective safeguards, detection mechanisms, response coordination, recovery capacity, workload, and
procedural burden. However, these NIST functions were not specified as latent factors and were not
expected to correspond one-to-one with the PMT dimensions. Rather, they served as an operational
vocabulary that contextualized PMT-based cognitive appraisals within institutional cybersecurity
practice.
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Table 1
Conceptual Relationship Between PMT Dimensions and the Contextual Role of NIST CSF 2.0

PMT Dimension PMT Domain  Contextual Role lllustrative Organizational Cybersecurity
of NIST CSF 2.0 Context
Perceived Threat Not directly Psychological appraisal of cyber incident
Severity Appraisal mapped consequences, business disruption,
reputational damage, legal liabilities
Perceived Threat Identify Assets, threats, vulnerabilities, exposure
Vulnerability Appraisal to cyber risks
Preventive Coping Protect Security awareness training, access
Efficacy Appraisal control, software updates, multifactor
authentication
Intervention Coping Detect, Respond, Threat detection, incident response,
Capability Appraisal Recover coordination, recovery capacity
Self-Efficacy Coping Respond Individual response capability, incident
Appraisal reporting, coordination with relevant
units
Response Cost Coping Govern Workload, time burden, procedural
Appraisal complexity, organizational compliance

Note. Protection Motivation Theory (PMT) constitutes the theoretical basis of the latent structure of
the scale. NIST Cybersecurity Framework (CSF) 2.0 functions were used solely as contextual
references during item development and were not specified as latent factors or as an independent
measurement model. Perceived Severity was not directly mapped to a specific NIST CSF 2.0 function
because it represents psychological appraisals of the potential consequences of cybersecurity
incidents rather than an operational cybersecurity process. Therefore, the contextual role of NIST
CSF 2.0 should not be interpreted as a one-to-one correspondence with PMT dimensions.

Accordingly, the final measurement model was specified and tested according to six PMT-based
dimensions: perceived severity, perceived vulnerability, preventive efficacy, intervention capability, self-
efficacy, and response cost. PMT constitutes the theoretical foundation of the scale’s latent structure,
whereas NIST CSF 2.0 provides the organizational cybersecurity context within which the items were
formulated. This model therefore preserves the conceptual boundaries between psychological appraisal
and organizational cybersecurity operations while offering a governance-contextualized measurement
tool for assessing employees’ organizational cybersecurity perceptions.

As illustrated in Fig. 1, organizational cybersecurity perception is conceptualized through the two
cognitive appraisal processes of PMT: threat appraisal and coping appraisal. Threat appraisal comprises
employees’ perceptions of the severity of cybersecurity threats and the vulnerability of organizational
digital systems, whereas coping appraisal comprises preventive efficacy, intervention capability, self-
efficacy, and response cost. These appraisal dimensions jointly constitute the latent structure of
organizational cybersecurity perception. NIST CSF 2.0 does not represent an additional latent dimension
or a sequential stage in this structure; rather, its Govern, Identify, Protect, Detect, Respond, and Recover
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functions provide the operational cybersecurity context used to formulate and interpret the PMT-based
items.

Accordingly, organizational cybersecurity perception is conceptualized as a multidimensional cognitive
appraisal construct grounded in PMT and contextualized within organizational cybersecurity processes.
This conceptualization extends the application of PMT beyond its predominant focus on individual
protective motivation and behavior by examining how employees cognitively evaluate organizational
cyber threats, institutional coping capacities, and the perceived costs associated with cybersecurity
practices.

3. Method
3.1. Item Development

The item development process was grounded in Protection Motivation Theory (PMT). Accordingly, the
threat appraisal and coping appraisal components of PMT were used as the primary theoretical basis for
generating the item pool. Perceived severity and perceived vulnerability were conceptualized as threat
appraisal dimensions, whereas response efficacy, self-efficacy, and response cost were conceptualized
as coping appraisal dimensions (Rogers, 1983; Floyd et al., 2000). Given the organizational focus of the
scale, these PMT components were adapted to the context of institutional cybersecurity, where
employees evaluate not only personal protective behavior, but also organizational cyber risks, preventive
security practices, institutional response capacity, and the perceived burden of cybersecurity procedures.

NIST CSF 2.0 was used as a contextual and operational reference during item development. It was not
treated as an independent measurement model, latent factor structure, or alternative theoretical model.
Rather, the Govern, Identify, Protect, Detect, Respond, and Recover functions of NIST CSF 2.0 were used
to ensure that the PMT-based items reflected realistic organizational cybersecurity processes. In this
respect, NIST CSF 2.0 provided the operational cybersecurity vocabulary for item content, whereas PMT
determined the theoretical structure of the scale. During the construction of the item pool, the literature
on information security behavior, organizational digital risks, cyberattack scenarios, security awareness
practices, cybersecurity governance, and organizational response processes was reviewed in detail
(Ifinedo, 2012; Parsons et al., 2014; Boss et al., 2015; Posey et al., 2015; Egelman & Peer, 2015; Arpaci &
Sevinc, 2022; Almansoori et al., 2023; Kiran et al., 2025; Khadka & Ullah, 2025; Arpaci et al., 2026; Unsal &
Ocak, 2026).

The initial item pool was generated through an iterative process involving: (1) a structured review of the
PMT and organizational cybersecurity literature; (2) examination of existing cybersecurity awareness,
information security behavior, and related measurement instruments; (3) contextual mapping of
organizational cybersecurity processes using NIST CSF 2.0; and (4) formulation of original candidate
items representing each PMT construct within organizational settings. The items were formulated to be
clear, comprehensible, unidimensional, and appropriate for employees who actively use institutional
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digital systems. Each item was designed to represent a PMT-based cognitive appraisal while being
contextually linked to organizational cybersecurity operations. The items were formulated to be clear,
comprehensible, unidimensional, and appropriate for employees who actively use institutional digital
systems. Each item was designed to represent a PMT-based cognitive appraisal while being contextually
linked to organizational cybersecurity operations. Items under perceived severity addressed the potential
seriousness of cyber incidents for organizational operations, data security, legal responsibility, financial
consequences, and institutional reputation. Items under perceived vulnerability addressed the perceived
exposure of organizational digital data, infrastructure, systems, and operations to cyber threats. Items
under response efficacy initially addressed the perceived effectiveness of institutional cybersecurity
responses, including preventive measures, detection mechanisms, response procedures, and recovery
capacity. Because organizational cybersecurity involves both prevention-oriented and incident-
management-oriented capacities, response efficacy items were formulated to capture both preventive
cybersecurity effectiveness and institutional intervention capability. ltems under self-efficacy assessed
employees’ perceived ability to recognize cybersecurity incidents, follow response procedures,
coordinate with relevant units, and contribute to appropriate organizational responses. Items under
response cost addressed the perceived time, effort, workload, operational complexity, and procedural
burden associated with cybersecurity practices.

The resulting 46-item pool constituted the preliminary form of the instrument and was subsequently
submitted to expert review and content validity assessment before pilot testing. All items were rated
using a five-point Likert-type response format ranging from 1 (“Strongly disagree”) to 5 (“Strongly
agree”). This response format was selected because it enables participants to express their level of
agreement clearly, is straightforward to administer, and is widely used in psychometric instrument
development (Joshi et al., 2015; Boone & Boone, 2012). The inclusion of a midpoint also allowed
participants to indicate a neutral or undecided position when appropriate, although frequent midpoint
responding may introduce central tendency bias (Douven, 2018).

The PMT-OCPS was developed specifically for the present study and has not been published previously.
The instrument was originally developed and administered in Turkish. A complete English-language
version of the final 27-item PMT-OCPS, including the instructions, response options, item content,
dimensional structure, and scoring procedures, is provided in Supplementary Material 1.

3.2. Expert Evaluation and Content Validity Process

The preliminary form of the scale was prepared using the initial 46-item pool developed on the basis of
Protection Motivation Theory (PMT), NIST CSF 2.0, and the organizational cybersecurity literature. In this
process, PMT was used to define the theoretical dimensions of the scale, whereas NIST CSF 2.0 was
used as a contextual reference to ensure that the items reflected realistic organizational cybersecurity
processes. Accordingly, the expert evaluation process focused not only on the clarity and
representativeness of the items, but also on their theoretical alignment with PMT and their contextual
appropriateness for organizational cybersecurity.
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The draft form was submitted to an eight-member expert panel. The panel consisted of two experts in
behavioral sciences and PMT, two experts in cybersecurity and organizational governance, two experts
in measurement and evaluation and psychometrics, one expert in organizational risk management, and
one expert in language and academic expression. Experts were selected on the basis of their academic
work in the relevant field, experience in scale development, and demonstrated expertise in the subject
area (Lynn, 1986; Polit & Beck, 2006).

The experts were asked to evaluate each item using a four-point rating form in terms of clarity,
comprehensibility, representativeness, appropriateness for the assigned PMT dimension, and contextual
relevance to organizational cybersecurity. The response options were structured as follows: “1 = Not
appropriate,” “2 = Somewhat appropriate,” “3 = Quite appropriate,” and “4 = Highly appropriate.” In addition
to quantitative ratings, the experts were asked to provide qualitative comments and revision suggestions
for items that required improvement in wording, theoretical fit, dimensional clarity, or organizational

cybersecurity relevance.

Content validity was assessed using the Item-Level Content Validity Index (I-CVI) and the Scale-Level
Content Validity Index/Average method (S-CVI/Ave) (Lynn, 1986; Polit & Beck, 2006). For the I-CVI
calculation, expert ratings of “3 = Quite appropriate” or “4 = Highly appropriate” were considered positive
evaluations for each item. In the eight-member expert panel, an I-CVI value of .78 or higher was adopted
as the acceptability criterion; accordingly, items positively rated by at least seven experts were
considered sufficient in terms of content validity (Polit & Beck, 2006; Polit et al., 2007).

Based on the expert evaluations, some items were revised to improve clarity of expression, theoretical
representativeness, dimensional fit, and appropriateness for the organizational cybersecurity context.
Items with I-CVI values below the acceptable threshold, or those judged insufficient based on qualitative
expert feedback, were removed from the scale. The S-CVI/Ave value, calculated as the arithmetic mean
of the I-CVI values for the 32 items retained in the pilot form, was .883. This value indicates that the pilot
form demonstrated an acceptable level of content validity. Accordingly, the resulting 32-item version was
retained for pilot testing.

As a result of the expert evaluation and content validity process, the initial 46-item form was reduced to
a 32-item pilot form. The pilot form was structured under five PMT-based theoretical dimensions:
Perceived Severity, Perceived Vulnerability, Response Efficacy, Self-Efficacy, and Response Cost. NIST
CSF 2.0 was retained as a contextual item-development reference rather than as a separate dimension
or latent measurement structure.

3.3. Sample and Data Collection Process

The data were collected from individuals working in various institutional fields in Tirkiye, including
education, higher education, sport management, public administration, security, health, banking,
telecommunications, and information technologies. The inclusion criterion was active use of
organizational digital systems in the workplace. This criterion was adopted because the scale was
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designed to assess organizational cybersecurity perceptions among individuals who interact with
institutional digital infrastructures, systems, or platforms as part of their work.

Participants were recruited using convenience sampling. Although this sampling strategy limits the
generalizability of the findings, it is commonly used in scale development studies when the target
population consists of individuals who meet specific practical criteria, such as active use of institutional
digital systems (Etikan et al., 2016). Participation was voluntary. All responses were collected
anonymously, and confidentiality was ensured throughout the research process. Informed consent was
obtained from all participants, who were informed about the purpose of the study, the voluntary nature of
participation, and their right to withdraw. The study was reviewed and approved by the Human Sciences
Research and Publication Ethics Committee of Ondokuz Mayis University (Decision Date: 28.11.2025;
Meeting No: 10; Decision No: 2025 - 1457) and was conducted in accordance with the principles of the
Declaration of Helsinki.

Data collection was conducted in three stages. In the first stage, the expert-reviewed scale form was
piloted with 47 participants who had characteristics similar to those of the target population. This
sample size is consistent with the recommended range of 30-50 participants for pilot testing (Seker &
Gencgdogdan, 2014). During the pilot implementation, the clarity, comprehensibility, and linguistic
appropriateness of the items were evaluated, and necessary revisions were made based on participant
feedback. In addition, a test—retest procedure was conducted within the pilot study to examine the
temporal stability of the scale (DeVellis & Thorpe, 2021).

The second and third stages involved the main psychometric analyses. Exploratory factor analysis (EFA)
and confirmatory factor analysis (CFA) were conducted using two independent samples. This approach
was preferred to identify the factor structure in one dataset and validate the resulting structure in a
separate dataset, thereby reducing the risk of sample-specific factor solutions and strengthening
evidence for construct validity (Kline, 2016; Worthington & Whittaker, 2006). The EFA sample consisted
of 519 participants, and the CFA sample consisted of 400 participants. Both sample sizes exceeded the
commonly recommended criterion of at least 5—10 participants per item for factor analytic studies
(Kline, 2016; Pett et al., 2003; Tavsancil, 2010). Demographic characteristics of the pilot, EFA, and CFA
samples are presented in Table 2.
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Table 2
Demographic Characteristics of the Pilot, EFA and CFA Samples

Variable Category Pilot Sample EFA Sample (n CFA Sample (n
(n=47) =519) = 400)
Age 18-34 years 42.6% 34.9% 32.3%
35-44 years 51% 32.0% 30.5%
45-54 years 4.3% 20.4% 23.2%
55 years and 2.1% 12.7% 14.0%
older
Gender Male 80.9% 71.7% 69.0%
Female 19.1% 28.3% 31.0%
Educational level Associate 4.3% 6.9% 6.5%
degree
Bachelor’s 40.4% 48.7% 48.3%
degree
Master’s 29.8% 23.8% 22.7%
degree
Doctoral 25.5% 20.6% 22.5%
degree
Previous cybersecurity Yes 19.1% 21.0% 22.5%
training
No 80.9% 79.0% 77.5%
Cybersecurity unit in the Yes 14.9% 22.2% 24.8%
institution
No 46.8% 37.5% 37.5%
Do not know 38.3% 40.3% 37.7%
Previous cyberattack Yes 21.3% 25.4% 25.2%
experience
No 78.7% 74.6% 74.8%
Institution Type Public Sector 61.7% 75.7% 79.7%
Private Sector 38.3% 24.3% 20.3%

3.4. Pilot Study

The 32-item scale form was piloted with 47 participants who had characteristics similar to those of the
target population. The purpose of the pilot study was to evaluate the clarity, comprehensibility, linguistic
appropriateness, and preliminary usability of the items before the main psychometric analyses. During
the pilot implementation, participants were asked to complete the scale and provide feedback on items
that they found unclear, repetitive, ambiguous, or difficult to answer. Based on this feedback, the items
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were reviewed and revised where necessary. Following the pilot implementation, the revised items were
re-examined in terms of theoretical alignment with PMT, contextual appropriateness for organizational
cybersecurity, and clarity of expression. Three items that were found to be insufficient in terms of
wording clarity, theoretical fit, or preliminary psychometric performance were removed. As a result, the
32-item pilot form was reduced to a 29-item version of the scale (DeVellis & Thorpe, 2021). To assess
the temporal stability of the 29-item version, a test—retest procedure was conducted with the same 47
participants at a three-week interval. The relationship between the two administrations was examined
using Pearson correlation analysis. Mean score differences between the two administrations were
tested using a paired-samples t-test, and temporal stability was evaluated using the intraclass
correlation coefficient (ICC) calculated with a two-way mixed-effects model based on absolute
agreement (Koo & Li, 2016; Streiner et al., 2024). The findings are presented in Table 3.

Table 3 presents the test—retest reliability findings for the PMT-OCPS. A positive and statistically
significant correlation was found between the first and second administration scores (r = .758, p < .001).
No significant mean score difference was observed between the two administrations (t=0.510, p =
.613), indicating that the scale scores remained stable over time. In addition, the ICC value of .882
demonstrated high temporal consistency. Taken together, these findings support the test-retest
reliability of the 29-item version of the scale.

Following the pilot study and temporal stability analysis, the 29-item form was used for preliminary item
analyses and exploratory factor analysis. Corrected item—total correlations, internal consistency
coefficients, item discrimination indices, and normality indicators were examined before proceeding to
factor analysis.

Table 3
Test—Retest Reliability Findings for the PMT-OCPS Scale
Scale Pearsonr P t P ICC
PMT-OCPS .758 <.001 .510 .613 .882

Note. PMT-OCPS = Protection Motivation Theory-Based Organizational Cybersecurity Perception
Scale; Pearson r = Pearson correlation coefficient; ICC = Intraclass Correlation Coefficient. ICC values
were calculated using a two-way mixed-effects model with absolute agreement. p < .05 indicates
statistical significance.

3.5. Preliminary Item Analysis

Before exploratory factor analysis, preliminary item analyses were conducted on the 29-item form. The
items were examined in terms of corrected item—total correlations, Cronbach’s alpha if item deleted, and
item discrimination. Corrected item—total correlations were used to evaluate the consistency of each
item with the overall scale structure. Cronbach’s alpha if item deleted was examined to determine
whether the removal of any item would improve internal consistency. Item discrimination was assessed
by comparing the upper and lower groups, thereby evaluating whether each item could significantly
differentiate between participants with high and low levels of organizational cybersecurity perception. In
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addition to these psychometric indicators, each item was mapped to the relevant NIST CSF 2.0 function
based on its cybersecurity content. This mapping was used only to document the operational
cybersecurity context of the items and was not treated as evidence of a separate NIST-based factor
structure. The results are presented in Table 4.
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Table 4
Preliminary ltem Analysis and NIST CSF 2.0 Contextual Mapping

Items

ltem 1
ltem 2
Item 3
ltem 4
ltem 5
ltem 6
ltem 7
Item 8
ltem 9
Item 10
ltem 11
ltem 12
ltem 13
ltem 14
Item 15
ltem 16
ltem 17
Item 18
Item 19
ltem 20
ltem 21
ltem 22

[tem 23

Corrected Item-
Total Correlation
.647
.605
729
.753
.634
.637
498
.638
.653
.339
.365
.506
.613
.649
.635
.701
.768
.702
.666
.594
.707
.700
.698

Cronbach's a
if Deleted
.847
.857
.833
.829
.850
.849
.690
.606
.602
776
.734
.785
729
713
720
.827
.798
.827
.841
.843
.814
.816
.816

Item Discrimination

t
-9.003
-9.677
-9.598
-8.637
-7.329
-9.884
-13.230
-8.413
-12.176
-3.904
-1.560
-8.280
-9.714
-9.176
-9.839
-12.188
-11.555
-11.564
-11.908
-10.809
-12.296
-10.543
-11.482

p

<

A

A

<

<

.001
.001
.001
.001
.001
.001
.001
.001
.001
.001

0.120

<

<

<

<

.001
.001
.001
.001
.001
.001
.001
.001
.001
.001
.001
.001

NIST CSF 2.0
Contextual
Reference

Not directly mapped
Not directly mapped
Not directly mapped
Not directly mapped
Not directly mapped
Not directly mapped
Identify

Identify

Identify

Identify

Identify

Protect

Protect

Protect

Protect

Detect

Detect

Recover

Recover

Respond

Respond

Respond

Respond

Note. NIST CSF 2.0 functions were used only as contextual references to indicate the organizational
cybersecurity content of each item. They were not treated as latent dimensions, independent factors,
or a separate measurement structure. Perceived Severity was not directly associated with any
specific NIST CSF 2.0 function because it represents a psychological appraisal of the potential
consequences of cybersecurity incidents rather than an operational cybersecurity process.
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Items Corrected Item- Cronbach's a Item Discrimination NIST CSF 2.0

Total Correlation Contextual
if Deleted t p Reference
ltem 24  .641 .831 -10.731 <.001 Respond
ltem 25  .603 .821 -6.305 <.001 Govern
ltem 26  .634 .812 -5.288 <.001 Govern
ltem 27 .578 .827 -6.822 <.001 Govern
ltem 28 .691 .796 -7.314 <.001 Govern
ltem 29 725 .787 -5.673 <.001 Govern

Note. NIST CSF 2.0 functions were used only as contextual references to indicate the organizational
cybersecurity content of each item. They were not treated as latent dimensions, independent factors,
or a separate measurement structure. Perceived Severity was not directly associated with any
specific NIST CSF 2.0 function because it represents a psychological appraisal of the potential
consequences of cybersecurity incidents rather than an operational cybersecurity process.

Table 4 presents the preliminary item analysis results for the 29-item form. The corrected item—total
correlation values were generally within acceptable ranges, indicating that most items were sufficiently
consistent with the overall scale structure. Item discrimination analyses showed that almost all items
significantly differentiated between the lower and upper groups (p <.001). However, Item 11 did not
demonstrate significant item discrimination (t =-1.560, p = .120). In addition, its corrected item—total
correlation was relatively low compared with the other items. Therefore, Item 11 was removed from the
scale based on psychometric evidence, theoretical evaluation, and expert judgment. Accordingly,
exploratory factor analysis was conducted using the remaining 28-item form.

3.6. Exploratory Factor Analysis (EFA)

Exploratory factor analysis (EFA) was conducted to determine the factor structure of the scale. Prior to
the analysis, the suitability of the data for factor analysis was assessed using the Kaiser—Meyer—0lkin
(KMO) measure of sampling adequacy and Bartlett’s test of sphericity. The normality assumption was
evaluated through skewness and kurtosis coefficients. According to George and Mallery (2003),
skewness and kurtosis values between - 2 and + 2 indicate an acceptable approximation to normal
distribution. However, as some values in the present study fell outside this range, Principal Axis
Factoring (PAF), which is less sensitive to violations of normality, was used as the factor extraction
method (Fabrigar et al., 1999; Costello & Osborne, 2005; Hair et al., 2019). Given the theoretical
expectation that the factors would be meaningfully correlated, Direct Oblimin, an oblique rotation
method that allows inter-factor correlations, was preferred. The number of factors was determined by
jointly considering eigenvalues greater than 1, the scree plot, and theoretical interpretability. Factor
loadings, communalities, and cross-loading patterns were also examined to evaluate item suitability
within the factor structure. Based on these criteria, no additional items were removed, and the
confirmatory factor analysis (CFA) stage proceeded with the 28-item form.

Page 16/41



Table 5
Normality Indicators for the PMT-OCPS and Its Subscales

Dimensions

Perceived Severity

Perceived Vulnerability

Preventive Efficacy

Intervention Capability

Self-Efficacy

Items

ltem 1
ltem 2
ltem 3
ltem 4
ltem 5
[tem 6
ltem 7
ltem 8
ltem 9
ltem 12
ltem 13
ltem 14
ltem 15
[tem 16
[tem 17
[tem 18
[tem 19
[tem 20
[tem 21
[tem 22
[tem 23
ltem 24

Mean

25.59

10.62

14.11

12.90

16.08

Standard Deviation

3.93

2.52

4.22

3.24

2.57
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Normality Indicators

Skewness

-1.498

-0.203

0.381

-0.062

-0.976

Kurtosis

3.871

-0.126

0.150

0.156

3.028




Dimensions Items Mean Standard Deviation = Normality Indicators
Skewness  Kurtosis
Response Cost ltem25 13.95 3.02 -0.103 0.030
ltem 26
[tem 27
ltem 28
[tem 29
PMT-OCPS Total 93.25 12.10 -0.335 3.962

Whether the data met the normality assumption was evaluated using skewness and kurtosis
coefficients; however, not all values were found to fall within the acceptable range (George & Mallery,
2003).

Table 6
KMO and Bartlett’s Test of Sphericity Results

Statistical Measure Value

Kaiser-Meyer-Olkin Measure of Sampling Adequacy. 0.872

Bartlett's Test of Sphericity - Approx. Chi-Square 6739.367
Degrees of Freedom (df) 378
Significance Level (p) <.001

The KMO and Bartlett’s test of sphericity results indicate that the dataset was suitable for factor
analysis. The KMO value of .872 demonstrates high sampling adequacy, while the significant Bartlett's
test result indicates that there were sufficient inter-item correlations to support factorization (Bartlett,
1954, Kaiser, 1974).
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Exploratory Factor Analysis (EFA) Results for the PMT-OCPS

Table 7

Factors

Perceived Severity

Perceived Vulnerability

Preventive Efficacy

Intervention Capability

Self-Efficacy

Response Cost

Items
ltem 1
ltem 2
Item 3
Item 4
ltem 5
ltem 6
ltem 7
ltem 8
ltem 9
Item 10
ltem 12
Item 13
Item 14
ltem 15
ltem 16
ltem 17
Item 18
ltem 19
Item 20
ltem 21
ltem 22
ltem 23
ltem 24
ltem 25
Item 26
ltem 27
Item 28

Communalities
487
432
.643
701
477
.509
487
.614
.650
.340
.348
493
.620
576
.643
742
.564
.600
463
.599
.632
.607
488
432
518
416
611
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A

.689
573
775
.869
.679
.635
480
.796
.703
448
449
.663
.762
.702
775
.827
.671
.956
.578
.758
.833
754
.686
.647
.697
.650
767

RE
4.627

2.557

3.710

3.554

3.960

2.880

TVE %
54.924




‘ Factors Items Communalities A RE TVE % ‘

‘ ltem 29 .674 .816 ‘

Table 7 shows that the PMT-OCPS yielded a six-factor structure. The factor loadings and communality
values were within acceptable ranges (Hair et al., 2019). Overall, these findings indicate that the scale
has a psychometrically adequate factor structure consistent with the theoretical framework.

3.7. Confirmatory Factor Analysis

Confirmatory factor analysis (CFA) was conducted to validate the six-factor structure obtained from the
exploratory factor analysis. Within the CFA, factor loadings, composite reliability (CR), average variance
extracted (AVE), discriminant validity based on the heterotrait—-monotrait ratio (HTMT), and model fit
indices were evaluated. Based on the modification indices, Item 10, which had a low factor loading, was
removed from the model. In addition, a limited number of theoretically meaningful error covariances
were specified between error terms within the same latent construct. Following these modifications, the
scale reached its final form with six factors and 27 items. The findings indicated that the modified
measurement model demonstrated good fit and supported the factorial validity of the scale.

Table 8
Cronbach'’s Alpha Coefficients for the Scale and Its Subdimensions

Scale / Subdimensions of the Scale  Cronbach’s Alpha (a)  Evaluation
PMT-OCPS Total Scale .863 Good Reliability
Perceived Severity .862 Good Reliability
Perceived Vulnerability 762 Acceptable Reliability
Preventive Efficacy 778 Acceptable Reliability
Intervention Capability .843 Good Reliability
Self-Efficacy .853 Good Reliability
Response Cost .842 Good Reliability

Cronbach'’s alpha coefficients indicate that the scale and its subdimensions demonstrated adequate
internal consistency. Alpha values for the subdimensions ranged from .762 to .862, while the overall
alpha coefficient for the scale was .863. These coefficients suggest that the items produced consistent
measurements within their respective dimensions and that the scale reliably assesses PMT-based
organizational cybersecurity perceptions (Nunnally & Bernstein, 1994; DeVellis & Thorpe, 2021).
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Table 9
Confirmatory factor analysis results for the six-factor measurement model

Factors / Items Standardized Loadings (A) t-value CR AVE R?

Perceived Severity

ltem 1 .644 - .866 521 415
ltem 2 .648 11.716 420
ltem 3 .823 12.959 .677
ltem 4 773 12.936 .597
ltem 5 .653 10.999 426
ltem 6 767 12.013 .589

Perceived Vulnerability

[tem 7 794 — 727 480 .630
[tem 8 481 7.679 231
[tem 9 .761 11.349 .580

Preventive Efficacy

Item 12 .549 - .788 486 .301
Item 13 .690 9.517 476
ltem 14 J74 10.048 .999
ltem 15 752 9.931 .565

Intervention Capability

ltem 16 .629 - .819 .532 .395
ltem 17 722 15.758 521
ltem 18 .750 11.395 .562
ltem 19 .806 11.792 .650
Self-Efficacy -

ltem 20 .789 - .839 513 .622
ltem 21 .770 13.685 .593
ltem 22 713 12.764 .508

Note. A = standardized factor loading; CR = composite reliability; AVE = average variance extracted; R?
= squared multiple correlation.
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Factors / Items Standardized Loadings (A) t-value CR AVE R?
ltem 23 722 12.244 .521
ltem 24 .565 10.385 319

Response Cost

Item 25 .652 - .847 .529 425
Item 26 .756 11.798 971
Item 27 971 9.604 327
ltem 28 .828 12.416 .686
ltem 29 .799 13.309 .639

Note. A\ = standardized factor loading; CR = composite reliability; AVE = average variance extracted; R?
= squared multiple correlation.

The standardized factor loadings obtained from the CFA ranged from .481 to .828. Overall, the item
loadings were within acceptable levels, with many items exceeding the recommended .60 threshold.
Composite reliability (CR) values for the six-factor measurement model ranged from .727 to .866 across
the Perceived Severity, Perceived Vulnerability, Preventive Efficacy, Intervention Capability, Self-Efficacy,
and Response Cost dimensions, exceeding the recommended threshold in all dimensions. This finding
indicates that the subdimensions of the scale demonstrated adequate internal consistency and
construct reliability (Hair et al., 2019; Kline, 2016). The average variance extracted (AVE) values ranged
from .480 to .532. The AVE values for Perceived Severity, Intervention Capability, Self-Efficacy, and
Response Cost met the recommended .50 criterion, whereas the values for Perceived Vulnerability and
Preventive Efficacy were slightly below this threshold. However, because the CR values for these
dimensions exceeded .70, the findings suggest that these constructs demonstrated adequate reliability
and that convergent validity was generally supported at an acceptable level (Fornell & Larcker, 1981; Hair
et al., 2019). Taken together, the standardized factor loadings, CR values, and AVE values provide
sufficient psychometric evidence for the reliability and convergent validity of the six-factor measurement
model.
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Table 10
Goodness-of-fit indices for the initial and modified CFA models

Fit Index First Analysis Modified Recommended Interpretation
Value Indices Value Threshold
x2/df 2.552 1.761 <3.00 Good fit
RMSEA .062 .044 < .08 acceptable; < .05 Good fit
excellent

RMR .047 .040 <.05 Good fit

NFI .849 .897 >.90 Slightly below
recommended
threshold

TLI/ NNFI  .889 945 >.95 Slightly below
recommended
threshold

CFlI .902 .952 >.95 Good fit

IFI .903 .953 >.95 Good fit

GFI .871 911 >.90 Good fit

AGFI .842 .888 >.85 Good fit

AIC 917.303 683.946 - Improved relative fit

Hoelter 180 258 >200 Good fit

(.05)

Note. x2/df = chi-square divided by degrees of freedom; RMSEA = root mean square error of

approximation; RMR = root mean square residual; NFI = normed fit index; TLI/NNFI = Tucker—Lewis

index/non-normed fit index; CFl = comparative fit index; IFl = incremental fit index; GFI = goodness-of-

fit index; AGFI = adjusted goodness-of-fit index; AIC = Akaike information criterion. Interpretations are

based on the modified CFA model.

The goodness-of-fit indices indicated that the initial CFA model showed an acceptable fit; however,
several indices remained below the recommended thresholds. After theoretically justified modifications
were applied, a clear improvement in model fit was observed. In particular, the decrease in the x2/df ratio
to 1.761 and the low RMSEA (.044) and RMR (.040) values indicated a good fit between the model and
the data. Similarly, the CFI (.952) and IFI (.953) values exceeded the recommended threshold of .95,
supporting the adequacy of the measurement model. Although the TLI/NNFI (.945) and NFI (.897) values
remained slightly below the recommended cut-off values, they were close to the acceptable range and
did not indicate serious model misspecification. Furthermore, the GFI (.911) and AGFI (.888) values
supported an acceptable model fit. The decrease in the AIC value from 917.303 to 683.946 suggested
that the modified model provided an improved relative fit compared with the initial CFA model. In
addition, the Hoelter value (.05 = 258) indicated that the model was adequately supported in terms of
sample size. Overall, these findings suggest that the modified CFA model demonstrated an acceptable
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overall fit and provided empirical support for the factorial validity of the proposed measurement
structure (Hu & Bentler, 1999; Schermelleh-Engel et al., 2003; Byrne, 2012).

To ensure methodological transparency, modification indices were examined to identify local fit issues in
the CFA model. The initial CFA results showed that Item 10 had insufficient psychometric performance
within the measurement model and was therefore removed before the modified CFA model was
estimated. After the model was respecified, the modification indices suggested that residual
covariances could be specified between certain item error terms within the same latent construct. As
illustrated in Fig. 2, theoretically justified residual covariances were specified between e1 & €2, €5 « €6,
e7 - e10,e10 - el11,e13 & e15,e17 « €18, and €26 « e27.

These covariance paths were not treated as automatic statistical adjustments. Each modification was
evaluated in relation to the theoretical structure of the scale and the semantic proximity between the
relevant items. This approach is important because allowing correlated errors without theoretical
justification may artificially improve model fit and weaken the interpretability of the measurement model
(Hermida, 2015). Accordingly, only a limited number of theoretically defensible residual covariances were
specified between item error terms within the same latent construct. These residual associations were
interpreted not as indicators of cross-loading or factorial instability, but as limited item-level shared
measurement variance arising from semantic or contextual similarity. No factor—item cross-loadings or
error—factor paths were added to the model (MacCallum et al., 1992; Brown, 2015; Kline, 2016). This
approach improved model fit while preserving conceptual coherence and factorial integrity. As shown in
Table 10 and Fig. 2, the modified CFA model demonstrated acceptable overall goodness-of-fit values,
thereby supporting the factorial validity of the measurement model.

3.8. Discriminant validity

Table 11

HTMT Ratios for Discriminant Validity
Constructs 1 2 3 4 5 6
1. Perceived Severity -
2. Perceived Vulnerability .618 -
3. Preventive Efficacy .598 437 —
4. Intervention Capability .264 .264 .354 -
5. Self-Efficacy 157 .185 .308 .647 —
6. Response Cost .075 17 .066 183 192 —
Note. HTMT = Heterotrait—Monotrait ratio. All HTMT values were below the conservative threshold of
.85 recommended by Henseler et al. (2015), supporting discriminant validity.

The HTMT results indicated that all inter-construct ratios were below the conservative threshold of .85

proposed by Henseler et al. (2015), ranging from .066 to .647. These findings suggest that the latent
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constructs were empirically distinct and that no problematic overlap existed among the dimensions of
the measurement model. Therefore, the results provide strong evidence for the discriminant validity of
the PMT-OCPS.

3.9. Common Method Bias Assessment

To assess the risk of common method bias, Harman'’s single-factor test and the full collinearity VIF
approach were used (Podsakoff et al., 2003; Kock, 2015). In Harman'’s single-factor test, the final 27
items were entered into an unrotated principal axis factoring analysis, and the first factor accounted for
23.926% of the total variance. Since this value was substantially below the recommended 50% threshold,
common method bias was not considered a serious concern. In the full collinearity assessment, the
resulting VIF values ranged from 1.039 to 1.606, all of which were well below the conservative threshold
of 3.3 suggested by Kock (2015). Accordingly, the findings indicated that neither multicollinearity nor
common method bias posed a substantial threat to the validity of the measurement model.

3.10. Additional Evidence of Known-Groups Validity

Known-groups validity was used as an additional source of construct validity evidence by examining
whether PMT-OCPS scores differed across groups expected to differ theoretically in PMT-based
appraisal dimensions (Mokkink et al., 2010; Boateng et al., 2018). Additional evidence of known-groups
validity was examined across two context-specific samples: employees of public sports institutions (n =
188) and university employees who actively used institutional digital systems in their work processes (n
=113). The grouping variables were selected on theoretical grounds because cybersecurity training,
awareness of previous cybersecurity incidents, awareness of institutional cybersecurity policies or
procedures, and the presence of a cybersecurity unit were expected to be associated with specific PMT-
based appraisal dimensions. In addition, gender, educational level, and daily digital system use were
examined as contextual group-comparison variables in the university sample.

Independent samples t-tests were conducted for two-group comparisons, whereas one-way ANOVA was
used for comparisons involving three groups. Levene’s test was examined to assess the homogeneity of
variance assumption. When significant ANOVA results were obtained, Tukey post-hoc comparisons were
conducted to determine which groups differed from each other. Effect sizes were reported using Cohen’s
d for independent samples t-tests and eta squared (n?) for one-way ANOVA to complement statistical
significance with estimates of practical magnitude (Cohen, 1988; Lakens, 2013). Only statistically
significant findings are presented in Table 12.
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Table 12

Significant Known-Groups Validity and Contextual Group-Difference Findings Across Samples

Sample
Public sports
institutions

Public sports
institutions

Public sports
institutions

Public sports
institutions

Public sports
institutions

Public sports
institutions

Public sports
institutions

Public sports
institutions

University
sample

University
sample

University
sample

University
sample

University
sample

University
sample

University
sample

University
sample

Grouping variable

Cybersecurity training

Cybersecurity training

Previous incident
awareness

Previous incident
awareness

Previous incident
awareness

Policy/procedure
awareness

Policy/procedure
awareness

Policy/procedure
awareness

Gender

Gender

Gender

Cybersecurity training
Cybersecurity training
Cybersecurity training

Cybersecurity training

Educational level

Dimension
Self-Efficacy
Total score
Perceived

Severity

Perceived
Vulnerability

Total score
Intervention
Capability
Self-Efficacy

Total score
Perceived

Severity

Perceived
Vulnerability

Total score
Perceived
Severity

Preventive
Efficacy

Response Cost

Total score

Perceived
Severity

Test

statistic

1=2.441

1=2.627

F=3.613

F=3.852

F=4.684

F=8.089

F=4.646

F=5.865

1=2.856

1=3.587

t=2.089

t=2.007

t=2.140

1=-2.551

1=3.358

F=6.498

p

.016

.009

.029

.023

.010

<.001

.011

.003

.005

<.001

.039

.047

.035

.012

.001

.002

Effect
size
d=0.43

d=0.46

d=0.75

d=0.44

d=0.50

d=0.54

-0.64

d=0.84

n2 =
106

Note. Only statistically significant group differences are presented. Cohen’s d was reported for
independent samples t-tests, and eta squared (n?) was reported for one-way ANOVA.
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Sample Grouping variable Dimension Test p Effect
statistic size
University Educational level Response Cost F=3.823 .025 nZ =
sample .06
University Educational level Total score F=4.288 .016 nZ =
sample .07
University Cybersecurity unit Intervention F=5.020 .008 n? =
sample Capability .08
University Cybersecurity unit Self-Efficacy F=5.564 .005 n? =
sample .092
University Cybersecurity unit Total score F=6.712 .002 2=
sample .109
University Daily digital system Perceived F =5.504 .005 nZ =
sample use Severity .09
University Previous incident Perceived F =5.593 .005 nZ =
sample awareness Vulnerability .09
University Policy/procedure Perceived F=3.612 .030 n2 =
sample awareness Severity .06
University Policy/procedure Perceived F=4.464 .014 n2 =
sample awareness Vulnerability .07
University Policy/procedure Intervention F=3.097 .049 nZ =
sample awareness Capability .05
University Policy/procedure Self-Efficacy F=4.838 .010 n? =
sample awareness .081
University Policy/procedure Response Cost F=4.218 .017 nZ =
sample awareness .071
University Policy/procedure Total score F=10.559 <.001 nZ =
sample awareness 161
Note. Only statistically significant group differences are presented. Cohen’s d was reported for
independent samples t-tests, and eta squared (n?) was reported for one-way ANOVA.

The known-groups validity analyses yielded theoretically interpretable patterns across the two context-
specific samples. In the public sports institution sample, cybersecurity training was associated with
higher self-efficacy and total PMT-OCPS scores, previous incident awareness was associated with higher
perceived severity, perceived vulnerability, and total scores, and policy/procedure awareness was
associated with higher intervention capability, self-efficacy, and total scores. In the university sample,
cybersecurity training was associated with higher perceived severity, preventive efficacy, and total
scores, as well as lower response cost. Cybersecurity unit awareness was associated with higher
intervention capability, self-efficacy, and total scores, whereas previous incident awareness was
associated with higher perceived vulnerability. Policy/procedure awareness showed the broadest
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differentiation in the university sample. Overall, these findings suggest that the PMT-OCPS differentiated
groups in theoretically expected and contextually meaningful directions.

4. Discussion

This study extends the application of PMT by conceptualizing organizational cybersecurity perception as
a multidimensional cognitive appraisal construct encompassing employees’ evaluations of
organizational cyber threats, coping capacities, and response costs. The findings supported a
theoretically coherent six-factor structure consisting of Perceived Severity, Perceived Vulnerability,
Preventive Efficacy, Intervention Capability, Self-Efficacy, and Response Cost. Evidence from exploratory
and confirmatory factor analyses indicated that the scale demonstrated acceptable psychometric
performance. Internal consistency coefficients were within acceptable to good ranges (a=.762-.863),
composite reliability values exceeded recommended thresholds (CR = .727-.866), and the modified CFA
model showed acceptable overall fit (x2/df = 1.761, RMSEA = .044, RMR = .040, CFl = .952, IFI = .953).
Although some fit indices and convergent validity indicators were close to conventional thresholds, the
overall pattern of evidence supported the reliability, factorial validity, convergent validity, and discriminant
validity of the scale.

A central finding of the study was that response efficacy, which is generally conceptualized as a single
coping appraisal component in PMT, differentiated into two related but distinct dimensions in the
organizational cybersecurity context: Preventive Efficacy and Intervention Capability. This suggests that
employees do not evaluate organizational cybersecurity effectiveness only in terms of preventive
measures, such as awareness training, access control, software updates, and authentication
mechanisms. They also appear to evaluate whether the organization has sufficient capability to detect
cyber incidents, coordinate responses, and restore operations after cybersecurity events. Therefore, the
six-factor structure does not indicate a departure from PMT; rather, it suggests that response efficacy
may become functionally differentiated when PMT is applied to complex organizational cybersecurity
environments.

4.1. Theoretical implications

One of the central theoretical findings of this study is that response efficacy, which is traditionally treated
in PMT as a single component of coping appraisal, differentiated into two related but distinct dimensions
in the organizational cybersecurity context: Preventive Efficacy and Intervention Capability. In classical
PMT, response efficacy refers to the belief that a recommended protective action will be effective in
reducing a threat (Rogers, 1975, 1983; Floyd et al., 2000). Cybersecurity studies grounded in PMT have
often examined this construct through user-level behaviors such as password protection, security policy
compliance, phishing avoidance, or continued protective behavior (Warkentin et al., 2016; Haag et al.,
2021; Kiran et al., 2025). However, organizational cybersecurity involves a broader evaluative context in
which employees assess not only whether preventive controls are effective, but also whether the
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organization has sufficient capacity to detect incidents, coordinate responses, and restore operations
after cyber events.

This differentiation can be explained by the layered nature of organizational cybersecurity. Preventive
Efficacy reflects the perceived effectiveness of access controls, software updates, awareness training,
authentication mechanisms, and other safeguards intended to reduce the likelihood of cyber incidents.
Intervention Capability, in contrast, reflects the perceived organizational capacity for threat detection,
incident response, coordination, and recovery when incidents occur and organizational continuity is at
risk. Thus, the six-factor structure does not represent a departure from PMT; rather, it extends PMT by
showing that coping appraisal in organizational cybersecurity may involve both prevention-oriented and
intervention-oriented evaluations.

A second theoretical implication concerns the role of NIST CSF 2.0 in the proposed measurement model.
PMT and NIST CSF 2.0 operate at different conceptual levels. PMT explains psychological appraisal
processes, whereas NIST CSF 2.0 describes organizational cybersecurity functions and operational
outcomes (NIST, 2024). For this reason, NIST CSF 2.0 was not specified as a latent measurement
structure in this study. Instead, it was used as a contextual and operational reference to ensure that the
PMT-based items reflected realistic organizational cybersecurity processes. This distinction is important
because treating NIST functions as psychological constructs could blur the boundary between individual
cognitive appraisals and organizational cybersecurity operations. Accordingly, the latent dimensions of
the PMT-OCPS were derived from PMT, while NIST CSF 2.0 informed the organizational cybersecurity
context in which the items were formulated.

This theoretical positioning also differentiates the PMT-OCPS from existing cybersecurity scales in terms
of both the construct it measures and its theoretical foundation. Many available instruments focus
primarily on cybersecurity awareness, technical knowledge, security practices, policy compliance,
behavioral intentions, or individual security behavior. For example, the Security Behavior Intentions Scale
(SeBIS) measures individual security-related behavioral intentions (Egelman & Peer, 2015), while the
Human Aspects of Information Security Questionnaire (HAIS-Q) assesses awareness, knowledge, and
attitude structures related to information security (Parsons et al., 2014). Similarly, the Cyber Security
Scale evaluates individuals’ cybersecurity perceptions and practices (Arpaci & Sevinc, 2022), the
Cybercrime Awareness Scale (CAS) measures cybercrime awareness (Arpaci & Ates, 2023), and the
scale developed by Bognar and Bottyan (2024) assesses university students’ personal cybersecurity
awareness. Moving from this individual and user-centered measurement tradition toward a more
organizational context, the Organizational Cybersecurity Awareness Scale (OCAS) developed by Unsal
and Ocak (2026) evaluates organizational cybersecurity awareness among public employees through the
dimensions of personal awareness and proactive approach, legal-regulatory awareness, technical
protection and implementation, and organizational policy awareness. Although these instruments
provide valuable contributions to the cybersecurity measurement literature, they do not operationalize
organizational cybersecurity perception as a PMT-based cognitive appraisal structure. The PMT-OCPS
does not measure cybersecurity awareness, technical knowledge, actual security behavior, policy
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compliance, or protection motivation as an outcome. Instead, it conceptualizes organizational
cybersecurity perception as employees’ cognitive appraisal of cyber threat severity, organizational
vulnerability, institutional preventive capacity, intervention capability, personal response capability, and
the perceived burden of cybersecurity practices. In this respect, the PMT-OCPS differs from existing
instruments by extending PMT from individual-level cybersecurity behavior and awareness toward a
broader organizational perception framework contextualized by institutional cybersecurity processes.

The key theoretical contribution of the study is therefore the development of a governance-
contextualized PMT measurement model for organizational cybersecurity perception. By preserving PMT
as the theoretical basis of the latent structure and using NIST CSF 2.0 only as an operational
cybersecurity context, the PMT-OCPS maintains conceptual clarity while extending PMT beyond
individual user-level cybersecurity behaviors. In this respect, the scale provides a theoretically grounded
instrument for examining employees’ perceptions of organizational cybersecurity threats and
institutional security capacity across preventive, response-oriented, and governance-related domains.
Importantly, the PMT-OCPS should not be interpreted as a measure of cybersecurity awareness,
technical cybersecurity knowledge, organizational cybersecurity maturity, or actual cybersecurity
behavior. Instead, it assesses how employees cognitively evaluate cyber threats and the organization’s
capacity to prevent, detect, respond to, and recover from cybersecurity incidents. This distinction is
theoretically important because perceptions, motivations, and behaviors represent conceptually different
constructs. By focusing specifically on organizational cybersecurity perception, the PMT-OCPS occupies
a distinct position within the broader cybersecurity measurement literature. Beyond its measurement
contribution, the PMT-OCPS extends the application of PMT to employees’ multidimensional cognitive
appraisals of organizational cybersecurity threats and institutional coping capacities, providing a
theoretically grounded basis for future research at the intersection of cybersecurity psychology and
organizational behavior. By focusing specifically on organizational cybersecurity perception, the PMT-
OCPS occupies a distinct position within the broader cybersecurity measurement literature.

4.2. Methodological and practical contributions

Methodologically, this study contributes to the organizational cybersecurity measurement literature by
following a multi-stage scale development and validation process. The use of two independent samples,
including 519 participants for EFA and 400 participants for CFA, enabled the factor structure identified in
the exploratory phase to be tested in a separate confirmatory sample. This design reduces the risk of
sample-specific factor solutions and strengthens the construct validity evidence for the PMT-OCPS. In
addition, the inclusion of participants from diverse institutional fields, including education, health,
banking, telecommunications, security, public administration, sport management, and information
technologies, provided an initial basis for examining the scale across different organizational contexts.
However, the PMT-OCPS should not be interpreted as a sector-specific technical cybersecurity
assessment tool. Rather, it is designed to measure employees’ perceptions of organizational
cybersecurity threats, preventive capacity, intervention capability, self-efficacy, and response costs
across digital institutional environments.
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The study also contributes methodologically by combining multiple sources of validity and reliability
evidence. Expert evaluation and content validity analysis supported the theoretical and contextual
adequacy of the item pool. The pilot study and test—-retest analysis provided preliminary evidence of
item clarity and temporal stability. The subsequent EFA and CFA supported the six-factor structure, while
internal consistency coefficients, composite reliability values, AVE estimates, HTMT ratios, and common
method bias assessments provided additional evidence for the reliability and validity of the
measurement model. Moreover, the CFA modifications were limited to theoretically defensible residual
covariances within the same latent construct. These modifications were not used as purely data-driven
adjustments; rather, they were based on semantic proximity and content similarity between items.

This approach supports the methodological transparency and factorial integrity of the measurement
model (MacCallum et al., 1992; Brown, 2015; Kline, 2016). Although the AVE values for Perceived
Vulnerability and Preventive Efficacy remained slightly below the conventional threshold of .50, their
composite reliability values exceeded the recommended criterion of .70. Previous methodological
studies suggest that convergent validity may still be considered acceptable when AVE is below .50 but
composite reliability is adequate and the factor structure is theoretically coherent (Fornell & Larcker,
1981; Hair et al., 2022). Therefore, the slightly lower AVE values observed in this study do not appear to
substantially compromise the convergent validity of the PMT-OCPS.

The known-groups validity findings provide additional methodological support for the construct validity
of the PMT-OCPS. Beyond the evidence obtained from EFA, CFA, reliability coefficients, convergent
validity, discriminant validity, and common method bias analyses, the scale differentiated theoretically
relevant groups across two institutional contexts. Cybersecurity training was associated with higher self-
efficacy, preventive efficacy, perceived severity, and total PMT-OCPS scores, while trained participants in
the university sample reported lower response cost. Awareness of previous cybersecurity incidents was
mainly reflected in threat appraisal dimensions, particularly perceived severity and perceived
vulnerability. Similarly, awareness of cybersecurity policies or procedures and awareness of
cybersecurity units were primarily associated with coping appraisal dimensions, including intervention
capability and self-efficacy. These patterns are consistent with the PMT distinction between threat
appraisal and coping appraisal (Rogers, 1975, 1983; Floyd et al., 2000) and suggest that the PMT-OCPS
is sensitive to organizational cybersecurity experiences and institutional awareness conditions.

From a practical perspective, the PMT-OCPS provides organizations with a structured tool for diagnosing
employees’ perceptions of cybersecurity risks and institutional security capacity. The scale can help
identify perceived weaknesses in preventive security measures, intervention capability, employee self-
efficacy, and perceived response costs. These results may inform targeted cybersecurity awareness
training, human-centered risk management strategies, and organizational security culture assessments.
By contextualizing PMT-based appraisal dimensions within the operational logic of NIST CSF 2.0, the
PMT-OCPS may complement existing cybersecurity assessment practices by adding a perceptual layer
that captures how employees evaluate cyber threats, controls, response capacity, and implementation
burdens (NIST, 2024; Khadka & Ullah, 2025). Future studies should further examine the measurement
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invariance of the model across sectors, institutional types, and cultural contexts. From a practical
perspective, the known-groups findings indicate that the PMT-OCPS may help organizations evaluate
how cybersecurity training, policy visibility, incident awareness, and institutional cybersecurity structures
are reflected in employees’ perceptions. The higher scores observed among participants who were
aware of cybersecurity policies, procedures, or cybersecurity units suggest that visible institutional
arrangements may strengthen perceived response capacity and self-efficacy. Conversely, the lower
response cost reported by trained participants in the university sample suggests that cybersecurity
training may reduce the perceived burden of cybersecurity practices. Therefore, the PMT-OCPS can be
used not only as a diagnostic measurement tool but also as an evaluative instrument for monitoring the
perceptual outcomes of cybersecurity training, policy communication, and organizational security
capacity-building efforts.

5. Conclusions

This study developed and psychometrically evaluated the Organizational Cybersecurity Perception Scale,
a Protection Motivation Theory (PMT)-based instrument contextualized by NIST CSF 2.0. The findings
provided evidence that the six-factor structure consisting of Perceived Severity, Perceived Vulnerability,
Preventive Efficacy, Intervention Capability, Self-Efficacy, and Response Cost offers a theoretically
coherent and psychometrically acceptable framework for assessing employees’ organizational
cybersecurity perceptions in digital institutional environments.

The study contributes to the literature by extending PMT-based cognitive appraisal processes from user-
level cybersecurity behaviors to organizational cybersecurity perception. By preserving PMT as the
theoretical basis of the latent structure and using NIST CSF 2.0 as a contextual cybersecurity reference,
the PMT-OCPS offers a measurement tool for examining how employees evaluate cyber threats,
institutional preventive capacity, intervention capability, personal response capability, and perceived
response costs.

A particularly important finding is the differentiation between Preventive Efficacy and Intervention
Capability. This indicates that employees distinguish between the perceived effectiveness of preventive
cybersecurity measures and the organization’s perceived capability to detect, respond to, coordinate, and
recover from cyber incidents. Overall, the PMT-OCPS may support future cybersecurity research,
organizational risk assessment, security culture evaluation, and human-centered cybersecurity strategies
by providing a structured perceptual measurement model for organizational cybersecurity.

6. Limitations and Future Directions

Several limitations should be considered when interpreting the findings of this study. First, although the
test—retest analysis provided evidence for the temporal stability of the scale, the main validation data
were based on cross-sectional self-report measures. This design does not allow causal interpretations
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and may be subject to perceptual bias and social desirability effects. However, the common method bias
analyses did not indicate a substantial method bias threat to the measurement model.

The known-groups validity analyses should also be interpreted with caution. Although these analyses
provided supplementary validity evidence across two context-specific samples, some group sizes were
unequal, and the findings were based on cross-sectional self-report data. Therefore, these results should
not be interpreted as causal evidence that cybersecurity training, policy awareness, previous incident
awareness, or cybersecurity unit awareness directly improves organizational cybersecurity perception.
Future studies should test these associations using longitudinal, experimental, or intervention-based
designs and should examine whether the known-groups patterns are replicated across different sectors,
institutional types, and cultural contexts.

Second, the sample was recruited using convenience sampling, and most participants were employed in
public institutions in Tilrkiye. Because organizational cybersecurity governance, security culture,
regulatory requirements, and risk management practices may differ across countries, sectors, and
institutional structures, the generalizability of the findings should be interpreted with caution. Future
studies should examine the factor structure of the PMT-OCPS in different cultural, sectoral, and
regulatory contexts.

Third, measurement invariance across sectors, institutional types, and demographic groups was not
tested in the present study. Future research should examine whether the proposed six-factor structure
operates consistently across different organizational groups using multi-group confirmatory factor
analysis and measurement invariance testing.

Fourth, the PMT-OCPS assesses employees’ organizational cybersecurity perceptions rather than directly
observable cybersecurity behaviors or operational cybersecurity performance. Therefore, the findings
should be interpreted as indicators of how employees perceive cyber threats, institutional preventive
capacity, intervention capability, self-efficacy, and response costs, rather than as direct evidence of
actual cybersecurity behavior or organizational performance.

Future studies should examine the predictive validity of the scale in relation to real-world outcomes such
as cybersecurity policy compliance, incident response behaviors, security incident reporting practices,
and organizational resilience indicators. In addition, future research could extend the model by
incorporating organizational variables such as cybersecurity culture, leadership climate, digital resilience,
and organizational trust. Such extensions may provide a more comprehensive understanding of how
organizational conditions shape employees’ cybersecurity perceptions.
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Figure 2

Final CFA Model of the Modified Six-Factor Measurement Structure

Note. PS = Perceived Severity; PV = Perceived Vulnerability; PE = Preventive Efficacy; IC = Intervention
Capability; SE = Self-Efficacy; RC = Response Cost. e1—e27 represent error terms associated with the
observed variables. The final CFA model is presented in Figure 2. For visual clarity, standardized factor
loadings are reported in Table 9 rather than displayed in the figure.
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