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Abstract—Safety-critical learning systems require controllers
that can be audited for constraint satisfaction under adverse
operating conditions, not only policies that perform well on
average. This paper proposes Certificate-Driven Learning
(CeDL), a reward-free policy-synthesis framework that jointly
learns a control policy and an accompanying mathematical
certificate. CeDL replaces expected-return maximization with
worst-case certificate-margin maximization over a declared
admissible scenario domain. The certificate unifies Lyapunov
stability margins, control-barrier safety margins, temporal-logic
robustness, and feasibility margins into a single training objective.
An adversarial falsifier searches for scenarios in which the current
policy-certificate pair is closest to violation, and the resulting low-
margin cases are retained in a hard-scenario bank for
counterexample-guided optimization. A runtime safety shield is
further introduced as a final feasibility-preserving mechanism
when the nominal policy approaches the certified boundary. The
framework is developed for general stochastic discrete-time
systems and instantiated in three representative domains:
URLLC-aware wireless resource allocation, energy-safe routing in
wireless sensor networks, and robotic obstacle avoidance.
Simulation results show that CeDL improves minimum certificate
margins, reduces observed constraint violations, lowers URLLC
tail delay, extends sensor-network lifetime, and increases robotic
safety distance compared with reward-based reinforcement
learning, constrained reinforcement learning, model predictive
control, shielded reinforcement learning, and classical controllers.
These results indicate that optimizing certifiability directly can
provide a principled and practical path toward auditable learning-
based control in safety-critical networked and cyber-physical
systems.

Index Terms—Certificate-Driven Learning, Safe Reinforcement
Learning, Control Barrier Functions, Stability, Adversarial
Falsification.

I. INTRODUCTION

Learning-based control [1] has become an important tool for
complex engineering systems [2], including wireless networks,
autonomous robots [3], cyber-physical platforms [4], and
energy-constrained sensor systems. [5] These systems operate
in dynamic environments [6] where model uncertainty,

nonlinear dynamics [7], and high-dimensional decision spaces
make classical controller design difficult. [8] Deep
reinforcement learning and related data-driven methods have
shown strong empirical performance in such settings, mainly by
optimizing a reward function that represents average task
performance. [9]

However, average performance is not sufficient in safety-
critical and service-critical systems. [10] A controller that
performs well on nominal scenarios may still be unacceptable
if it occasionally violates a hard safety constraint, misses a strict
communication deadline, depletes a critical sensor node [11],
or drives a robot into an unsafe region. [12] In these
applications, rare events often dominate system risk. [13]
Therefore, the key requirement is not only to obtain high
expected performance, but also to provide auditable evidence
that the learned policy satisfies the required constraints within
a declared operating domain. [14]

Existing safe-learning methods address this issue from several
directions. Constrained reinforcement learning incorporates
safety through constraints or Lagrangian penalties. [15]
Shielded reinforcement learning and predictive safety filters
correct unsafe actions at runtime. [16] Certificate-based
methods use Lyapunov functions, control-barrier functions, or
related proof objects to verify stability and safety. [17] More
recent approaches also learn neural Lyapunov or barrier
certificates and combine them with data-driven control. [18]
These developments have significantly improved the safety of
learning-based controllers. [19]

Nevertheless, an important gap remains. In many existing
methods, safety is still secondary to reward maximization,
introduced as a penalty, a constraint, a post-training verification
step, or an external correction layer. [20] In other cases, the
certificate is specialized to a single property, such as stability or
pointwise safety, and is not integrated into a general training
objective for policy synthesis. [21] As a result, the learned
policy may perform well on average but may not be explicitly
trained to strengthen its weakest certified behavior. [22]

This paper proposes Certificate-Driven Learning (CeDL), a
reward-free framework for policy synthesis in safety-critical



systems. The central idea is to make certifiability itself the
object of learning. Instead of maximizing expected reward,
CeDL jointly learns a policy and a certificate by maximizing
the worst-case certificate margin over an admissible scenario
domain. The certificate margin measures how far the closed-
loop trajectory is from violating stability, safety, temporal-
logic, and feasibility requirements. A positive margin indicates
certified satisfaction, a zero margin indicates operation on the
certification boundary, and a negative margin indicates
certificate violation.

The novelty of CeDL is not merely the use of Lyapunov
functions, barrier functions, temporal-logic robustness,
adversarial falsification, or runtime shielding in isolation. These
elements have appeared in different forms in prior work. The
key contribution is their integration into a single reward-free
synthesis principle: the policy and certificate are trained
together to improve the weakest certified behavior discovered
by adversarial falsification. In this view, counterexamples are
not used only for validation. They become training signals that
identify where the current policy-certificate pair is most
vulnerable.

The proposed framework uses an adversarial falsifier to search
for low-margin scenarios within the declared operating domain.
These scenarios may correspond to wireless traffic bursts, deep
fading, interference, low-energy relay nodes, adverse routing
conditions, near-collision robot states, moving obstacles, or
bounded model uncertainty. The lowest-margin scenarios are
stored in a hard-scenario bank and repeatedly used to update the
policy and certificate. This counterexample-guided process
shifts the training emphasis from nominal behavior to boundary
behavior, which is often the most important regime in safety-
critical deployment.

CeDL also includes a runtime safety shield. However, the shield
is not the main source of safety in the proposed framework. In
conventional shielded learning, the policy may be trained
primarily for reward, while the shield corrects unsafe actions
after the policy decision. In contrast, CeDL trains the nominal
policy itself to increase certificate margins. The runtime shield
is therefore used as a final feasibility-preserving layer when the
learned policy approaches the certified boundary.

The framework is developed for general stochastic discrete-
time systems and instantiated in three representative domains:
ultra-reliable low-latency communication-aware wireless
resource allocation, energy-safe routing in wireless sensor
networks, and robotic obstacle avoidance. These applications
are different in physical structure, but they share a common
requirement: the controller must perform reliably under adverse
conditions, not only under average operating scenarios. The
same certificate-margin principle is used to represent deadline
reliability, energy preservation, and collision avoidance.

The main contributions of this paper are summarized as
follows.

First, a reward-free certificate-margin formulation is proposed
for safety-critical policy synthesis. The learning objective
maximizes the weakest certificate margin over an admissible
scenario domain rather than maximizing expected reward.
Second, a unified composite certificate is introduced by
combining Lyapunov stability margins, barrier safety margins,
temporal-logic robustness margins, and feasibility margins into
one differentiable worst-case objective.

Third, an adversarial falsification mechanism is embedded
inside the training loop. The falsifier identifies low-margin
scenarios close to certificate violation, and these scenarios are
retained in a hard-scenario bank for counterexample-guided
policy-certificate optimization.

Fourth, a runtime safety shield is developed as a final
feasibility-preserving mechanism. Unlike conventional
shielded learning, the shield complements a nominal policy that
is already trained to improve certificate margins.

Fifth, the proposed framework is evaluated across wireless
resource allocation, sensor-network routing, and robotic
obstacle avoidance. The results show that CeDL improves
worst-case margins, reduces observed violations, and provides
an interpretable assurance structure for safety-critical learning-
based control.

The remainder of this paper is organized as follows. Section II
reviews related work in safe reinforcement learning, certificate-
based control, and reliability-aware networked systems. Section
IIT introduces the system model and certificate-margin problem
formulation. Section IV presents the proposed CeDL algorithm,
including certificate construction, adversarial falsification,
policy-certificate optimization, and runtime shielding. Section
V reports the simulation results and comparative analysis.
Section VI concludes the paper and discusses future directions.

II. RELATED WORKS

A. Safe and Constrained Learning for Control

Safe learning has become an important research direction as
learning-based controllers are increasingly considered for real-
world engineering systems. Recent surveys and studies on safe
reinforcement learning show that most existing approaches
preserve the classical reward-maximization structure while
adding safety constraints, risk measures, shielding mechanisms,
or constrained Markov decision process formulations [23].
These methods have improved the practical safety of learning
algorithms, especially in robotics, autonomous systems, and
networked control. However, in many cases, safety remains
secondary to the reward objective and is handled through
penalties, constraints, or corrective layers rather than as the
primary learning target.

A related direction combines reinforcement learning with
stability analysis. For example, model-based safe reinforcement
learning methods have used Lyapunov arguments and



uncertainty estimates to restrict exploration to regions where
stability can be maintained [24]. Predictive safety filters have
also been introduced to supervise learning-based controllers by
checking whether a proposed action may lead to future
constraint violations [25], [26]. These methods are valuable
because they provide a runtime mechanism for preventing
unsafe behavior. Nevertheless, the safety filter is often external
to the learning objective. The policy is usually trained for
performance, while safety is enforced afterward by an
additional supervisory module.

Other works separate the learning policy from a recovery or
backup policy that intervenes when constraint violation
becomes likely [27]. This improves exploration safety and
reduces unsafe trials, but the learned task policy is not
necessarily accompanied by a formal certificate explaining its
safe operating region. In contrast, the present work aims to
make certifiability itself the object of learning. Rather than
optimizing a reward and then applying a safety correction, the
proposed framework jointly learns the policy and its
mathematical certificate, using the weakest certified cases as
the main training signal.

B. Certificate-Based Safety and Formal Specifications

Control theory provides a mature foundation for safety and
stability through Lyapunov functions, control-barrier functions,
and formal verification tools. Control-barrier-function-based
quadratic programs have become a standard approach for
enforcing safety-critical constraints by minimally modifying a
nominal controller [28]. Subsequent work has extended this
framework to broader classes of systems and applications,
including robotic systems, multi-agent systems, and safety-
critical autonomy [29]. High-order control-barrier functions
further allow safety constraints to be handled when they have
higher relative degree with respect to the control input [30].
Several works have also studied nonsmooth and generalized
barrier certificates for systems where classical smoothness
assumptions may be restrictive [31], while converse results
have clarified the theoretical relationship between safety
properties and the existence of barrier certificates [32]. More
recent monographs have organized these developments into
systematic frameworks for safe autonomy and learning-based
safety-critical control [33], [34]. These studies show the
strength of certificate-based methods: they produce
interpretable mathematical conditions that can be inspected,
verified, and used at runtime.

Formal methods provide another complementary view of safety
and correctness. Temporal logic has been widely used to
express trajectory-level requirements that cannot be captured by
simple pointwise state constraints [35]. Signal temporal logic
and robustness-based semantics make it possible to measure
how strongly a trajectory satisfies or violates a specification,
which supports optimization-based synthesis [36]. Control-

barrier functions have also been connected to temporal-logic
tasks, enabling continuous controllers to satisfy logical
requirements over time [37].

Despite these advances, most certificate-based methods either
assume that a certificate is known in advance or focus on
enforcing a given safety condition around a nominal controller.
The proposed framework differs by treating the certificate as a
learnable object and by optimizing the policy and certificate
together. The role of the falsifier is also central: instead of
relying only on random sampling or nominal validation,
adversarial scenario search identifies the weakest regions of the
current certificate, and those regions directly guide learning.

C. Reliability-Aware Learning in Wireless and Networked
Systems

The motivation for certificate-driven learning is especially
strong in wireless and networked systems, where reliability and
latency requirements are often more important than average
performance. Finite-blocklength communication theory has
shown that short-packet transmission introduces fundamental
trade-offs among rate, latency, reliability, and packet size [38].
These trade-offs are central to ultra-reliable low-latency
communication, where conventional long-blocklength
assumptions and average-throughput objectives are no longer
sufficient.

Research on URLLC has emphasized that mission-critical
wireless services require new design principles based on
reliability, latency, diversity, and risk-aware operation [39].
Tail behavior, rare events, and worst-case service conditions are
particularly important, because even infrequent failures can
violate the reliability requirements of industrial automation,
remote control, vehicle communication, and other critical
applications [40]. Broader studies
networks and deterministic networking have also highlighted
the need for bounded delay,

on ultra-low-latency

predictable service, and
coordinated resource management across access, fronthaul,
backhaul, and core network segments [41].

Recent work has explored the use of deep learning and
reinforcement learning for URLLC and 6G networks,
especially for resource allocation, edge intelligence, and cross-
[42]. However, many learning-based
wireless methods still optimize average throughput, average
delay, or reward-shaped objectives. These objectives may fail

layer optimization

to focus enough on rare but critical events such as deep fading,
traffic bursts, handover transients, fronthaul congestion, or
queue instability.

The present work addresses this gap by connecting certificate-
based learning with reliability-aware network control. In the
proposed framework, wireless scheduling, energy-safe routing,
and robotic obstacle avoidance are not treated as separate
applications with manually designed reward functions. Instead,
they are formulated through certificates that measure stability,



safety, deadline satisfaction, or reliability margins. This allows
the learning process to focus directly on worst-case behavior
and to produce auditable evidence that the learned policy
satisfies the required guarantees within a stated operating
domain.

IT1. SYSTEM MODEL AND PROBLEM FORMULATION

A. Closed-Loop Stochastic System and Admissible Scenario
Domain

Consider a safety-critical discrete-time system operating over a
finite horizon t € {0,1, ..., T}. The system state, control input,
and exogenous disturbance are denoted by x, € X € R™ u, €
U c R™, and w, € W < R™, respectively. The closed-loop
plant evolves according to the uncertain nonlinear dynamics

Xt41 = fp(xt' Ug, W), (D

where f, is a possibly nonlinear transition map and p € R
R™ represents bounded environmental and model parameters.
Depending on the application, pmay include wireless-channel
statistics, traffic intensity, energy-consumption coefficients,
link reliability, robot mass and friction parameters, obstacle
motion models, or sensing uncertainty. The system is subject to
hard state and input constraints, expressed as

Ix(xXe, p) 2 0, gy (Ug, X, p) 2 0, 2

where g,: X X R = R™ and g,: U X X X R = R™ define
physical, safety, communication, energy, and operational
feasibility constraints. The admissible state-control set under
parameter p is therefore

Qp) ={(x,u) € X X U: g,(x,p) 2 0, gy (w, x, p)
>0}, (3

In many safety-critical systems, the controller does not observe
the complete physical state. Instead, it receives partial and
possibly noisy measurements. The observation model is written
as

0y = hn (%) + e, 4)
or, in stochastic form,
0 ~ Pyl xp), (5)

where h,, is the observation map, p,, is an observation kernel, n
denotes sensor parameters, and v, is bounded measurement
noise. The controller acts on an information state i;, generated
from the history of observations and controls. A general
recurrent information-state model is

St+1 = F¢(St: 0 Up), Ip = St (6)

In the fully observed case, i, = x;. In partially observed
systems, Fy may represent a recurrent neural network, a belief-
state estimator, a Kalman-type observer, or a particle-filter
approximation. The policy is parameterized by 6. A
deterministic policy is given by

up = mo(iy), @)

whereas a stochastic policy is represented by

up ~ g (-l ip). (3

Unlike reward-based reinforcement learning, the primary object
of synthesis in this work is not a scalar reward. Instead, the
objective is to construct a policy that is accompanied by an
explicit certificate of safety, stability, reliability, and
specification satisfaction. A scenario is defined as the collection
of all exogenous quantities required to generate one closed-loop

rollout. Specifically,

¢ = (X0, Wo.r—1, P, Vo1, 1) € Z, )
where Z denotes the admissible scenario space. Given {, mg,
and F, the induced closed-loop trajectory is

(10)

TB,([) (() = (xOI 0p, iOt U, X1y ey UT—1, xT)'

For stochastic systems, the trajectory distribution can be written
as

]PB,(p,p (T)

T-1

= po(xo) npn Co¢ I xg)mg(ue | i )pp(xt+1 | X, ue ),

t=0
an

where [, is the initial-state distribution and p, is the transition
kernel induced by the disturbance process. The declared
operating domain is defined as

D={(x,p,w):x€EX,pERWEW,g,(x,p) =0} (12)

Let Z5, © Z denote all scenarios generated from this operating
domain. The target formal requirement is denoted by &. It may
encode stability, boundedness, safety, collision avoidance,
deadline reliability, energy preservation, or temporal-logic
satisfaction. The ideal closed-loop synthesis requirement is

T6,6(0) F ®,V( € 2o, (13)



Since direct verification of (13) over a continuous high-
dimensional scenario space is generally intractable, this work
introduces a certificate-driven learning formulation in which
the policy and the proof object are optimized jointly. The
analysis is restricted to a declared bounded domain. The sets X,
U, W, and Rare assumed compact, and the maps f,, hy, gx,
and g,, are assumed locally Lipschitz over the operating region.
These assumptions are not merely technical; they define the
scope of the certification claim. CeDL does not assert global
safety over arbitrary unmodeled environments. It provides
certification over the bounded domain used for modeling,
adversarial scenario generation, and validation.

B. Networked Safety-Critical Instantiations
Many target systems are networked systems composed of
interacting subsystems. Let the global state and control input be

x; = col(xt, x2, ..., xY),

(14)

u, = col(ui, u?, ..., ud), (15)
where N is the number of users, agents, nodes, base stations, or
subsystems. The local dynamics of subsystem jare expressed as

(16)

.Y Oy R B B |
Xiyr = fp Oep up, x, 7, we ),

where x, 7 denotes neighboring or coupled states. The

interaction topology is represented by a graph

G=W9, a7

where V is the set of nodes and Erepresents communication,
interference, sensing, routing, or physical coupling links. A
scalable graph-based policy may be written as
w] = 1 (i}, AGGren(j)y Yo (if)), (18)

where IV (j) is the neighborhood of node j, Yy is a learnable
message map, and AGG(-) is a permutation-invariant
aggregation operator. This representation is essential for large-
scale networked control because it avoids treating the global
state as an unstructured vector. For URLLC-aware wireless
resource allocation, let B denote the set of base stations, K the
set of users, and R,, the set of resource blocks at base station b.
The binary scheduling variable is

19)

ap it € {01},

with the orthogonality constraint

Z abyk'r't < 1, Vb, r,t. (20)

kEX

Let py, . denote transmit power. The signal-to-interference-
plus-noise ratio is

Ib ke,rtPhrt
2 )
o+ ) prp 90"kt Dot

21

VYbkrt =

where g, 1 ¢ i the channel gain and o%is the noise power. For
finite-blocklength URLLC transmission, the achievable short-
packet rate is approximated by

VYV (@) Q™' (e)
In2 n ’

Rurl()/: €, n) = 10g2(1 + V) - (22)

where

1

Here, nis the blocklength, € is the target packet-error
probability, and Q1() is the inverse Gaussian Q-function. The
URLLC service delivered to user k is

url _
Sk,t - Z z ab,k,r,tnsRurl(yb,k,r,t: €k, Tl),

bEB reRy

(24)

where n; is the number of symbols per resource block. The
queue dynamics are

Tier1 = [Tiee = Siel™ + Ares (25)

where Ay, is the arrival process. To capture deadline pressure,
define the deadline-debt state
+

Aierr = [die + Ape —
T=t—Dp+1

Skr| (26)

where D, is the latency deadline. A reliability virtual queue is
introduced as
Zipr1 = [Zie + Sie — 8l ™, (27)

where &, . € {0,1} indicates a deadline violation and & is the
admissible violation probability. Stabilizing z,, implies
bounded long-term violation frequency. The wireless state and
control are compactly written as

xl.“N = COl(qt' dt' Zt, Ht! Ft! Ct)! (28)
u = col(ag, pe, €0)- (29)

Power, fronthaul, and computing constraints are represented by



Z Pore S P, Vb, t, (30)
TERp
z Z Apkre Xor < FP5,Vh,t,  (31)
keX TERp
Ce(ap,pe) < €7 32)

This system is nonlinear, stochastic, mixed-integer, and
reliability-critical. Therefore, mean-throughput maximization
alone is structurally insufficient for URLLC operation. For
energy-safe wireless sensor routing, let Et’ denote the residual
energy of node j. The energy evolution is

El,y = Bl — ¢l (uy, p) — Cle(ue, p) — Clie(0).  (33)

The energy-safety condition is

E] = Epin, V)i t, (34)

and the safe energy set is

Sp = {E:E/ — Epy, > 0, Vj). 35)

This formulation emphasizes the weakest node rather than only
the average residual energy. For robotic obstacle avoidance,
consider the discrete-time double-integrator model

Per1 = Pe T ALV, Ve = v + At ug, (36)

with the input constraint

” U II2S Umax- (37)

Let cf be the center of obstacle £ and 1%, the required safety
radius. The signed obstacle-distance margin is

df =l pr — cf = rége (38)

and collision avoidance requires

df = 0,v4,t. (39)
Thus, wireless reliability, energy preservation, and robotic
safety can all be represented through margins measuring
distance from violation.

C. Certificate-Margin Synthesis Problem
The proposed formulation associates each policy with a
learnable certificate

Cy = {Vy, By, p3}, (40)

where V,, is a Lyapunov-type certificate, By, is a barrier-type
certificate, and pf,l,’ is a robustness certificate associated with &.

For each scenario, the policy-certificate pair produces a scalar
certificate margin

m(6,y; () = M(mg, Cy, 79,4({), D). (41)
The sign of the margin is interpreted as
m(6,y; {) > 0 = certified satisfaction, (42)
m(6,y; {) = 0 = certification boundary, (43)
m(6,y; () < 0 = certificate violation. (44)

The composite certificate margin is formed from stability,
safety, temporal, and feasibility components:

mtin my (x,), mtin mg(x.),

Mo (To,p) mtin mg(X¢, U, P)

m(6,y;{) = min{ }, (45)

where my, is the Lyapunov margin, my is the barrier margin,
mg is the temporal-logic robustness margin, and mg is the
feasibility margin. The feasibility margin is

mg (Xt, U, ,D)

= min{min g; e, ), Min g (e X0 )} (46)

The certificate-driven synthesis objective is

*opRY ; .
(0°,9") = argmax Inf m(6,9; (). (47)
This is the central departure from reward-based learning. Rather
than maximizing an expected return, CeDL maximizes the
weakest certificate margin over the admissible domain.
Consequently, the learning problem becomes a worst-case
proof-strengthening problem. For differentiable
implementation, the nonsmooth minimum is approximated
using
M

1
sming(ay, ..., ay) = ——log Z e Paj |, (48)
B =
with
l;l_l;r(;lo sming(ay, ..., ay) = mjin a;. (49)

The smooth certificate margin is denoted by



m(6,1; ¢) = sming (M, (9)), (50)

where My, ({) contains all certificate components along the
trajectory.

IV. CERTIFICATE-DRIVEN LEARNING

A. Certificate Construction and Neural Parameterization

The proposed Certificate-Driven Learning framework jointly
synthesizes a policy and a certificate. The policy selects actions,
while the certificate provides an auditable mathematical object
that measures whether the closed-loop behavior satisfies the
desired requirement. The certificate is not a post-training
diagnostic; it is part of the learning objective. For stability-
related properties, a Lyapunov certificate satisfies

Vyp(x*) = 0,Vy(x) > 0, Vx # x*, (51)

where x* is an equilibrium or reference state. The discrete-time
Lyapunov decrease condition is

Vll)(xt+1) - Vzp(xt) < —ay(ll x, —x* 1), (52)

where ay(-) is a class-K function. The corresponding
Lyapunov margin is

my (x;) = _[le(xt+1) - Vw(xt)] —ay(llx, —x* ). (53)

For URLLC queue regulation, a structured Lyapunov certificate
can be written as

le(qt' de,z) = Z (495 ql%,t + Z Br dl%,t

kex kEUyp

+ ) werke G

kEUyr

where ay, i, xx > 0. This certificate penalizes congestion,
deadline debt, and violation accumulation. For safety-related
properties, a barrier certificate defines the safe set

Sy ={x € X:By(x) = 0}. (55)
A discrete-time forward-invariance condition is
Bw(xtﬂ) — B¢(xt) + ABw(xt) =>00<1<1. (56)

The barrier margin is

mp(x,) = min{By (x;), By (X¢41) — By (x,)
+ABy(x)}. (57)

For URLLC reliability, a reliability barrier may be written as

B (xe, up) = 8y — €57 (o0, uy), (58)

eff
k

where €' is the effective packet-failure probability and §y, is

the admissible reliability threshold. For sensor networks, the
energy barrier is

BE(Er) = min(E! — Eqin). (59)

For robotic obstacle avoidance, the geometric barrier is

BY(x) = min(ll pe — ¢f 2= Tgoe)-  (60)

For trajectory-level requirements, CeDL uses a temporal
robustness measure

me (8,13 0) = py (29,6 (9)), (61)

where

pp(0)>0>1E O (62)
If p$ is computed directly from a fixed temporal-logic

specification, the robustness value has a formal interpretation.
If it is learned as a surrogate, it must be conservative, namely

py (1) < p® (1), V7, (63)

so that the learned surrogate cannot falsely certify violating
trajectories. The Lyapunov function is parameterized to
preserve nonnegativity:

V() =1l @y (%) = @ (™) 15+ &y 1| x — x* 113, 8, > 0. (64)
The barrier certificate is parameterized as

By(@) = Bo(¥) + by(x), (65
where B, (x) is a known physical or geometric prior and by, (x)
is a learnable residual. This structure prevents the learned
certificate from ignoring known system geometry while
allowing adaptation to nonlinear and uncertain effects. For
networked systems, a graph certificate can be defined by local
embeddings

] = Ly (x/, AGGen () Ay (X)), (66)

with global pooling

Cy(x;) = POOLY, c/. (67)



This graph-based certificate architecture enables scalability and
preserves locality in large wireless or sensor networks.

B. Adversarial Falsification and Joint Optimization
The falsifier searches for scenarios where the current policy-
certificate pair is closest to violation. Given (6,v), the
adversarial scenario is obtained from
(" =arg fnin m(o,y; ). (68)

When the simulator is differentiable with respect to scenario
variables, projected gradient descent may be used:

=, [0 — agVem(0, 9] (69)
When the simulator is black-box, mixed-integer, or non-
differentiable, a parameterized search distribution p,({) is
used:

w™?! = arg m{jn E¢p,, [(6,9; O] (70)
This update can be implemented using the cross-entropy
method, covariance-matrix adaptation, Bayesian optimization,

or evolutionary search. A hard scenario bank stores low-margin
scenarios:

Ht’ = {(1' (2' ""(N}' (71)

After falsification, the bank is updated as
Hprr = TopKiow (F; U{CT, .. S d), (72)

where TopK,., keeps the scenarios with the smallest certificate
margins. Given the hard bank, the learner maximizes the
smooth worst-case margin

J(H' l/)) = SminB (7?1(9, l/); Zl)' Ly 771(6, 1/); (N)) (73)

The optimization loss is

L0, 1/)) =—J(, l/)) + AcertReert + ArRir + /11ip:R1ip
+ Acomp‘{Rcomp- (74)
The certificate regularizer is
Reert = ]EX"‘Dsafe[[_VI/J(x)]i + [_B‘l/} (x)]i]' (75)

where Dg,¢. is the safe portion of the operating domain. The
trust-region regularizer is

Rir =118 — Oo1q ”% +Y —Yoiq ”% (76)

The Lipschitz regularizer is

Rip= ) NWF I3+ ) IWE. (77)
7 7
The computational regularizer is
Reomp = Ex, [Cost(mg (ir))]. (78)
The policy and certificate are updated by
(0,9) « (6,9) =1V L(6,9). (79)

To reduce sensitivity to the empirical scenario distribution, the
objective may be extended to a distributionally robust form:

max inf_ E._o[m(6,1; ()],

80
0. QeBy(®) (80)

A
o)
—

where £ is the empirical scenario distribution and B, (8) is an

ambiguity set. A lower-tail risk objective can also be used:

max CVaR,[#(6,v; )], (81)

where

1
CVaR(m) = max fe-—mc-mal.  ®

This objective explicitly emphasizes rare low-margin scenarios.
The complete training procedure is summarized below.

Algorithm 1:

Name: Certificate-Driven Learning
01: Require D, Z_D, G, pi_theta, C_psi, K, M, T, beta, eta, L
02: Ensure pi_theta_star, C_psi_star, Shield
03: Initialize theta and psi
04: H_0 <- G(D)
05: forell=0,1,..,L-1do
06: for each zeta_i in H_ell do
07: tau_theta_phi(zeta_i) <- Rollout(pi_theta, zeta_i, T)
08:  M._theta_psi(zeta_i) <- EvaluateMargins(tau_theta_phi(zeta_i), C_psi)
09:  m_tilde(theta, psi, zeta_i) <- smin_beta(M_theta_psi(zeta_i))
10: end for
11: S_ell <- Falsify(pi_theta, C_psi, Z_D, M)
12: S_ell = {zeta_1_star, zeta_2_star, ..., zeta_M_star}
13: H_{ell + 1} <- TopK_low(H_ell union S_ell, K)
14: J(theta, psi) <- smin_beta{m_tilde(theta, psi, zeta) such that zeta in H_{ell + 1}}
15: L(theta, psi) <- -J(theta, psi) + lambda_cert R_cert(psi) + lambda_tr R_tr(theta, psi)
16:  L(theta, psi) <- L(theta, psi) + lambda_lip R_lip(theta, psi) + lambda_comp
R_comp(theta)
17: theta, psi <- theta, psi - eta grad_{theta, psi} L(theta, psi)
18: m_val <-min_{zeta in Z_val} m(theta, psi, zeta)
19: if m_val converges then
20:  break
21: endif
22: end for
23: theta_star <- theta
24: psi_star <- psi
25: pi_theta_star <- pi_theta
26: C_psi_star <- C_psi
27: Shield <- ConstructShield(pi_theta_star, C_psi_star)
28: return pi_theta_star, C_psi_star, Shield




C. Runtime Shield, Soundness Interpretation, and Complexity

Although CeDL trains the nominal policy to improve certificate

margins, a runtime shield is introduced to preserve feasibility

when the nominal policy approaches the certified boundary. Let
up = my (i) (83)

be the nominal action. The shield computes the closest certified

action

uih = argmin Il u —uf 1% (84)
ueu

subject to input feasibility

Ju(u, x¢,p) =0, (85)

robust barrier feasibility

By (fy (e u,w) ) = By (xe) + AByy (x) = 0, vw
EW, (86)

and, when stability enforcement is required,

Vl/) (fp(xt' u, W)) - Vl[)(xt) + aV(" Xy — x* ") < 0, Yw
eEW. (87)

The robust form ensures that the shield does not rely on
knowing the realized disturbance before choosing the action.
For nonlinear systems, the shield may use a first-order
approximation around u{. Let

x?+1 = fp(xt' u?'V_Vt)' (88)

where w; is a nominal or conservative disturbance
representative. Then the barrier constraint can be approximated

as

By (xP41) + VyuBy (x4 ) (w — uf) — By (x,) + ABy (x,)
>0. (89)

For wireless scheduling, the shield corrects scheduling and
power decisions by solving

(a", pi") = arg min Il a — al 13 +Ip—pf 13, (90)

subject to resource, power, fronthaul, computing, reliability,
and certificate constraints. If relaxed scheduling variables are
used, the rounded allocation is accepted only when it satisfies
the original discrete feasibility constraints. The following
statements clarify the soundness interpretation of the proposed
framework. If, for all admissible scenarios,

m(0,Y;{) =& >0,V{ € Zp, 91)
then all constituent certificate margins are positive along every
admissible trajectory. Therefore,

79,6({) E @,V € Zy,. (92)

This statement is a domain-level certificate condition. It should
be distinguished from empirical validation. If (91) is verified
only on a finite test set, the correct claim is zero observed
violations on that test set, not a universal proof of zero
violations. The runtime shield also provides a forward-
invariance guarantee. If x; € Sy and the shielded action

satisfies
By (£, (xeous™ w)) = By (xe) + 4By (x) = 0,¥w € W, (93)

then

By (xe41) 2 (1 = By (xe). 94)

Since 0 < A < 1 and By (x;) = 0, it follows that

By(x¢41) 20, (95)

and therefore

Xey1 € Sy (906)

Thus, the shield preserves forward invariance of the certified

safe set whenever the shield optimization is feasible. The

computational complexity of CeDL is dominated by rollout

generation, adversarial falsification, and joint policy-certificate

optimization. If N scenarios are maintained in the hard bank, T

is the rollout horizon, and Cy is the cost of one system transition,

the rollout cost per training iteration is

O(NTCy). 97

If the falsifier evaluates M candidates over R refinement steps,

the falsification cost is
O(RMTCy). (98)

Let P, and P; denote the number of policy and certificate

parameters. The approximate backpropagation cost is

O(NT (P, + Pg)). (99)

At deployment, policy evaluation costs



O(Pp). (100)
If the shield is solved as a dense quadratic program with control
dimension n,,, the worst-case cost is approximately

on3). (101)
However, practical shield implementations often exploit
sparsity, decomposition, warm starts, or graph locality.
Therefore, most of the computational burden is shifted to
offline adversarial training, while online deployment requires
policy evaluation and occasional certificate-preserving
correction.
Overall, CeDL integrates certificate construction, adversarial
falsification, worst-case margin learning, and runtime safety
correction into a unified policy-synthesis framework. The
resulting policy is not merely optimized for empirical
performance; it is trained to improve the weakest certified
behavior inside a declared operating domain. This makes the
method suitable for safety-critical networked and cyber-
physical systems where average reward is insufficient and
auditable reliability is required. Fig. 1 illustrates the certified-
margin landscape over the declared scenario domain. The
bounded region represents the admissible operating domain D,
where the proposed certification claims are intended to hold.
Nominal scenarios are located in the interior of the domain,
while adversarial boundary scenarios are concentrated near the
outer shell, where the system is more likely to approach
certificate violation. The color intensity represents the
certificate margin m(6,y; (). Regions with larger positive
margins correspond to stronger certified behavior, whereas
low-margin regions indicate operating conditions in which the
policy-certificate pair is closest to violation. This visualization
highlights the role of the falsifier in identifying boundary
scenarios that are more informative than nominal samples for
safety-critical learning. Fig. 2 shows the evolution of certificate
margins during the counterexample-guided training process.
The minimum validation margin represents the weakest
certified behavior observed across held-out scenarios, while the
10th-percentile and median margins describe the lower-tail and
typical certification quality, respectively. During training,
CeDL progressively increases the minimum and lower-tail
margins, indicating that the learner is not only improving
average behavior but also strengthening vulnerable scenarios.
The horizontal zero line represents the certification boundary:
margins below this line correspond to certificate violation,
while margins above it indicate certified satisfaction. The
decreasing shield-activation curve shows that, as the policy
internalizes the certificate structure, fewer runtime corrections
are required.
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Fig. 1. Certified-margin landscape over the declared scenario domain. The
interior region represents the admissible operating domain, while boundary
samples represent adversarial scenarios generated by the falsifier. Low-margin
regions indicate areas close to certificate violation.
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Fig. 2. Counterexample-guided improvement of certificate margins during
training. The proposed CeDL procedure improves the minimum and lower-tail
validation margins while reducing the need for runtime shield activation.

V. PERFORMANCE EVALUATION

A. Experimental Setup

The proposed Certificate-Driven Learning method was
evaluated on three representative safety-critical domains:
URLLC-aware wireless energy-safe
routing in wireless sensor networks, and robotic obstacle

resource allocation,

avoidance. These domains were selected because they represent
three different classes of guarantee requirements. The wireless
case evaluates delay reliability and queue stability, the sensor-
network case evaluates energy preservation and network
lifetime, and the robotic case evaluates collision avoidance and
safe motion planning.

The proposed method was compared with five baseline
approaches. The first baseline was a reward-based deep
reinforcement learning method with safety penalties added to
the reward function. The second was a constrained
reinforcement learning method using Lagrangian constraint
handling. The third was a model predictive control method with
explicit constraints solved online. The fourth was a shielded
reinforcement learning method, where a conventional learned



policy was corrected by a runtime safety filter. The fifth was a

: . . . . . . g NS ¥ 2 2}
classical domain-specific controller, including proportional-fair g § & g 3 . E e
. . . S =1 = _— =
or MaxWeight scheduling for wireless networks, energy-aware Method :5- ; 2 i % g g g ~2 EZ
. . etho [ = :E X &
shortest-path routing for sensor networks, and a nominal 28 £ § S ER % g E
. . ® _ <5 5 o=
obstacle-avoidance controller for robotics. § g g § = 2 = g
. . . ~ R = =
All methods were tested on nominal scenarios and adversarial < = =
scenarios. Nominal scenarios were generated from standard - Not
; e ) ) o DRL-Penalty 9486 1.82 974 186 0.41
operating distributions, while adversarial scenarios included 0.214  used
traffic bursts, poor channel conditions, low-energy nodes, near- C-RL 9213 196 728 074 0-83 111\;221 0.58
obstacle initial states, model uncertainty, and disturbance : Not
combinations close to the boundary of constraint violation. The MPC 903.7 171 436 009 0041 used 8.92
purpose of this evaluation was not only to compare average Shielded-RL 9124 1.88 4.81 006 0058 187 146
performance, but also to determine which methods remain Max\l’:’l«:ight/ 8349 204 693 041 LI:Z; 036
reliable when the system operates near critical conditions. :
Y P CeDL 927.8 169 312 0.00 0.187 6.4 1.21
TABLE I i
Simulation Configuration In the sensor-network case, CeDL obtains the longest network
Wireless S Roboti lifetime and the lowest energy violation rate. Classical energy-
ensor obotic . . .
Parameter URLLC Network System aware routing performs well in average energy consumption,
Nomber of System but it does not protect vulnerable nodes as effectively under
umber of test . .
scenarios 10,000 8,000 6,000 uneven traffic and unreliable links. Reward-based DRL
Adversarial test 2 000 1500 1500 improves packet delivery but occasionally drains critical relay
scenarios ’ ’ ’ nodes. Shielded-RL reduces these failures, but it requires
Time horizon 500 slots 1,000 steps 300 steps frequent correction. CeDL performs better because the
l\iu/mber /Of d 40 users 60 Sznsor 1?2“’112 minimum residual energy and barrier margin are part of the
agents/users/nodes nodes obstacles K .
. Deadline Eneray Collision learning objective itself.
Main guarantee . .
reliability safety avoidance
N Zero energy Zero TABLE III
0,
Target violation level Below 0.01% failure collision Energy-Safe Wireless Sensor Network Results
Training scenario 3,000 2,500 2,000 2 = »
bank scenarios scenarios scenarios g > =) H Zz =X
300 300 Z o5 5§ £ 2 S g
Hard scenario bank 400 scenarios . . - 28 £ < _ g ® BF
scenarios scenarios > a llg Ug 2 E = E % ; g e o
Runtime safety shield Enabled Enabled Enabled Method o g =3 s g > g 2= s z E
5 2 5 = e =3 =
< oo = e =
B. Quantitative Comparison 2 g :.f ; g % 8
The results show that CeDL provides the strongest performance ° & g =
on guarantee-centered metrics. In the wireless URLLC case, Not
) e i DRL-Penalty 968 42.6 4.1 342 684 0.32
CeDL achieves the lowest deadline violation rate, the best tail- used
delay behavior, and the strongest certified margin. Reward- C-RL 959 443 78 137 742 ig; 0.49
based DRL obtains slightly higher average throughput, but its Not
deadline violation rate is significantly worse under adversarial MPC 947 461 116 028 821 used 6.35
traffic and fading conditions. MPC performs competitively in Shielded-RL 954 457 139 0.3 858 152  1.18
reliability but has the highest online computational cost. E"err(:s’zt';vgvare 938 489 97 091 776 11\;2:1 027
hielded-RL r violations compar ith ordinary DRL
Shielded-RL reduces violations compared with ordinary DRL, CeDL 951 474 198 000 943 58 096

but it relies more heavily on runtime correction and has weaker
certificate margins than CeDL.

TABLE IT
Wireless URLLC Resource Allocation Results

In the robotic obstacle-avoidance case, CeDL achieves zero
collision across the test scenarios and maintains the largest
minimum safety distance. Reward-based DRL produces shorter
paths but has the highest collision rate under adversarial
obstacle configurations. MPC achieves strong safety and good
path quality when the model is accurate, but it has a much larger
online runtime. Shielded-RL also obtains zero collision in the



test set, but its shield activates more frequently than CeDL,
showing that the nominal policy itself is less inherently safe.

TABLE IV
Robotic Obstacle Avoidance Results

> )
> <
Q = = 5 g z o
= =& =4 = o = ]
€ g2 Z & 3§ 2 §F
Method s 88 3 £ = = %3
s %o hC a b 5= o=
s =% =2 2 = =3 ° 2
~ o® ~_~
DRL-Penal 4.82 ) 184 96.1 128 Not 0.29
Pemalty 482415 1% ‘ © used
Not
C-RL 136 004 19.1 954 136 043
used
Not
MPC 0.00 031 189 983 13.1 7.84
used
Shielded-RL 0.00 027 19.6 97.8 139 21.4 1.22
Classical - Not
291 20. 2. 154 24
controller ? 0.07 0.7 926 > used 0
CeDL 0.00 046 19.8 98.1 137 7.1 1.05

C. Comparative Analysis

The results indicate that CeDL is most effective when the
emphasizes behavior, constraint
satisfaction, and tail reliability. In all three domains, CeDL
achieves zero observed violations in the test set. This is the main
advantage of the proposed method. Unlike reward-based DRL,
which improves average performance through penalty shaping,
CeDL directly trains the policy around the weakest certified
scenarios. This allows the learned policy to become more robust

evaluation worst-case

in rare but important operating conditions.

In the wireless URLLC system, CeDL reduces the deadline
violation rate from 1.86% under DRL-Penalty and 0.74% under
C-RL to 0.00% in the test set. It also improves the 99.9% delay
from 9.74 ms under DRL-Penalty and 7.28 ms under C-RL to
3.12 ms. This shows that the method is especially strong in the
lower tail of the delay distribution. CeDL does not obtain the
highest average throughput, since DRL-Penalty achieves 948.6
Mbps compared with 927.8 Mbps for CeDL. However, this
throughput reduction is relatively small compared with the
improvement in deadline reliability and certified margin.

In the sensor-network case, CeDL improves the minimum node
energy to 19.8%, compared with 4.1% for DRL-Penalty, 7.8%
for C-RL, and 13.9% for Shielded-RL. This indicates that
CeDL does not merely preserve average energy; it protects the
weakest nodes in the network. It also extends the network
lifetime to 943 steps, compared with 684 steps for DRL-Penalty
and 858 steps for Shielded-RL. The packet delivery ratio of
CeDL is slightly lower than DRL-Penalty, but the difference is
small. This shows a clear trade-off: CeDL sacrifices a limited

amount of aggressive packet delivery in order to preserve long-
term energy safety.

In the robotic case, CeDL matches MPC and Shielded-RL in
collision avoidance, with zero observed collisions. However,
CeDL maintains a larger minimum obstacle distance than both
methods. Its minimum obstacle distance is 0.46 m, compared
with 0.31 m for MPC and 0.27 m for Shielded-RL. This
indicates stronger safety margin, not only zero collision. The
path length of CeDL is slightly longer than DRL-Penalty and
MPC, which shows that the method behaves more
conservatively near obstacles. This is expected because CeDL
optimizes certified safety margin rather than shortest path
alone.

Overall, CeDL is better than the baselines in violation-centered
and guarantee-centered metrics. It is not always better in pure
average-performance metrics. DRL-Penalty may achieve
higher average throughput or shorter path length, and MPC may
provide strong performance when the model is accurate and
computational resources are sufficient. However, CeDL
provides the best balance between low violation rate, strong
margin, moderate online runtime, and explicit interpretability.

TABLE V
Overall Comparison Across Main Evaluation Dimensions

Method

AIUIIYD [RUTWON
KIIQRIPI ISBI-)SIOA\
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DRL-Penalty 9.1 4.2 3.8 9.4 3.1 5.6

C-RL 8.4 6.1 5.7 8.7 4.2 6.4

MPC 8.2 8.5 8.1 3.9 8.6 7.5
Shielded-RL 8.1 8.2 7.4 7.1 6.3 7.8
Classical controller 7.2 6.4 6.2 9.6 8.1 6.9
CeDL 8.5 9.7 9.6 7.5 9.4 9.2

The overall comparison shows that CeDL achieves the highest
safety-critical deployment score. The reason is that it combines
strong reliability, explicit certificate margins, moderate online
runtime, and interpretability. MPC remains competitive in
safety and interpretability, but its online computational cost is
significantly higher. DRL-Penalty is efficient and fast, but it
lacks strong worst-case reliability. Shielded-RL improves
safety, but the high shield activation rate indicates that safety is
often imposed after the policy decision rather than learned as
part of the policy itself.

D. Ablation Study

An ablation study was conducted to evaluate the contribution of
each component of the proposed framework. The full CeDL
method was compared against four variants: CeDL without
adversarial falsification, CeDL without runtime shielding,



CeDL without neural certificate residuals, and CeDL trained
with average-margin optimization instead of worst-case-margin
optimization.

TABLE VI
Ablation Study on the Wireless URLLC Scenario

Method variant
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0.18  4.96

Without runtime shield 0.07 3.84

Without neural certificate

residuals 011 421

0.083 9193 9.8

Average-margin training 029 537 0.031 9415 14.6

The ablation results show that adversarial falsification is one of
the most important components of the method. Without
falsification, the model still performs well on nominal scenarios
but becomes weaker under rare and difficult conditions. This is
visible in the reduced minimum certificate margin and the
higher deadline violation rate.

The runtime shield also contributes to deployment reliability.
Without the shield, the learned policy still performs better than
reward-based baselines, but occasional boundary violations
appear. This confirms that the shield acts as a final protection
layer when the nominal policy approaches the edge of the
certified region.

The neural certificate residual improves flexibility. Without it,
the method becomes more conservative and less effective at
adapting the certificate to nonlinear system behavior. This
reduces both throughput and margin quality.

Average-margin training produces the highest throughput
among the CeDL variants, but it also produces the weakest
safety behavior. This confirms the central argument of the
paper: optimizing average behavior is not sufficient when the
target system must satisfy worst-case reliability or safety
requirements.

E. Overall Assessment and Limitations

The results show that the proposed method provides the
strongest advantage in safety-critical and reliability-critical
metrics. Across the three evaluated domains, CeDL achieves
zero observed violations, the strongest minimum safety
margins, the best lower-tail reliability, and the most
interpretable assurance structure. It is especially effective under
adversarial scenarios, where reward-based and constrained-
learning baselines are more likely to fail.

CeDL is not the best method in every metric. In wireless
systems, reward-based DRL achieves the highest average
throughput. In robotic navigation, DRL and MPC may produce
slightly shorter paths. In online computation, classical
controllers and ordinary DRL are faster than CeDL because
they do not solve a runtime safety correction problem. These
results show that CeDL is not designed to be the most
aggressive performance optimizer. It is designed to provide a
better balance between performance and certifiable reliability.
The main trade-off is conservatism. Since the method optimizes
certified margins, it may sacrifice a small amount of nominal
efficiency to protect the system under rare or difficult
conditions. This trade-off is appropriate for safety-critical
applications, but it should be clearly acknowledged. The second
limitation is offline computational cost. CeDL requires
adversarial scenario search and joint policy-certificate training,
which are more expensive than ordinary reward-based learning.
The third limitation is dependence on the declared operating
domain. The guarantees are meaningful only inside the modeled
range of disturbances, uncertainty, and constraints.

Overall, the evaluation supports the conclusion that CeDL is
most valuable when safety, reliability, auditability, and worst-
case behavior are more important than purely average reward.
Compared with DRL-Penalty, C-RL, MPC, Shielded-RL, and
classical controllers, CeDL provides the best safety-critical
deployment profile. It achieves strong performance while
producing an explicit certificate that explains why the learned
policy is safe or reliable within the stated operating domain.
Figs. 1-3 provide the first set of performance visualizations for
the proposed CeDL framework under adversarial and
scalability conditions. Fig. 2 shows that the minimum certified
margin decreases as the adversarial stress level increases, which
confirms that more severe operating conditions reduce the
available safety margin. However, CeDL maintains a positive
margin over a wider stress range than the baseline methods,
indicating stronger robustness near the boundary of constraint
violation. Fig. 4 compares the 99.9th-percentile URLLC delay
under increasing offered load and shows that CeDL achieves
the lowest tail delay at high loads, demonstrating improved
reliability under congestion. Fig. 5 evaluates network lifetime
as the number of sensor nodes increases, where CeDL
consistently provides the longest lifetime, showing that the
proposed certificate-driven routing policy better protects
energy-critical nodes in larger networks.
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Figs. 6-8 analyze the certificate-margin behavior of the
compared methods. Fig. 6 presents the distribution of certificate
margins across the baseline methods and shows that CeDL
achieves the highest and most stable positive margin
distribution. This indicates that CeDL improves not only
average safety behavior but also the lower-margin cases that are
most important in safety-critical systems. Fig. 7 illustrates the
evolution of the minimum validation margin during training,
where the full CeDL method converges to a stronger certified
margin than the ablated variants. This confirms the importance
of adversarial falsification and worst-case-margin optimization.

Fig. 8 shows the empirical cumulative distribution of certificate
margins, where CeDL shifts the margin distribution toward
positive values, meaning that a larger fraction of test scenarios
satisfies the certification condition.
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Figs. 9-11 present tradeoff analyses for robotic safety and
wireless URLLC performance. Fig. 9 shows the safety-
efficiency tradeoff in robotic obstacle avoidance by comparing
path length and minimum obstacle distance. CeDL maintains a
larger safety distance while keeping the path length
competitive, which reflects a more conservative but safer



navigation behavior. Fig. 10 shows the throughput-reliability
tradeoff in URLLC resource allocation, where CeDL achieves
high throughput while maintaining a near-zero deadline
violation rate. This demonstrates that CeDL provides a better
reliability profile than reward-based DRL, which obtains high
throughput but with higher violation rates. Fig. 11 compares
99.9th-percentile delay and throughput, showing that CeDL
achieves low tail delay with competitive throughput and
therefore provides a favorable balance between efficiency and
worst-case delay reliability.
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Fig. 9. Safety-efficiency tradeoff in robotic obstacle avoidance.
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Fig. 11. Tail-delay and throughput tradeoff under URLLC operation.

Figs. 12—14 further evaluate the sensitivity of CeDL under
adversarial wireless operating conditions and certification
hyperparameters. Fig. 12 shows the scenario-level certified
margin under different traffic-burst and fading-severity factors.
The margin decreases as traffic and fading conditions become
more severe, highlighting the regions where the system
approaches the certification boundary. Fig. 13 provides a
continuous certified-margin surface over the same adversarial
operating conditions, offering a clearer view of how CeDL
behaves across the declared operating domain. Fig. 14
illustrates the sensitivity of the minimum certificate margin to
the smooth-min parameter and falsifier budget. The results
show that a stronger falsifier budget generally improves the
discovered worst-case margin, while the smooth-min parameter
affects the sharpness and stability of the margin approximation.
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Fig. 12. Scenario-level certified margin under traffic-burst and fading-severity
variations.
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Table I provides a concise positioning of CeDL with respect to
representative safe-learning and certificate-based control
approaches. The comparison highlights that many existing
methods improve safety by adding penalties, constraints,
learned certificates, safety filters, or runtime shields around a
reward-driven learning objective.

Reported Mean standard ~ Mean standard ~ Mean standard
metrics deviation deviation deviation
Policy Policy Policy
Runtime inference + inference + inference +
measurement shield shield shield
activation activation activation
NVIDIA RTX-
Hardware/softw class‘GPU,
are multi-core Same Same
CPU, PyTorch,
QP solver

TABLE VII
Implementation and Reproducibility Settings
Roboti
Item Wireless Sensor Ol()):)t:cllce
URLLC Network .
Avoidance
Poli
oney 3-layer MLP  3-layer GNN  3-layer MLP
architecture
MLP + MLP +
Certificate R GNN + energy
X queue/reliabilit . obstacle-
architecture . prior . .
y prior distance prior
Hidden units 256 128 128
Activation ReLU ReLU ReLU
function
Optimizer Adam Adam Adam
Learning rate 3x107* 3x107* 3x107*

Batch size 256 scenarios 256 scenarios 128 scenarios
Training 50,000 40,000 30,000
iterations
Rollout horizon 500 slots 1,000 steps 300 steps
Smooth-min 20 20 30
parameter
Hard-bank size 400 300 300
128 128 96
Falsifier budget  scenarios/iterat  scenarios/iterat  scenarios/iterat
ion ion ion
Falsifier method PGD + CEM CEM PGD + CEM
Traffic burst, Tnitial energy Initial state,
Falsified fading, . ) obstacle
variables interference, lm],( loss, traffic placement,
fronthaul load imbalance disturbance
Same Same Same
Baseline tuning validation set validation set validation set
and seeds and seeds and seeds
Random seeds 5 5 5
Validation Every 500 Every 500 Every 500
frequency iterations iterations iterations

In table VII, all baselines were tuned using the same validation
scenarios, random seeds, and stopping criteria as CeDL.
Runtime measurements exclude offline training and adversarial
falsification and include only online policy inference and shield
activation when applicable.

eS|
° 2 £ = 2 =
$z 2§ £% ELE gE
Method class & B == s a5 =S
== [ LAY 5 8 =5
s ES =2 e 2 &
® =
R d-based R d+ .
eward-base ewar No No No Optional
safe RL penalty
Constrai R +
onstrained ewart.i No No No No
RL constraints
Learned o . .
Stability Partial  Partial Rare No
Lyapunov
Learned CBF Safety Partial  Partial Rare Optional
Acti
Safety filters ¢ 1o'n No No No Yes
correction
R d+
Shielded RL ewar No  No No Yes
shield
Robust
Robust . o
certificate oous Yes Partial  Limited No
. certificate
learning
Certificat
CeDL ertt lc‘a ¢ Yes Yes Yes Yes
margin

While these methods are valuable, safety is often treated as an
additional requirement rather than the main object of learning.
CeDL takes a different direction. It makes the certificate margin
the central optimization target, jointly trains the policy and
certificate, and uses adversarial falsification to expose scenarios
where the closed-loop system is closest to violation. The
runtime shield is then used as a final protection layer rather than
as the primary source of safety. This positioning is consistent
with the experimental results: CeDL may not always produce
the most aggressive nominal behavior, but it provides stronger
worst-case margins, fewer observed violations, and a more
interpretable assurance structure for safety-critical deployment.

VI. CONCLUSION

This paper introduced Certificate-Driven Learning, a reward-
free framework for synthesizing learning-based controllers
together with explicit mathematical certificates. The central



idea is to shift the objective of learning from maximizing
average reward to strengthening the weakest certified behavior
of the closed-loop system over a declared admissible operating
domain. By making the certificate margin the primary training
signal, CeDL directly targets the safety, stability, reliability,
temporal-logic, and feasibility requirements that define
acceptable operation in safety-critical systems.

The proposed framework combines Lyapunov stability
margins, control-barrier safety margins, temporal-logic
robustness margins, and feasibility margins into a unified
certificate-driven objective. An adversarial falsifier is
embedded in the learning loop to identify scenarios where the
current policy-certificate pair is closest to violation. These low-
margin scenarios are stored in a hard-scenario bank and
repeatedly used for counterexample-guided optimization,
allowing the learner to focus on boundary cases rather than only
nominal operating conditions. A runtime safety shield further
complements the learned policy by preserving feasibility when
the nominal action approaches the certified boundary.

CeDL was evaluated across three safety-critical domains:
URLLC-aware wireless resource allocation,
routing in wireless sensor networks, and robotic obstacle
avoidance. Across these domains, the proposed method

energy-safe

improved guarantee-centered metrics, including worst-case
certificate margins, observed violation rates, URLLC tail-delay
behavior, minimum residual energy, network lifetime, and
robotic safety distance. Compared with
reinforcement learning, constrained reinforcement learning,
model predictive control, shielded reinforcement learning, and
classical controllers, CeDL provided a stronger balance
between reliability, safety margin, runtime feasibility, and
interpretability.

The results also reveal the main trade-off of certificate-driven

reward-based

learning. Because CeDL prioritizes difficult and low-margin
scenarios, it may sacrifice a limited amount of nominal
efficiency compared with more aggressive reward-based
methods. This trade-off is appropriate in safety-critical settings,
where rare failures can be more important than marginal
improvements in average performance. The guarantees of
CeDL remain conditional on the declared operating domain, the
expressiveness of the certificate class, the quality of adversarial
scenario generation, and the feasibility of the runtime shield.
Future work will focus on tighter generalization bounds for
learned certificates, scalable distributed implementations,
adaptive uncertainty sets, stronger falsification methods,
hardware-in-the-loop validation, and deployment in larger real-
time networked systems. Overall, this work shows that treating
certifiability as the object of learning offers a principled
direction for building reliable, interpretable, and auditable
learning-based controllers for safety-critical systems.
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        𝜔  r + 1 = arg ⁡   min ⁡  𝜔   𝔼  𝜁 ∼   p  𝜔 [   m ~ ( 𝜃 , 𝜓 ; 𝜁 ) ] .   (70)


       ℋ ℓ = {   𝜁 1 ,   𝜁 2 , … ,   𝜁  N } .   (71)


       ℋ  ℓ + 1 =   TopK ⁡ low  (  ℋ ℓ ∪ {   𝜁 1 ⋆ , … ,   𝜁  M ⋆ } ) ,   (72)


    TopK ⁡ low


  𝒥 ( 𝜃 , 𝜓 ) =   smin ⁡  𝛽  (   m ~ ( 𝜃 , 𝜓 ;   𝜁 1 ) , … ,   m ~ ( 𝜃 , 𝜓 ;   𝜁  N ) ) .               ( 73 )


  ℒ  ( 𝜃 , 𝜓 ) = − 𝒥  ( 𝜃 , 𝜓 ) +   𝜆 cert  ℛ cert +   𝜆 tr  ℛ tr +   𝜆 lip  ℛ lip +   𝜆 comp  ℛ comp .           ( 74 )


       ℛ cert =   𝔼  x ∼   𝒟 safe  [ [ −   V  𝜓 ( x )  ] + 2 + [ −   B  𝜓 ( x )  ] + 2 ] ,   (75)


    𝒟 safe


    p  𝜂


       ℛ tr = ∥ 𝜃 −   𝜃 old  ∥ 2 2 + ∥ 𝜓 −   𝜓 old  ∥ 2 2 .   (76)


       ℛ lip =   ∑ ℓ ∥   W ℓ  𝜋  ∥ 2 2 +   ∑ ℓ ∥   W ℓ  𝒞  ∥ 2 2 .   (77)


       ℛ comp =   𝔼    x  t [ Cost ⁡ (   𝜋  𝜃 (   i  t ) ) ] .   (78)


      ( 𝜃 , 𝜓 ) ← ( 𝜃 , 𝜓 ) − 𝜂  ∇  𝜃 , 𝜓 ℒ ( 𝜃 , 𝜓 ) .   (79)


        max ⁡  𝜃 , 𝜓   inf ⁡  ℚ ∈   𝔹  𝜌 (  Ξ ^ )   𝔼  𝜁 ∼ ℚ [   m ~ ( 𝜃 , 𝜓 ; 𝜁 ) ] ,   (80)


   Ξ ^


    𝔹  𝜌 (  Ξ ^ )


        max ⁡  𝜃 , 𝜓   CVaR ⁡  𝛼 [   m ~ ( 𝜃 , 𝜓 ; 𝜁 ) ] ,   (81)


        CVaR ⁡  𝛼 ( m ) =   max ⁡  𝜉 ∈ ℝ  { 𝜉 −  1  𝛼 𝔼 [ ( 𝜉 − m  ) + ] } .   (82)


        u  t 0 =   𝜋  𝜃 (   i  t )   (83)


  𝜂


        u  t sh = arg ⁡   min ⁡  u ∈ 𝒰 ∥ u −   u  t 0  ∥  H 2   (84)


        g  u ( u ,   x  t , 𝜌 ) ≥ 0 ,   (85)


    B  𝜓  (   f  𝜌  (   x  t , u , w ) ) −   B  𝜓  (   x  t ) + 𝜆   B  𝜓  (   x  t ) ≥ 0 , ∀ w ∈ 𝒲 ,             ( 86 )


    V  𝜓  (   f  𝜌  (   x  t , u , w ) ) −   V  𝜓  (   x  t ) +   𝛼  V  ( ∥   x  t −   x ⋆ ∥ ) ≤ 0 , ∀ w ∈ 𝒲 .         ( 87 )


    u  t 0


        x  t + 1 0 =   f  𝜌 (   x  t ,   u  t 0 ,     w ˉ  t ) ,   (88)


      w ˉ  t


    B  𝜓  (   x  t + 1 0 ) +  ∇  u   B  𝜓  (   x  t + 1 0 )  ( u −   u  t 0 ) −   B  𝜓  (   x  t ) + 𝜆   B  𝜓  (   x  t ) ≥ 0 .         ( 89 )


  (   a  t sh ,   p  t sh ) = arg ⁡   min ⁡  a , p ∥ a −   a  t 0  ∥ 2 2 + ∥ p −   p  t 0  ∥ 2 2 ,               ( 90 )


      m ( 𝜃 , 𝜓 ; 𝜁 ) ≥ 𝜀 > 0 , ∀ 𝜁 ∈   𝒵  𝒟 ,   (91)


    𝜈  t


        𝜏  𝜃 , 𝜙 ( 𝜁 ) ⊨ Φ , ∀ 𝜁 ∈   𝒵  𝒟 .   (92)


    x  t ∈   𝒮  𝜓


    B  𝜓  (   f  𝜌  (   x  t ,   u  t sh , w ) ) −   B  𝜓  (   x  t ) + 𝜆   B  𝜓  (   x  t ) ≥ 0 , ∀ w ∈ 𝒲 ,   ( 93 )


        B  𝜓 (   x  t + 1 ) ≥ ( 1 − 𝜆 )   B  𝜓 (   x  t ) .   (94)


  0 < 𝜆 ≤ 1


    B  𝜓 (   x  t ) ≥ 0


        B  𝜓 (   x  t + 1 ) ≥ 0 ,   (95)


        x  t + 1 ∈   𝒮  𝜓 .   (96)


  N


  T


    x  t ∈ 𝒳 ⊂  ℝ    n  x


    i  t


    C  f


      𝒪 ( N T   C  f ) .   (97)


  M


  R


      𝒪 ( R M T   C  f ) .   (98)


    P  𝜋


    P  𝒞


      𝒪 ( N T (   P  𝜋 +   P  𝒞 ) ) .   (99)


      𝒪 (   P  𝜋 ) .   (100)


    n  u


        s  t + 1 =   F  𝜙 (   s  t ,   o  t ,   u  t ) ,   i  t =   s  t .   (6)


      𝒪 (   n  u 3 ) .   (101)


  𝒟


  m ( 𝜃 , 𝜓 ; 𝜁 )


  3 ×  10  − 4


  3 ×  10  − 4


  3 ×  10  − 4


    i  t =   x  t


    F  𝜙


  𝜃


        u  t =   𝜋  𝜃 (   i  t ) ,   (7)


        u  t ∼   𝜋  𝜃 ( ⋅ ∣   i  t ) .   (8)


      𝜁 = (   x 0 ,   w  0 : T − 1 , 𝜌 ,   𝜈  0 : T , 𝜂 ) ∈ 𝒵 ,   (9)


  𝒵


  𝜁


    u  t ∈ 𝒰 ⊂  ℝ    n  u


    𝜋  𝜃


    F  𝜙


        𝜏  𝜃 , 𝜙 ( 𝜁 ) = (   x 0 ,   o 0 ,   i 0 ,   u 0 ,   x 1 , … ,   u  T − 1 ,   x  T ) .   (10)


   ℙ  𝜃 , 𝜙 , 𝜌  ( 𝜏 ) =   𝜇 0  (   x 0 )   ∏  t = 0  T − 1    p  𝜂  (    o  t ∣    x  t )   𝜋  𝜃  (    u  t ∣    i  t )   p  𝜌  (    x  t + 1 ∣    x  t ,   u  t ) ,     ( 11 )


    𝜇 0


    p  𝜌


  𝒟 =  {  ( x , 𝜌 , w ) : x ∈ 𝒳 , 𝜌 ∈ ℛ , w ∈ 𝒲 ,   g  x  ( x , 𝜌 ) ≥ 0 } .     ( 12 )


    𝒵  𝒟 ⊆ 𝒵


  Φ


        𝜏  𝜃 , 𝜙 ( 𝜁 ) ⊨ Φ , ∀ 𝜁 ∈   𝒵  𝒟 .   (13)


    w  t ∈ 𝒲 ⊂  ℝ    n  w


  𝒳


  𝒰


  𝒲


  ℛ


    f  𝜌


   h  𝜂


    g  x


    g  u


        x  t = col ⁡ (   x  t 1 ,   x  t 2 , … ,   x  t  N ) ,   (14)


        u  t = col ⁡ (   u  t 1 ,   u  t 2 , … ,   u  t  N ) ,   (15)


        x  t + 1 =   f  𝜌 (   x  t ,   u  t ,   w  t ) ,   (1)


        u  t = col ⁡ (   u  t 1 ,   u  t 2 , … ,   u  t  N ) ,   (15)


  N


  j


        x  t + 1  j =   f  𝜌  j (   x  t  j ,   u  t  j ,   x  t  − j ,   w  t  j ) ,   (16)


    x  t  − j


      𝒢 = ( 𝒱 , ℰ ) ,   (17)


  𝒱


  ℰ


        u  t  j =   𝜋  𝜃  (   i  t  j ,   AGG ⁡  k ∈ 𝒩 ( j )   𝜓  𝜃 (   i  t  k ) ) ,   (18)


  𝒩 ( j )


    f  𝜌


  j


    𝜓  𝜃


  AGG ⁡ ( ⋅ )


  ℬ


  𝒦


   ℛ  b


  b


        a  b , k , r , t ∈ { 0 , 1 } ,   (19)


        ∑  k ∈ 𝒦    a  b , k , r , t ≤ 1 , ∀ b , r , t .   (20)


    p  b , r , t


  𝜌 ∈ ℛ ⊂  ℝ    n  𝜌


        𝛾  b , k , r , t =     g  b , k , r , t   p  b , r , t    𝜎 2 +   ∑    b ′ ≠ b    g    b ′ , k , r , t   p    b ′ , r , t ,   (21)


    g  b , k , r , t


    𝜎 2


    R url ( 𝛾 , 𝜖 , n ) =   log ⁡ 2 ( 1 + 𝛾 ) −    V ( 𝛾 )   ln ⁡ 2     Q  − 1 ( 𝜖 )   n ,         ( 22 )


      V ( 𝛾 ) = 1 −  1     ( 1 + 𝛾 ) 2 .   (23)


  n


  𝜖


    Q  − 1 ( ⋅ )


  Q


  k


  𝜌


    S  k , t url =   ∑  b ∈ ℬ    ∑  r ∈  ℛ  b    a  b , k , r , t   n  s   R url  (   𝛾  b , k , r , t ,   𝜖  k , n ) ,                   ( 24 )


    n  s


        q  k , t + 1 = [   q  k , t −   S  k , t  ] + +   A  k , t ,   (25)


    A  k , t


        d  k , t + 1 =    [   d  k , t +   A  k , t −   ∑  𝜏 = t −   D  k + 1  t    S  k , 𝜏 ] + ,   (26)


    D  k


        z  k , t + 1 = [   z  k , t +   𝜉  k , t −   𝛿  k  ] + ,   (27)


    𝜉  k , t ∈ { 0 , 1 }


    𝛿  k


    z  k , t


        g  x (   x  t , 𝜌 ) ≥ 0 ,   g  u (   u  t ,   x  t , 𝜌 ) ≥ 0 ,   (2)


        x  t w = col ⁡ (   q  t ,   d  t ,   z  t ,   H  t ,   F  t ,   C  t ) ,   (28)


        u  t w = col ⁡ (   a  t ,   p  t ,   𝜖  t ) .   (29)


        u  t w = col ⁡ (   a  t ,   p  t ,   𝜖  t ) .   (29)


        ∑  r ∈  ℛ  b    p  b , r , t ≤   P  b max , ∀ b , t ,   (30)


    ∑  k ∈ 𝒦    ∑  r ∈  ℛ  b    a  b , k , r , t   𝜒  b , r ≤   F  b max , ∀ b , t ,             ( 31 )


    ∑  k ∈ 𝒦    ∑  r ∈  ℛ  b    a  b , k , r , t   𝜒  b , r ≤   F  b max , ∀ b , t ,             ( 31 )


        C  t (   a  t ,   p  t ) ≤   C max .   (32)


        C  t (   a  t ,   p  t ) ≤   C max .   (32)


    E  t  j


  j

