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Abstract Hospitals provide indispensable services to 

individuals and society. The urgent need for continu-

ous service and the high value connected with the asso-

ciated data make them attractive targets for cyberat-

tacks. Consequently, lives depend on sufficient cyberse-

curity measures. Cyber Threat Intelligence allows hos-

pitals to implement proactive strategies and measures, 

and is therefore recommended in research on cyberse-

curity for hospitals. This article examines research find-

ings in the field of Cyber Threat Intelligence specifically 

for hospitals and correlates the findings with generic 

findings regarding issues and proposed solutions. De-

spite the criticality of hospital operations and a cur-

rently insufficient preparation against cyberattacks, re-

search specifically on Cyber Threat Intelligence for hos-

pitals is limited. The review identified seven publica-

tions. The research examined is characterized by inves-

tigations on the collection and processing of intelligence 

as well as suitable sharing. The problems described in 

generic research are also present here. This includes 

the persisting discussions on CTI and key terminology 

as well as a missing organizational perspective. Conse-

quently, the article proposes a short definition of key 

terminology related to CTI and proposes the leading 

factors for research specifically for hospitals. This in-

cludes that presented solutions must match an accep-

tance level under practitioners and match requirements 

of data protection and cyber security. In addition, med-

ical devices as a common source of intelligence have to 

be thoroughly researched, as well as the implementation 
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of sharing networks that incorporate adjacent organiza-

tions like emergency services and medical offices. 

 

 
1 Introduction 

 
Advances in medicine are a factor that contributes, 

among others, to a doubled life expectancy in Germany 

since the 19th century [1]. Improvements in medical 

care have been accompanied by technological advances 

in medicine. From monitoring vital signs to electronic 

implants and robots that assist in surgery, the daily 

routines of patients and medical professionals are ver-

satilely characterized by technical devices [2]. The es-

sential services that hospitals provide for both individ-

uals and society demand the mandatory requirement to 

protect them from attacks. The attacks themselves may 

cause malfunctions or failures that can cost lives and 

cause financial damage. In addition, the ruling of hospi-

tals as critical infrastructure in different states, such as 

Germany [3] and the United States of America [4] hon-

ors the importance of hospitals. It is inherently clear 

that medical systems must function flawlessly. Every 

single case of patient outcomes that are negatively influ-

enced by failing technical systems is one case too many. 

The observed lack of protection against cyberthreats in 

hospitals [5] urges the need to strengthen the protection 

strategies used. 

Therefore, efforts to protect hospitals from cyberat-

tacks are vital in an emerging area of attacks against 

hospitals. According to the European Network and In-

formation Security Agency (ENISA), healthcare is the 

third largest sector targeted by ransomware attacks in 

the European Union (EU) [6]. This totals to 309 re-

ported incidents affecting cybersecurity in the health 

sector in the EU in 2023 [7] and 389 successful ran- 
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somware hits on healthcare institutions in the US in 

2024 [8]. 

 

 
Protecting data, devices, and associated functionali-

ties is a challenge for hospitals. It is as important to hos-

pitals for reasons of patient safety as it is for financial 

reasons [9]. To counteract these emerging threats, suit-

able measures must be established. Implementing Cy-

ber Threat Intelligence (CTI) as a proactive measure is 

considered in different researches as a suitable measure 

for hospitals as a subset of critical infrastructures or for 

critical infrastructures themselves [10–13]. CTI can help 

implement targeted defensive measures, rather than in-

discriminately hardening an organization. This can as-

sist, in particular, counteracting attacks based on oth-

erwise unknown vulnerabilities. Additionally, this can 

save rare resources due to the targeted deployment of 

human and financial resources based on intelligence. To 

assess whether the maturity of hospital specific CTI re-

search matches the proposed need of CTI as a measure 

for hospitals (according to the aforementioned studies) 

a systematic literature review was conducted. Addition-

ally, the review aims to compare the problems and re-

search directions from general CTI research with hospi-

tal specific research and to carve out specific properties 

that come with applying CTI in a hospital context. 

 

 
To improve future research, the following sections 

will introduce the topic with information on CTI, the 

current state of research for hospitals, resulting prob-

lems, and proposed future research directions. Section 2 

introduces fundamental terminology and concepts, in-

cluding the current state of research on CTI, including 

different levels of abstraction of research. It summarizes 

findings on key terminology and technical aspects of 

CTI. Section 3 introduces the methodology guiding the 

systematic search and review of CTI research in hospi-

tals over a period of 2020 to May 2025. First, the section 

presents the research questions that guide the research 

in Subsection 3.1 and then the conducted steps for the 

collection of 1,966 search results, the screening of these 

results, the data extraction applied to the remaining 7 

publications and statements on the quality assessment 

in subsections 3.2 to 3.5. The extracted information is 

presented in section 4 to answer each of the research 

questions presented in the subsections 4.1 to 4.6. The 

findings gained are utilized in a discussion (see Fig. : a 

definition is proposed and applied to the examined lit-

erature, and future research directions are given in the 

following section 5, followed by a summary in the final 

section 6. 

2 Related Work 

 
Protecting values and assets in an organization by a 

proactive strategy that utilizes information about po-

tential threats (intelligence) is the main idea of CTI. 

It is therefore a subdomain of cybersecurity. Further-

more it aggregates knowledge from different sources to 

gain intelligence about attackers, motives, tactics, and 

techniques. The intelligence gained is delegated to dif-

ferent recipients or can be used as input for different 

counter measures such as anomaly detection or inci-

dent response. CTI has a variety of published research 

articles and can assist hospitals in protecting their vi-

tal assets effectively. While targeted measures resulting 

from implementing CTI can save financial or human 

resources, the implementation and realization of CTI 

may come with an overhead of financial and human re-

sources. This necessary effort may deter hospitals from 

implementing CTI, praising research on tailored solu-

tions that reduce the costs for hospitals. 

The first structured search could not identify re-

search that systematically reviewed the current state 

of research on CTI specific for hospitals. In addition, 

hospitals have probably not broadly adapted to CTI. 

Only less than half of the participants of a study for 

the German Hospital Federation provided information 

on CTI sources [14]. This may be contingent upon the 

highly likable need for a special approach. For example 

Koster pointed out the special requirements that come 

with medical devices [15]. Digital medical devices can 

occur in different shapes and be described with differ-

ent terminology. Medical devices can be for example 

stationary, mobile, externally worn by a patient, or be 

an implant. Terminology and concepts can overlap, as 

stated by Weber et al. [16]. Terminology like Internet of 

medical Things (IoMT), Medical Cyber Physical Sys-

tems (MCPS), or Remote Patient Monitoring Systems 

(RPMs) can all inherit (digital) medical devices that 

can be related to hospitals as they send, provide or re-

ceive data from or for hospitals. Additionally, they can 

be located in a hospital. 

Despite the limited amount of research on CTI for 

hospitals mentioned above, CTI has a variety of pub-

lished reviews on different aspects and solutions and 

is widely considered in different research [17]. Aminu et 

al. noted that CTI should be used for situational aware-

ness and to realize active defense [11]. It can harden 

and optimize established practices [12] and the sharing 

of CTI is key. CTI sharing strengthens individual secu-

rity [10] because a single organization does not have an 

exhaustive view of the problem space [18]. The shar-

ing of CTI is counteracted by often unconsidered sup-

ply chains [19]. In addition, many threat alerts do not 
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Fig. 1 Main Paper structure with focus on discussion. Structure of literature review is presented in section 3 

 

claim any effect. There is a need to present intelligence 

in a way that allows users to see and understand alerts 

[20]. This is more difficult to establish considering the 

growth in the volume of data that must be collected and 

analyzed [21]. Collective adherence to sharing would 

benefit all, but is still perceived as a competitive dis-

advantage according to Jesus et al. [22] and Ainslie et 

al. [21] or is prevented by conflicts with organizational 

policy, regulation and law, and fear of losing intellec-

tual property [21]. For hospitals data privacy may be a 

reason that fits better than competitive reasons. In par-

ticular, when sharing CTI in hospitals, pseudonymiza-

tion and anonymization of data should be considered to 

prevent the disclosure of sensitive data, as stated by Ra-

jamäki et al. [23]. They also discussed the need to check 

compliance with the General Data Protection Regula-

tion (GDPR) and Network and Information Systems 

Directive (NIS2) of the European Union and to ensure 

data protection and critical infrastructure security, es-

pecially when CTI is planned to be shared. Sharing and 

handling CTI from the perspective of NIS2 and GDPR 

probably holds hospitals back. Additional obstacles in-

clude diverse implementations of sharing standards, es-

tablishing trust, and financial barriers [21]. This adds 

to the observation of Riesco et al. that organizations in 

general need motivation to share CTI with their peers 

[24]. 

The vital role that sharing plays is also represented 

by the variety of sharing and data standards with dif-

ferent strengths and weaknesses. Wagner et al. list pop-

ular standards for the sharing and description of intelli-

gence [17]. They named the Structured Threat Informa-

tion Expression (STIX), Trusted Automated eXchange 

of Indicator Information (TAXII), Open Threat Part-

ner Exchange (OpenTPX) and Malware Attribute Enu-

meration and Characterization (MAEC) among others. 

A more detailed presentation is provided by Mavroei- 

dis and Bromander [25]. They distinguish between tax-

onomies, sharing standards, and ontologies. As sharing 

standards, they include STIX, MAEC, and Open In-

dicators Of Compromise (OpenIOC). Nine taxonomies 

were listed. This includes, among others, Common Vul-

nerabilities and Exposures (CVE), the National Vul-

nerability Database (NVD), Adversarial Tactics, Tech-

niques, and Common Knowledge (ATT&CK), the Com-

mon Vulnerability- and the Common Weakness Scoring 

System (CVSS, CWSS). In addition, they include 13 

ontologies, such as the Unified Cyber Ontology (UCO) 

or STUCCO. A list of CTI-related standards is also pro-

vided by Sakellariou et al. [26] who name STIX, TAXI, 

CVE, ATT&CK, and OpenIOC, among others. There 

is a critical risk of disclosing information that is cor-

related with the standards [22]. Jesus et al. concluded 

that the risk of disclosing confidential information dif-

fers according to the standard implemented. Moreover, 

Wagner et al. [17] noted that CTI indicators neglect 

the Internet of Things (IoT) and Industrial Internet of 

Things (IIoT) and mainly focus on enterprise Informa-

tion Technology (IT). Finally, Santos et al. deem the 

adoption of standardized frameworks essential as a ba-

sis for the integration of tools in and secure sharing 

between organizations [27]. In addition, they concluded 

that CTI solutions should be specifically designed for 

digital environments (including IoT and 5G networks). 

Data transformed into intelligence can originate from 

different types of sources. Rahman et al. evaluated the 

sources used for CTI mining in 38 studies and detected 

threat reports as the most common source, with 39% 

of the publications exploring them [28]. Also common 

sources were forums (28%), Twitter (21%), and blogs 

(11%). Version control repositories, system and appli-

cation logs, and darknet marketplaces were all part of 

one research (2%). Provenance remains a fundamental 

and contentious problem in the interpretation of intelli- 

Literature 

 

General 

Findings on CTI 

Discussion of 

Identified gaps 

for hospitals 

Proposed 

solutions for hospitals 

Unaddressed gaps 
and solutions from 

general research 
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gence. This includes assessing authenticity, originality, 

and trustworthiness [21]. 

Finally, despite the large amount of research pub-

lished on CTI, the perspective of organizational prac-

tice is still largely absent, according to Ainslie et al. 

[21]. They reason that this is due to the missing ac-

cess for researchers to sensitive cyber practices and pro-

cesses from organizations and the absence of social sci-

entists in the field who could guide with the neces-

sary methodology. Additionally, they propose that re-

searchers should distinguish between praxis (what prac-

titioners do) and practice (what practitioners are sup-

posed to do through policy and training) [21]. Although 

the organizational perspective is underrepresented in 

research, some specifics should already be considered in 

the context of hospitals and healthcare. Standards for 

medical device certification, clinical safety constraints, 

SOC workflows and change management in hospitals, as 

well as legacy systems, limited funding options, or regu-

lations (e.g. Health Insurance Portability and Account-

ability Act in the US) define hospital environments. 

Platforms are essential for the implementation of 

CTI in practice. Irfan et al. [29] identify three compo-

nents present in the research on CTI. These are a data 

collection component, a data analysis component, and 

an information platform. The components are equally 

relevant, but the de facto component is an informa-

tion platform for sharing and dissemination. In addi-

tion, they describe a supplementary hurdle for prac-

tice: no CTI framework is considered applicable for all, 

as each organization is unique. Although organization 

is named by Irfan et al. domain or sector will probably 

be more suitable. The changing requirements for CTI 

frameworks emphasize the need for a unique solution 

that supports hospitals with their specific needs. 

Despite extensive research on CTI, there are basic 

discrepancies in the interpretation of Cyber Threat In-

telligence. Mavroeidis and Bromander [25] argued that 

”vaguely defined terminology leads to confusion among 

experts [...]” in 2017 and Sakellariou et al. [26] stated 

five years later in 2022 that ”the lack of precise defi-

nitions of key concepts of CTI leads in many cases to 

misunderstanding and confusion when authors use dif-

ferent terms for the same concept.” Different publica-

tions have proposed concepts, terms, and definitions. 

Some of these are introduced below. 

The term (Cyber Threat) Intelligence has tradition-

ally originated in military intelligence studies [21]. The 

United States Army defines CTI as: ”(1) The prod-

uct resulting from the collection, processing, integration, 

evaluation, analysis, and interpretation of available in-

formation concerning foreign nations, hostile or poten-

tially hostile forces or elements, or areas of actual or 

potential operations and (2) the activities that result in 

the product; and (3) the organizations engaged in such 

activities.” [30]. Similarly, Lowenthal proposed to en-

compass three perspectives: a view as a process, a prod-

uct, and an organization [31]. Research conceptualizes 

and discusses CTI primarily as a technology, data or 

information, or a technical challenge [21]. Those three 

fields could indirectly be aligned with the original def-

inition. Data and information can be aligned with the 

product. Although similarities are visible, it is not as 

clear and direct to align the remaining focuses: technol-

ogy with organization and technical challenge with ac-

tivities/processes. In addition, an organization includes 

staff or people associated with the work, as well as a 

process that incorporates people and is not only depen-

dent on technical considerations. 

However, CTI is inherently dependent on technol-

ogy and its associated concepts. Chismon and Ruks 

[32] presented a concept to categorize CTI into subtypes 

classified in two dimensions: time period of use and level 

of abstraction. This allows intelligence to be catego-

rized into strategic, tactical, operational, and technical 

subtypes as stated in Table 1. Each subtype serves dif-

ferent target groups; for example, technical intelligence 

with a low abstraction level and short time use is ideal 

for staff in a Security Operations Center (SOC) or an 

Incident Response (IR) team. Building on this, a de-

tailed concept is provided by Sakellariou et al. [26] who 

present the subtypes of Chismon and Ruks as CTI Intel-

ligence Views. In addition, they present the CTI Frame 

of Reference and CTI Complexity Factors (information 

sharing, security operations, big data, representation, 

quality of intelligence), leading to their presentation of 

a Cyber Threat Intelligence Reference Model. 

 

 
3 Methodology 

 
Although CTI is often listed as an essential strategy 

for protecting critical infrastructure, such as hospitals 

[10–13], initial searches suggest that the results for this 

field of research are limited and the research and level 

of application of CTI do not match the proposed appli-

cation. Therefore, for this study a systematic review of 

the currently available, recent research was conducted 

to ensure that future research can build on the cur-

rently available findings and to bring together parallel 

research that may exist, for example due to unknown 

or unconsciously used synonymous terminologies. Addi-

tionally, this review aimed to reflect existing research on 

existing research directions and detected problems for 

CTI in general. It aimed at detecting specifics for CTI 

applied in or conceptualized for hospitals. The goals of 
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Table 1 Subtypes (italic) of threat intelligence including how they are characterized and target audiences (gray) based on a 
figure by Chismon and Ruks [?] 

 

 
High-Level Low-Level 

 
 

 
Long-term Use 

 

 
Short-term Use 

Strategic Tactical 
High-level information on changing risk Attacker methodologies, tools and tactics 

The board  Architects and sysadmins 

Operational Technical 
Details of a specific incoming attack Indicators of specific malware 

Defenders  SOC staff/ IR 
 

 

 
the review are reflected by the research questions which 

are presented in the following Subsection. 

The systematic review research process was led by 

the Kitchenham et al. guidelines [33] and is structured 

as stated in Fig. 2. First, the existing publications will 

be identified; second, the identified results will be screened 

to discard non-relevant literature; finally, the remain-

ing results will be used to collect research data corre-

sponding to our research questions, and the quality of 

the examined studies was assessed. The steps of this 

methodology are introduced in more detail in the fol-

lowing Subsections 3.2 to 3.5. The following subsection 

3.1 introduces the underlying research questions. 
 

 
3.1 Research Questions 

 
Five research questions (RQ) were developed to rep-

resent the skeleton of fundamental research on CTI for 

hospitals. An additional question will guide the research 

to compare the findings with generic research findings 

on CTI. The questions are introduced in the remaining 

part of this subsection. 

 
3.1.1 What Cyber Threat Intelligence (CTI) issues are 

addressed in the research, and in what clinical contexts 

do they arise? (RQ1) 
 

First, the general focus of the research was determined. 

This includes the general focus of CTI research and clin-

ical context. The CTI focus aims to determine the CTI 

phase (collection, processing, or dissemination). Find-

ings on the clinical context will provide insight into 

whether the heterogeneity and uniqueness of hospitals 

are properly considered in the current research. This 

includes classifying the different sizes of hospitals, spe-

cific divisions and departments in hospitals, and the 

technical focus (IT or Medical Cyber Physical Systems 

(MCPS)/Operational Technology (OT)). 

 
Fig. 2 PRISMA diagram displaying the process guiding the 
literature selection including the identification of literature, 
meta and full text screening. 

 

 

3.1.2 Which types of medical or hospital-related 

devices are involved, and what role do they play in the 

studies? (RQ2) 

 
The unique use of MCPS in hospitals was considered 

in the second RQ. The available and used MCPS are 

Identification of studies via database and registers 

Records screened (n = 1, 377) 

 
15) 

Reports assessed for eligibility (n = 
15) 

Studies included in review 

n 7 

Reports of included studies 

n 7 

 

 

Records identified from: 

Databases* (n = 6) 

*detailed Database records: 

ACM Digital Library
 

IEEE Xplore (n = 136) 

PubMed (n = 86) 

Science Direct (n = 846) 

Springer Link (n = 754) 

Web of Science (n = 143) 

 

Reports Excluded: 

wrong publication type

 

wrong topic/focus (n = 7) 

 

 

 

Records excluded (n = 1, 362) 

Records removed before screening: 

Duplicates (n = 589) 

 

Other reasons (n = 0) 
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heterogeneous. Hospitals use various products. Begin-

ning on a more abstract level, the goal was to eval-

uate whether the identified research included medical 

devices and which devices were considered important 

or were the only devices with available data in the 

current research. The RQ does not aim at specific de-

vices but rather at device classes. To answer this ques-

tion, the devices were systemized into the following 

categories: patient criticality (non-patient critical, pa-

tient critical), physical application level (wearable, mo-

bile, and stationary devices), and network status (not 

network-enabled, network-enabled). 

 
3.1.3 What methodological approaches and types of 

studies are used to investigate CTI in the hospital 

setting? (RQ3) 

 
In addition to topic-related focuses and contents, the 

scientific methodology used were evaluated (e. g, sur-

vey, proof of concept, literature review, use cases, case 

study, demo). The evaluation does not go into more de-

tail about the quality of the methodologies used. We 

consider quality assurance to be a given due to peer re-

views (see subsections 3.3 and 3.5 for additional state-

ments related to this decision). 

 
3.1.4 How is CTI defined in the studies, and are any 

specific standards or frameworks referenced? (RQ4) 

 

Based on the findings of different studies that different 

understandings of CTI are in use, the underlying def-

initions of CTI were compared. In the same manner, 

the referenced or used CTI standards (e. g, STIX) were 

evaluated. 

 
3.1.5 What data sources and real-world 

implementations of CTI are referenced, and which 

countries or healthcare systems do the studies focus 

on? (RQ5) 

 

Finally, the connection between existing research and 

real systems was reviewed. The goal was to distinguish 

research based on the countries or healthcare systems 

that were the basis of the research. This may allow for 

the detection of existing regional differences and the 

identification and explanation of regionally limited re-

search gaps. Second, to assess the implications for the 

real world, it is necessary to determine whether real 

world implementations or issues in implementing CTI 

were a basis for the existing research. This can help 

identify how practically driven research currently is. 

3.1.6 How do the findings of CTI for hospital 

environments compare to general findings on CTI? 

(RQ6) 

To amplify the research, existing findings of CTI in gen-

eral should be interwoven with the findings and ques-

tions from the healthcare sector. For that, the general 

findings were compared and discussed based on the find-

ings for the healthcare sector and existing precondi-

tions. 

 
3.2 Identification of Research 

 
To gather relevant publications and ensure high recall, a 

combination of CTI terms and abbreviations, as well as 

hospital-related terms, was used as search strings. Each 

search string was a combination of hospital-related terms 

and ”Threat Intelligence”, ”Cyber Threat Intelligence”, 
and the abbreviation ”CTI”. The selection of hospital-

related terms consisted of two groups of terms. The first 

group includes general terms that identify hospitals as a 

unit. The second group represents medical devices and 

is based on the findings of Weber et al. on synonymous 

terms [16]. The range of terms increased the probabil-

ity of finding research on the topic that uses only less 

common terminology. Simultaneously, it increased the 

probability of false positives. As stated above, a high re-

call was deemed essential with respect to the expected 

low amount of research in this area. 

The systematology for the search strings, including 

all terms, is stated in Table 2. These search strings were 

used as inputs in the following scientific search engines: 

IEEE Xplore, ACM Digital Library (The ACM Full-

Text Collection), Science Direct, PubMed, Springer Link, 

and Web of Science. The libraries include databases 

with different focuses. This includes a technical focus 

such as in IEEE, ACM or a medical focus such as in 

PubMed. All databases accumulate to over 176 million 

entries. Whereby, the entries of all databases are pre-

sumably not disjoint. See Table 3 for individual sizes. 

Where possible, sensible and necessary, the search re-

sults were filtered according to the selection criteria, as 

stated in Table 3. This mainly includes limiting the re-

sults to articles that are written in English, published 

between 2020 and May 2025, and have a focus on com-

puter science. When a database returned a small num-

ber of results, the field of research was not specified be-

cause manually excluding results from other fields was 

deemed practical and vice versa the ”computer science” 
filter was just applied if the number of returned results 

was to big to handle manually without the filter. 

The queries were conducted at 18th, and 23rd June 

2025 and resulted in 1,966 exported articles across all 
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Table 2 Searched strings used for querying research publi-
cations. Each String is a combination of a hospital related 
sub-string and a logical AND followed by ”CTI”, ”Cyber 

Table 3 Databases, applied filtering criteria in each 
database, and databases sizes used for searches 

 
 

 

Threat Intelligence”, and ”Threat Intelligence” separated by 
 

 

Database Filtering Cri- 
 

 
 

DLatabase Size 

  

OR ”Healthcare” OR ”Hospital”) AND (”CTI” OR ”Cyber 
Threat Intelligence” OR ”Threat Intelligence”) 

 

# Hospital related Sub-string Results 

ACM Digital Library 01/2020 - 
05/2025 

≈ 3.2 million 
publication 
records 

S1 ”Medical Cyber Physical Systems” OR 22 
”MCPS” OR ”Medical CPS” 

IEEE Xplore 1 January 2020 - 
31 May 2025 

≈ 7 million doc-
uments 

 
 

S2 ”Internet of Medical Things” OR ”IoMT” 85 

S3 ”Health” OR ”Healthcare” OR ”Hospital”  1,447 

PubMed 1 January 2020 - 
31 May 2025, en-
glish 

≈ 39 million ci-
tations 

S4 ”Connected Health” OR ”Connected 40 
Healthcare” OR ”Digital Healthcare” 

S5 ”E-Health Network” 2 

S6 ”Healthcare IoT-based Systems” 0 

Science Direct 2020 - 2025, en-
glish, computer 
science 

Springer Link 2020 - 2025, 
computer  sci- 

≈ 18 million full-
text articles 

≈ 12 million 
documents 

 
 

 
S9 ”Internet of Health Things” OR ”Internet 

of Healthcare Things” 
15 

S10 ”IoT Health” 6 

S11 ”Medical Sensor Networks” 4 

S12 ”Networked Healthcare” 3 

S13 ”Networked Medical Devices” 9 

S14 ”Smart Medical Devices” OR ”Medical De-
vices” 

152 

   

 Total 1,966 

 
databases and query strings used. Most articles were 

obtained from searches using S3. This is reasonable be-

cause these are more general terms. All articles were 

screened for potential duplicates. This process was or-

chestrated using a two-fold procedure. First, duplicate 

entries were automatically detected and deleted based 

on different criteria: exact DOI match or exact match of 

title, authors, journal, and year. All remaining articles 

were manually checked in batches for similar articles. 

The similarity was classified based on the metadata (ti-

tle, journal, year of publication, authors, pages, DOI, 

and abstract). This led to 589 deleted articles that were 

marked as duplicates, leaving 1,377 unique results for 

manual screening by the authors. 

 

 
3.3 Selection 

 
To ensure that only fitting and high-quality research on 

the topic is selected, the inclusion and exclusion crite-

ria defined in Table 4 and Table 5 are applied to filter 

the initial results. This includes limiting the results to 

 
 
 
 

 
a reasonable period of the last five years and to arti-

cles published only in peer-reviewed journals or confer-

ences. Because the initial research suggested that the 

field does not offer many publications, the criteria were 

limited to CTI for hospitals. The integration of CTI has 

been proposed in the presented research [10–13]. Those 

publications included only one hospital specific CTI re-

search citation by Javaid et al. who cite a paper by Sills 

et al. from 2020 [34]. This was obtained by snowballing. 

In the same manner, Sills et al. have not cited research 

that specifically discusses CTI for hospitals. Based on 

just one specific citation from 2020 from all three ex-

amined publications published in 2023 and 2024, there 

is no indication of relevant research beyond the scope 

beginning in 2020. Additionally, in a fast evolving field 

as computer science, older results may be less relevant. 

Therefore, the search was limited to publications from 

2020 to May 2025, as the searches were conducted in 

June 2025. No further criteria were used to add further 

specifications. 

The criteria lead to a content scope that limits re-

search to publications specifically on CTI for hospitals 

without further restrictions. Research that mentions 

CTI but does not contribute in terms of content or han-

dles CTI from a perspective other than computer sci-

ence was excluded, as this research does not contribute 

to the introduced RQs. However, a soft and different use 

of the term CTI has not caused a decision to exclude re-

search through the screening process. The criteria were 

applied in a two-step screening process in accordance 

with the guidelines of Kitchenham et al. 

a logical OR. E.g, The full search string for S3 is: (”Health” teria ( 176,2 M) 

S7 ”Healthcare 4.0”   12   ence  

S8 ”Industrial Healthcare 
”Healthcare Systems” 

Systems” OR 169  Web of Science 1 January 2020 - 
31 May 2025 

≈ 97 million 
records 
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Table 4 Inclusion criteria applied to find relevant results 
 

# Criteria 
 

 

I1 Research is published within January 2020 and May 
2025 

 
 

I2 Study is published and available in full length 
 

 

I3 Study includes the searched terms (see Table 2) in title 
or abstract 

 
 

I4 Study has focus in the field of computer science 
 

 

 
Table 5 Exclusion criteria applied to keep only relevant re-
sults 

 

# Criteria 
 

 

E1 Study is published other than in a peer-reviewed journal 
or conference 

 
 

E2 Study is written in another language than english 

E3 Study is a duplicate result 

E4 Study has focus outside of the hospital context 
 

 

 

 

In the first quantitative screening, the articles were 

screened by the three leading authors based on the title, 

abstract, and metadata (e.g. publication date, type of 

publication). Most articles were excluded in this step. 

After excluding 1,362 publications, 15 publications re-

mained for the second screening stage. The first screen-

ing stage led to the identification of 18 alternative ter-

minologies associated with the abbreviation CTI origi-

nating in different sciences (mainly computer and med-

ical science, e.g. chest tube insertion, cardiac output 

time index, critical transportation infrastructure, cross 

technology interference). 

The second stage involved searching for available 

full-text versions of the remaining papers. Full-text ver-

sions of all 15 publications were retrieved. The three 

authors screened the full text of each article, again 

checking for alignment with the criteria. Similarly to 

the first screening stage, all three authors screened each 

publication. This ensured that each decision was clear. 

However, each non-unanimously made decision was dis-

cussed to reach a consensus. Six articles that connoted 

differing fields with CTI or just mentioned CTI were 

excluded. This includes a result that connoted Threat 

Intelligence in the sense of AI methodology for cyber-

security in hospitals, rather than with the meaning un-

derlying this research, or another publication related to 

quantum mechanics. In addition, another result was ex-

cluded. The result related to a conference was excluded 

as it represents a keynote and not a journal or confer-

ence paper. No other results from different fields were 

excluded. This led to the seven remaining articles for 

data extraction, which are presented in subsection 3.4. 

Kitchenham et al. suggested Cohens Kappa [35] to 

reflect the decisions. However, Cohens Kappa is limited 

to two raters. Therefore, Cohens Kappa was replaced 

with Fleiss Kappa [36]. Thus, the decisions of all three 

raters were evaluated with a score of 0.81. This score 

can be related to an ”almost perfect” strength of agree-

ment based on the proposed benchmarks for Kappa 

statistics from Landis and Koch [37]. Absolute figures 

support this. Of the 1,377 anticipated decisions, only 

five were not unanimously approved. This was divided 

into four articles that were excluded and one included 

article. 

To check for additional search terms, snowballing 

was applied to all remaining publications but this could 

not reveal additional paths to find other relevant lit-

erature. The remaining publications were traced back 

to evaluate their origins in a meta-analysis consider-

ing the databases from which the articles were sourced 

(see Fig. 3) and the search terms used in all databases 

(see Fig. 4). This showed that ACM and Science Di-

rect had no impact on the results, nor did they have 

articles that met the criteria. IEEE Xplore inherited 

three articles, and Web of Science inherited four ar-

ticles that match the criteria. The two databases in 

combination were sufficient for a search based on the 

defined criteria. Both inherited articles that build two 

disjoint sets. When shifting the view to the origin of 

the articles based on the search queries (SQ) used to 

find the articles in the databases, the query that in-

corporates the most general term-set, search query 3, 

is the leading query. All seven articles inherited one of 

the terms ”health”, ”healthcare”, or ”hospital”. Includ-

ing this term set, only six of the 14 term sets provided 

results that matched the inclusion and exclusion cri-

teria. ”Smart medical devices” and ”medical devices” 
provided half of the remaining results, respectively. Set 

13, ”Networked Medical Devices”, set 9, ”Internet of 

Health Things” and ”Internet of Healthcare Things”, 
set 8 ”Industrial Healthcare Systems” and ”Healthcare 
Systems”, as well as set 2 ”Internet of Medical Things”, 
and ”IoMT” each provided one article that matched the 

criteria. 

 
 
 

 
3.4 Extraction & Synthesis: 

 
The selected studies were systematically examined. This 

allowed a structured and objective analysis to gain nec-

essary intel on the subject. This is achieved using objec-

tive criteria and information that support the research 

questions 3.1.1 to 3.1.5. 
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Fig. 3 Database-Origin of included articles, remaining after 
selection process. 
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Fig. 4 Origin based on the search queries of included arti-
cles, remaining after selection process. Each entry represents 
a query which is build with the search terms correlated to 
the abbreviated term on the x-axis. The entries represent the 
queries in the same ordering as in Table 2. Introduction of new 
abbreviations: ”H” represents healthcare, ”MD” represents 
Medical Devices, ”IHS” represents Industrial Healthcare Sys-
tems and ”MSN” represents Medical Sensor Networks. 

3.5 Quality Assessment 

 
As proposed by Kitchenham et al. [33] a quality as-

sessment should be conducted and can serve different 

purposes. The second most common purpose according 

to Zhou et al. [38] is to provide more detailed inclu-

sion and exclusion criteria. This purpose was pursued 

by the exclusion criterion presented in E1 and by E4 

and I4. E4 and I4 check for content-related alignment 

of the publications. E1 ensures that the studies have 

been checked by a peer-review process. 

 
 

4 Results 
 

The following subsections present the results over all 

examined publications for each research question. 

 
4.1 Addressed research gaps – RQ1 

 
The focus of research on CTI for hospitals is limited, 

similar to the number of results. Except for one arti-

cle, all publications focused on the collection of CTI 

(as depicted in Table 6). Collection-focused publica-

tions include Al-Hawawreh et al [39], who presented 

the generation of actionable CTI. They described the 

collection of indicators for Intrusion Detection based on 

anomalies caused by different Ransom Denial of Service 

(RDoS) attacks on the Constrained Application Proto-

col (CoAP). However, they do not classify their results 

in terms of their integration in a larger scope of CTI 

(e.g., transforming the data into STIX). With that in 

mind, the authors emphasize giving a clear overview of 

CTI and drawing an outlook over the following steps, 

such as data transformation into CTI Standards or CTI 

sharing. By clearly classifying the contribution in the 

field of CTI, it is delimited between intrusion detection, 

or any other concept not necessarily connected to CTI, 

and CTI itself. 

In addition to focusing on the collection of CTI, 

three publications also focused on processing and dis-

semination. Hatzivasilis et al. [40] mainly focused on 

collection, but also provided research on the process-

ing of the collected data and the dissemination to form 

their swarm intelligence solution. The Blockchain-based 

environment proposed by Petru-Rosu et al. [41] col-

lects data, but mainly focuses on secure sharing. Third, 

the SECANT platform [42] presents not only a collab-

orative collection of CTI. It also provides analysis and 

sharing functionality, thereby benefiting all three CTI 

phases. 

Two articles presented additional processing steps 

after data collection. Sills et al. [34] augment the col- 
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lected data with results from Wikidata and public medi-

cal databases. Moreover, the connection between hacker 

threats and MITRE-ATT&CK was presented by Ampel 

et al. [43]. In addition, the methodology presented by 

He et al. is focused on processing [44]. The methodol-

ogy integrates CTI into an Incident Response strategy 

to make it proactive. This is the sole publication with-

out any work regarding the collection of CTI. 

Three of the studies provided information on the 

technical focus (cf. Table 6). All three articles focused 

on OT, specifically medical devices [39, 41, 34]. This in-

cludes Al-Hawawreh et al. [39]. However, they did not 

present real medical devices in their setup. The remain-

ing four publications did not specify whether the focus 

was on IT, OT, or both. 

None of the publications introduced a limitation or 

specification for a hospital department or hospital size. 

In general, the heterogeneity of hospitals, considering 

their size and different departments, is not discussed in 

any of the publications. 

 

 
4.2 Device Focuses – RQ2 

 
Three articles discussed CTI content-wise and focused 

on OT (cf. subsection 4.1). Nevertheless, none of the 

publications specified specific medical devices. Instead, 

Al-Hawawreh et al. [39] specified that network-enabled 

devices are considered. Concrete devices were not in-

troduced. In the same manner, Petru-Ruso et al. [41] 

also mentioned medical devices, but in addition to the 

limitation of portable and wearable devices, they did 

not make any other specifications. Sills et al. [34] sim-

ply mention medical devices without any specifications. 

All other articles [42–44, 40] provide no information on 

medical devices as part of the research. 

 

 
4.3 Research Methods – RQ3 

 
The methodologies of the articles are mainly practically 

aligned. All seven publications presented a proof of con-

cept or concept, partly supplemented with a case study 

by Ampel et al. and He et al. [43, 44] or a demonstra-

tion by Petru-Rosu et al. [41]. The methodologies of the 

publications are presented in Table 6. 

 

 
4.4 Definitions and Standards – RQ4 

 
Although most articles presented a practical approach, 

only four publications refer to a data standard related 

to CTI. The used or just mentioned (CTI-related) data 

standards are listed in Table 6. STIX is mentioned by 

all four publications [42, 34, 44, 40]. This includes Sills 

et al. [34], who refer to STIX by introducing Unified 

Cybersecurity Ontology 2.0 (UCO), which is based on 

STIX 2.0. Additionally, He et al. referenced Malware 

Attribute Enumeration and Characterization (MAEC), 

Cyber Observable eXpression (CYBOX), which is dep-

recated and now integrated into STIX, and TAXII for 

CTI exchange, which was also introduced by Hatzi-

vasilis et al. [40]. 

In addition, Hatzivasilis et al. [40] integrated the 

Malware Information Sharing Platform (MISP), an open-

source Threat Intelligence platform, into their Proof of 

Concept (PoC), as did Caballero et al. [42] and He et al. 

[44] in their concept. Additionally, MITRE-ATT&CK 

[39, 43], NIST Incident Response framework (framework 

of the National Institute of Standards and Technology 

in the United States of America) [44] and Cybersecu-

rity Knowledge Graph [34] are integrated frameworks or 

concepts that are not specifically designed for CTI. Be-

sides MISP and the other non-specific solutions, the re-

maining publications did not provide information about 

used technologies or data standards that are relatable 

to CTI. 

The diverse use of the term Cyber Threat Intelli-

gence or just Threat Intelligence is also represented by 

the investigated publications. Four articles did not in-

troduce any of these terms or provided a definition [42, 

41, 34, 40]. The remaining three articles provided defi-

nitions. The referenced definitions are stated in Table 

6. However, He et al. [44] did not provide a source for 

their main definition. Nevertheless, they introduced dif-

ferent types of CTI and provided an article by Tounsi 

and Rais [45] as a reference. The same reference was in-

troduced by Al-Hawawreh et al. [39]. In contrast, they 

used the main definition provided by Tounsi and Rais 

and did not introduce the different types of CTI. Sup-

plementary, they also provided two other definitions: 

A definition published by the SANS (SysAdmin, Au-

dit, Network, Security) Institute [46] and a definition 

presented by Yeboah-Ofori & Islam [47]. 

Finally, Ampel et al. [43] introduced a main defini-

tion provided by Ramsdale et al. [48]. In addition, they 

specify their definition and categorize different types of 

CTI based on Tounsi and Rais. All three articles utilize 

some part of Tounsi and Rais’ definition. Nevertheless, 

all three articles referenced different sources for their 

main definitions of CTI. 

 
4.5 Data Sources and Regional Focus – RQ5 

 
Considering the sources of Threat Intelligence used in 

the publications, all provided information about their 

used data. The origin of the data used is presented in 



 

 
Table 6 Source origins of integrated data, addressed regions, CTI phases, study types and content by each publication. Underlined entries mark the integration of sources 
which provide CTI by declaration. CTI phases include collection (C), processing (P), and dissemination (D). 

 

 
 
 

 

Publication 
(year) 

Associated 
Region/ Country 

Study Type Referenced 
Definitions 

Content 

 
 

 
 

Al-Hawawreh et al. [39] 
(2024) 

✓ ✕ C OT N/A N/A Proof of Con-
cept 

Tounsi & Rais [45], 
SANS Whitepaper 
[46], Yeboah-Ofori 
& Islam [47] 

modeling of attacks against CoAP and analysis 
of those attacks 

Petru-Rosu et al. [41] 
(2024) 

✓ ✕ C 

P 
D 

OT N/A N/A Proof of Con-
cept/ Demo 

N/A blockchain based environment for secure shar-
ing of medical device data 

Sills et al. [34] (2020) ✕ ✓ C 

P 
OT UCO 2.0 N/A Proof of Con-

cept 
N/A CTI repository including medical devices, their 

known vulnerabilities, integrated in a Cyberse-
curity Knowledge Graph 

Ampel et al. [43] (2024) ✕ ✓ C 

P 
N/A N/A case study related to 

US hospitals 
Proof of Con-
cept, Case 
Study 

Ramsdale et al. [48], 
Tounsi & Rais [45] 
for introduction of 
CTI-Types 

novel transformer and multi-teacher knowledge 
distillation design, to link hacker threats to 
MITRE-ATT&CK 

He et al. [44] (2022) ✕ ✓ P N/A MAEC, 

STIX, 
TAXII, 
CYBOX 

case study in UK Concept, Case 
Study 

Tounsi & Rais [45] 
only for introduction 
of CTI-Types 

proactive IR procedure based on NIST IR 
methodology, that integrates CTI 

 

Hatzivasilis et al. 
(2024) 

[40] ✓ ✓ C 
P 
D 

N/A STIX, 
TAXII 

proposal applied 
Europe (EU) 

in Proof 
cept 

of Con- N/A swarm-intelligence solution that integrates 
CTI, including automation for risk assessment, 
event evaluation processes, and IR 

Caballero et al. [42] ✓ ✓ C N/A STIX underlying project Proof of Con- N/A platform for collaborative CTI collection, anal- 

(2022)      P  with focus on cept,  Imple-  ysis and sharing, 

   D Europe (EU) mentation   

Sum 4 5 C6-
P6 
D3 

- - - 3 - 

1
1
 

D
a

ta
 

S
ta

n
d

a
r

d
s
 

u
s
e
d

 o
r ju

s
t m

e
n

-

tio
n

e
d

 

T
e

c
h

n
ic

a
l F

o
c

u
s
 

C
T

I P
h

a
s

e
 

E
x

te
r

n
a

l d
a

ta
 s

o
u

r
c

e
s
 

O
w

n
/
L

o
c

a
l d

a
ta

 



12 
 

Table 6 and is declared in more detail in the following 

paragraph. 

The articles presented a diverse combination of data 

sources. Four of them generated data or proposed to 

collect data based on local devices in healthcare [39, 42, 

40, 41]. Whereby Petru-Rosu et al. [41] presented a col-

lector as part of a concept, but did not provide further 

information on data collection. Likewise, Hatzivasilis et 

al. did not specify further their local data collection. 

On the other hand, Al-Hawawreh et al. generated CTI 

by simulating attacks [39] and Caballero et al. [42] used 

CTI generated from device and software-logs, as well as 

alerts and a manual collection . 

External sources were also common. This includes 

– the collection by crawling security websites, forums 

and social media from surface and dark web [42], 

– the collection of manufacturer data (Phillips, GE, 

Medtronic), data from CISA ICS-CERT and more 

not specified sources augmented with data from Wiki-

data and public medical databases [34], 

– from hacker forums enriched by CVEs and related 

MITRE-ATT&CK tactics [43], 

– from MISP, US/UK-CERT, security incident reports 

and MITRE [44] 

– and from Healthcare Information Sharing and Anal-

ysis Centers (ISACs), CVEs, sectorial repositories 

and the dark web [40]. 

The CTI used, generated, and/or applied was mostly 

not equipped with a restriction or focus on a specific 

country or region. Only Caballero et al. [42] presented 

a project focus on Europe, but did not restrict the re-

search presented with any regional restrictions. Addi-

tionally, He et al. [44] presented their case study lo-

cated in the UK and Ampel et al. [43] presented a case 

study linked to vulnerabilities in hospitals in the United 

States of America. Hatzivasilis et al. [40] presented that 

the proposal is applied in a supply-chain of european 

healthcare organizations und consideration of EU data 

protection regulations. 

None of the publications presented real world ap-

plications of the proposed frameworks. However, some 

presented resulting implementations that could be ap-

plied in real world scenarios. This includes a Threat In-

telligence Module (TIM) to gather, to provide a dash-

board, and display CTI presented by Caballero et al. 

[42]. Petru-Rosu et al. presented a Blockchain for data 

transfer and epsilon privacy [41] and Sills et al. demon-

strated a system to crawl data from different sources, 

which can enrich the results with data from Wikidata 

for devices gathered from the Global Unique Device 

Identification Database (GUDID). [34]. Lastly, Ampel 

et al. presented an artifact connecting hacker threats 

ATT&CK-Link [43] and Hatzivasilis et al. illustrated 

their AI4HEALTHSEC swarm intelligence framework 

where CTI is incorporated in risk assessment and event 

evaluation processes [40]. 

 

 
4.6 Sector uniqueness – RQ6 

 
When comparing the findings for hospitals with those of 

the results in general, similarities are visible. The miss-

ing representation of the organizational perspective was 

also present in research for healthcare. Research based 

on a methodology that incorporates a survey among 

hospitals or healthcare specific cyber (security) services 

could not be identified. Additionally, the diverse under-

standing of ”Cyber Threat Intelligence” is not just a 

problem in general research. Missing introductions of 

definitions of key terminology and in case of presented 

definitions, diversely sourced and heterogeneous defini-

tions suggest that the missing common ground in defin-

ing CTI seems to be unsolved in research specifically for 

hospitals too. When shifting the view to more technical 

aspects, in contrary to general research, twitter seems 

absent as a source for the collection or generation of 

CTI. In the same manner, Threat Reports were not as 

dominant, but (hacker) forums were of interest. A tech-

nical uniqueness, medical devices, was not present with 

a classifying discussion that distinguishes medical de-

vices from other OT. Medical devices were mentioned, 

but were not subject to a detailed comparison or consid-

eration. This also correlates with the general findings 

that the perspective of organizations was often miss-

ing. The specific perspective of hospitals was missing 

in hospital specific research too. 

 

 
5 Discussion 

 
Hospitals are an obligatory unit that provides vital ser-

vices to a society and a human being, therefore, they 

are available in almost every country [49], and research 

suggests the implementation of CTI. Despite that, re-

search on CTI is limited. The small amount of research 

could be due to the lack of CTI demand for hospitals. 

As mentioned above, the demand for CTI itself has 

been proposed several times, and a broad implemen-

tation of CTI has not been detected in the literature. 

This indicates that the research gap in CTI for hos-

pitals persists. At the same time, due to the limited 

amount of research, it follows that the conclusions that 

can be drawn are limited. This has effects on the variety 

of conclusions that can be drawn and on the resilience 

of each conclusion. Additionally, the missing reports of 
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real life implementations may imply that generic solu-

tions are not suitable, as well as the findings of Irfan 

et al. [29] on the need of solutions tailored to organi-

zations. Finally, the rare research results currently are 

mainly published in journals and conferences with a fo-

cus on computer science. Currently there is no indica-

tion that researchers are focusing specifically healthcare 

informatics, or medical focussed destinations for publi-

cations. This could indicate that the corresponding re-

search groups are mainly based on computer scientists. 

 
5.1 Grasp of CTI 

 
Furthermore, a different interpretation of CTI and the 

use of key terms related to CTI in general could struc-

turally slow down research and make research ineffi-

cient. Definitions of CTI and key terms are not pro-

vided consistently in the examined research or different 

explanations for the terms are presented. For example, 

Ampel et al. [43] presented operational CTI as ”[it] re-

lates to the impending attacks against an organization”, 
which is in contrast to the description of the subtype 

given by Chismon and Ruks (see Subsection 2). Addi-

tionally, different thematically oriented research areas 

connote ”Threat Intelligence” with different meanings, 

like an excluded paper by Trivedi et al. [50] which is 

related to Artificial Intelligence methodology for cy-

bersecurity in hospitals. Therefore, the following part 

is dedicated to providing a definition of CTI including 

key terminology. The key principles are: 

1. respecting the origin of intelligence to maintain co-

herent definitions in related fields, 

2. avoiding ambiguous terminology to enable straight-

forward communication within and beyond the re-

search community, and 

3. keeping it simple to prevent misunderstandings and 

provide easy access for non-specialists. 

Following this scheme, the findings presented in Sec-

tion 2 are incorporated into the following definition. 

It is based on the definition proposed by Sakellariou 

et al. [26] and Saeed et al. [20]. The proposed defini-

tion changes two key points: It introduces each term 

that is related to the concept inside the definition (e.g. 

Sakellariou et al. make use of ”CTI sources” which is 
a term that they only separately define) and it incor-

porates additional descriptive terms given by the US 

Army [30]. Additionally, this leads to the integration of 

the following three principles: The following definition 

sets the basic principle to the process perspective as in 

the definition of Saeed et al. because this perspective 

can be seen as a superset for the remaining perspec-

tives. Secondly, the definition clearly states the goal as 

proposed by Sakellariou et al. to ensure a sharp under-

standing of the purpose of the process. Third, the def-

inition integrates the sub-process of transforming data 

into intelligence into the definition to comprehensively 

distinguish the terms. Following this, we propose the 

following definition: 

 
”Cyber Threat Intelligence (CTI): is a process 

pursued by a CTI-Team to integrate, evaluate, 

and distribute intelligence to identify, monitor, 

and anticipate cyberthreats, threat actors and 

their motivation, methodology of cyberattack, 

and victims to support defenders towards detect-

ing, preventing, or (ideally) predicting a cyber-

attack and making appropriate decisions. Intel-

ligence is transformed out of information or data 

by collecting, processing, assessing, and analyz-

ing it. A CTI-Team can create intelligence or 

consume already available intelligence. 

Additionally to a CTI-Team, CTI encompasses 

three main perspectives (based on Lowenthal [31]): 

– a process (Cyber Threat Intelligence or threat 

intelligence process [26]) 

– a product (Intelligence or CTI product [26]) 

– an organization/team (Cyber Threat Intelli-

gence - Team (CTI-Team))” 
 

Furthermore, more terms can be defined to describe 

different aspects of the process like presented by Sakel-

lariou et al. [26], like CTI source, CTI product or CTI 

producer, CTI consumer or CTI system. The process is 

realized by a Cyber Threat Intelligence Platform (CTI-

Platform) which can provide functionality for collec-

tion, information/presentation, or dissemination/sharing. 

The module inherently connected to serve the purpose 

is the information platform. 

Gaining intelligence is not self-served by collecting 

data. Intelligence is subject to quality criteria: accuracy, 

timeliness, usability, completeness, precision, and relia-

bility. Effective intelligence is relevant, predictive, and 

tailored (condensed from the US Army by Ainslie et al. 

[21]). This distinguishes data and intelligence. ”Data 
and information are not intelligence.” [21]. This quote 
from Ainslie et al. can be described more precisely: Data 

and information are not necessarily intelligence. How-

ever, intelligence may contain data and information. In-

telligence can serve different purposes, or groups that 

deal with intelligence and by which occur in different 

molds of representation. Therefore, intelligence is cat-

egorized into strategic, tactical, operational, and tech-

nical intelligence. The subtypes are classified by their 

time of use and their level of abstraction, as stated in 

table 1. 
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The CTI-Team performs the different parts of the 

process. Even though sub-processes can be automated 

(e.g. collection of data or sharing of intelligence). Ide-

ally, the team can aggregate intelligence by an intel-

ligence exchange within a sharing network and intelli-

gence gained based on their own data (e.g. by analyzing 

network traffic). 

The terminology introduced beforehand should suf-

ficiently support sharpening the basic understanding of 

CTI. However, the basic nature of the terminology in-

troduced delimits its applicability. More detailed con-

cepts and definitions (e.g. the complexity factors and 

the reference model by Sakellariou et al. [26]) are neces-

sary for specialized research. Additionally, the key ter-

minology should not only be a basis for efficient col-

laborative research efforts in this field. It should be in-

troduced in the corresponding publications to classify 

the presented research and the limitations inside the 

field. For example, the generation of indicators by Al-

Hawawreh et al. [39] is placed within the field of CTI 

research. Clearly defining CTI, and terminology as well 

as classifying the research within the field as a collection 

methodology could clear the limitations. 

To classify all articles examined, we have assigned 

the articles to the CTI perspectives they approach. The 

assignments and short descriptions are presented in Ta-

ble 7. For example, the generation of indicators men-

tioned above by Al-Hawawreh et al. can be classified as 

the perspective of Intelligence. Although this classifica-

tion is straightforward, other decisions are not as clear. 

Sills et al. presented a process that collects and enriches 

information or intelligence to generate intelligence of 

higher quality. The process is conceptualized to be au-

tomated. Therefore, it also logically serves the process. 

Similarly, with respect to the argument that each ap-

proach aims at improving CTI, it is also possible to ar-

gue that all publications serve the CTI-Team. We note 

that there is room for different arguments that lead to 

different classifications. The main goal of classifying the 

research in that way is not to gain absolute interpreta-

tions, but rather to generate an improved presentation 

of approaches. This can lead to better comprehension 

by the readers and better awareness of the correspond-

ing authors. Overall, this could prevent misconception 

caused by ambiguous usage of the CTI terminology just 

as in a publication by Trivedi et al. [50]. They have 

reviewed research on AI techniques for cybersecurity 

for Remote Patient Monitoring Systems (RPMs) pre-

sented as ”AI-enhanced Threat Intelligence”. In addi-
tion to the option presented above to classify research, 

more technical classifications can be introduced such 

as, for example, the phases of CTI as presented in 4.1. 

Those classifications reveal that only a minority of the 

reviewed publications have focused on the sharing of 

CTI as only 3 focused on dissemination. Additionally, 

6 publications processed intelligence in some way with 

a focus on the process. Still, processing under the per-

spective of a CTI-Team could be regarded more as an 

action that prepares intelligence for human consump-

tion. In conclusion, CTI research demands a classifica-

tion or interpretation under different perspectives that 

are not final but support a better understanding of the 

field and of a broader picture. 

 
5.2 CTI Sharing 

 
In the same manner, sharing standards should be intro-

duced where possible and necessary. In practice, effec-

tive CTI is only possible when a collective effort is the 

basis of the work. A data breach, anomaly, or finding 

from one organization (e.g. a hospital, vendor, or ser-

vice provider) could provide predictive information to 

protect another entity within the sharing network and 

vice versa. 

Following this scheme, consistently building sharing 

networks does not only include hospitals. The aspect 

of the supply chain and adjacent entities is vital for 

cybersecurity of hospitals. This encompasses not only 

building networks that include the entities, but also pre-

senting research that considers those aspects and, there-

fore, widens the view. The entities to be considered are 

(not exhaustive list): Manufacturer of medical devices, 

manufacturer of IT infrastructure, medical or IT ser-

vice providers, emergency services, medical offices, and 

health insurance companies. All of them provide either 

products that are technical entities in a hospital net-

work infrastructure or feed data into the network. An 

example for incoming data is patient data collected in 

a preclinical treatment by emergency services, provided 

to the hospital [51]. Having these benefits considered, 

considering the risk of disclosing information by shar-

ing self-gained intelligence should always be part of re-

search and practice. 

 
5.3 User-Centered Intelligence 

 
Based on the focus on protecting critical data, research 

should focus on automated generation of intelligence 

based on medical devices and network traffic produced 

by those devices. The automated generation should con-

sider GDPR and NIS2 conform transformations of data 

into intelligence. In general, this could support current 

research that is influenced by practical approaches such 

as collecting intelligence. However, user centered ap-

proaches that put hospitals at the center of investiga- 
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Table 7 Mapping of examined research and CTI perspectives: Cyber Threat Intelligence (Process), Intelligence (Product) 
and CTI-Team; rated as: ● approaches from perspective, ◗ partially approaches perspective, ❍ does not approach perspective 

 

Publication (year) 
Perspective 

Classification/ Delimitation 

 
 

 

Al-Hawawreh et al. [39] (2024) ❍ ● ❍ gained intelligence in form of IoC by simulating attacks; did 

not classify their results regarding the context of CTI 

Petru-Rosu et al. [41] (2024) ● ❍ ❍ blockchain based environment supports sharing process, the 

process handles Intelligence but research does not focus on 
collection or production of Intelligence 

Sills et al. [34] (2020) ◗ ● ❍ aggregation of information and intelligence, as well as enrich- 

ing those serves promoting the product, automated solution 
also serves the process 

Ampel et al. [43] (2024) ◗ ● ❍ knowledge distillation and linking to hacker threats serves 

the product, automated solution also serves the process 

He et al. [44] (2022) ● ❍ ❍ integration of CTI into IR procedure serves the process 

Hatzivasilis et al. [40] (2024) ● ❍ ❍ focus on sharing, IR procedures and risk assessment presents 
a dedication to the process 

Caballero et al. [42] (2022) ● ● ❍ platform for collection, analysis and sharing serves the pro- 

cess, at the same time collection serves the product 

 

tions are not recognizable in the current research. Hos-

pitals and their real infrastructure are not presented 

as a basis for research in the field of CTI. This means 

that current solutions are only loosely coupled to real 

world scenarios. However, solutions prove their value 

only when they fit in real world scenarios. The infras-

tructure with the devices in use and the correlated re-

quirements, approaches, and standards is vital to in-

venting practical solutions that will essentially enter 

the praxis as hospital infrastructures are minted by OT 

(MCPS). Those MCPS are special compared to other 

OT. MCPS are embossed by different Standards (e. g. 

IEC 62304, ISO 14971, IEC 80001) and protecting them 

is uniquely critical. Measures have to be implemented 

with special caution as each measure could jeopardize 

patients. 

 
 
 

 
Besides adapting and sharpening the current research 

focuses, creating solutions that allow the processing of 

intelligence should also play a vital role in the future. 

Current solutions have not focused on the creation of 

solutions on information modules. But with a rising 

amount of data and consequently following more intelli-

gence data, suitable perspectives to filter, sort, and pri-

oritize intelligence and overall display the intelligence 

in a user-centered design will become more important 

and eventually essential for functioning solutions. 

6 Conclusions 

 
Despite the inherent relevance of uninterrupted hospital 

operations and the determined cyberthreats hospitals 

face, CTI for hospitals is not sufficiently represented 

in research. Although CTI was recommended several 

times as a measure against cyberthreats for hospitals, 

the results in recent research are limited. The struc-

tured literature review identified only seven publica-

tions examining CTI specifically for hospitals from 2020 

to May 2025. All conclusions drawn are subject to the 

limitation that is given by this limited amount of re-

search. The published research articles range from holis-

tic platforms or sharing (network) approaches to the 

generation of intelligence based on specific attacks or 

from specific sources. This includes mining intelligence 

data from hacker threats [43], RDoS attacks on CoAP 

[39], securely sharing intelligence data in a blockchain 

environment [41], aggregating medical devices and their 

known vulnerabilities [34], integrating intelligence in 

a proactive incident response process [44], a proposed 

method for swarm-intelligence, that integrates intelli-

gence and AI/ML incorporated in a risk assessment and 

event evaluation process [40], or in a similar approach a 

solution for collaborative collection of intelligence, anal-

ysis, and sharing [42]. 

A missing sufficient consideration of key terminol-

ogy connects all publications, as well as a missing per-

spective of hospitals. Only three articles presented their 

underlying definition, with all three referring to differ- 
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ent definitions. Likewise, only Ampel et al. [43] and He 

et al. [44] included case studies as a measure to correlate 

with real world scenarios. Generally speaking, overall 

the recent research misses the perspective of real world 

hospitals. 

Based on these findings and the findings of CTI re-

search outside of the hospital or health context, this ar-

ticle detected several issues related to current research 

and proposed strategies to improve current research 

with the goal of helping hospitals in the real world 

to implement CTI successfully. Those strategies cover 

consistently including and describing solid CTI termi-

nology and prioritizing the organizational perspective, 

and thus the reality of hospitals. Through this, future 

research can align with real world issues of hospitals 

and their practitioners. Furthermore, the presented def-

inition should be evaluated through experts or empir-

ical testing to assess whether our propositions, which 

are based on our findings, show validity when applied. 

Moreover, the research community can collectively pro-

mote strategic and efficient research based on a common 

understanding of the field and key terminology. 

Future research must consider real world devices, 

techniques and standards when collecting intelligence 

and selecting, using, or adapting sharing standards. This 

includes answering two key questions: First, do the cur-

rent standards allow a sufficient integration of intelli-

gence created inside the medical context? And second, 

are the current standards prone to disclosing critical 

data that is worthy of protection, and how can these 

data be protected by design by pseudonymization or 

anonymization? 

Besides key issues related to intelligence collection, 

research should focus on solutions that allow adequate 

data handling in praxis. Analysts have to be able to 

handle large amounts of intelligence by prioritizing the 

incoming data. Filtering, sorting, and user-centric rep-

resentation of information are key to intelligence han-

dled by humans. Of course, collection and processing 

can be assisted by AI and, if suitable, can be automated 

to relieve human resources. This must align with the 

condition that the treatment of human beings within 

hospitals is always the main focus of hospitals. 

The article determined the lack of CTI research 

specifically for hospitals and this research is also limited 

by that. It is also limited by comparisons and deriva-

tions from general CTI research. Future research could 

focus on comparing requirements in different sectors of 

critical infrastructure that are also minted by OT (such 

as the energy or water sector). This requires systemat-

ically evaluating the results from the other sectors. 

To summarize, this article determined that the avail-

able research is limited and that the highly critical sec- 

tor is insufficiently researched. The article proposes a 

short and adapted definition for CTI to create a ba-

sis for future research and classifies the examined re-

search based on the presented definition. Additionally, 

even though research is limited and conclusions that can 

be drawn are limited, the article identified methodical 

trends and deficits in available research that lead to the 

following vital points for future research: First, hospi-

tals and their needs must be a first priority in research. 

Second, medical devices as a source of intelligence have 

to be evaluated and checked for specific requirements. 

Third, clear and common definitions of CTI and related 

terminology are key to efficient research. 
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