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Abstract - The Internet of Things (IoT) has emerged as a critical enabler of intelligent and autono-
mous systems, supporting applications across sectors such as agriculture, healthcare, education, and
smart infrastructure. However, the increasing connectivity of IoT devices has significantly expanded
the attack surface, making these networks particularly vulnerable to Distributed Denial of Service
(DDoS) attacks. Existing detection approaches, including Decision Tree (DT), Linear Regression (LR),
and K-means, are often limited by suboptimal classification accuracy, high response latency, and poor
adaptability to evolving and zero-day attack patterns, thereby compromising their effectiveness in
dynamic IoT environments. To address these limitations, this study proposes a Machine Learning-
Based Security (MLBS) framework that integrates K-Nearest Neighbors (K\NN) and Recurrent Neu-
ral Networks (RNN) to enhance the detection and mitigation of DDoS attacks in IoT networks. The
proposed hybrid model leverages the temporal learning capability of RNNs and the instance-based
classification strength of KNN to improve both detection accuracy and generalization. The frame-
work was evaluated using the MATLAB simulation environment, where it achieved an accuracy of
98.72%, precision of 97.95%, recall of 98.94%, and an F1-score of 98.39%, outperforming conven-
tional baseline models. Beyond performance improvements, the proposed MLBS framework demon-
strates strong robustness under noisy data conditions, class imbalance, and previously unseen traffic
patterns, indicating its suitability for real-world deployment. The key contribution of this work lies
in providing a scalable, adaptive, and high-precision intrusion detection solution that enhances the

resilience of IoT networks against both known and emerging DDoS threats.
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1. Introduction

The Internet of Things (IoT) has emerged as a
foundational technology of the Fourth Industrial
Revolution, alongside big data and Artificial Intel-
ligence (AI), enabling pervasive connectivity and
intelligent data exchange across diverse physical
and digital environments. [oT refers to a network of
heterogeneous physical and virtual devices embed-
ded with sensors, communication capabilities, and
unique identifiers, which autonomously collect,
transmit, and process data without requiring direct
human intervention [1, 2, 3]. The rapid proliferation
of IoT technologies has led to an unprecedented
growth in interconnected devices, with estimates
suggesting that over 127 devices are connected to
the Internet every second, and projections exceed-
ing 27 to 50 billion devices globally by 2025 to
2030 [1, 4]. This exponential expansion is expected
to significantly influence global economic develop-
ment, with IoT technologies contributing substan-
tially to global gross domestic products through in-
creased automation, efficiency, and data-driven de-
cision-making.

IoT applications have permeated multiple sec-
tors, including smart agriculture, healthcare, trans-
portation, smart cities, and industrial automation,
thereby transforming traditional systems into intel-
ligent, data-driven ecosystems. In agriculture, [oT
supports precision farming by enabling real-time
monitoring of environmental conditions, livestock,
and resource utilization, which enhances productiv-
ity, optimizes resource usage, and promotes sus-
tainability [5]. Similarly, in healthcare, IoT facili-
tates remote patient monitoring, early diagnosis,
and improved healthcare service delivery. However,

despite these transformative benefits, the rapid

expansion and heterogeneity of [oT ecosystems in-
troduce significant security and privacy challenges.
[oT environments are inherently characterized by
resource-constrained devices, diverse communica-
tion protocols, and open wireless communication
channels, which collectively increase their expo-
sure to cyber threats and attacks.

As a result, IoT networks have become attrac-
tive targets for a wide range of cyber-attacks, in-
cluding Distributed Denial of Service (DDoS) at-
tacks, spoofing, botnet attacks, and injection-based
threats [5, 6]. Among these, DDoS attacks pose a
particularly critical threat due to their ability to
overwhelm network resources, disrupt service
availability, and degrade system performance. The
impact of such attacks is amplified in [oT environ-
ments, where compromised devices can be ex-
ploited to form large-scale botnets capable of
launching coordinated and high-volume attacks.
Furthermore, IoT devices often serve as entry
points for attackers, enabling lateral movement
across interconnected systems such as cloud plat-
forms, databases, and critical infrastructure,
thereby increasing the potential severity of security
breaches.

The rapid expansion of IoT networks has sig-
nificantly increased the attack surface for cyber
threats, particularly DDoS attacks, which disrupt
service availability and degrade network perfor-
mance. Although numerous machine learning-
based security algorithms, including Support Vec-
tor Machines (SVM), Random Forest (RF), and K-
Nearest Neighbours (KNN), have been proposed to
detect and prevent DDoS attacks in [oT environ-
ments, these approaches exhibit several critical lim-

itations [32, 33]. In particular, many existing
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models suffer from limited generalization capabil-
ity, resulting in poor performance when applied to
large-scale and highly dynamic IoT traffic patterns.
Additionally, high false positive rates and low pre-
cision reduce the reliability of detection systems,
while increased latency negatively impacts real-

time response and overall network efficiency

Below are the contributions of the study:

1) A novel hybrid Machine Learning-Based
Security (MLBS) framework is proposed, integrat-
ing K-Nearest Neighbors (KNN) and Recurrent
Neural Networks (RNN) to enhance the detection
of both known and zero-day DDoS attacks in [oT
environments. The hybrid design leverages the
complementary strengths of instance-based learn-
ing and temporal pattern recognition to improve
classification robustness.

2) An adaptive detection mechanism is devel-
oped that effectively addresses key limitations of
existing approaches, including misclassification,
high false positive rates, and poor generalization
under noisy and imbalanced data conditions.
validation

3) Comprehensive experimental

demonstrates the effectiveness of the proposed

model, achieving high performance metrics (98.72%

accuracy, 97.95% precision, 98.94% recall, and
98.39% F1-score) and outperforming conventional
baseline algorithms in terms of detection accuracy
and reliability.

4) Enhanced robustness and real-world ap-
plicability are demonstrated through the model’s
ability to maintain stable performance under chal-

lenging scenarios, including noisy data, class

imbalance, and previously unseen attack patterns,
making it suitable for deployment in dynamic IoT
environments.

The remainder of the paper is organized as fol-
lows: In section two, this paper presents a review of
literature on numerous forms of DDoS attacks
available in the IoT network. In section three, this
paper focuses on system architecture and design,
giving details of how the paper was carried out to
achieve the desired results. In section four this pa-
per presented the proposed MLBS algorithm. In
section five, this paper presented the system imple-
mentation in detail. In section six the paper presents
performance evaluation and simulation setup. In
section seven the paper discusses the results. In sec-
tion eight the paper presents the baseline compari-
son of the algorithms and lastly in section nine the

paper presents conclusions and the future work.

2. Related Works

This section critically reviews existing ML and
deep learning approaches that have been applied to
the detection and mitigation of DDoS attacks within
IoT networks. Given the dynamic, large-scale, and
resource-constrained nature of IoT environments,
traditional security mechanisms have proven insuf-
ficient, thereby necessitating the adoption of intel-

ligent, data-driven detection techniques.

The section examines a range of previously pro-
posed models, analysing their underlying algo-
rithms, performance outcomes, and applicability to
real-world IoT scenarios. Particularly attention is
given to their strengths in handling high-volume
and evolving attack patterns, as well as their limita-

tions in areas such as real-time detection, scalability,
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computational efficiency, and accuracy. By synthe-
sizing findings from recent studies, this section
identifies key research gaps that motivate the devel-

opment of the proposed approach in this study.

In most cases intrusion detection approaches
have multiple challenges in IoT environment due to
the increasing traffic volumes, dynamic traffic pat-
terns, heterogeneous systems and evolving DDoS
attacks. For instance, [7] proposed a model that op-
timized automation detection of intrusions into loT
using self-learning. This model divided modelling
into two layers in order to enhance the detection of
intrusions attacks to learning algorithms by inte-
grating algorithmic approaches and reduction of
learning costs. The Cost-Sensitive Learning algo-
rithm was used for cost discrimination, and the
Meta-Learning was dedicated to metadata manage-
ment. [7] achieved the classification quality rate of
approximate 93.66%, consistency rate of 0.883, the
false positives 0.2 and 4.2%. The sensitivity was
between 77.8 and 97.3%, The specification was be-
tween 95.8% and 99.8%, the precision was 0.951.
Similarly, [8] incorporated DL and ML algorithms
to increase reliance of the model to improve chal-
lenges of missing out more complex and unique at-
tacks. Conventional intrusion detection uses prede-
fined criteria, and detection signatures increase the
risk of missing out on the increasing complexity.
Hence the proposed hybrid ML algorithm to im-

prove accuracy rate and precision rate.

The recent 10T studies show multiple ML tech-

niques to detect DDoS and malware attacks in [oT,

however there is a constant rise in DDoS attacks
due to elements of security weakness, distributed
botnet and encryption challenges in IoT environ-
ment. These challenges have created bottlenecks on
the current approaches, for instance, [9] proposed
an loT malware traffic evaluation technique to im-
prove the safeguard of [oT devices on gateway level
by detecting unknown malware. Similarly, [10]
proposed a ML model to improve accuracy rate in
[oT network by mitigation anomalous network traf-
fic patterns. These approaches are challenged by an
increased complexity and robustness of the attack
surface. The technique achieved the accuracy rate
0f 91.32%, the precision rate of 91.67% and the re-
call rate of 91.03% showing a room to improve the
model to handle the dynamic network traffic pat-
terns using hybrid model and real-time datasets

with diverse modern IoT attacks.

The increasing complexity and robustness of
DDoS attacks have impacted most ML based tech-
niques since loT network devices operate in ex-
tremely vulnerable environments with unique at-
tacks and zero-day attacks emerging frequency. For
instance, [11] proposed a typical approach to deal
with unique threats and attacks in the IoT devices
by using strong encryption techniques SHA-256
hashing function to protect data at rest and data in
transit. Their technique included authentication
techniques namely identity or device authentication,
procedural authentication and token based that ver-
ify the identity of an entity accessing the network
service. Similarly, [12] proposed a ML-driven tech-

nique used for intelligent, adaptive and robust [oT
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network environment with the aim to building the
next generation technique capable of detecting un-
known attacks in [oT ecosystem. The approach pro-
vides. The proposed solutions are lacking when it
comes to increasing complexity and not cost effec-
tive. Furthermore, there remains a concern regard-
ing security of data at rest particularly as the adop-
tion of loT network continues to grow. Hence the
need to introduce the hybrid ML model to improve

DDoS attacks accuracy rate.

Although the Machine-learning based models
have achieved high precision rate and strong classi-
fication performance, many of these approaches
rely on single learning models which may have lim-
itations on robustness and adaptability. For instance,
[13], proposed a new intrusion detection optimiza-
tion (NIDO) model that endorsed selecting among
machine learning methods namely supervised, rein-
forcement and unsupervised to effectively detect in-
trusions in the IoT devices. The optimal method
choice for the model was based on the cost-sensi-
tivity and the ability to minimize the learning im-
pact of the attacks. The results showed classifica-
tion rate of 93,66%, Precision rate 96%, False Pos-
itive 0,3%. The approach focused on the latest
DDoS attacks dataset called CICIDS2018 with up-
to-date real-world data which may introduce com-
plexity issues when network traffic increases hence
the proposed framework is introducing a hybrid
ML-based model to enhance the detection accuracy
and robustness of DDoS detection mechanisms in

10T networks.

An SDN-based multi-layer intrusion detection
and mitigation models have achieved high accuracy
rate, however they rely on static datasets and do not
account for the dynamic nature of IoT network traf-
fic, for instance [14] proposed a four-model DDoS
attack detection and mitigating (FMDADM) frame-
work for the purpose of detecting DDoS attacks at
elevated and minimal rates and classifying traffic
attacks and flash crowds while safeguarding local
and remote IoT nodes at the same time preventing
infections from propagating to the ISP level. The
approach achieved 99.79% accuracy, 99.43% pre-
cision, 99.77% F-measure, 99.79% recall, 99.95%
specificity, 00.21% negative predictive value, 00.91%
false positive rate, 00.23% false negative rate and
2.64 average detection time benchmarks. Similarly,
[15] proposed a technique for detecting and miti-
gating DDoS attacks in SDN in real time. The pro-
posed framework focuses primarily on SDN-ena-
bled IoT environments and does not address detec-

tion of emerging attack patterns.

An loT-focused cybersecurity architecture to
strengthen real-time detection and adaptive mitiga-
tion DDoS attacks on the IoT network is used pre-
viously by [16]. This approach is not using hybrid
approach to handle the growing complexity of at-
tack landscape. [16] proposed a defense framework
called learning-driven detection  mitigation
(LEDEM) that uses semi-supervised machine-
learning algorithm to mitigate DDoS attack on IoT
environment. This framework makes use of soft-
ware-defined network (SDN) and cloud paradigms.

The testing of LEDEM was done in the testbed and
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emulated topology. The results achieved an accu-
racy rate of 96.28% in detecting DDoS attacks and
were compared with the state-of-the-art solutions.
This type of approach lacks adaptability as it only
uses single classification method and is incapable
of dealing with complex loT network traffic pat-

terns.

ML based models are proposed to detect un-
known attacks in IoT environment, the increasing
attack surface has expanded dynamically causing
the need for a novel framework to intelligently de-
tect malware attacks including zero-day attacks. [17]
proposed a unique machine learning (ML) based se-
curity algorithm that automatically deals with de-
veloping security features related to IoT environ-
ment. This is a supervised learning algorithm that
makes use of both Network Functions Virtualiza-
tion (NFV) and Software Defined Network (SDN)
enablers to mitigate DDoS attacks on the IoT envi-
ronment. The dataset used was immutable. The re-
sults showed 99.71% accuracy detection. The limi-
tation of this algorithm is that the cost of misclassi-

fication is higher as for the processing time.

Deep learning models are proposed to detect and
classify malware attacks automatically and achieve
high accuracy rate. This approach is effective on in-
creasing complex IoT network pattens but lacks
when it comes to zero-day attacks. For instance, [18]
proposed a deep learning-based framework that ob-
tained internal feature groupings from gated recur-
rent unit (GRU) layers to detect DDoS attacks and

classify them into their attack classes. The results

showed 99% accuracy with 99% macro precision,
99% macro recall, and 99% macro F1-Score. For
attack classification, the proposed GRU feature fu-
sion model showed 99% accuracy with 99% macro
precision, 99% macro recall, and 99% macro F1-
Score. The Kernel principal component analysis
(Kernel PCA) was used to obtain the optimal fea-
tures which are then combined together. Further-
more, DDoS attack detection and its categorization
are done using the fully associated network. This
framework can be used in real time to efficiently
detect DDoS attacks in [oT environment and organ-
ize them into their respective categories. However,
the datasets used were insufficient for analysing the

behaviour of [oT network traffic.

ML based techniques are used to improve detec-
tion rate and classify DDoS attacks effectively. The
challenge with these attacks is that the [19] pro-
posed a reversed hour-glass-based layered network
classifier for classification and a hybrid intelligent
system for feature selection to improve accuracy in
the detection of DDoS attacks. This framework uti-
lised three types of datasets namely: KDD-Cup99
database, NSL-KDD Database and UNSW-NB15
database for identifying new and old DDoS attacks.
The framework achieved the goal by using the re-
versed hour-glass-based network by sampling the
data with the spread in the number of layers for ef-
fective training. The results of the proposed model
showed 99.97% of NSL-KDD, 99.57% of KDD-
CUP99, and 99.73% of UNSW NB15 in accuracy
detection. The limitation to this model is that it can

only handle one classification method.
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[20] proposed a hybrid Intrusion Detection Sys-
tem that combines with Long Short-Term Memory
Network (LSTM) and Convolution Neural Net-
work (CNN) algorithms to secure the spatial and
temporal features of the network traffic. The amal-
gamation of CNN and LSTM algorithms has im-
proved the intrusion detection and achieved 96.32%
accuracy. This approach uses two regularization
models namely: dropout model and L2 Regulariza-
tion (L2Reg) to resolve the issues of overfitting.
The proposed model improved the detection perfor-
mance of zero-day attacks. The limitation to this ap-

proach is that it cannot handle real time datasets.

[21] proposed a unique hybrid Deep Learning
(DL) approach that is built on Convolutional Neural
Network (CNN) that classifies traffic flow to estab-
lish whether the traffic is normal or malicious at-
tacks in the SDN environment. The proposed
framework merges CNN with ML algorithms such
as KNN and SVM to improve the anomalies detec-
tions. The results showed 97.47% of accuracy for
CNN-RF and 97,37% of classification. The frame-
work uses a regularization model called SD-Reg
that was based on weight matrix of normal devia-
tion to resolve the problem of overfitting and en-
hanced capability of detection of unknown attacks.
The framework used the latest SDN dataset to train
and evaluate the performance of the proposed
framework. This approach cannot handle increas-

ing complex IoT network pattens.

Many existing studies in the literature have

focused on general detection of DDoS attacks in
SDN-based network environment which does not .
However, [22] proposed a hybrid ML technique that
does not only focus on general detection of DDoS
attacks but expand the scope in to other areas of
SDN such as SCADA systems, [oT network, mo-
bile network, Vehicular ad-hoc network and 5G.
This comes with the benefit of exploring the secu-
rity architecture of different SDN network environ-
ment, comparatively evaluating solution ap-
proaches and current threats. The supervised, unsu-
pervised and deep learning methods limitations and
applicability are highlighted for recommended to
researchers. These include the type of an algorithm
used to detect DDoS attacks, the feature selection
and structure of the dataset characteristics. The
study recommended DL models as they offer more
performance. The CICIDS2017, KDDCip99, NSL-
KDD and UNSW-NBI15 datasets are found to be
mostly used the literature. However, it was noticed

that the normal and the network attack traffic in the

datasets are often distributed unevenly.

[23] proposed a study that used Deep Learning-
based IDS called DeepNonLocalNN model to train
the Supervisory Control and Data Acquisition
(SCADA) new dataset called SCADANet. The
study used of the TCP/Modbus protocol to generate
a virtual SCADA network. The new dataset is tai-
lored for SCADA in cyber security research field.
The simulation was conducted on both the normal
network traffic as well as typical and specific
SCADA cyber security attacks. The Wireshark,
TShark and JA4+ were used for capturing and
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The reviewed studies demonstrate significant
progress in applying machine learning and deep
learning techniques for detecting DDoS attacks in
IoT environments. However, a critical limitation
persists most existing approaches rely on static or
offline datasets and are not designed to operate ef-
fectively under real-time, high-volume, and dy-
namic network conditions typical of IoT ecosys-
tems. This limitation reduces their practical ap-
plicability, particularly in scenarios where rapid de-
tection and response are essential to prevent service
disruption.

Furthermore, many models struggle to balance
detection accuracy, false positive rates, and compu-
tational efficiency, especially when deployed in re-

source-constrained IoT environments. These gaps

highlight the need for a more robust and adaptive
solution capable of handling real-time traffic while
maintaining high detection performance.

To address these challenges, this study proposes
an MLBS algorithm designed for real-time DDoS
detection in IoT networks. The proposed approach
focuses on achieving high detection accuracy, low
false positive rates, and efficient processing of
large-scale network traffic, thereby enhancing the
reliability and responsiveness of IoT security sys-

tems.
3. System Modelling and Design

This paper presents the system modelling and de-
sign of the MLBS algorithm to detect DDoS attacks
in [oT network. The proposed MLBS algorithm is
designed by integrating KNN and RNN algorithms
to form an advanced technique that will be effective
in the detection of DDoS attacks including un-
known attacks in IoT network. The MLBS algo-
rithm ensures accuracy in the classification of
DDoS attacks including unknown zero-day attacks
in the IoT network. The system architecture of [oT
Wireless Sensor Network (WSN) that depicts the
layered structure and components that enable data
transmission, sensing and processing in [oT net-

work is discussed.

3.1 IoT System Architecture

This section presents the proposed architecture
of the MBLS algorithm used to detect DDoS at-
tacks in [oT networks and how the components col-
lect data through interacting with one another. An

initial step in designing IoT network devices is
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discovering how it will interact with other parts of
the world. The communication technology for IoT
network devices has an impact on the device hard-
ware requirements and costs.

Many interconnected actuators and sensors may
be deployed in a wide area in a plant wirelessly
called wireless IoT sensor network. This 10T is a
network of sensors which enables every sensor to
send data from node-to-node in the network data
flow. The transmission of data from the sensors to
the processing unit is offered in the network layer
through communication protocols such as Wi-Fi
and Bluetooth.

IoT wireless sensor network nodes are known to
be cost effective technology and therefore can be
scaled in large quantities. Furthermore, these wire-
less sensor devices are capable of operating on bat-
teries and do not rely on high power requirements
as they even employ technologies such as energy
harvesting for low power usage. The loT wireless
sensor network architecture is presented in Figure

1.
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Figure 1: IoT wireless sensor network architecture [24]

Figure 1. provides a high-level overview of IoT
wireless sensor network that connects multiple sen-

sor nodes to collect data from WSN. Between the

sensor network and the internet is an Edge node
which operates as the Gateway. The Edge node is
configured between the sensor network and the in-
ternet, in addition, Edge node has user interfaces,
local processing and local storage capabilities. The
Gateway node is a bridge between the internet and
the senor node, and its role is to aggregate data
communications from multiple Edge nodes. WSN
is vulnerable to DDoS attacks due to their distrib-
uted nature and are likely to be attacked by the net-
work layer DDoS attacks such as Sinkhole Attack,
Sybil Attack, Hello flood and wormhole attacks
[25].

The IoT network devices operate from every-
where, therefore it requires Wi-Fi connectivity. A
security incident and event management is installed
to monitor traffic from the internet gateway and
send all the anomalies alerts to the administrator.
An attack can be orchestrated to attack the network
node that further flood to all other nodes as data is
sent. This type of attack can result in DoS attacks
and worse becoming DDoS attacks. This is accom-
plished by doubling an attack node from a single
attack to many attacks that flood the IoT sensor net-
work nodes, stopping the system completely. The
traffic then sends an alarm to the WSN controller

node.
4. The Overview of MLBS Algorithm

This section presents the design of the MLBS al-
gorithm through the integration of the KNN and
RNN algorithms. The step-by-step process of how
the two algorithms were integrated is presented be-

low:



A Hybrid MLBS Algorithm for Improved Detection of DDoS Attacks in IoT Networks

34

4.1 K-Nearest Neighbors Algorithm (KNN)

KNN is a supervised learning algorithm that la-
bels datasets of the training samples described as
(p,q) in order to make prediction possible be-
tween p and g [26]. This research study uti-
lizes the KNN algorithm due to its expertise of high
accuracy in a wide variety of prediction-type prob-
lems. The three main parameters for KNN are pos-

itive integer (K), a hidden observation h(p) and

a distance d.

The KNN algorithm is an effective laid-back
learning algorithm that has been established effec-
tively in several studies. KNN algorithm helps
MLBS algorithm to improve detection and preven-
tion of DDoS attacks in IoT while integrated with
RNN algorithm. KNN algorithm relies on the most
used Euclidean Metric (EM) as its source. The EM
computes the distance between two points in three-

dimensional space [27, 28].

This research study follows the real-time DDoS
attacks detection approach by analyzing the train-
,X,}. For each mark G in
the dataset X, the model identifies the KNN algo-

ing dataset X = {Xq, ...

rithm among the training marks, where the distance
to the KNN is s(X;), where i = 1,...,n. In order
to conclude training the (1 — a) th percentile
sf(G(X)) of sf(GX)) of {sf(Xy), ..., Sf(Xn.
Where mark G = round [(1—a)N]. The EM
computes KNN algorithm distance sf(X;) forthe
training mark G. For real-time, attack evidence wt

is calculated as shown in Equation (1) below:

wt = r[logsf(X,) —logsf(X(G))]
(1)

Where r represents the data dimensions. wt
represent the algorithm performances under dif-
ferent approaches regardless of the increase in the
observations of attacks packets. In other scenarios
the Equation (2) might be used to improve detec-
tion accuracy and is given as decision statistic P,

as shown below:

P, = max{P, — 1+ wt,0}P0 =0 2)

When the Equation (2) triggers and alert at the
first instance P, reaches the threshold at a time

T, as shown in Equation (3) below:
T = min{t: P, > hr} 3)

Where it represents time obtained at the first
time. P, represents the sequence function P that
depends on time while hr is the target threshold
that requires the sequence function to be greater

or equals to the threshold.

The real-time attack detection KNN algorithm is
presented in Algorithm 1

Algorithm 1: The real-time attack detection KNN algo-
rithm

Input:
Number of Layers L // Initialization
Real-time input data: X,.q1time

Training dataset X = {X{,X,, ..., XM} //

el S

Examine traffic pattens

5. Set: s = 0,t = 0 // initialization

6. For n=1to N do

7. Partition  training  patterns  into
X, Piand X,, P,

8. Determine Ln(a)

9. While P, < hr do
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10.
11.
12.
13.
14.
15.
16.
17.
18.

19

20.
21.
22.
23.
24.
25.
26.
27.

28.
29.
30.
31.
32.

33.
34.
35.
36.
37.
38.
39.

40.
41.

42.

t=t+1
Get new data {Xnt} and compute {Xnt}
Pnt = max {Pnt + Xnt ,0}
P.=YNn=1Pnt
If P, >= hr then
DeclareAttack(T = t)
End if
End while
End For
Classification Algorithm for Offline Attack
For 1 €[1,L] do:

Set parameters: // Initialization
Weight matrix: W1 =10
Bias vector: b1 =0
Weight matrix for decryption: W1 =0
Bias vector for decryption: b1 =0
Encryption layer:

Calculate encoding or hidden representation us-
ing equation (1): // Instantaneous attack evi-
dence
hn = fO(xn) = c(Wxn + b)
hl = S (W1xl1 + b1)

Decryption layer

While not loss = stopping criteria do:

Compute yi using equation (2): // triggers

an alarm when threshold is met at first time T

yi = g8(hn) = c(Whn + b)
Calculate the loss function: binary cross-entropy
Update layer parameters 8 = {W, b}

End while

End for
Classifier
Fully connected neural network with soft-max
activation at the output layer
Set (Wl+1,bl+ 1) at the supervised layer
Execute the labels for each sample xn of the
training dataset X
Apply dropout and normalization batch for

speeding up the calculation

43. Complete back-propagation in a supervised
manner for parameters tuning of the layers, loss
function categorical cross entropy

44. Specify the predicted attack class and detection
status specifying whether it is normal or an at-

tack)

45. Output
46. Class labels for the training data

47. Attack class and detection for real-time input

data

4.2 Recurrent Neural Network Algorithm (RNN)

The RNN algorithm was integrated with KNN al-
gorithm to achieve high accuracy and precision in
the proposed MLBS algorithm. Furthermore, the
RNN algorithm offers a sequential approach using
a recurrent connection in the hidden layers which
will strengthen the MLBS algorithm. The RNN al-
gorithm is a deep neural network that is capable of
being trained on a large volume of databases and
still performs well on different classification prob-
lems. Moreover, the RNN algorithm is capable of
duplicating hidden layers by applying the same bi-
ases and weights to the inputs each time without be-
ing interrupted [29]. RNN algorithm builds its tech-
nique by training data appropriately hence it is uti-
lized in the integration with KNN algorithm to form
MLBS algorithm to enable updating and rebuilding
every time data passes.

The RNN algorithm has database created that as-
sists the MLBS algorithm to store previous history
of hidden state in hidden layers that are used to pre-
dict the output of the current iteration for accurate
prediction results. The RNN algorithm is key in this

research study due to its special capability of using
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the previous output as input while hidden states.

The RNN algorithm is easy to understand and

works quite well with large datasets and it requires

minimum data preparations for both categorical and

numerical [29]. Furthermore, the RNN algorithm

validate techniques making use of statistical tests

[29, 30]. The Equation (4) and (5) below are uti-

lized to determine the current state in the RNN.

q: = fr(qt—l,ht)

(4)

Where, q, represent the present state. The f,

is the integrate the present and previous state for

a new state. The

q:-1 represent input state in-

cludes the recurrence.

q; = tanh(Wypg, W rnq,)

(5)

Where Wpyg, , represent weight at the recur-

rent neuron and Wy,, represent weight at input

neuron.

The RNN Algorithm is presented in Algorithm

2 below:

Algorithm 2: The RNN Algorithm

Regquire: Input classification Xy, x5, ..., Xp
Initial hidden state h, // this is the hidden state

RNN
(

parameters

thll Whlhl' Whlhz' thZI Wh2h2' Wh2y' bhl: bh2' by

) // initialization the weight matrix and the bias
vector with its input respectively

Beginning function BeFu // the activation func-
tion

Decision Making Techniques:

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.
20.

21

Attack: = 1& No Attack: =0, T: =0 // decision
making equation for attack detection
Forallt = 1toT do // attack detection loop
hidden states

hl, & h2, < initialized hidden state h, //
first and second RNN layer hidden state
End for
Execute the beginning of the first RNN layer
If al, = W% + Wyape-h1,_q + byy then

// the first RNN layer activation function
Apply the beginning function BeFu to the
beginning
Get al, « attain the hidden state hl, =
BeFu (al;)
Execute the beginning of the second RNN
layer
Else if a2, = Wyipi.hl; + Wipo.xe +
Wiaha. h2¢_1 + by, then // the second RNN
layer activation function
Apply the beginning function BeFu to the begin-
ning
Get a2, « attain the hidden state h2, = BeFu
(a2;)
End if
End if

. Return Output of the RNN at time step t y,=

Whay-h2¢ + b, to predict whether incoming
traffic is a DDoS attack or not

4.3 The design of MLBS algorithm

The MLBS algorithm is developed by integrating

KNN and RNN algorithms to improve detection

and prevention of DDoS attacks in IoT networks.

This combination is applied in a sequential pipeline

to benefit from the temporal and static characteris-

tics of the IoT network traffic. At first the KNN is

utilized to measure the similarities between known

attacks and incoming network traffic patterns in the
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10T network environment. In this case the KNN

acts as the feature enhancement layer that provides

distance-based results and class labels output.

These outputs are integrated with the original net-

work traffic features to create strong and more in-

formative indicators that improve potential DDoS

characteristics.

The output of the IoT network traffic is fed into

the RNN which focuses on learning the temporal

and sequential behaviour and analyses how the net-

work traffic is evolving over time. This integration

significantly provides network traffic resembles

through the KNN as well as the network traffic be-

have over time through RNN.

The MLBS algorithm steps are presented in Al-

gorithm 3 are shown below:

Algorithm 3: MLBS Algorithm

1.
2.
3.
4
5

9.

10.
11.
12.

Input:
Number of Layers L // Initialization
Real-time input data: X,.qitime
Input classification x4, x5, ..., X7
Initial hidden state h, // this is the hidden

state

RNN parameters
(

thll Whlhl' Whlhz' thZI Wh2h2' Wh2y' bhl: bh2' by)

// initialization the weight matrix and the bias
vector with its input respectively
Beginning function BeFu // the activation
function
Training dataset X = {X;,X,, ..., XM} //
Examine traffic pattens
Set: s = 0,t = 0// Initialization
For n=1to N do
Partition training set into X,, P,and X,, P,

Determine Ln(a)

19.
20.
21.
22.

23

24.
25.
26.
27.
28.
29.
30.
31.

32.
33.
34.
35.
36.

37.
38.
39.
40.
41.
42.
43.

44.
45.
46.

47.
48.

While P; < hr do
t=t+1
Get new data {Xnt} and compute {Xnt}
Pnt = max {Pnt + Xnt ,0}
P, =Y Nn=1Pnt
If P, >= hr then
DeclareAttack(T = t)
End if
End while
End For
. Classification Algorithm for Offline Attack
For 1 €[1,L] do:

Set parameters: // Initialization

Weight matrix: W1 =0

Bias vector: b1 =0

Weight matrix for decryption: W1 =0
Bias vector for decryption: b1 =0

Encryption layer:

Calculate encoding or hidden representation us-
ing equation (2): //Instantaneous attack evi-
dence
hn = fO(xn) = a(Wxn + b)
hl = S (WixI1+ b1)
Decryption layer
While not loss = stopping criteria do:
Compute yi using equation (3): // triggers an
alarm when threshold is met at first time T
yi = g0(hn) = c(Whn + b)
Calculate the loss function: binary cross-entropy
Update layer parameters 8 = {W, b}
End while
End for
Decision Making Techniques:

Attack: = 1 & No Attack: =0, T:= 0 decision

making equation for attack detection
Forall t = 1 to T do//attack detection loop
hidden states
hly & h2, <« initialized hidden state h, //
first and second RNN layer hidden state
End for
Execute the beginning of the first RNN layer
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49.

50.

51.

52.

53.

54.

55.
56.

57.

58.

59.

60.

61.

62.

63.

64.

65.
66.

If al, = Wyp.x + Wyipe-h1l_1 + by, then
// the first RNN layer activation function
Apply the beginning function BeFu to the begin-
ning
Get al t« attain the hidden state hl, =
BeFu(al,)

End if
Classifier
Fully connected neural network with soft-max
activation at the output layer
Set (W1 + 1, bl + 1)at the supervised layer
Execute the labels for each sample xn of the
training dataset X
Apply dropout and normalization batch for
speeding up the calculation
Complete back-propagation in a supervised
manner for parameters tuning of the layers, loss
function categorical cross entropy
Specify the predicted attack class and detection
status specifying whether it is normal or an at-
tack)

DetectAttacks; « ApplyCombinedModel (
(Mi, MLBSalgorithm, Threshold)
Compute performance metrics (accuracy, recall,
precision, F1-score,)
OQuiput
Class labels for the training data
Attack class and detection for real-time input
data
The trained MLBS algorithm
End

4.4 MLBS Algorithm Flowchart

The research study integrated the KNN and RNN

algorithms to optimize performance. The perfor-

mance metrics such as accuracy, precision, recall,

F1-score and confusion matrix are used to test the

effectiveness of MLBS algorithm. Below is the

flowchart of how the MLBS algorithm works in

Figure 2.

Initialize Parameters

A
A

¥

Offline Training
(KNN + RNN)

Incoming IoT Data

KNN Classification

Feature Enhancement

RNN Classification

Final Decision

Performance Evaluation

Request New Data

Figure 2: MLBS algorithm

The above MLBS algorithm flow chart depicts
the integration of the KNN and RNN algorithms
and how they work together. In the beginning of the
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flowchart, we initialize parameters in the first pro-
cess flow. The second process flow shows data par-
tition setup. Then the research study presented a de-
cision loop for the RNN and KNN algorithms. The
KNN algorithm is used for the detection of quick
detections and RNN algorithm will be used for
deeper analysis and offline attacks. An alert will be
triggered when the condition T is met. The algo-
rithm then computes for loss function and lastly, the
performance evaluation that includes Accuracy, Ac-
curacy, Precision, Recall, F1-score, Confusion Ma-

trix, then end loop.
5. System Implementation

This study designed the MLBS algorithm in or-
der to detect DDoS attacks in real-time in IoT net-
work. When malicious traffic is detected, it is
stopped immediately and an alarm signal of such
attack is sent to the administrator. MATLAB net-
work simulation tool was selected to assess the per-
formance of MLBS algorithm for different reasons.
MATLAB offers solutions for high-level program-
ming environment [31]. MATLAB R2025a version
is the latest version released in May 2025 and was
used in this study. MATLAB is frequently used for
algorithm development, modelling and data analy-
sis in science research and engineering. This is in-
stalled in an Intel Core 15 processor running 32GB

of RAM with 500 GB hard disk.

6. Performance Evaluation and Simulation

Setup

To demonstrate that the designed MLBS algo-

rithm can improve accuracy and precision in the

detection of DDoS attacks in IoT, a simulation is
performed over an average of 10 independent sim-
ulation runs, ensuring consistency and reliability.
The MLBS algorithm uses the IoT network traffic
intrusion and public dataset called TON-IoT, to
compare the results. Datasets are selected for their
relevance in the intrusion detection system and
complexity of attack types. Performance evaluation
is conducted using metrics namely, the accuracy,

precision, recall and F1-score.

6.1 Dataset Pre Processing

In the simulation process, the TON-IoT dataset
undergoes pre-processing for the purpose of stand-
ardizing and improving data formats to ensure com-
patibility with the MLBS algorithm as well as
achieving high efficiency and accuracy in detection
of DDoS attacks [32]. Data cleaning was conducted
for TON-IoT dataset to identify incomplete traffic
records and removal of duplicate records, missing
attributes as well as unwanted values. Eventually,
aligned numerical format is established across all
dataset attributes.

Initially, the dataset contained above 80 attrib-
utes and after the removal of fields that contained
missing and zero values, the number of attributed
decreased to 70 on the dataset. We used the filter
called “Randomize” to randomly shuffle the dataset
in order of instances, this is to ensure that when test-
ing techniques an output accuracy is obtained. Data
quality was achieved by employing “RobustScaler”
to handle columns that are with numerical type of

data, this helps in preventing the use of unwanted
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attributes.

6.2 Feature Selection

After pre-processing and dataset conversion to
the readable format, feature selection was con-
ducted to eliminate irrelevant attributes since the
selected dataset contains large number of features
and up to 70 attributes. In order to refine these fea-
tures, a comprehensive feature selection was con-
ducted to reduce complexity of modelling and train-
ing time. This was conducted using the Principal
Component Analysis (PCA) to enable model per-
formance more effectively through the removal of
unwanted variables without losing the quality of in-
formation.

For the MLBS algorithm to be able to differenti-
ate between DDoS attack traffic and normal IoT
traffic, PCA was used to reduce the feature to 19
from 70 attributes and different features that were
initially selected. The features that were reduced
were due to that they were not relevant and that they
do not contribute into the proposed model’s detec-
tion capabilities. The selected features are shown in
Table 2.

Furthermore, Pearson’s correlation approach was
employed to eliminate redundant features contain-
ing nearly zero correlation to the variable target
[33]. This ensures that only relevant features are
used for classification by reducing the dimension-
ality of the space feature as well as increasing effi-
ciency in training, improving generalization perfor-

mance and reduce computational time [33]. The

coefficients correlation values range from negative
one (-1) to positive one (+1). This means, a value
near zero indicates a weak negative correlation, no
correlation is indicated by a value of 0 and a strong

positive correlation is indicated by the value of 1.

Table 2: Machine Learning Features [23].

Feature Description Correla-
tion
IP_Source Device source | 0.127560
IP address
Port Source Address sent 0.779831
IP_Destination Device desti- 0.148871
nation IP ad-
dress
Port Destination Packets re- 0.348760
ceiving ad-
dress
Protocol Data transmis- | 0.162641
sion, UDP or
DNS
Duration_Flow Duration be- -1.00000
tween two
packets
Packets Fwd Total Total number | 0.888404
of packets for-
ward
Packets Backward To- | Total number 0.931222
tal of packets
backward
Packets Fwd Len To- | Total forward | 0.880166
tal packets length
Packets Bwd Len To- | Total back- 0.787430
tal ward packets
length
Length Fwd Header Forward 0.812806
header length
Length Bwd Header Backward 0.879744
header length
Packets Fwd per sec Packets for- 0.166998
ward per
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second

Packets Bwd per sec Packets back- | 0.309762
ward per sec-
ond

Count SYN_Flag Synchronous 0.723789
flag count

Count ACK Flag Acknowledged | 0.548743
flag count

Packets_Size Average Packet average | 0.652298
size

Seg- Segment aver- | 0.723781

ment Size Fwd Avg age forward

Seg- Segment aver- | 0.888498

ment Size Bwd Avg age backward

The benign and malicious are the two types of
traffic labels used by the dataset. The attack predic-

tion is conducted using the 19 features in Table 1.

6.3 Training and Testing Split

In order for the proposed model to function ac-
cordingly, training and testing split is necessary.
The dataset was divided into training and testing
sets using an 70/30 split employing the learn_scikit
library. Where 70% was used for MLBS algorithm
training and 30% used for testing. Feature normali-
zation and dimensionality reduction techniques,

such as PCA were applied before model training.

6.4 Cross Validation

In addition, cross validation was conducted to
enhance reliability of the MLBS algorithm. The
K =5 cross validation was employed [26]. In each
iteration, the first fold was used as the validation set

while training is conducted in the remaining folds.

This step is repeated until all other folds have
served as the validation set only once. The proposed
MLBS algorithm is compared against baseline
models including RNN, KNN, RF, SVM, and
LSTM. The performance of the MLBS algorithm
will be evaluated using metrics such as accuracy,

precision, recall, F1-score, and confusion metrics.

6.5 Performance Evaluation

The performance evaluation metrics used in this
paper study are accuracy, precision, recall, and F1-
score. We split our dataset into train and test and
used cross validation to validate our results. We en-
sure that our proposed MLBS model is not overfit-
ted with training data and that our end results are
not generalized. This is achieved using the k-fold
cross validation. Furthermore, to ensure a fair and
rigorous evaluation of the proposed MLBS model,
this study explicitly considers baselining algo-
rithms namely: RNN, KNN, RF, SVM, and LSTM
that will be used as comparative benchmarking.

Although the baselining algorithms were initially
introduced in the problem statement and further
elaborated in the literature review, they are formally
employed in this research study as the baseline clas-
sifiers against which the proposed MLBS model is
evaluated. These algorithms were selected due to
their frequent use in the intrusion detection research
studies and known effectiveness on IoT networks

security dataset [20, 21, 34, 35].

7. Evaluation Results

The performance of the MLBS algorithm was
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evaluated using the accuracy, precision, recall and
Fl-score performance metrics. The results of the
evaluation of the MLBS algorithm training for de-
tection of DDoS attacks in IoT has shown that the
proposed algorithm is reliable and working well.

Accuracy was used to determine the effective-
ness of the proposed MLBS algorithm by evaluat-
ing the proportion of the classified instance’s crea-
tiveness across all samples while the precision fo-
cuses on the algorithm’s ability to identify DDoS
attacks effectively with less false positives alarms.
The recall focuses on evaluating the MLBS algo-
rithm’s capability to detect DDoS attacks traffic in-
stances correctly while the Fl-score provides the
balance performance evaluation of the MLBS algo-
rithm.

To validate the effectiveness of the proposed
MLBS algorithm, comparative performance analy-
sis was considered to compare with several baseline
deep learning and ML algorithms normally used for
intrusion detection in IoT environments. The base-
line algorithms include KNN, RNN, RF, SVM, and
LSTM. To obtain a true reflection and consistent
comparison analysis the baseline algorithms were
evaluated using the same TON-IoT dataset, training
and testing split, feature selection and pre-pro-
cessing.

The recall performance evaluation was conducted
over an average of 10 independent simulation runs.
The MLBS algorithm achieved the highest recall
performance by achieving 98.94% recall, demon-
strating its capability to detect DDoS attacks while
reducing the false negative rate. The KNN and

SVM algorithms showed a lower performance of

92.67% and 91.78% recall, respectively, indicating
that a significant number of DDoS attacks are miss-
ing due to the inability to show reliance on complex
patterns. The RF and the LSTM algorithms
achieved 95.34% and 96.89% recall, respectively,
showing notable performance due to improved
learning capability. The MLBS algorithm still came
first due to its superior detection capability, as

shown in Table 3.

7.1 Accuracy

Accuracy was evaluated to demonstrate con-
sistent improvement in the detection of DDoS at-
tacks in an [oT environment. The MLBS algorithm
achieved the highest accuracy of 98.72% in the de-
tection of DDoS attacks in an [oT environment over
the traditional learning model, namely: KNN,
which achieved 94.17%, and SVM, which achieved
93.46%, demonstrating the inability to deal with
complex DDoS attack patterns in IoT. The RF that
came third by achieving 96.67%, and the LSTM
that came second, indicating the strong perfor-
mance through its ability to model dependencies in
the DDoS network traffic, and achieving 97.56 be-
hind the MLBS algorithm. The performance of the
MLBS algorithm in this performance metric shows
that it is more efficient and effective at classifying
a large proportion of DDoS attacks in [oT networks,

as shown in Figure 3.
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Figure 3: MLBS algorithm accuracy performance

7.2 Precision

To demonstrate the model’s ability to correctly
detect DDoS attacks while ensuring minimum false
positives, precision performance was evaluated.
The MLBS algorithm demonstrated the ability to
detect with correctness the DDoS attacks in [oT net-
works by achieving the highest precision 0of 97.95%
while ensuring the minimized false positives. The
KNN and the SVM achieved 93.05% and 92.65%
precision respectively showing the higher rate of in-
correctly flagged DDoS attacks by benign traffic.
The RF and the LSTM algorithms came closer by
achieving 96.18% and 96.34% precision respec-
tively showing better decision boundaries and fea-
ture handling, however the MLBS algorithm
demonstrated its ability to accurately detect correct
attack instances with minimum false positives due
to its enhanced features that make it robust to re-

duce false positives as shown in Figure 4
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Figure 4: MLBS algorithm precision performance

7.3 Recall

The recall performance evaluation was con-
ducted over an average of 10 independent simula-
tion runs. The MLBS algorithm achieved the high-
est recall performance by achieving 98.94% recall,
demonstrating its capability to detect DDoS attacks
while reducing the false negative rate. The KNN
and SVM algorithms showed a lower performance
0f 92.67% and 91.78% recall, respectively, indicat-
ing that a significant number of DDoS attacks are
missing due to the inability to show reliance on
complex patterns. The RF and the LSTM algo-
rithms achieved 95.34% and 96.89% recall, respec-
tively, showing notable performance due to im-
proved learning capability. The MLBS algorithm
still came first due to its superior detection capabil-

ity, as shown in Figure 5.
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Figure 5: MLBS algorithm recall performance

7.4 F1-score

The F1-score performance was conducted over an
average of 10 independent simulation runs ensuring
consistency across all models by balancing preci-
sion and recall providing comprehensive view of
overall effectiveness in detection. The MLBS algo-
rithms obtained the highest performance of 98.39%
F1-score, indicating the balance between DDoS at-
tacks detection accuracy and minimized false
alarms. The KNN and the SVM achieved lower F1-
score of 92.04% and 92.09% respectively due to
their uneven precision and recall. The RF and the
LSTM algorithms achieved 94.67% and 95.75%
F1-score although their balance remains inferior
over that of the MLBS algorithm as shown in Fig-

ure 6.
F1-score Comparison Across Algorithms
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Figure 6: MLBS algorithm F1-score performance

The overall performance of the MLBS algo-
rithm demonstrates strong performance across all
metrics, which indicates that it is reliable and effec-
tive in detecting DDoS attacks within the [oT envi-
ronment. The MLBS algorithm achieved 98.72%

accuracy, 97.95% precision, 98.94% recall, and

98.39% F1- score which confirms it as the most re-
liable model. This then confirms that the integration
of KNN and RNN contributes to the enhanced de-
tection capability and improved classification accu-

racy.
8. Confusion matrix

The representation of the confusion matrix for
the MLBS algorithm with its baseline models is
shown in in Figure 7. The MLBS algorithm shows
strong performance with minimal misclassification,
indicating its relevance in separating between mali-
cious IoT networks traffic and benign [36]. The hy-
brid MLBS algorithm low FP  affirms its applica-
bility for real-world applications due to its ability to
optimize training process by diversifying feature

representations as shown in Figure 7
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Figure 7 MLBS algorithm confusion matrix performance

with baseline algorithms

a) KNN

The KNN in Figure 7 has demonstrated higher
FP and FN, this is due to the complexity of the
TON-IoT dataset that consists of multiple features
that causes high-dimensional space because of in-
creased FP and FN. KNN is challenged by its strong
reliance to distance while the IoT network detection
requires learning patterns and handling of noisy

data.

b) RNN

Although RNN performed better than KNN and
SVM from Figure 7 above, it still shows higher
FN and FP compared to MLBS, RF, and LSTM.

This is due to long-term learning dependency for
earlier patterns in IoT network traffic sequences

that are still missed.

c¢) RF

Similarly, the RF performed well but not as
compared to MLBS and LSTM from Figure 7. RF
shows FN and FP due to the time-dependent pat-
terns requirement for IoT network detection. RF
is not capable of capturing temporal and sequen-
tial IoT network traffic patterns as effectively as

MLBS, leading of increased classification errors.

d) SVM

The SVM in Figure 7 shows a weaker perfor-
mance of the FP and FN as compared to MLBS,
LSTM and RF. This is due to the complexity of the
samples and feature of the IoT network traffic in-
cluding computational costs of large datasets, lead-

ing to a reduced classification performance.

¢) LSTM

Although LSTM performed very strongly and
second to MLBS in Figure 7, it still shows slightly
higher FP and FN compared to MLBS. This is due
to that LSTM learns temporal dependencies well
but struggle with increasing variability and evolv-

ing IoT network attacks.

f) MLBS

The MLBS algorithm offers superior classifica-
tion performance compared to baseline models in
Figure 7 as it achieves the lowest False Positive (FP)
of 3% and False Negative (FN) of 5% rates, while

maintaining the highest true positive of 97% and
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true negative of 98.68% counts. This results in im-
proved the MLBS algorithm accuracy to 98.98%
and Fl-score (95.9%), indicating a better balance
between detection capability and false alarm reduc-
tion. The confusion matrix patterns confirm that
MLBS algorithm provides the most optimal bal-
ance between detection accuracy and false alarm re-
duction, making it the most suitable model for loT

network detection environments.

9. ROC curves

Figure 8 below demonstrates the ROC analysis
of the hybrid MLBS algorithm compared to the

baseline models

@z @ o @svie @ rF @ AN @ 5T (@ Random (AUC = 050)

Figure 8 ROC curves: MBLS vs Baseline Models

The ROC analysis in Figure 8 is conducted to
compare the performance of the hybrid MLBS al-
gorithm against the baseline models. The MLBS al-
gorithm achieved an AUC score of 0.999, outper-
forming the baseline models which obtained the
following AUC scores: RF is 0.997, KNN is 0.995,
LSTM is 0.993, RNN is 0.998 and SVM is 0.994.
The ROC curve of the proposed hybrid MLBS al-
gorithm shows consistent domination across all
baselines demonstrating its relevance in the detec-

tion of DDoS attacks in IoT networks devices.

10. AUC scores

Figure 9 below shows the AUC score of the hy-
brid MLBS algorithm compared to the baseline
models. The hybrid MLBS algorithm achieved the
largest area under the curve and the highest ascent
of 0.999 AUC score, outperforming the baseline
models and conformance of it Superiores. The rest
of the baseline models obtained: RF is 0.992, com-
ing second from the hybrid MLBS model, the
LSTM is 0.989, the RNN is 0.982 and the KNN is
0.970.

AUC Score

T T T T T T
MLBS RF LSTM RNN sVM KNN

Figure 9 AUC scores: MBLS vs Baseline Models

11. Precision-Recall curves

Figure 10 below demonstrates the precision-re-
call analysis of the hybrid MLBS algorithm com-

pared to the baseline models
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Figure 10 Precision-Recall curves: MBLS vs Baseline

Models

The precision-Recall analysis in Figure 10 shows

that the proposed hybrid MLBS algorithms
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achieved the highest PR-AUC of about 0.997 while
the baseline models achieved the lower PR-AUC,
RNN achieved 0.991, RF is 0.995, RNN is 0.991,
SVM is 0.988 and KNN is the lowest with 0.975.
This demonstrates that the MLBS algorithm is ca-
pable of maintaining high precision across increas-

ingly recall levels.
12. Baseline Algorithms Summary

Table 3 shows the summary of performance re-
sults of the baseline algorithms. The MLBS algo-
rithm outperforms all other baseline algorithms
across all performance metrics. The KNN obtains
the lowest performance, specifically on the recall,
due to its sensitivity to noisy and its inability to
store temporary dependencies associated with the
TON-IoT dataset.

The RNN improves detection of DDoS attacks
in IoT through its quality of modelling sequential
patterns, however, limited on performance if not
complemented by feature-based classification.

The RF ensembles learning capability which
helps in achieving strong results but fall short on
temporal awareness that is required when identify-
ing evolving DDoS attacks traffic.

The SVM has scalability issues and struggles
with complex non-linear interactions in large net-
work traffic hence moderate performance. The
LSTM performs better than the RF by achieving
high accuracy and precision, however, at an in-
creased computational complexity.

The MLBS algorithm which is a result of the
integration of the RNN and KNN has resolved tem-

poral pattern learning and complemented by

feature-base classification achieved 98.72% accu-
racy, 97.95% precision, 98.94% recall and 98.39%
F1- score which is the highest across all perfor-
mance metrics, proving to be robust and reliable so-
lution for detection of DDoS attacks in IoT environ-

ment.

Table 3: Baseline Comparison summary

Algo- Accu- Preci- Re- F1-

rithm racy sion call score
KNN 94.17 93.05 92.67 | 92.04
RNN 95.67 95.57 94.56 | 93.67
RF 96.67 96.18 95.34 | 94.67
SVM 93.46 92.65 91.78 | 92.09
LSTM 97.56 96.34 96.89 | 95.78
MLBS 98.72 97.95 98.94 | 98.39

A key observation from the results is that the
proposed MLBS model achieves consistently high
performance across all evaluation metrics, unlike
traditional models that exhibit trade-offs between
precision and recall. For example, while RF and
LSTM achieve high accuracy, their performance
varies slightly across precision and recall, indicat-
ing potential weaknesses in handling certain attack
patterns.

The MLBS model, however, maintains uni-
form performance across all metrics, suggesting
that the hybrid integration effectively mitigates the
limitations of individual algorithms. This con-
sistency is a strong indicator of model robustness
and generalization capability.

The superior performance of the MLBS frame-

work can be attributed to its hybrid architecture,
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which integrates KNN’s instance-based learning,
enabling effective classification based on local data
similarity. RNN’s temporal modelling capability,
allowing the model to capture sequential dependen-
cies in network traffic. This combination enables
the model to detect both static and time-dependent
attack behaviours, which are characteristic of
DDoS attacks in IoT environments. Furthermore,
the hybrid approach enhances the model’s ability to
handle noisy data, class imbalance, and dynamic
traffic patterns, which are common challenges in
real-world [oT systems.

In addition, the findings indicate that the pro-
posed MLBS model is not only accurate but also
practically viable for real-world deployment. Its
high precision reduces false alarms, while its high
recall ensures that critical threats are not missed.
This makes the model particularly suitable for real-
time intrusion detection systems in resource-con-
strained IoT environments, where both efficiency

and reliability are essential.

13. MLBS algorithm performance

The technical performance of the MLBS algo-
rithm is described in this section. The integration of
RNN and KNN algorithms enhance interpretation
ability and generalization [37]. The RNN are effec-
tive at modelling data sequentially and uses this ca-
pability to contribute to the performance of MLBS
algorithms to detect temporal learning [37]. Fur-
thermore, RNN algorithm uses it capability to rec-
ord temporal learning and contextual data in the
MLBS algorithm thereby assisting with high preci-

sion and enhanced sequence classification.

The KNN algorithm contributes to the perfor-
mance of the MLBS algorithm by accurately selec-
tion of K number and optimizing distance parame-
ter to detect any forms of malicious IoT network at-
tacks and efficiently differentiating DDoS attacks
and normal network traffic. The KNN contributed
to MLBS algorithm instance-based classification
by using Euclidean distance to calculate the dis-
tances between a new instance, in our case, is the
network traffic instance and the rest of the instances
in the training datasets [38]. To obtain the best per-
formance of the MLBS algorithm, the KNN num-
ber of neighbors is set to 10, Euclidean distance and
uniform weighting. The hybridization of the RNN
record temporally learning while the Euclidean dis-
tance is set to 10 neighbors to improved classifica-

tion.

Furthermore, the MLBS algorithm improved
the F1-score. F1-score is the balanced instrument of
precision and recall and is useful in class imbalance.
In addition, the MLBS algorithm achieved a high
Fl-score meaning that the model has high recall
and high precision confirming classification of ma-
licious network traffic attacks correctly while re-
ducing false positive alarms outperforming the
LSTM and RF models. The baseline comparison
presented in Table 3 confirms the statistical signifi-
cance of the proposed MLBS algorithm. Finally, the
consistent performance of the MLBS algorithm
across difference network attack classes in TON-
IoT datasets suggests potential for generalization,

although validation on external datasets is
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necessary.

14. Computational Complexity Analysis

Although the hybrid MLBS framework im-
proves detection accuracy, the integration of KNN
and RNN increases computational overhead during
training due to their sequential integration. How-
ever, the model maintains acceptable inference la-
tency suitable for near real-time IoT environments.
KNN is a lazy learner and is compute distance be-
tween a source point and all instances stored, result-
ing in complexity making KNN less effective as
IoT network traffic increase. Since KNN retains all
training data, it requires high memory which can be
an issue with resource-constrained environment

and large-scale.

RNN contains most training complexity due to
its backpropagation through time and sequential
processing. In RNN the computational cost in-
creases with hidden layer and the length of the se-
quence thereby making causing resource intensive.
However, once the training is started RNN infer-
ence is effective and suitable of capturing temporal

patterns in IoT network traffic.

The hybrid MLBS can handle both KNN dis-
tance examination and RNN forward passes which
can strain scalability in increasing datasets and
large IoT network environments. Nonetheless, the
MLBS algorithm can still achieve real-time perfor-
mance through optimization, enabling the frame-
work to remain practical for large-scale IoT net-

work deployments. Table 4 is the summary of the

complexity analysis.

Table 4: Complexity analysis summary

Model | Train- | In- Memory | Tem- Scala-
ing fer- | Usage poral | bility
Cost ence Learn-
Cost ing
KNN | Low High | High No Lim-
ited
RNN | High | Mod- | Moder- | Yes Mod-
erate | ate erate
Pro- High | Mod- | High Yes Man-
posed erate agea-
MLBS ble

15. Ablation Study

This section presents the achieved outcomes of
the hybrid MLBS algorithm across all performance
metrics, this process will be applied to the baseline
algorithms used in this study namely: KNN, RNN,
RF, SVM and LSTM. From Table 3, it is evident
that the proposed hybrid MLBS algorithm outper-
forms the baseline algorithms in the classification
of attacks in IoT network devices, demonstrating
outstanding results across all performance metrics,
in particular accuracy, precision, recall and F1 score.
Additionally, the dismantling of one component
like RNN or KNN of the proposed model displays
a decline in accuracy indicating the significancy of
all components in contributing to the overall perfor-
mance of MLBS algorithm [39]. The results

demonstrate the necessity of hybrid model.

From the simulation results obtained, it is ob-
served that the hybrid MLBS algorithm offered
good results in a complex and evolving 10T traffic
classification. This

attacks is primarily due
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simulation results of the implementation of the pro-
posed hybrid MLBS algorithm through the RNN
that classifies attacks related features based on mul-
tiple variety of attributes and KNN that stores da-
tasets with the assumption of the similarity between
existing and new detections and stores the newly
identified attack detection in the attributes that is
more similar to the existing, when integrated they

make classification seamless.

The RNN classifies attacks by learning tem-
poral patterns and extracting useful features from
network traffic, while the KNN utilize the features
to create precise predictions based on similarity to
known samples. This integration provides accurate
instance decisions and strong pattern learning re-

sulting in an accurate and more robust model.

16. Real Interpretation of IoT Behavior

The real-world IoT network behavior is char-
acterized by predictable, low-volume communica-
tion patterns, unique temporal regularities, and traf-
fic structures that consist of specific protocols.
However, malicious activities in IoT network intro-
duce deviations in timing, packet rates, and feature
interactions. Furthermore, IoT network attacks are
evolving from simple high-volume disruptions also
referred to as DoS attacks, to sophisticated multiple
attacks referred as DDoS attacks. Effective ML
models for detection of DDoS attacks in IoT net-
work environment therefore relies on elements such
as capturing temporal packet behavior, modelling
complex feature interactions, and identifying devi-

ations from established behavioral patterns. The

superior performance of the MLBS algorithm sug-
gests its ability to learn these intricate relationships,
making it more effective than traditional baseline
models in distinguishing between normal and mali-

cious IoT network traffic.

17. Comparison with Existing Literature

Performance comparison with existing litera-
ture is necessary to determine the efficacy of the
proposed hybrid MLBS algorithm. Recently, DDoS
attacks detection and mitigation studies in the loT-
SDN environment have utilised artificial and cus-
tom datasets including SDN controller to imple-
ment their techniques [40, 41, 42], thereby using the
existing related challenges to perform direct com-
parison. However, some studies share similar ap-
proach with the proposed hybrid MLBS algorithm
focusing on the IoT network environment and using
publicly available datasets [42, 43, 44]. Their mod-
els are evaluated using similar performance metrics
including accuracy, precision, recall and F1-score
[37, 45, 46]. The implementation environment sig-
nificantly differs from various studies while the re-
lated studies deploy detection model on a resource
constrained switch. In this study we strategically
compare the performance of our proposed MLBS
algorithm with hybrid models using similar TON-
IoT datasets and two that use the [oTID20 dataset.
This is to confirm that our proposed model is sig-

nificantly superior to that reported in Table 5.
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Table 5: Comparison with Literature

Ref | Mo | Da- | Epo |Ac |Pr | F1 | Re
del | taset | chs |cu- |eci |- cal
s rac | sio | sco |1
y n re
[36 | Hy- | TON | 10 97. 197. | 97. | 98.
] brid | -IoT 8 5 7 0
RF
-IF
[47 | Hy- | [oTT | 10 91. {90. | 91. | 92.
] brid | D20 2 81 |75 |7
CN
N-
LS
™
[48 | Hy- | [oTI |10 93.190. | 93. | 92.
] brid | D20 0 0 0 0
LS
™
mo
del
Our | ML | TON | 10 98. [ 97. | 98. | 98.
mo | BS |-IoT 72 195 |39 |94
del

18. Comparative Literature Discussion

The superior performance achieved by the pro-
posed MLBS framework demonstrates the effec-
tiveness of combining instance-based similarity
learning with temporal sequence modelling for
DDoS detection within IoT environments. While
traditional classifiers such as SVM and KNN ex-
hibit under static

acceptable performance

conditions, their inability to effectively model se-
quential traffic behavior limits their adaptability to
dynamic IoT attack patterns. The integration of
RNN enables the proposed framework to capture
temporal dependencies associated with evolving
DDoS traffic bursts, thereby improving recall per-
formance and reducing false negatives. Further-
more, the hybridization strategy improves robust-
ness against noisy and heterogeneous IoT traffic,
which remains a major limitation in existing single-
model intrusion detection systems. These findings
align with recent studies by [49] and [18], which
reported improved intrusion detection performance
through deep sequential learning architectures.
However, the proposed MLBS framework further
extends existing work by demonstrating improved
generalization capability and balanced performance
across all evaluation metrics within the TON-IoT

dataset.

The results in Table 3 highlight our proposed
MLBS algorithm consistently outperforming the
baseline models across all performance metrics.
The MLBS algorithm achieved accuracy of 98.72,
precision of 97.95, recall of 98.94 and F1-score of
98.39. These results surpass all baseline models in-
cluding LSTM and RF which achieved the accuracy
value of 97.56 and 96.67 respectively. The hybrid
MLBS algorithm demonstrates a high significant
value of p-value = 0.004, that further highlights its
superior performance compared to the baseline
models [50]. This is through a paired t-test con-
ducted on 10-fold cross validation results showing

accuracy of t=3.87 and p =0.004, F1-score t=3.21,
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p-value =0.009), and AUCt=4.12, p=0.003). The
97% confidence intervals for the mean differences
exclude zero highlighting its robustness of the im-

provements.

19. Threats to Validity

Several threats to validity apply to this study.
Firstly, although the datasets used in this study are
widely used on ML intrusion detection in IoT net-
work attacks, the study is only limited to several at-
tributes after the removal of fields containing zero
attributes. In addition, the reliance to TON-IoT da-
taset may limit generalizability due to its predefined
attacks, limited device diversity and controlled en-
vironment. Secondly, dataset representation re-
mains a concern as the real-world IoT network at-
tacks exhibit significantly more complexity and
variability. Thirdly, the superior performance of the
MLBS algorithm raises potential overfitting con-
cerns, particularly given the possibility of learning
dataset containing changing patterns. Finaly, the
limited diversity of attack types further constrains
the evaluation, as emerging and sophisticated attack
vectors are not represented. These factors collec-
tively suggest that while the proposed hybrid
MLBS algorithm demonstrates promising results,
further validation using diverse, real-world datasets
is necessary to confirm its practical applicability

and robustness.
20. Conclusion and Future Work

This study proposed a MLBS framework for
the detection of DDoS attacks in [oT environments.

The proposed hybrid model integrates KNN and

RNN to enhance detection capability by combining
instance-based learning with temporal pattern
recognition. The performance of the MLBS frame-
work was evaluated through a comprehensive sim-
ulation using the MATLAB environment and
benchmarked against widely used machine learning
and deep learning models, including KNN, RNN,
RF, SVM, and LSTM. The experimental results
demonstrate that the proposed model achieves su-
perior detection performance, with an accuracy of
98.72%, precision of 97.95%, recall of 98.94%, and
an Fl-score of 98.39%. These results confirm that
the MLBS framework is highly effective, robust,
and reliable in identifying both known and previ-
ously unseen DDoS attack patterns.

Beyond classification performance, the pro-
posed model demonstrates strong adaptability to
noisy data, class imbalance, and dynamic traffic
conditions, which are common challenges in real-
world IoT environments. This highlights its poten-
tial as a scalable and practical intrusion detection
solution, capable of enhancing the resilience and
security of IoT networks.

Despite these promising results, several limita-
tions provide opportunities for future research. First,
the current study relies on a simulation-based eval-
uation, and future work should focus on validating
the proposed framework using real-world IoT da-
tasets and live network environments. Second, alt-
hough the model achieves high detection accuracy,
further investigation is required to optimize compu-
tational efficiency and resource consumption, par-
ticularly for deployment in resource-constrained

IoT devices. Third, future studies should explore
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the integration of lightweight deep learning models
and edge computing frameworks to support real-
time, distributed intrusion detection. Finally, ex-
tending the model to address a broader range of
cyber threats, including multi-vector and adaptive
attacks, would further enhance its applicability in
evolving threat landscapes.

Overall, this study contributes to the advance-
ment of intelligent intrusion detection systems by
providing a high-performance, adaptive, and scala-
ble solution for securing loT networks against
DDoS attacks, thereby supporting the reliable and

sustainable deployment of IoT technologies.
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