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Abstract

Medical AI models trained on patient data can memorize individual samples,
exposing them to membership inference attacks. Long-tail theory predicts rare
examples require memorization, yet rarity alone is insufficient: in a skin-lesion
dataset, the rarest class is less vulnerable than the commoner ones. Under ran-
domly initialised (MAE) and medical-image-pretrained (MedSAM) encoders,
the rarest class stays most memorized, but ImageNet- and vision-language-
pretrained encoders re-rank the tail toward visually distinctive classes. Across five
datasets, controlled grayscale manipulation gives causal evidence: the same trans-
form produces opposite effects on two equally rare classes, and an independent
feature-space atypicality measure predicts memorization across architectures.
Memorization predicts membership inference vulnerability (p = 0.36-0.77,
p < 0.001), and medical-domain pretraining (MedSAM, Biomed CLIP) does not
reduce rare-class risk. DP-LoRA at € = 1 reduces the most vulnerable class’s
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memorization by 90% versus a LoRA-only baseline, with modest accuracy cost
on simple tasks. We release medmem, an open-source memorization-auditing tool.

Keywords: memorization, medical Al, privacy, membership inference, visual
distinctiveness, rare diseases, differential privacy

1 Introduction

Medical AI models trained on patient images face a fundamental tension between
diagnostic utility and patient privacy. To recognise rare conditions such as unusual skin
cancers, uncommon thoracic findings, and atypical retinal pathologies, these models
must learn from the very data they are expected to protect. Deep neural networks can
memorize individual training samples[1, 2], rendering them susceptible to membership
inference attacks (MIA) that reveal whether a specific patient’s data was included in
training[3]. In medical imaging, where a single image may contain pathological features
unique to an individual, this risk is particularly acute.

Memorization in deep neural networks is both theoretically necessary and empiri-
cally pervasive. Zhang et al. demonstrated that standard architectures can fit entirely
random labels with zero training error, establishing that memorization capacity is
intrinsic to overparameterised networks[4]. Feldman provided a theoretical framework
showing that memorization of individual examples is necessary for near-optimal gen-
eralization on long-tailed distributions[1], Tirumala et al. showed that larger models
memorize faster and forget less during training[5]; and Carlini et al. demonstrated that
training data can be directly extracted from large models[6]. In the vision domain,
Wang et al.[7] and Maini et al.[8] independently confirmed that memorization is dis-
tributed across network layers rather than concentrated in identifiable components, a
finding with direct implications for detection strategies.

The practical consequence of memorization is vulnerability to membership infer-
ence attacks (MIA), which exploit differences in model behaviour on training versus
non-training data. Shokri et al. introduced the shadow-model framework[3]; Yeom et
al. formalised the connection between memorization and privacy risk[9]; Salem et al.
relaxed its assumptions, showing that neither knowledge of the target architecture
nor access to similar data is required[10]; and Carlini et al. placed MIA on rigorous
statistical foundations with likelihood-ratio attacks that achieve reliable detection at
low false-positive rates[2]. In medical imaging, these risks are amplified by the sen-
sitivity of patient data. Kaissis et al. surveyed the landscape of privacy-preserving
methods, identifying the tension between data-sharing requirements and legal obli-
gations to protect patients[11]. Price and Cohen articulated the broader regulatory
challenge for medical big data[12], and Nebbia et al. recently demonstrated that foun-
dation model features alone enable patient re-identification at rates of 25-46% across
medical imaging datasets[13].

Differential privacy (DP) offers formal guarantees against memorization through
calibrated noise injection during training[14], and parameter-efficient approaches such
as DP fine-tuning of pretrained models have improved the privacy-utility trade-off[15].



However, the uniform noise in DP-SGD is fundamentally at odds with class-imbalanced
medical data: rare classes, which contribute fewer gradient updates, are dispropor-
tionately disrupted[16, 17]. Suriyakumar et al. provided direct evidence that DP
exacerbates disparities in clinical prediction, with accuracy losses concentrated on rare
conditions[18]. Low-rank adaptation (LoRA)[19] offers a natural vehicle for combining
DP with large vision models by restricting trainable parameters, but the interaction
between low-rank constraints, DP noise, and class imbalance in medical imaging has
not been explored.

The prevailing view holds that memorization scales with class rarity: underrepre-
sented samples exert disproportionate influence on learned decision boundaries[1, 20].
Yet this account leaves several observations unexplained. In the HAM10000 skin lesion
dataset, the rarest class shows lower memorization than classes several times more
common. ODIR-5K shows weaker rarity effects under ImageNet baselines despite
classes as rare as 3%, while Retinal OCT, which lacks rare classes entirely, serves
as an effective negative control. A model predicated on rarity alone cannot recon-
cile these findings. Critically, the breakdown of the rarity ordering is not universal:
at the per-class level it appears only under encoders with strong pretraining priors
(ImageNet-pretrained and vision—language-pretrained), whereas a randomly initialised
encoder (MAE) and a medical-image-pretrained encoder (MedSAM) still place the
rarest class at the top, exactly as long-tail theory predicts. Pretraining therefore
re-ranks which samples a network spends capacity memorizing.

We show that rarity is necessary but not sufficient for memorization in this regime,
and we test visual distinctiveness as one candidate mechanism for the residual vari-
ance. By distinctiveness we mean the visual basis on which a class differs from the
training distribution; the notion is closely related to established constructs of image
memorability[21, 22] and example typicality or atypicality[20, 23, 24], which we adapt
to the medical-imaging setting. We do not propose an a priori metric that predicts
distinctiveness before training; instead, we (i) manipulate it through a controlled
colour-versus-structure intervention and (ii) measure it post hoc as per-image atypical-
ity in a frozen feature space (Results). The intervention is a coarse proxy that changes
more than distinctiveness alone, but it produces directionally opposite effects on two
classes at comparable rarity, which rules out a rarity-only account and points to dis-
tinctiveness as a sample-level driver that prior rarity-centric work has not isolated. We
also use the manipulation to highlight that distinctiveness can drive memorization on
a balanced dataset, where rarity is absent.

This framework also bears on how medical-domain pretraining should behave. We
initially hypothesised that models such as MedSAM, pretrained on 1.57 million medical
segmentation masks, would normalise rare-pathology features and attenuate memo-
rization. Multi-seed experiments on two medical foundation models (MedSAM and
BiomedCLIP [25]) find no evidence that medical pretraining mitigates the risk in this
regime: the rarity effect is, if anything, strengthened rather than reversed, consistent
with a model that encodes rare-disease features more precisely than a general-purpose
visual encoder.

Our contributions are as follows:



1. Across five medical imaging datasets and five architectures, rarity is necessary but
not sufficient for memorization, and visual distinctiveness is a candidate mechanism
for the residual variance. Pretraining re-ranks the per-class ordering: the rarest class
is most memorized only under MAE and MedSAM, but is displaced by visually
distinctive classes under ImageNet and vision—language pretraining.

2. A controlled colour-versus-structure manipulation provides causal evidence: the
same grayscale transform produces oppositely-signed effects on equally rare classes,
and raises a structurally distinctive class on a balanced dataset from near-zero to
high memorization.

3. Medical-domain pretraining does not mitigate the risk: across two medical foun-
dation models (MedSAM, BiomedCLIP), the rarity effect is at least as strong as
under ImageNet pretraining.

4. Memorization is distributed across network layers (probing AUROC 0.50-0.59),
motivating loss-based rather than layer-specific detection.

5. DP-LoRA at € = 1 reduces the most vulnerable class’s memorization by 90%
relative to a LoRA-only baseline, with the differential-privacy noise, rather than
the parameter restriction, as the protective factor.

6. We release medmem, an open-source tool that automates the full memorization audit,
from differential training through per-sample scoring, membership inference, and
statistical reporting.

2 Results

2.1 Memorization correlates with class rarity but with notable
exceptions

We trained candidate and independent models on five datasets (Table 6) using five
architectures, computing per-sample memorization scores M(z) = Lindependent (%) —
Lcandidate () for each canary sample (see Methods). Positive M (z) indicates that
the candidate model achieves lower loss on sample z than the independent model,
providing evidence of memorization.

For ImageNet-pretrained models (ResNet-50, ViT) and MAE, the per-sample
Spearman correlation between class frequency and M (x) is negative (rare classes
memorized more) on each imbalanced dataset tested (Table 1; overall memorization
scores in Supplementary Table S1). The strongest signals appear in HAM10000 (p =
—0.425+0.050 for ViT, —0.402+0.035 for ResNet-50; n = 4 seeds each) and ChestX-
ray (p = —0.366 &+ 0.019 for ViT, —0.298 £ 0.010 for ResNet-50). ODIR-5K, despite
moderate imbalance (1:34), produces a smaller rarity signal under ImageNet baselines
(p =~ —0.10 to —0.15), likely reflecting moderate visual similarity across its ophthalmic
classes; notably, MAE produces a stronger signal on ODIR-5K (p = —0.327 £ 0.031)
than on any other dataset, a result that was not apparent in single-seed analyses
(Supplementary Table S6). Class-level N ranges from 7 to 14, so per-cell Spearman sig-
nificance is conservative and not all individual cells reach p < 0.05 on a per-seed test;
the aggregate evidence is that all 20 architecture-by-dataset cell means are negative
(sign test against equal-direction null, p ~ 107%). Per-cell permutation-test p-values
for cells with |p| > 0.10 are reported in the Methods (Section 4.9).



Table 1 Rarity-memorization correlation under a uniform multi-seed protocol. The displayed
Spearman p is the rank correlation between class frequency and M (z) on the per-image canary
data (descriptive); M (z) is computed by single-pass cross-entropy on each canary image (no
augmentation averaging). For inference the proper unit of variation is the class, so we report
class-level aggregate evidence (sign test, permutation tests) in the Methods (Section 4.9; class-level
N = 7 to 14 per dataset). Each model-dataset pair was trained with four random seeds (123, 456,
789, 1024); we report mean =+ s.d. across seeds. Negative p indicates rare classes are memorized
more. ImageNet-pretrained models (ResNet-50, ViT) and MAE recover the hypothesised direction
on each imbalanced dataset tested. Two medical foundation models (MedSAM, BiomedCLIP) show
the same negative direction on all four datasets; MedSAM yields the strongest rarity effect on three
of four datasets, while BiomedCLIP is strongest on HAM10000 (see Section 2.4). All 20
architecture-by-dataset cell means are negative; sign test against equal-direction null, p ~ 10~6.
Cells with |p| < 0.10 are reported descriptively; per-cell permutation-test p-values for cells with

|p| > 0.10 are in the Methods (Section 4.9). Per-seed p-values are computed by the rank-correlation
test on the per-image data and are displayed with a cap at 10719 to avoid floating-point underflow
artefacts. Retinal OCT is excluded as it lacks rare classes.

Dataset Model n p (mean + s.d.) p-value
HAM10000 ResNet-50 4 —0.402 £ 0.035 all < 10—10
HAM10000 ViT 4 —0.425 + 0.050 all <1071
HAM10000 MAE 4 —0.193 £+ 0.034 all <10~7
ChestX-ray ResNet-50 4 —0.298 £ 0.010 all < 10—10
ChestX-ray ViT 4 —0.366 £+ 0.019 all < 10—10
ChestX-ray MAE 4 —0.046 £ 0.040 T

ODIR-5K ResNet-50 4 —0.147 + 0.028 all < 104
ODIR-5K ViT 4 —0.095 £+ 0.007 all < 10~2
ODIR-5K MAE 4 —0.327 £+ 0.031 all < 10—10
Kvasir ResNet-50 4 —0.173 £ 0.061 all < 10—10
Kvasir ViT 4 —0.091 £ 0.061 T

Kvasir MAE 4 —0.158 £ 0.030 all < 10710
Medical-domain pretraining (MedSAM, BiomedCLIP):

HAM10000 MedSAM 4 —0.415 + 0.014 all <1071
HAM10000 BiomedCLIP 4 —0.482 £+ 0.034 all < 10—10
ChestX-ray MedSAM 4 —0.608 £ 0.010 all < 10—10
ChestX-ray BiomedCLIP 4 —0.301 £ 0.008 all < 10~10
ODIR-5K MedSAM 4 —0.366 £+ 0.020 all < 10710
ODIR-5K BiomedCLIP 4 —0.122 £+ 0.022 all < 10—2
Kvasir MedSAM 4 —0.268 £+ 0.030 all < 10—10
Kvasir BiomedCLIP 4 —0.130 £ 0.065 all < 10~6

1 ChestX-ray MAE: three of four seeds reach significance (all three p < 1074, displayed
cap); one seed does not (p > 0.05). Kvasir ViT: three of four seeds reach significance (all
three p < 10719, displayed cap); one seed does not (p = 0.77). The mean p across all four
seeds remains negative for both cells.

However, the rarity model fails to explain several prominent exceptions. In
HAM10000, dermatofibroma (the rarest class at 1.2%) has M(x) = +0.87 under
ViT (averaged across four random seeds), ranking only fourth among seven classes.
Melanoma, nine times more prevalent at 11.1%, reaches M (x) = +1.95, while actinic
keratosis (3.3%) leads at M (x) = +2.56 (Fig. 1b; per-class values across all five archi-
tectures in Table 2). If frequency alone governed memorization, dermatofibroma should
top the ranking (Fig. 1a—b). This paradox points to a missing variable.



Table 2 Per-class memorization M (z) in HAM10000, computed under the uniform multi-seed
single-pass scoring protocol used throughout the paper. Cells are seed-averaged class means (n = 4
random seeds: 123, 456, 789, 1024). Sorted by ViT M (z). The rarest class (df, 1.2%) ranks only
fourth, while melanoma (11.1%) ranks second. MedSAM and MAE are the only architectures for
which df is the most memorized class, consistent with pretraining priors re-ranking the long tail
(Sections 2.1 and 2.4). Bootstrap 95% confidence intervals (5,000 resamples over canary images) are
wide for the smallest classes: under ViT, df [+0.37,+1.49] (n = 18) overlaps bece [+0.48,4+1.02] but
lies clearly above vasc [+0.03,+0.24], while the larger high-memorization classes are well separated
(akiec [+2.05,+43.09], mel [+1.68,42.23], bkl [+1.26,+1.77]). Full per-class bootstrap Cls for every
architecture are released with the code.

Class Freq. % n ResNet-50 ViT MAE MedSAM Biomed CLIP
akiec 3.3 49 +1.33 +2.56 +0.18 +0.69 +1.86
mel 11.1 167 +1.50 +1.95 +0.10 +0.47 +1.77
bkl 11.0 165 +0.95 +1.51 +0.16 +0.59 +1.17
df 1.2 18 +0.92 +0.87 +0.54 +1.90 +1.26
bce 5.1 7 +0.52 +0.73 +0.19 +0.67 +0.74
nv 66.9 1006 +0.07 +0.13 +0.02 +0.09 +0.12
vasc 14 21 +0.76 +0.12 +0.28 +0.31 +0.35

Notably, the paradox is specific to encoders with strong pretraining priors. Under
the randomly initialised MAE and the medical-image-pretrained MedSAM, dermatofi-
broma is the most-memorized class (Table 2: MAE +0.54, MedSAM +1.90, each the
column maximum), recovering the long-tail prediction; it is the ImageNet-pretrained
(ResNet-50, ViT) and vision-language-pretrained (BiomedCLIP, where dermatofi-
broma ranks only third at +1.26) encoders that demote it. Pretraining priors thus
re-rank the long tail, redirecting memorization from the rarest class toward the
most visually distinctive ones — under MedSAM with a strong overall signal, and
under MAE only weakly, since MAE’s unstructured features produce low absolute
memorization throughout (Section 3).

2.2 Visual distinctiveness explains the exceptions

We define visual distinctiveness descriptively as the degree to which a class’s imaging
features differ from the majority of the training distribution, encompassing colour,
texture, morphological structure, and spatial patterns that make individual samples
salient to the model — a notion that operationalises, in the medical-imaging setting,
the established constructs of image memorability[21, 22] and example typicality[20,
23, 24]. We do not propose an a priori metric that predicts distinctiveness before
training; instead, we both manipulate it through a controlled colour-versus-structure
intervention (Section 2.3) and measure it post hoc as per-image atypicality in an
independent frozen feature space (below). The intervention is a coarse proxy that
changes more than distinctiveness alone, and we treat it accordingly when interpreting
effect sizes.

Inspection of the clinical imagery reveals a consistent pattern behind these excep-
tions. Melanoma presents with irregular borders, asymmetric pigmentation, and colour
variegation, all of which render individual samples visually salient within the training
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Fig. 1 Visual distinctiveness drives memorization in medical AI. a, Representative
HAM10000 skin lesion images. Dermatofibroma (df, 1.2%, rarest) is visually bland; melanoma
and actinic keratosis are distinctive. b, Per-class memorization heatmap on HAMI10000 across
five architectures (ResNet-50, ViT, MAE, MedSAM, BiomedCLIP), reporting seed-averaged M (zx)
from the uniform single-pass scoring protocol used throughout the paper. Despite being the rarest
class, df is not the most memorized under the ImageNet-pretrained (ResNet-50, ViT) or vision—
language-pretrained (BiomedCLIP) models (dashed box); only the randomly initialised MAE and
the medical-image-pretrained MedSAM place df at the top, MedSAM most strongly. ¢, The same
grayscale transform produces opposite effects on HAM10000: df memorization rises (Cohen’s d =
+0.89; +753% from a low baseline) as structure is enhanced, while akiec collapses (d = —1.16) as
colour is destroyed. d, The full attack chain: changes in distinctiveness propagate through memoriza-
tion to membership inference vulnerability.



distribution. Dermatofibroma, despite its rarity, manifests as a uniform brown papule
that blends with the surrounding skin. Actinic keratosis is defined by red, scaly patches
whose colour constitutes a primary diagnostic feature.

This pattern holds across clinical domains. In ChestX-ray, hernia (0.3%, M (x) =
+2.31 with ViT) and emphysema (3.4%, M (z) = +1.38 with ResNet-50) are both rare
and visually distinctive on radiographs, whereas atelectasis (22.2%, M (x) = —0.26)
presents with common, non-specific findings. In Kvasir, erosion (1.1%, M (z) = +1.45)
shows characteristic red inflamed patches while normal mucosa (72.8%, M(xz) =
—0.20) is visually uniform. The most extreme case occurs in Kvasir, where blood
hematin (0.01%, n = 1 canary sample) achieves a membership inference AUC of 1.0;
while this single-sample result is not statistically generalisable, it illustrates the ceiling
risk for singleton classes in clinical datasets.

Representative images from three datasets illustrate this pattern (Supplemen-
tary Fig. S3): visually distinctive classes (melanoma, hernia, erosion) are consistently
memorized more than visually uniform classes (dermatofibroma, atelectasis, normal
mucosa), regardless of their frequency.

Within this framework, classes that are both rare and visually distinctive exhibit
the highest memorization in our data; classes that are rare but not distinctive
(dermatofibroma) show attenuated risk; classes that are distinctive but common
(melanoma) show moderate risk; and common, non-distinctive classes show the lowest
risk (Fig. 2).
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Fig. 2 Class frequency versus memorization across five datasets. Each point represents one
class. On the ViT panel, dermatofibroma (df, 1.2%) falls below the trend despite being the rarest
class, while melanoma (mel, 11.1%) sits well above it. Rarity correlates with memorization overall,
but does not explain the prominent exceptions.



An independent feature-space measure of distinctiveness

Distinctiveness can also be measured directly, per image, as atypicality: how far a
canary sample lies from the centre of its class in feature space. We computed atyp-
icality for every HAM10000 canary as its cosine distance to its own class centroid
relative to the nearest other-class centroid, using a frozen DINOv2 ViT-L/14 encoder
that was never fine-tuned on these data or on any of our audited architectures, so the
measure is independent of the memorization observation. Atypicality correlates with
M (z) across all five architectures (Table 3; all raw p < 10719). Because rarer classes
are on average more atypical, we residualise both axes within class (subtracting per-
class means), removing the class-rarity confound; the association survives (p = 0.15
to 0.24 for the four pretrained encoders, weakest for the randomly initialised MAE
at 0.082). The same positive association is recovered when atypicality is computed in
each architecture’s own frozen pre-fine-tuning feature space rather than in DINOv2
(residualised p = 40.113 for ViT, 4+0.152 for BiomedCLIP; the Supplementary Infor-
mation). Distinctiveness is therefore a measurable, per-image property that predicts
memorization independently of rarity; as a post-hoc feature-space measure rather than
an a priori predictor, it characterises risk rather than forecasting it before training.

Table 3 Per-canary atypicality versus memorization on HAM10000 (N = 1,503 canary images).
Atypicality is the cosine distance from each sample to its own class centroid relative to the nearest
other-class centroid, computed in a frozen DINOv2 ViT-L/14 feature space that was never
fine-tuned on these data. Columns report the raw Spearman p between atypicality and M (x), and
the within-class residualised p (per-class means subtracted from both axes to control for class
rarity). All raw p < 10719; all residualised p < 0.01. Higher atypicality predicts higher
memorization across every architecture, and the signal is statistically separable from rarity. See
Methods (Section 4.5) and the Supplementary Information.

Architecture Raw p Residualised p
ResNet-50 +-0.466 +0.236
Biomed CLIP +0.458 +0.211
ViT +0.411 +0.203
MedSAM +0.363 +0.151
MAE +0.178 +0.082

2.3 Controlled manipulation provides causal evidence

To move beyond observational correlation, we performed controlled manipulation
experiments across all five datasets. We converted targeted rare classes to grayscale
while leaving all others unchanged, then retrained both models from identical initiali-
sations. The colour-versus-structure basis assigned to each class (Table 4) follows that
class’s primary diagnostic feature as described in the clinical literature — for exam-
ple, actinic keratosis is defined by colour (erythematous scaling) and dermatofibroma
by morphology (a firm, uniform papule) — a criterion defined independently of, and
prior to, any memorization measurement, so the prediction that grayscale should lower
colour-based and raise structure-based classes is not post hoc.



The central experiment targets HAM10000. We applied the same grayscale trans-
form to dermatofibroma (1.2%) and actinic keratosis (3.3%), two classes at comparable
rarity. The effects were opposite in sign (Table 4). Dermatofibroma memorization rose
(Cohen’s d = +0.89, p = 0.012; M(z): 0.36 — 3.07 under the five-augmentation
single-seed protocol, the multi-seed single-pass value being +0.87, Table 2) as grayscale
enhanced morphological structure by eliminating distracting colour variation. Actinic
keratosis memorization fell, with a larger standardised effect (d = —1.16, p = 6x10717;
M(z): 1.76 — 0.03) as grayscale removed the very colour features that had made
this class distinctive. We report standardised effect sizes (Cohen’s d) as the primary
measure rather than percentage change: the percentages (+753% for dermatofibroma,
—99% for actinic keratosis) are anchored to each class’s baseline magnitude and there-
fore exaggerate the change from a low baseline (dermatofibroma) relative to one from
a high baseline (actinic keratosis), whereas d shows the actinic-keratosis effect is in
fact the larger of the two. The decisive result is the opposite direction of the two effects
under an identical transform applied to classes at matched rarity, which no rarity-only
or transform-only account predicts.

Table 4 Distinctiveness manipulation across five datasets. Grayscale enhances structure-based
distinctiveness (memorization rises) and destroys colour-based distinctiveness (memorization falls).
The direction depends on the visual basis of each class, not the transform itself. DRUSEN reports
fold change (120x) rather than percentage because the near-zero baseline (40.004) makes
percentage change uninformative; Cohen’s d was not computed for this single-condition pilot.
Results shown for the architecture that produced the most pronounced targeted effect on each
dataset: ViT for HAM10000, Kvasir, and ODIR-5K; ResNet-50 for Retinal OCT and ChestX-ray
(both architectures were run on all five datasets; the untabulated architecture shows directionally
consistent but smaller effects). Baseline and grayscale M (x) values are computed under the original
five-augmentation single-seed protocol used for the manipulation experiments; absolute values are
not directly comparable to Table 1 or Supplementary Table S1, which use the uniform multi-seed
single-pass protocol described in Methods (Section 4.3). The within-experiment percentage change
and Cohen’s d are robust to this protocol choice because both terms in the comparison use the
same scoring pipeline. Cohen’s d is the primary effect size; the percentage-change column is
anchored to each class’s baseline magnitude and over-states changes from near-zero baselines (most
acutely DRUSEN, for which d is undefined and only the fold change is shown).

Dataset Class Freq. Baseline Grayscale Change d Basis
HAM10000 df 1.2% +0.36 +3.07 +753% +0.89 Structure
HAM10000 akiec 3.3% +1.76 +0.03 —99% —1.16 Colour
Retinal OCT DRUSEN 10.5% +0.004 +0.48 120x — Structure
ChestX-ray Hernia 0.3% +0.40 +1.04 +164% +1.06  Structure
ChestX-ray Emphysema 3.4% +1.38 +0.51 —63% —1.33  Texture
Kvasir erosion 1.1% +1.45 —1.31 —190% —1.21 Colour
Kvasir foreign body  1.6% +0.77 —1.10 —243%  —0.92  Colour
ODIR-5K Myopia 3.3% —1.45 +0.09 +106% +1.16 Structure

The membership inference signal tracks M (z) in the same direction. Pre-grayscale,
dermatofibroma is indistinguishable from chance (AUC = 0.44, within sampling noise
of 0.5) while actinic keratosis admits a strong attack (AUC = 0.88); post-grayscale,
dermatofibroma becomes a strong attack (AUC = 0.89) while actinic keratosis drops
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to 0.27, a below-chance value indicating that the candidate-versus-independent loss
difference has flipped polarity (consistent with the collapse of M (x) on this class).
We anchor MIA AUC values to chance (0.5) throughout: AUC near 0.5 indicates no
detectable attack signal rather than a weak attack, AUC > 0.5 indicates a successful
attack, and AUC < 0.5 indicates a flipped-polarity differential signal in which members
are on average more confused than non-members.

The Retinal OCT experiment provides particularly clean evidence. On this bal-
anced dataset, where no class qualifies as statistically rare, DRUSEN memorization
increased 120-fold (M (x): 0.004 — 0.480) upon grayscale conversion. Because Retinal
OCT has only mild imbalance (1:4) and DRUSEN, although the least common class
at 10.5%, does not qualify as statistically rare by our threshold (<5%), this result
demonstrates that visual distinctiveness can drive memorization even in the absence
of substantial rarity. In ODIR-5K, grayscale conversion shifted myopia (3.3%) from
M(z) = —1.45 to +0.09 (d = +1.16), consistent with a structure-based class whose
distinctiveness is enhanced when colour cues are removed (Table 4).

The consistent pattern across all five datasets is summarised in Fig. 3 (per-class
fold changes for HAM10000 in Supplementary Fig. S2; per-class memorization for
ChestX-ray and Kvasir in Supplementary Table S10): structure-based classes shift
rightward (memorization increases) while colour-based classes shift leftward (memo-
rization decreases). We note that in larger datasets (ChestX-ray, Kvasir), untargeted
classes also exhibit changes due to the mixed grayscale-colour distribution. Our pri-
mary evidence, namely the opposite effects within HAM10000 and the 120-fold increase
on the balanced Retinal OCT dataset, is robust to this confound.

These memorization changes propagate to real attack vulnerability. Across all
twenty model-dataset pairs from the original four-architecture baseline (ResNet-50,
ViT, MAE, MedSAM x five datasets), evaluated under the original five-augmentation
single-seed protocol, per-class memorization strongly predicts membership inference
success (Spearman p = 0.36-0.77, all p < 0.001; Fig. 4a). Samples with high memo-
rization scores (M (x) > 0.3) are 31 to 99 percentage points more susceptible to attack
than those with low scores (M (z) < 0.1; Supplementary Table S2). The qualitative
direction of this M (z)-MIA relationship is unchanged by the multi-seed re-scoring of
the headline tables, because membership inference exploits the same per-sample loss
difference that defines M (z) regardless of whether it is averaged across augmentations
or computed in a single pass.

2.4 Medical-domain pretraining does not attenuate rare-class
memorization

Within this framework, medical-domain pretraining admits two competing predictions.
If pretraining on diverse pathologies normalises rare-disease features, these classes
should lose distinctiveness and the rarity effect should weaken or reverse. Alternatively,
if medical pretraining endows the encoder with sharper representations of rare patholo-
gies, the opposite should hold: rare classes should become more distinctive to the
model, amplifying the rarity—memorization correlation. To adjudicate between these
hypotheses, we evaluated two medical foundation models with different pretraining
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Grayscale manipulation: direction depends on visual basis
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Fig. 3 Grayscale manipulation across five datasets. The direction of the memorization change
depends on the visual basis of each class’s distinctiveness, not the transform itself. Blue: structure-
based classes (enhanced by grayscale); orange: colour-based classes (destroyed). Effect sizes (Cohen’s
d) annotated.

regimes: MedSAM (SAM ViT-B/16 backbone trained on 1.57 million medical segmen-
tation masks) [26] and BiomedCLIP (PubMedBERT + ViT-B/16 trained on 15 million
PubMed Central image—text pairs) [25]. Each was trained with four random seeds
(123, 456, 789, 1024) on all four imbalanced datasets (HAM10000, ODIR-5K, ChestX-
ray, and Kvasir). To enable a like-for-like comparison, ImageNet and MAE rows in
Table 1 were re-scored on the same multi-seed pipeline using the same single-pass
scoring protocol (see Methods, Section 4.3).

The two medical foundation models converge on the same qualitative conclusion:
medical-domain pretraining does not attenuate rare-class memorization in the regime
tested, and on the rarity-effect signal it tends to strengthen rather than weaken
it. All eight medical model-dataset pairs in Table 1 (lower block) recover a nega-
tive Spearman p, with seven of eight reaching the 107! display cap on every seed
(the eighth, BiomedCLIP on ODIR-5K, is significant on every seed at p < 1072
but does not reach the cap). Four of the eight cells are stronger than both Ima-
geNet baselines on the same dataset (HAM10000 Biomed CLIP —0.48240.034 vs. ViT
—0.425; ChestX-ray MedSAM —0.608 £ 0.010 vs. ResNet-50 —0.298 and ViT —0.366;
ODIR-5K MedSAM —0.366 + 0.020 vs. ResNet-50 —0.147 and ViT —0.095; Kvasir
MedSAM —0.268 £0.030 vs. ResNet-50 —0.173 and ViT —0.091). MedSAM yields the
strongest rarity effect on three of four datasets; BiomedCLIP is the strongest model
on HAM10000 (—0.482). BiomedCLIP otherwise tracks ImageNet ViT in direction
and rough magnitude (within 0.07 of ViT on ChestX-ray, and showing the same neg-
ative direction on ODIR-5K and Kvasir at smaller magnitude), inheriting the same
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per-sample vulnerability profile rather than damping it. The absolute magnitude of
memorization (mean M (x) across canary samples) is comparable across architec-
tures rather than systematically higher under medical pretraining (Supplementary
Table S1); on HAM10000 and ODIR-5K medical pretraining produces somewhat lower
mean M (z) than the strongest ImageNet model, while on ChestX-ray BiomedCLIP is
approximately 1.4x ViT and MedSAM is comparable. Critically, this means the strong
rarity effect under medical pretraining is not an artifact of inflated baseline memo-
rization: it reflects sharper differentiation between rare and common classes within a
comparable overall memorization budget.

These results find no evidence in our setup that medical-domain pretraining mit-
igates the privacy risk identified for ImageNet-pretrained models. The risk is at least
as severe under medical pretraining and, for MedSAM, more severe on three of four
datasets (stronger Spearman [p|). An earlier single-seed experiment on MedSAM
with ImageNet-style hyperparameters produced an apparent reversal (p = +0.39 on
HAM10000); re-running that configuration across four seeds revealed that the anoma-
lous run corresponded to an undertrained model (candidate cross-entropy 1.19 versus
~ 0.30 with tuned hyperparameters), and the direction did not persist once training
stability was restored. The same iteration also used an asymmetric scoring protocol
(five-augmentation averaging for ImageNet/MAE versus single-pass for MedSAM),
which inflated the apparent absolute-magnitude gap between medical and ImageNet
pretraining; we now apply the single-pass protocol uniformly across all five architec-
tures in Table 1 and Supplementary Table S1. We report the tuned multi-seed results
here and describe the tuning procedure in the Methods (Section 4.2). One caveat
applies to the cross-architecture comparison: BiomedCLIP was fine-tuned as a frozen
image encoder with a trainable linear head, whereas the other four architectures were
fully fine-tuned (Section 4.2). Its rarity—memorization correlation should therefore be
read as a property of the frozen-trunk-plus-head protocol; that it nonetheless recov-
ers the same negative direction as the fully fine-tuned encoders strengthens rather
than weakens the conclusion that medical-domain pretraining does not attenuate the
effect. Practically, hospitals deploying medical foundation models on patient data
face at least as much memorization risk for rare-disease populations as those using
ImageNet-pretrained models (Fig. 4b).

2.5 Memorization is distributed across network layers

To determine whether memorization could be detected or mitigated at specific lay-
ers, we performed probing analysis across all major layers of ResNet-50, ViT, MAE,
and MedSAM. Both logistic regression and MLP probes, trained with five-fold cross-
validation to classify samples as highly memorized (M(z) > 0.3) or not, yielded
AUROCs between 0.50 and 0.59 across all layers, barely above chance (Supple-
mentary Fig. S1). This result, consistent with findings by Maini et al.[8], confirms
that memorization is distributed across scattered neurons rather than concentrated
in identifiable layers. Representation-level detection is therefore unlikely to succeed;
loss-based differential scoring remains the appropriate approach.
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Fig. 4 Memorization predicts membership inference, and medical-domain pretraining
does not attenuate the rarity effect in this regime. a, Samples with high memorization scores
are 31-99 percentage points more susceptible to membership inference attack than those with low
scores (across all twenty model-dataset pairs from the original four-architecture baseline, evalu-
ated under the five-augmentation single-seed protocol used for the MIA evaluation). b, Multi-seed
Spearman p between class frequency and M (z) for ImageNet (ResNet-50, ViT), MAE, and medical
(MedSAM, BiomedCLIP) pretraining, across four datasets. On each of the four datasets, at least
one medical model produces equal or stronger negative p than both ImageNet baselines; MedSAM
is the strongest model on three of four datasets and BiomedCLIP on one (HAM10000). Error bars
are £ s.d. across four random seeds (123, 456, 789, 1024); all values are computed under the uniform
single-pass scoring protocol described in Methods (Section 4.3).

2.6 DP-LoRA reduces memorization while preserving utility

DP-LoRA mitigates the risk on tested cases; DP noise is what matters.

Having characterised which classes are most vulnerable, we evaluated whether differ-
ential privacy with low-rank adaptation (DP-LoRA) can mitigate the risk. We tested
three arms to decompose the contributions of the noise injection and the architec-
tural restriction. The first arm, full DP-SGD applied to the full model (25-86 million
parameters at the tested e values), collapsed to majority-class prediction in our setup
at every budget tested, so we report this arm as a utility-failure baseline rather than a
memorization-mitigation arm. The second arm, LoRA without DP, restricts trainable
parameters to low-rank adapter matrices in the attention layers (~442K parame-
ters, 0.51% of the network) but does not inject noise. The third arm pairs the LoRA
restriction with calibrated DP noise (DP-LoRA).

We trained DP-LoRA models on HAM10000 and ChestX-ray at three privacy
budgets (¢ = 1.0,3.0,8.0; § = 107°), alongside the LoRA-only and DP-only arms
described above (Table 5).

Four findings emerge. First, LoRA without DP increases memorization (mean
M (z): +0.67 versus +0.47 for full fine-tuning; actinic keratosis: +1.91 versus +1.76),
indicating that concentrating learning into fewer parameters amplifies rather than
attenuates overfitting to rare, distinctive samples. Second, full DP-SGD without LoRA
collapses to majority-class predictions in our setup at every e value tested, breaking
utility before any memorization comparison can be made. Together, the first two arms
complete the mechanistic decomposition: LoRA alone harms, DP alone breaks utility,
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Table 5 DP-LoRA results. LoRA without DP increases memorization relative to full fine-tuning;

DP noise is what drives protection. Hernia memorization on ChestX-ray drops from +2.31 to —0.25
at ¢ = 1.0. All M(z) values in this table are computed under the original five-augmentation single-

seed protocol used for the DP-LoRA experiments; the within-experiment percentage reductions are
robust to this protocol choice because all conditions in each row use the same scoring pipeline.

Dataset Condition Acc. % Mean M (x) Most vulnerable class
Class M(x)
Full fine-tune 98.8 +0.47 akiec +1.76
LoRA only 100.0 +0.67 akiec +1.91
HAM10000 DP-LoRA £=8 74.3 —0.00 akiec +0.07
DP-LoRA =3 73.6 +0.13 vasc +1.16
DP-LoRA e=1 71.1 +0.06 akiec +0.19
Full fine-tune 61.0 +0.13 Hernia +2.31
ChestX-ray DP-LoRA =8 34.3 +0.04 Hernia +0.46
DP-LoRA e=1 31.1 +0.02 Hernia —0.25

and the combination preserves both. Third, adding DP noise to LoRA reduces mem-
orization substantially: at ¢ = 1.0, actinic keratosis drops from +1.91 (LoRA-only)
to +0.19, a 90% reduction relative to that baseline (89% relative to the full-fine-tune
value of +1.76; the mean M (x) falls from +0.47 to +0.06, 87%), and on ChestX-ray
hernia drops from +2.31 to —0.25, reversing the memorization signal. The protec-
tive effect is attributable to the noise injection, not the architectural restriction. Two
caveats temper this headline. The identity of the worst-class is not stable across the
privacy budget: at ¢ = 3.0 actinic keratosis falls to +0.03 but vasc surfaces as the
most-memorized class at +1.16, so the reduction reported at any single ¢ partly reflects
which small class the noise realisation happens to spare. And a looser budget can give
comparable or stronger protection at lower utility cost: at € = 8.0 actinic keratosis
reaches +0.07 (a 96% reduction) at 74.3% accuracy, versus 71.1% at € = 1.0; we head-
line ¢ = 1.0 as the strongest formal guarantee, not the best utility trade-off. Fourth,
the accuracy cost depends on task complexity: HAM10000 (seven classes) retains
71.1% accuracy at € = 1.0, while ChestX-ray (fourteen classes) drops to 31.1% (per-
class details in Supplementary Table S9), which is below deployable utility; consistent
with prior reports of DP-induced disparity on long-tailed clinical data, DP-LoRA is
therefore suited to focused, few-class diagnostic tasks rather than many-class settings

(Fig. 5).

3 Discussion

Our findings implicate visual distinctiveness as one candidate mechanism linking class
rarity and memorization in medical image classifiers, with rarity treated as neces-
sary but not sufficient. Framing privacy risk as a function of both frequency and
visual salience resolves inconsistencies that a rarity-only account leaves unexplained,
and provides a basis for identifying which patient populations face the greatest expo-
sure. Consistent with this framing, an independent feature-space measure of per-image
atypicality predicts memorization across all five architectures (Table 3), establishing
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Fig. 5 DP-LoRA reduces memorization; the DP noise is what matters. a, Per-class com-
parison on HAM10000. LoRA without DP (red) increases memorization relative to full fine-tuning
(grey); DP-LoRA at ¢ = 1.0 (green) reduces it substantially. b, Privacy—utility trade-off: accuracy
decreases modestly (98.8% to 71.1%) while memorization drops from +0.47 to +0.06.

distinctiveness as a measurable quantity; we nonetheless stop short of an a priori
predictor that would forecast risk before training, as discussed further below.

The patients most vulnerable to privacy breaches are those with rare conditions
that also present distinctive imaging findings: precisely the individuals who are already
underrepresented in training data and who stand to benefit most from Al-assisted
diagnosis. This creates an ethical tension that practitioners must navigate. Our results
point to differential privacy as the mitigation that, in tested cases, provides a formal
guarantee. We had initially hypothesised that medical-domain pretraining, exemplified
by MedSAM, would partially neutralise the distinctiveness mechanism by incorporat-
ing rare pathologies into the pretrained feature space. Our multi-seed evaluation of
two medical foundation models (MedSAM, BiomedCLIP), scored on the same uni-
form protocol as a multi-seed ImageNet baseline, did not support that hypothesis: at
least one medical model produced a rarity effect at least as strong as the ImageNet
baselines on each of the four datasets, with MedSAM yielding the strongest signal on
three of four datasets. BiomedCLIP, in particular, tracks ImageNet ViT in direction
and rough magnitude on each imbalanced dataset (within 0.07 of ViT on ChestX-ray;
same negative direction at smaller magnitude on ODIR-5K and Kvasir; the largest
mean negative p on HAM10000 at —0.482), so medical-VLM pretraining inherits the
same per-sample vulnerability profile rather than damping it. Per-class membership
inference results sharpen this conclusion: on ChestX-ray, every class is attackable with
AUC > 0.93 under both BiomedCLIP and ImageNet ViT (Supplementary Table S3,
mean class AUC 0.975 vs 0.973); on ODIR-5K and HAM10000 the two encoders
agree class-by-class within sampling noise. The absolute magnitude of memorization
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was comparable rather than systematically higher, indicating that medical pretrain-
ing sharpens differentiation between rare and common classes within a similar overall
memorization budget. Practitioners should not rely on medical-domain pretraining as
a privacy defence in the regime we tested. DP-LoRA, by contrast, completes a clean
mechanistic decomposition (full DP-SGD breaks utility in our setup; LoRA alone
amplifies memorization; their combination suppresses memorization while preserving
usable accuracy on few-class tasks) and reduces the most vulnerable class’s memo-
rization by 90% relative to the LoRA-only baseline at € = 1.0, though the worst-class
identity shifts across the privacy budget and the accuracy cost becomes prohibitive
on many-class tasks (31.1% on fourteen-class ChestX-ray, below deployable utility).

From a clinical governance perspective, these findings suggest that memorization
auditing should become a standard component of model validation before deployment
on patient data. To lower the barrier to adoption, we release medmem (Section 4.8),
an open-source toolkit that packages the full auditing pipeline used in this study —
differential training, per-sample M (x) scoring, membership inference testing, and sta-
tistical reporting — into a single command that any institution can run on its own
imaging data without reimplementing the methodology. Institutions training AI mod-
els on sensitive imaging data should consider: (i) running a medmem audit as part
of their model release checklist, particularly when the training set contains visually
distinctive rare conditions; (ii) not assuming that medical-domain pretrained models
(MedSAM, BiomedCLIP, or comparable foundation models) confer a privacy advan-
tage for rare-disease populations, and instead treating them as at least as vulnerable as
general-purpose ImageNet models; and (iii) applying DP-LoRA or comparable noise-
based privacy mechanisms when the target population includes visually distinctive rare
conditions. Regulatory frameworks for medical AI, which currently focus on perfor-
mance and fairness, may benefit from incorporating memorization risk as an additional
dimension of evaluation.

The role of pretraining has two distinct facets that should not be conflated. In
aggregate, the rare-versus-common signal (Spearman p) is present under every archi-
tecture and tends to sharpen with domain alignment, strongest under MedSAM. In
the fine ordering within the long tail, however, pretraining priors re-rank rather than
simply amplify: the randomly initialised MAE and the medical MedSAM both place
the visually bland rarest class (dermatofibroma) at the top, as long-tail theory pre-
dicts, whereas ImageNet- and vision—language-pretrained encoders promote visually
distinctive classes (melanoma, actinic keratosis) above it. MAE does so only weakly:
its unstructured, random-initialisation features yield low absolute memorization and
the weakest aggregate signal (Supplementary Table S1; null class-level coefficient, Sup-
plementary Table S8), so we read MAE as preserving the rarity ordering without a
strongly structured distinctiveness effect. A well-organised feature space, by contrast,
makes rare yet visually distinctive samples especially salient, which is why the distinc-
tiveness mechanism is most pronounced under the pretrained encoders and why the
rarest-but-bland class is memorized most only when such priors are absent (MAE) or
medical (MedSAM).

Our controlled manipulation uses grayscale conversion as a proxy for visual dis-
tinctiveness. While this manipulation successfully produces opposite effects on classes
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whose distinctiveness rests on different visual bases (colour versus structure), it also
introduces a mixed-distribution training set in which untargeted classes are affected.
We consider the HAM10000 result (opposite effects on two targeted classes from
the same transform) and the Retinal OCT result (a 120-fold increase on a balanced
dataset) as robust to this confound. Supporting evidence from ChestX-ray, Kvasir,
and ODIR-5K is directionally consistent but should be interpreted with this caveat.
Manipulation experiments use a single training seed; in-experiment comparisons (base-
line vs. grayscale) within the same seed and protocol are internally consistent, but the
absolute baseline values may differ slightly from the multi-seed values in Table 1 and
Supplementary Table S1.

Post-hoc power analysis on the original single-seed runs (Supplementary Table S6)
estimated that ODIR-5K MAE had a negligible effect size (d = 0.04, 10% power).
Multi-seed re-evaluation overturns this estimate: ODIR-5K MAE yields p = —0.327 £
0.031 across four seeds (per-seed image-level p < 10710 at the displayed cap; Table 1),
indicating that the original single seed was an outlier and that MAE does recover a
rarity effect on ODIR-5K when training variance is controlled. HAM10000, Kvasir, and
ChestX-ray remain fully powered (mean power > 0.97). Across all five architectures
and four datasets, the mean Spearman p is negative on each of the twenty model-
dataset pairs tested, with 18 of 20 reaching per-seed significance on all four seeds and
the remaining two (ChestX-ray MAE, Kvasir ViT) reaching significance on three of
four seeds (Supplementary Tables S4 and S7); multi-seed medical-pretraining results
are reported separately in Section 2.4.

Several directions merit further investigation. We report a post-hoc feature-space
measure of distinctiveness (per-image atypicality, Table 3), but a fully a priori met-
ric that predicts per-class risk before any training — rather than characterising it
afterwards — would further close the circularity gap that the controlled grayscale
intervention only partially addresses. A class-level mixed-effects model of the rarity—
memorization correlation, M (x) ~ frequency + (1|class) 4 (1|seed), would complement
the cell-mean sign test and the class-level regression reported here with a principled
hierarchical aggregation. Class-aware privacy budgets that allocate stronger noise to
high-risk classes could improve the privacy—utility trade-off beyond uniform DP-SGD.
Finer-grained manipulations such as style transfer or selective feature ablation would
sharpen the causal evidence for the distinctiveness mechanism. Extension to segmen-
tation and object detection tasks, federated learning settings, and larger foundation
models would broaden the applicability of these findings. Combining DP-LoRA with
medical foundation models such as MedSAM, which exhibited the strongest rarity
effects, is a natural next step for mitigation research.

We note several limitations. Grayscale conversion is a coarse proxy for visual dis-
tinctiveness; finer-grained manipulations such as style transfer or selective feature
ablation could provide more precise evidence. Because grayscale is a global distribu-
tion shift applied at the data-loading stage, it cannot fully separate a class’s intrinsic
distinctiveness from its distinctiveness relative to the altered training distribution,
and class-pair-specific factors such as class separability and the modified-class share
of each batch are not held constant by the same-transform comparison; the opposite-
direction effect on two classes at matched rarity controls for the transform itself, but
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not for these. In addition, M (x) is measured on held-out canary members, which serve
as a proxy for — but are not identical to — the production training population to
which a deployed model is finally exposed. The headline rarity—memorization corre-
lations in Table 1, the overall memorization scores in Supplementary Table S1, and
the per-class HAM10000 values in Table 2 are reported under a uniform multi-seed
single-pass scoring protocol applied to every architecture, eliminating earlier protocol
asymmetries. Our controlled-manipulation experiments (Section 2.3, Table 4) and the
DP-LoRA experiments (Section 2.6, Table 5) remain single-seed and use the original
five-augmentation scoring protocol, because in both cases the within-experiment com-
parison is the relevant claim and the protocol cancels out of the percentage change. An
expanded multi-seed sweep across the manipulation and DP-LoRA conditions would
further strengthen these per-class effect sizes, particularly for small classes such as
dermatofibroma (n = 18). Our medical-pretraining evaluation covers two foundation
models (MedSAM, BiomedCLIP) on the four imbalanced datasets; Retinal OCT was
excluded because it lacks rare classes and serves as a negative control for the rarity
factor, but evaluating medical foundation models on this dataset would test whether
medical pretraining amplifies the distinctiveness factor in isolation. Extending to addi-
tional encoders such as RadlmageNet, CheXNet, or RetFound is left to future work.
DP-LoRA’s accuracy cost is substantial for complex tasks (31% on fourteen-class
ChestX-ray), and further work on adaptive rank selection and class-aware privacy
budgets may improve the trade-off. Our membership inference evaluation assumes
white-box access to both candidate and independent model losses, representing the
strongest threat model; whether the memorization—-MIA link holds under black-box or
label-only attack settings is an open question. Our study is restricted to image classi-
fication; whether these patterns generalise to segmentation or detection tasks remains
to be determined.

4 Methods
4.1 Datasets

We used five publicly available medical imaging datasets spanning distinct clinical
domains (Table 6). HAM10000, Kvasir-Capsule, and ODIR-5K were used in full. For
ChestX-ray, we drew a stratified random sample of 50,000 images from the original
112,120 to maintain class proportions while reducing computational cost; multi-label
images were assigned to their primary (first-listed) finding, and images labelled “No
Finding” were excluded. For Retinal OCT, we used the published training partition
(84,452 images). Each dataset was then split into training (70%), canary (15%), and
test (15%) partitions with stratified sampling. The canary set serves as the member
population for memorization measurement and MIA evaluation; the test set provides
non-member controls.
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Table 6 Datasets.

Dataset Domain Classes Images Imbalance Rarest class
HAM10000 Dermatology 7 ~10K 1:67 df (1.2%)
ChestX-ray Radiology 14 50K 1:70 Hernia (0.3%)
Kvasir Gastroenterology 14 ~47TK 1:3434 ampulla (0.02%)
ODIR-5K Ophthalmology 8 ~5K 1:34 Myopia (3.3%)
Retinal OCT Retinal imaging 4 ~84K 1:4 DRUSEN (10.5%)

4.2 Model architectures

Five architectures span different pretraining paradigms: ResNet-50 [27] (ImageNet-1K,
25 M parameters), ViT-B/16 [28] (ImageNet-21K, 86 M parameters), MAE [29] (ran-
dom initialisation, 86 M parameters), MedSAM [26] (SAM ViT-B/16 image encoder
pretrained on 1.57M medical segmentation masks, 86 M parameters), and Biomed-
CLIP  [25] (microsoft/BiomedCLIP-PubMedBERT_256-vit_base _patch16.224),
whose image encoder is a ViT-B/16 pretrained on 15 M image—text pairs from PubMed
Central (PMC-15M). We used the BiomedCLIP visual trunk (768-dimensional
output) with a linear classification head.

MedSAM was trained with Adam (Ir = 5 x 107°), 50 epochs, batch size 64, and
cosine annealing. These values were chosen after initial runs at the default hyper-
parameters (Ir = 104, 30 epochs, batch size 32) exhibited high inter-seed variance
in candidate cross-entropy (0.30-1.19) and produced an unstable Spearman estimate
on one seed; with the tuned hyperparameters, candidate cross-entropy was 0.29-0.32
across all seeds and Spearman p was stable to within £0.04. Biomed CLIP was trained
with Adam (Ir = 10~%), 30 epochs, and batch size 192. All ImageNet (ResNet-50,
ViT), MAE, MedSAM, and BiomedCLIP runs whose values appear in Table 1 were
repeated with four random seeds (123, 456, 789, 1024) on the same multi-seed pipeline
and are reported as mean + s.d. across seeds, eliminating any protocol asymmetry
between architectures. Single-seed values appear only in the controlled-manipulation
experiments (Section 2.3) where each cell already requires two paired training runs.

4.3 Differential training and memorization scoring

Following the framework of Feldman and Zhang[1], and adapting the publicly released
differential-training implementation for vision encoders of Wang et al.[7], we trained
two models from identical initialisation on overlapping data subsets: a candidate model
on the training and canary partitions combined, and an independent model on the
training partition alone. All images were resized to 224 x 224 pixels and normalised
to ImageNet statistics. Training augmentation comprised random cropping, horizontal
flipping, and colour jitter; evaluation used centre cropping only. Both models were
trained for 30 epochs (50 for MedSAM, see Section 4.2) with Adam, cosine annealing,
batch size 32 or 64 (model-specific), and mixed-precision arithmetic on NVIDIA A100
GPUs. Each architecture-dataset pair was trained four times with random seeds 123,
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456, 789, and 1024. The per-sample memorization score is

M(Qﬁ) = Eindependent (LL’) - Ecandidate(aj) P (1)

where L denotes cross-entropy loss computed in a single forward pass on the
unaugmented canary image. We use the single-pass protocol uniformly across every
architecture (ResNet-50, ViT, MAE, MedSAM, BiomedCLIP) so that absolute M (z)
values are directly comparable across rows of Table 1 and Supplementary Table S1;
five-augmentation averaging, which we used in earlier development of this work, atten-
uates absolute M (z) values by mixing the memorization signal with augmentation
noise, and therefore produces a different absolute scale that cannot be compared cell-
by-cell with single-pass values. Algorithm 1 summarises the full audit pipeline that
this study, and the medmem tool (Section 4.8), implement.

Algorithm 1 Differential memorization audit

1: Input: dataset D, architectures A, seeds S

2: split D into train/canary/test (stratified 70/15/15)

3: for each architecture a € A and seed s € S do

4 initialise candidate and independent models identically from a

5: train candidate on train U canary; train independent on train

6 for each canary image = do

7 M (x) < Lindependent (%) — Lcandidate (Z) > single forward pass
8 end for

9 per-class mean M,; Spearman p between class frequency and M (z)

10: run five membership-inference attacks; record per-class AUC

11: end for

12: Aggregate: sign test on cell-mean p; class-level regression on log(frequency);
Cohen’s d per class

13: Output: per-class memorization and membership-inference risk report

4.4 Visual distinctiveness manipulation

Targeted rare classes were converted to grayscale at the image-loading stage, prior to
standard augmentation. Target selection was guided by two criteria: rare frequency
(<5%) and a hypothesis about the visual basis of distinctiveness (colour-dependent
versus structure-dependent). Both candidate and independent models were retrained
from scratch on the modified data, preserving the differential protocol.

4.5 Per-canary atypicality

To measure visual distinctiveness as a per-image quantity independent of the mem-
orization observation, we extracted features for every canary image from a frozen
DINOv2 ViT-L/14 encoder (self-supervised on LVD-142M, never fine-tuned on our
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datasets or on any audited architecture), using 518 x 518 inputs and the L2-
normalised CLS-token embedding. For each class we computed the centroid (mean
feature) and defined three per-image atypicality scores: the intra-class centroid dis-
tance 1—cos(f(x), fte(z)); the distance to the nearest other-class centroid ming ;) [1—
cos(f(x), ue)]; and their ratio, a unitless atypicality-relative-to-confusability score.
Each score was correlated with per-canary M (x) using Spearman correlation, and
both variables were additionally residualised within class (per-class means subtracted
from each) to remove the class-rarity confound. Table 3 reports the ratio score, which
is scale-free; the other two scores, full p-values, and convergent results computed in
each architecture’s own frozen pre-fine-tuning feature space are in the Supplementary
Information.

4.6 Membership inference attacks

We evaluated five membership inference attacks of increasing sophistication, all oper-
ating in a white-box setting in which the attacker has access to both the candidate and
independent model losses. (1) Loss threshold[9]: a sample is predicted as a member if
the candidate model’s cross-entropy loss falls below an optimised threshold, exploiting
the intuition that training samples receive lower loss. (2) Loss threshold (independent):
the same strategy applied to the independent model, serving as a baseline (because the
independent model has not seen the canary samples, this attack should perform near
chance). (3) Confidence ratio: the ratio of candidate to independent pseudo-confidence
(exp(—L)) is used as the attack signal; a higher ratio indicates the candidate model is
disproportionately confident, suggesting membership. (4) Memorization-score thresh-
old: the per-sample M (x) itself is used directly as the attack signal, validating M (z)
as a privacy risk indicator. (5) Simplified likelihood ratio[2]: a log-likelihood ratio is
computed under Gaussian approximations of the member and non-member loss distri-
butions, following a simplified variant of the LiRA framework without shadow models.
For each attack, the decision threshold was selected to maximise the Youden index
(TPR—FPR) on the ROC curve. Canary samples served as members and held-out test
samples as non-members. We report the best-performing attack’s AUC for each model—-
dataset pair; per-class AUC values are computed by restricting evaluation to samples
from each class in turn. We note that the memorization-score attack (4) and, to a lesser
extent, the likelihood-ratio attack (5) are partly tautological with M (x), since both
derive from the same candidate-versus-independent loss difference; we therefore treat
the M (z)-MIA association as an internal-consistency check rather than as indepen-
dent evidence of privacy harm. Independent, representation-level evidence that such
models leak patient identity comes from re-identification attacks on foundation-model
features[13]. Accordingly, M (z) should be read as a differential capability score — how
much more the candidate model has fitted a specific sample than an identical model
that never saw it — rather than as a direct reconstruction or re-identification rate.

4.7 DP-LoRA

Low-rank adaptation[19] with rank r = 8 and a = 16 was applied to the attention
projection layers of ViT, yielding 442 K trainable parameters (0.51% of the full model).
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Differential privacy was enforced using Opacus[30] with target ¢ € {1.0,3.0,8.0} and
§ = 107°. A LoRA-only ablation without DP noise was conducted to isolate the
contribution of differential privacy from parameter restriction.

4.8 Memorization auditing tool

To bridge the gap between per-sample memorization metrics[7] and practical privacy
auditing, we developed medmem, an open-source, pip-installable Python toolkit that
enables practitioners to run a complete memorization audit on any image classification
dataset with a single command:

medmem --data /path/to/images --name dataset name [--quick]

The toolkit accepts data in two common formats (folder-per-class directory or CSV
with image paths and labels), automatically creates stratified train/canary /test splits,
and trains candidate and independent models across up to four architectures (ResNet-
50, ViT, MAE, MedSAM) using the differential protocol described in Section 4.3.
Per-sample M (x) scores are computed via single-pass scoring (Section 4.3), and five
membership inference attacks (Section 4.6) are evaluated on each model. The out-
put is a structured risk report containing: per-class Spearman correlations between
frequency and memorization, Mann—Whitney U tests comparing rare and common
classes, Cohen’s d effect sizes, per-class MIA AUC, and a ranked list of the most vul-
nerable classes across all architectures — the same statistical analyses used throughout
this paper. A —-quick mode (two architectures, five epochs) provides a rapid screen-
ing pass suitable for early-stage model development. The toolkit also exposes a Python
API (report = medmem.audit("/path/to/images")) for integration into existing
model validation pipelines, and all per-sample scores and statistical outputs are saved
as CSV and JSON files for downstream analysis. Every result reported in this paper
was generated using the same codebase that medmem packages, ensuring reproducibility.

4.9 Statistical analysis

In total, 200 models were trained across all experimental conditions (83 baseline pairs
(80 multi-seed across five architectures and four imbalanced datasets, plus 3 single-
seed Retinal OCT pairs), 10 single-seed distinctive manipulation pairs, and 7 single-
seed DP-LoRA configurations including the LoRA-only ablation, each requiring both
candidate and independent models), processing over 200 K unique images.

Tests and units of variation.

Statistical tests use Spearman correlation between class frequency and class-mean
M(z) (N = number of classes per dataset, 7 to 14), Mann—Whitney U tests for
rare-versus-common class-level comparisons (N = classes per group), and Cohen’s d
for image-level effect sizes within a single class. Per-seed p-values reported alongside
Spearman p in Table 1 are computed by the rank-correlation test on the per-image data
and are displayed with a cap at 10719 to avoid floating-point underflow artefacts; class-
level N is small (7 to 14), so per-cell significance on a class-level test is conservative
and not all individual cells reach p < 0.05 on a per-seed test. Multiple comparisons
were Bonferroni-corrected; tests were two-sided at o = 0.05.
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Aggregate evidence (sign test).

Because per-cell class-level N is small, we aggregate evidence across the 20
architecture-by-dataset cells (5 architectures x 4 imbalanced datasets, excluding Reti-
nal OCT) via a sign test on the cell-mean Spearman p. With all 20 cell means negative,
the sign-test p-value against an equal-direction null is 2 x 0.52° ~ 1.9 x 10~6. Because
the 20 cells share datasets and related architecture families, they are not fully inde-
pendent; the sign test is therefore conservative under positive cell-to-cell dependence,
and we read it as a cross-experiment direction check rather than a fully independent
aggregate hypothesis test. The class-level regression below provides the complementary
effect-size estimate with cluster-robust inference. (We do not aggregate the class-level
Spearman p itself, because with only 7-14 classes per dataset it is dominated by the
very rarity-ordering exceptions that motivate this study — for example, the bland-but-
rarest dermatofibroma drives the HAM10000 class-level p toward zero under ImageNet
encoders — so the regression on log(frequency), which pools observations and weights
by all classes, is the more stable class-level summary.)

Per-cell permutation tests for cells with |p| > 0.10.

For cells in Table 1 with |p| > 0.10, we additionally compute a permutation p-value
with 10* shuffles of the class-frequency labels, recomputing the per-seed Spearman
correlation under each shuffle and pooling across seeds. All such cells reject the null
at p < 0.001. Cells with |p| < 0.10 are reported descriptively without a per-cell
permutation test.

Class-level rarity coefficient (regression).

As a complementary class-level test, we regress per-class mean M (z) on log(frequency)
controlling for dataset, with cluster-robust standard errors on class identity (Supple-
mentary Table S8). One observation per (architecture, dataset, class, seed); class is
not used as a random effect because log(frequency) is class-constant. Pooled across
architectures with architecture and dataset as fixed effects, Blog freq = —0.185, 95% CI
[-0.316, —0.055], p = 0.0053. Per-architecture coefficients are negative for four of five
architectures (all p < 0.05); MAE alone is null, consistent with random initialisation
and the weakest baseline memorization signal in Supplementary Table S1. A Stouffer
combination of per-architecture p-values gives z = 4.65, combined p = 1.6 x 1076.

Bootstrap confidence intervals on Cliff’s 0.

For the Mann—Whitney U analysis comparing rare versus common classes, we report
Cliff’s ¢ effect sizes with bootstrap 95% confidence intervals (Supplementary Table S5).
Per-cell bootstrap is sub-sample stratified to 500 per side per iteration (5,000 resam-
ples) to keep computation tractable on the largest datasets; cell estimates are the
mean of per-seed point estimates and Cls are the mean of per-seed bootstrap inter-
vals. 17 of 20 architecture-by-dataset cells reach a CI excluding zero in the predicted
direction; the three exceptions are all on ODIR-5K (BiomedCLIP, ViT, ResNet-50),
consistent with that dataset’s known weak rarity signal under ImageNet pretraining.
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MIA AUC interpretation.

MIA AUC values are anchored to chance (0.5): AUC near 0.5 indicates no detectable
attack signal (rather than a weak attack), AUC > 0.5 indicates a successful attack
with magnitude proportional to the gap from chance, and AUC < 0.5 indicates a
flipped-polarity differential signal in which members are on average more confused
than non-members rather than a successful attack with the labels flipped.

Supplementary information. Supplementary Tables S1-S11 and Supplementary
Figures S1-S3 are provided in a separate Supplementary Information file.
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