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Abstract — This paper proposes the Hybrid Split-Based Chaotic Cryptosystem (HSBCC), a novel binary-file encryption framework
that integrates a dynamic unimodular Hill Cipher, Logistic Map-based chaotic key generation, Shift Cipher 128, AES session-key
protection, and Elliptic Curve Cryptography (ECC) support within a unified architecture. The proposed method employs a split-based
strategy that partitions plain text data into a main segment processed by a dynamically generated unimodular Hill Cipher and a
remainder segment protected using Shift Cipher 128, thereby eliminating the need for padding while preserving the original file size.
The encryption key matrix is deterministically reconstructed from user passwords through a Logistic Map with parameter r=3.923,
ensuring high key sensitivity and guaranteed invertibility through unimodular matrix construction. Experimental evaluations were
conducted on multiple benchmark images, medical images, PDF documents, and arbitrary binary files. Security analyses

o demonstrate significant improvements in ciphertext randomness, with encrypted entropy values approaching the theoretical
maximum of 8 bits/pixel, near-zero adjacent-pixel correlations, strong avalanche behavior, and uniform ciphertext histograms.
Integrity verification confirms perfect lossless recovery, as all decrypted files produced MDS5 hashes identical to their corresponding
plaintext files. Additional experiments on a PDF document of 815,491 bytes using matrix dimensions n=8, 88, and 888 demonstrate
successfiul file-size preservation, distinct ciphertext generation, deterministic key reconstruction, and 100% plaintext recovery
accuracy. Scalability analysis indicates moderate encryption overhead and acceptable computational performance across varying

e matrix dimensions. These results confirm that HSBCC provides a secure, flexible, and practical cryptographic solution for protecting
arbitrary binary data while maintaining format transparency and strong cryptographic robustness.

Index Terms — Hybrid Cryptosystem; Unimodular Hill Cipher; Logistic Map; Binary File Encryption; Elliptic Curve Cryptography

(ECC)
I. INTRODUCTION where Pp;undergoes matrix transformation and Pgpf,is
Modern  cryptographic systems are increasingly  processed using modular arithmetic shifting [2]. The Hill
e challenged by the explosive growth of digital data and the  ¢ipher component is defined as:
rising  sophistication of cyberattacks. Traditional Chin = K - Pyymod 256

encryption schemes often rely on a single mathematical
structure, which may become vulnerable under advanced

where K € Z3Xlis a dynamically generated unimodular
matrix derived from a chaotic map. This ensures
cryptanalytic techniques. This motivates the design of jpyeribility under modulo 256 arithmetic. The shift-based
hybrid cryptosystems that combine multiple cryptographic cipher is defined as a nonlinear transformation:
primitives to improve resistance against both statistical and Conise = (Pspipe + 128)mod 256
structural attacks. The proposed framework, referred to as
the Hybrid Split-Based Chaotic Cryptosystem (HSBCC),
integrates symmetric encryption, chaotic dynamical
systems, and public-key cryptography into unified
architecture. The goal is to enhance confidentiality,
diffusion, and confusion properties while maintaining
computational feasibility for binary file encryption [1].

At its core, HSBCC introduces a split-based
encryption strategy. Given a plaintext byte sequence P €

This operation introduces byte-level diffusion while
maintaining computational simplicity [3]. A key
innovation in HSBCC is the generation of the
transformation matrix using the logistic chaotic map:

Xpse1 = 1%, (1 —xp,),r = 3.923
This chaotic system ensures high sensitivity to initial
conditions, controlled by a password-derived seed x, [4].
The wunimodular matrix construction guarantees

N th .. h . reversibility, ensuring that:
Zyse, the system partitions the data into two segments: K1 - K = I(mod256)

P'= Phiu U Ponire This property is essential for lossless decryption of

encrypted binary files. To enhance cryptographic strength,
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HSBCC incorporates ECC-based key generation using
elliptic curve cryptography over the P-256 curve. The key
pair is defined as:
(sk, pk) < ECCp_356
ensuring secure asymmetric key exchange [5].
Additionally, a session key is generated using a
cryptographically secure random function:
K, < Random(256 bits)
This session key is used for symmetric encryption layers,
improving forward secrecy. The session key is protected
using AES in EAX mode:
Cs = AESIAY(K)
where K, is derived from user passwords via PBKDF2.
Key derivation is as follows:
K,, = PBKDF2(password, |
| password,, salt,100000)
This strengthens resistance against brute-force and
dictionary attacks [6], [7]. The architecture of HSBCC can
be summarized as a layered encryption pipeline, which can
be seen in Table 1.

Table 1. THE ARCHITECTURE OF HSBCC
Layer | Technique Function

L1 Logistic Map
L2 Hill Cipher
L3 Shift Cipher
L4 AES-EAX
L5 ECC

Key matrix generation
Block diffusion
Byte scrambling

Session key protection

Public-key security

The split-based design reduces computational
overhead by isolating high-complexity matrix operations to
only a portion of the dataset, lightweight
transformations handle the remainder [8]. An illustrative
workflow of HSBCC can be described as an infographic

pipeline:

while

Plaintext - Split - [Hill Cipher Path] + [Shift
Cipher Path]

— Merge - Encrypted File

— AES/ECC Layer - Secure Key Packaging

During decryption, inverse transformations are
applied sequentially:
Py = K™t Cpiymod 256
followed by inverse shifting:
Psnie = (Csnipe — 128)mod 256

The robustness of HSBCC is enhanced by the sensitivity of
chaotic systems, where small variations in xyor password
inputs lead to drastically different encryption matrices,
reinforcing resistance to key estimation attacks [9], [10].
From a computational perspective, the algorithm exhibits

Submission ID trn:oid:::3618:145074593

where nis the matrix dimension and mis the number of data
blocks. Security analysis indicates that combining
symmetric and asymmetric cryptographic primitives
mitigate single-point failure risks, a common limitation in
traditional Hill or substitution-based ciphers. The
integration of MDS5 hashing (for integrity verification),
AES encryption (for session security), and ECC (for key
exchange) ensures a multi-dimensional security model
suitable for modern data transmission environments [11].

Moreover, HSBCC represents a hybrid cryptographic
paradigm that leverages mathematical chaos, modular
algebra, and modern encryption standards. Its split-based
architecture provides a balance between security strength
and computational efficiency, making it suitable for secure
binary file encryption in resource-constrained and high-
security environments. Despite the extensive development
of chaos-based cryptography and Hill-cipher variants,
several limitations remain evident in existing literature.
Most chaos-driven encryption schemes focus primarily on
image protection and employ logistic, sine, tent, or hyper-
chaotic maps to generate pseudo-random sequences for
confusion and diffusion processes [12]. Similarly, hybrid
approaches combining chaotic systems and Hill Cipher
have demonstrated improved key sensitivity and statistical
security; however, many studies still rely on static or
externally stored key matrices, lack guaranteed matrix
invertibility, and provide limited support for arbitrary
binary files. Furthermore, several reported schemes remain
vulnerable to implementation challenges such as digital
chaos degradation, inefficient key scheduling, chosen-
plaintext attacks, and the need for padding mechanisms that
alter the original file size. Public-key integration, integrity
verification, and scalability analysis for large matrix
dimensions are also rarely addressed simultaneously within
a single framework [13], [14].

The proposed Hybrid Split-Based Chaotic
Cryptosystem (HSBCC) is designed to address these
research gaps by integrating a logistic-map-based dynamic
key generator, a unimodular Hill Cipher with guaranteed
invertibility, a split-based architecture for handling non-
divisible file partitions, and an ECC-supported key
management layer. Unlike most existing chaos-based
encryption systems that focus exclusively on images,
HSBCC operates directly on arbitrary binary data while
preserving the original file size and eliminating the need for
matrix storage. The incorporation of Shift Cipher 128 for
remainder partitions, MD5-based integrity verification,
AES-protected session keys, and scalability evaluation up
to 888 x 888 unimodular matrices further distinguishes the
proposed  framework approaches.
Consequently, HSBCC positions itself as a general-

from previous

g'r—.| turnitin

polyflor.mall complexity ~ dominated by  matrix purpose hybrid cryptosystem that combines chaos theory,
multiplication: modular linear algebra, and modern -cryptographic
O(nz-rn) .o . R
primitives to achieve secure, reversible, and
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computationally practical binary file encryption [15]. We
can see all this information in Table 2.

Submission ID trn:oid:::3618:145074593

Table 2. RESEARCH GAP ANALYSIS AND POSITIONING OF THE PROPOSED HSBCC FRAMEWORK

Research Aspect Existing Chaos-Based Existing Hill-Cipher Proposed HSBCC
Cryptosystems Variants
Chaotic key Logistic, sine, tent, hyper- Limited or static key Logistic-map-driven dynamic
generation chaotic maps widely used generation key generation
Hill Cipher Some studies combine Hill Focus on matrix Dynamic unimodular Hill
integration Cipher with chaos encryption only Cipher with chaos-generated

matrices

Matrix invertibility
guarantee

Generally, not emphasized

Often constrained by
invertibility requirements

Guaranteed through unimodular
matrix construction

Binary-file support

Mostly evaluated on images

Commonly text/image
oriented

Supports arbitrary binary files
including PDF

Remainder block

Padding-based approaches

Often requires block

Split-based architecture with

handling are common completion Shift Cipher 128
Key storage External key storage often Key matrix typically No matrix storage; regenerated
requirement required stored or transmitted from passwords
Integrity verification Rarely included Rarely included MD5-based integrity validation

Public-key support

Usually, absent

Usually, absent

ECC key-pair generation and
secure session-key protection

evaluation

dimensions

File-size Not always guaranteed Padding may increase size 100% file-size preservation
preservation
Experimental Limited matrix-size Typically, small matrix Evaluated up to 888 x 888

unimodular matrices

scalability analysis

Related Works and Theoretical Background

The security of modern cryptographic systems
increasingly depends on the integration of multiple
mathematical disciplines, including linear algebra, chaos
theory, modular arithmetic, and public-key cryptography.
Hybrid encryption frameworks have emerged as a
promising direction because they combine the strengths of
several cryptographic primitives while mitigating the
weaknesses of individual algorithms. In recent years,
researchers have explored chaotic encryption schemes, Hill
Cipher variants, lightweight substitution mechanisms, and
elliptic curve-based security models to improve
confidentiality, diffusion, and resistance against statistical
attacks. The proposed Hybrid Split-Based Chaotic
Cryptosystem (HSBCC) builds upon these developments
by integrating a dynamic unimodular Hill Cipher, a chaos-
driven key generation mechanism, a Shift Cipher 128
partitioning strategy, and elliptic curve cryptographic
analysis within a unified architecture [16], [17].

Among matrix-based encryption algorithms, the Hill
Cipher remains one of the most widely studied classical
cryptosystems due to its ability to simultaneously encrypt
multiple symbols through matrix multiplication. However,
the conventional Hill Cipher suffers from a major
limitation: the key matrix must be invertible modulo the
chosen modulus. If the determinant of the key matrix shares
a common factor with the modulus, decryption becomes

impossible. Numerous studies have therefore focused on
constructing invertible matrices with guaranteed modular
inverses. One of the most elegant solutions is the use of
unimodular matrices, whose determinant is restricted to £1.
Because these matrices are invertible over the integers, they
also remain invertible under modular arithmetic, making
them highly suitable for cryptographic applications
involving finite rings [18]. A square integer matrix A €
Z™Mis defined as unimodular when its determinant
satisfies
det (A) = +1.
This property is particularly important because it
guarantees the existence of a unique inverse matrix
A~1such that
A-A =1,

Furthermore, when arithmetic is performed modulo m, a
modular inverse A~'(modm)always exists regardless of
the value of m, provided that det(4) = +1. This
characteristic eliminates the invertibility constraints
commonly encountered in conventional Hill Cipher
implementations and ensures reliable decryption for
arbitrary matrix dimensions [19]. For triangular matrices,
determinant computation becomes significantly simpler
because the determinant equals the product of the diagonal
elements:

det (A) = a;1a55 +* App-

g'r—.| turnitin
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This property enables the efficient construction of large
unimodular matrices. A common approach begins with an
identity matrix, followed by populating the upper triangular
region with pseudo-random integers and subsequently
applying a sequence of FElementary Row Operations
(EROs). Since EROs preserve the determinant value, the
resulting matrix remains unimodular while becoming
sufficiently dense to provide strong diffusion properties
during encryption. Such dynamically generated matrices
form the foundation of the key generation mechanism
adopted in HSBCC [20], [21].

Chaos theory has also attracted considerable attention
in cryptographic research due to its intrinsic resemblance
to desirable security properties such as randomness,
unpredictability, and sensitivity to initial conditions.
Among the many chaotic systems proposed in the
literature, the logistic map remains one of the most
extensively investigated because of its mathematical
simplicity and strong chaotic behavior [22]. The logistic
map is expressed as

Xiv1 = rx;(1 = x;),
where
X0 € (0,1),r € (3.57,4].
When the control parameter approaches r =4, the
generated sequence exhibits fully developed chaos
characterized by ergodicity, aperiodicity, and extreme
sensitivity to initial conditions [23].

One of the most attractive properties of the logistic
map is its sensitivity to tiny perturbations in the initial seed.
Experimental studies have demonstrated that modifications
as small as 1071%n the initial condition can produce
completely divergent sequences after only a few dozen
iterations. This phenomenon, often referred to as the
butterfly effect, is highly desirable in cryptography because
it ensures that even minimal changes in user passwords
generate entirely different encryption keys. Consequently,
attackers cannot infer neighboring keys through
interpolation or approximation techniques [24]. In the
proposed HSBCC framework, the logistic parameter is
fixed at

r = 3.923,
while Password 2 determines the initial value x,. The
generated chaotic sequence is subsequently transformed
into byte-oriented values through the mapping
m;; = |x; X 10°|mod 256.

This transformation converts continuous chaotic
outputs into discrete integers belonging to Z,se, making
them directly applicable for populating the upper triangular
region of the dynamic key matrix. The integration of chaos-
based key generation with matrix cryptography has been
reported to substantially increase resistance against known-
plaintext and chosen-plaintext attacks. Unlike static key
matrices that remain fixed throughout the encryption
process, dynamically generated matrices exhibit high
variability across different encryption sessions. As a result,

Submission ID trn:oid:::3618:145074593

even identical files encrypted with slightly different
password parameters produce significantly different
ciphertexts, thereby improving overall security. In addition
to the Hill Cipher component, HSBCC employs Shift
Cipher 128 as a lightweight transformation mechanism for
handling residual data blocks that cannot be evenly
partitioned according to the matrix dimension [25], [26].
Shift Cipher 128 operates over the additive group
Z,s56 = {0,1, ...,255},
and performs encryption according to
¢; = (p; + 128)mod 256.

Because addition and subtraction by 128 are
equivalent under modulo 256 arithmetic, decryption
follows the same operation:

p; = (¢; + 128)mod 256.
The self-inverse property of Shift Cipher 128 can be
demonstrated through
2 X 128 = 256 = 0(mod256).

Consequently, applying the transformation twice
returns the original plaintext. Although this cipher alone
offers a relatively small key space and is therefore
vulnerable to exhaustive search attacks, its role within
HSBCC is fundamentally different. Rather than serving as
an independent encryption mechanism, it functions as an
auxiliary diffusion layer applied only to a small partition of
the file whose size is dynamically determined by the split-
based architecture. The core encryption stage of HSBCC
remains the Hill Cipher operating over the finite ring Z,s¢
[27]. Given a key matrix

K e Ty
and a plaintext block matrix

P e,
and the ciphertext is computed as

C =K - P(mod256).
This matrix multiplication simultaneously transforms
multiple bytes, producing strong diffusion effects that are
difficult to achieve with substitution-only methods.
Successful decryption requires the existence of a modular
inverse matrix
K~1(mod256),
which is possible only when
ged (det (K),256) = 1.

This condition represents a longstanding challenge in
classical Hill Cipher systems because randomly generated
matrices frequently fail the invertibility requirement. The
adoption of unimodular matrices directly addresses this
limitation since

det (K) = 1,
which automatically satisfies the coprimality condition for
every matrix dimension. Recent studies have shown that
combining chaos-based key generation with unimodular
matrix construction significantly improves resistance
against algebraic attacks. Because the key matrix is
generated dynamically and possesses guaranteed
invertibility, attackers cannot exploit singular matrix

g'r—.| turnitin
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conditions or determinant-related weaknesses that are often
observed in traditional Hill Cipher implementations [28],
[29].

Beyond symmetric encryption mechanisms, modern
cryptographic systems increasingly rely on asymmetric
cryptography for secure key management. Among the
available public-key  approaches, Elliptic Curve
Cryptography (ECC) has gained widespread adoption due
to its strong security guarantees and relatively small key
sizes. ECC is based on the algebraic structure of elliptic
curves defined over finite fields [30]. An elliptic curve over
a prime field F,is represented by the Weierstrass equation

y? = x* + ax + b(modp),
subject to the non-singularity condition
4a® + 27b* # 0(modp).

This condition ensures that the curve contains no
cusps or self-intersections, allowing well-defined point
addition and scalar multiplication operations. The security
of ECC relies on the Elliptic Curve Discrete Logarithm
Problem (ECDLP), which is considered computationally
infeasible for appropriately selected parameters. Given two
points Pand Q = kPon an elliptic curve, determining the
scalar kremains infeasible using currently known
polynomial-time algorithms. This property enables ECC to
provide security levels comparable to RSA while requiring
substantially smaller key sizes [31].

Unlike many cryptographic frameworks that employ
ECC directly for encryption or key exchange, HSBCC
utilizes ECC primarily as an analytical instrument for
evaluating the quality of the generated key space.
Specifically, pairs of cryptographic parameters represented
by Password 1 and Password 2 are mapped onto an elliptic
curve structure to examine their distribution characteristics

[32], [33].

Table 3. THE THEORETICAL FOUNDATIONS WITHIN
THE HSBCC FRAMEWORK

Component Mathematical Function in
Basis HSBCC
Unimodular Linear Algebra Guarantees
Matrix invertible key
matrices
Logistic Map Chaos Theory Dynamic key
generation
Shift Cipher Modular Residual partition
128 Arithmetic encryption
Hill Cipher Matrix Main encryption
Cryptography engine
ECC Analysis | Elliptic Curve Key-space
Theory visualization and
validation

This analytical perspective provides an additional
layer of wvalidation beyond
measurements. While entropy metrics quantify randomness

conventional entropy

Submission ID trn:oid:::3618:145074593

statistically, elliptic curve visualization allows researchers
to observe the spatial distribution and dispersion of
generated key parameters, thereby revealing potential
clustering effects or structural biases that may not be
immediately apparent through numerical indicators alone.
Table 3 summarizes the theoretical foundations
incorporated within the proposed HSBCC framework [34].

EXISTING CHAOS-BASED RESEARCH GAP: PROPOSED HSBCC
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POSITIONING OF HSBCC

HSBCC bridges the research gaps by integrating chaos theory, dynamic Hill cipher,
file-size preservation, integrity verification, and modern key management to deliver a
secure, efficient, and practical solution for arbitrary binary-file encryption.

wp  Evolution of prior works w==p Research gaps identified w==p HSBCC: Comprehensive solution

Figure 1. Research Gap Analysis and Positioning of the
Proposed HSBCC Framework

Overall, the literature indicates that unimodular
matrices, chaotic systems, Hill Cipher transformations,
modular arithmetic operations, and elliptic curve
methodologies each contribute unique strengths to
cryptographic  design. HSBCC synthesizes these
complementary concepts into a unified split-based
architecture that aims to improve security, key sensitivity,
invertibility assurance, and computational efficiency for
binary file encryption. By leveraging the theoretical
foundations discussed in this section, the proposed
framework seeks to address several limitations commonly
encountered in conventional chaos-based and matrix-based
cryptographic systems. On the other hand, Figure 1 consist
of the research gap analysis and positioning of the proposed
HSBCC framework [35]. Previous chaos-based and Hill-
cipher cryptosystems have demonstrated strong confusion—
diffusion capabilities and high key sensitivity; however,
many existing approaches remain limited by static matrix
structures, explicit key-storage requirements, lack of
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integrity verification mechanisms, and limited applicability
to arbitrary binary files. The proposed Hybrid Split-Based
Chaotic  Cryptosystem (HSBCC) addresses these
limitations through the integration of logistic-map-driven
unimodular matrix generation, split-based file partitioning,
Shift Cipher 128 remainder processing, MDS5-based
integrity validation, AES-protected session keys, and ECC-
supported key management. This combination establishes
a unified architecture that simultaneously provides
deterministic key reconstruction, guaranteed matrix
invertibility, file-size preservation, and secure binary-file
encryption [36], [37].

II. METHODOLOGY
The proposed Hybrid Split-Based Binary Chaotic

Cryptosystem (HSBCC) is designed to provide secure and
efficient encryption for arbitrary binary files while
preserving the original file size. Unlike conventional
image-oriented cryptosystems that depend on image-
specific characteristics, HSBCC operates directly on raw
byte streams, allowing the encryption of digital images,
documents, archives, executable files, and other binary data
formats without requiring any preprocessing. The overall
architecture combines a dynamic unimodular Hill Cipher,
a Shift Cipher 128 mechanism, and a chaos-driven key
generation process to form a lightweight yet highly
adaptive cryptographic framework [38]. The encryption
workflow begins by accepting two user-defined passwords.
Password 1 determines the dimension of the unimodular
key matrix, while Password 2 serves as the seed for the
chaotic logistic map used during matrix generation. Figure
8 illustrates the complete encryption flow of HSBCC,
including file acquisition, partitioning, key generation, Hill
Cipher encryption, Shift Cipher processing, ciphertext
reconstruction, and integrity verification. The architecture
follows a split-based design strategy that separates the
plaintext into two independent partitions before encryption
[39].
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Component Specification

Key matrix storage None (reconstructed from

passwords on demand)

A summary of the system implementation
characteristics is presented in Table 4. The cryptosystem is
implemented in Python 3 within the Google Colaboratory
environment and utilizes the NumPy library to exploit
vectorized matrix operations. The system supports JPEG,
PNG, BMP, and arbitrary binary file formats. Since the key
matrix is generated dynamically from user passwords, no
explicit matrix storage is required, reducing key-
management overhead while maintaining deterministic
reconstruction during decryption [40], [41].
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Table 4. HSBCC SYSTEM SPECIFICATIONS e <t
Component Specification N e N s oy
Implementation Python 3 / Google Figure 2. Complete Encryption and Decryption Architecture of
environment Colaboratory HSBCC

Core numerical library NumPy (vectorised matrix
ops.)
JPEG, PNG, BMP, and

arbitrary binary

Supported file formats

Key parameters Password 1 (n, integer);

Password 2 (xo, integer)

Block architecture Split-based: main partition +

remainder partition

Main partition cipher Unimodular Hill Cipher over

Zo2s6
Shift Cipher 128 over Zass
MDS5 digest (128-bit)

Remainder cipher

Integrity verification

In Figure 2, we can see the complete encryption and
decryption workflow of the proposed HSBCC framework.
The system accepts two user-defined passwords, where
Password 1 determines the dimension of the unimodular
Hill matrix and Password 2 initializes the logistic chaotic
map. The generated chaotic sequence is used to construct a
dynamic unimodular matrix that guarantees modular
invertibility. The plaintext file is partitioned into a main
block processed by the Hill Cipher and a remainder block
protected by Shift Cipher 128. Both encrypted partitions
are merged to produce a ciphertext whose size remains
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identical to the original file. For secure key management, a
session key is protected using AES and associated with an
ECC public—private key pair. During decryption, the same
passwords regenerate the chaotic matrix deterministically,
enabling exact plaintext reconstruction and integrity
verification through MD5 hash comparison [42].

To facilitate understanding of the overall process, an
infographic representation can be developed as shown
conceptually in Figure 2. The infographic consists of six
sequential modules: (1) User Password Input, (2) Chaotic
Key Generation, (3) File Partitioning, (4) Hill Cipher
Encryption, (5) Shift Cipher Encryption, and (6) Ciphertext
Assembly and Integrity Verification. Such visualization
helps illustrate the interaction between chaotic dynamics
and conventional algebraic transformations. The security
foundation of HSBCC relies on the generation of a dynamic
unimodular matrix derived from a chaotic sequence [43],
[44]. Initially, an identity matrix of dimension n X nis
created:

L,
This matrix serves as the starting point for subsequent
transformations. Because the determinant of the identity
matrix equals one, unimodularity is preserved throughout
the matrix construction process. The chaotic sequence is
generated using the logistic map, a well-known nonlinear
discrete dynamical system. The logistic map is expressed
as
Xpy1 = 3.923x, (1 — xp)

where x;, € (0,1). The control parameter 3.923 was
selected because it produces highly chaotic behavior while
maintaining numerical stability. Prior to extracting usable
values, the system performs 1000 warm-up iterations to
eliminate transient effects and ensure that the generated
sequence fully resides within the chaotic attractor [45].

The initial condition of the logistic map is obtained
from Password 2. Let Password 2 be represented as a
sequence of digits. The corresponding chaotic seed is
transformed into a normalized decimal value according to

Password,

Yo= "0
where ddenotes the number of digits in Password 2. This
approach allows different passwords to produce distinct
chaotic  trajectories, thereby generating different
cryptographic key matrices [46]. After the chaotic
sequence has been generated, the first

nn—1)
2

values are assigned to the strict upper-triangular entries of
the identity matrix. This operation converts the matrix into
an upper-triangular unimodular matrix. Because all
diagonal elements remain equal to one, the determinant
remains unity, ensuring invertibility over the modular
arithmetic domain [47].

The remaining n — 1chaotic values are then utilized
as multipliers in a sequence of Elementary Row Operations
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(EROs). For each row i, the transformation is performed
according to
R; < R; + rRy(mod256),

where ris obtained from the chaotic sequence. This
operation transforms the sparse upper-triangular matrix
into a dense unimodular matrix while preserving
invertibility. Figure 4 conceptually illustrates the matrix-
generation procedure. Part (a) represents the initial identity
matrix, whereas Part (b) depicts the final dense 8 X
8unimodular matrix after chaotic filling and ERO
transformations. A grayscale intensity map may be used to
visualize the distribution of matrix values, providing
intuitive insight into the randomness induced by the chaotic
process [48], [49].

The resulting key matrix Kis unique for each pair of
passwords and serves as the principal encryption key. Since
Kis generated deterministically from the passwords, the
matrix never needs to be stored or transmitted. This design
significantly = reduces  storage  overhead  while
simultaneously preventing key leakage through persistent
storage mechanisms. Once the key matrix has been
generated, the plaintext file is partitioned according to the
split-based architecture [50]. Let S denote the total number
of bytes contained in the input file. The file size is
decomposed into two partitions as follows:

S = EJn + (Smodn).

The first component forms the main partition, while the
second component represents the remainder partition. The
main partition contains several bytes that is exactly
divisible by n. Consequently, it can be reshaped into a
matrix form suitable for Hill Cipher processing [51]. Let

[l

The plaintext matrix is then represented as
P e 77

This reshaping operation enables efficient vectorized
matrix multiplication using NumPy. The remainder
partition consists of Smodnbytes. Traditional Hill Cipher
implementations frequently require padding to process
incomplete blocks; however, padding introduces file-size
expansion and potential structural artifacts. The split-based
architecture eliminates this requirement by isolating the
remainder bytes and encrypting them separately using a
lightweight shift transformation [52].

An infographic suitable for publication may illustrate
the partitioning process using a two-branch diagram. The
first branch processes the main partition through matrix-
based encryption, while the second branch processes the
remainder partition through Shift Cipher 128. Both
branches subsequently merge into a single ciphertext
stream. Such a visualization clearly demonstrates the
rationale behind the split-based design. The encryption
stage of the main partition employs modular matrix
multiplication [53], [54]. Given the key matrix Kand
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plaintext matrix P, the ciphertext matrix is obtained
through
Chin = (K - P)mod?256

where all computations are performed within the ring Z, .
The use of vectorized matrix multiplication significantly
accelerates processing, particularly for large binary files
[55]. The remainder partition is encrypted using a Shift
Cipher 128 transformation. For each byte p,., the encrypted
byte is computed as

Csnire = (pr + 128)mod 256.
Although computationally simple, this operation
effectively protects the remainder partition and ensures that
every plaintext byte undergoes a cryptographic
transformation [56], [57].

Following the completion of both encryption
branches, the Hill ciphertext and Shift ciphertext are
concatenated to reconstruct a unified ciphertext stream.
Because no padding bytes are introduced during
processing, the ciphertext length remains identical to the
original plaintext length. This property is particularly
advantageous for applications where storage efficiency and
format transparency are important requirements. To verify
integrity, an MD5 digest is generated after ciphertext
MD5 algorithm produces a 128-bit
fingerprint of the encrypted file. Although MDS5 is not
employed as a cryptographic security primitive within
HSBCC, it serves as a practical mechanism for confirming
file consistency during experimental evaluation and
decryption validation. The decryption procedure mirrors
the encryption pipeline. Using the same passwords, the

creation. The

chaotic sequence and unimodular matrix are regenerated
deterministically. Subsequently, the modular inverse
matrix K ~tis computed through Gauss—Jordan elimination
over Z,sq. Because the matrix is unimodular, its inverse
always exists, guaranteeing successful recovery of the
original plaintext [58]. The main ciphertext partition is
decrypted through
Priny = (K™ Cpiy) mod 256,

while the remainder partition is recovered through the
inverse shift operation

Pspire = (Cspife — 128) mod 256.
Finally, both recovered partitions are concatenated and
written back to disk, reconstructing the original binary file
without information loss. Integrity is confirmed by
comparing the MDS5 digest of the decrypted file against that
of the original plaintext, thereby validating the correctness
and reversibility of the proposed HSBCC framework. The
HSBCC encrypts an arbitrary binary file, digital data,
through a pipeline whose high-level structure is depicted in
Figure 3 and Figure 4. The system accepts two scalar user
passwords and produces a ciphertext file of identical size
to the plaintext, satisfying the file-size preservation
requirement critical for format-transparent deployment
[59], [60].
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INPUT: Binary File (Digital Image)

Read File as 1-D Byte Array]
(np.fromfile, dtype=uint8)

Y

[Input: Password 1 (n) & Password 2 (x0)]

y

Generate n x n Unimodular Key Matrix K]
via Custom Logistic Map (r = 3.923)

y

Split-Based Partition
Main: floor(S/n)*n bytes | Remainder: S mod n bytes|

mainder

Hill Cipher

Shift Cipher 128
C hill = (K x P) mod 256 c 1= (p i+ 128) mod 256

[Concatenate: np.concatenate([C_hill, C_shift])]

Y

[Write Encrypted File + Compute MD5 Hash]

+

OUTPUT: Encrypted File|

Figure 3.Encryption process flowchart of the HSBCC system.

(b) Resulting Unimodular Matrix K(8x8)
(after Logistic Map + ERO'

(a) Initialization: Identity Matrix I(8x8)

Column Column

Figure 4. (a) Identity matrix initialisation and (b) resulting 8x8
unimodular key matrix after logistic-map seeding and
elementary row operations. Gray-scale intensity encodes integer
entry magnitude.

III. RESULTS AND DISCUSSION
All experiments were conducted in Google

Colaboratory using Python 3 with NumPy as the sole
dependency for cryptographic operations.
Benchmark images were taken from the USC-SIPI image
database [14]: Lena (512x512, grayscale and colour),
Baboon (512%512, colour), Peppers (512%512, colour), and
Cameraman (256x256, grayscale). A T2-weighted MRI
brain image (256%256, grayscale) was additionally
included to evaluate performance in a medical-imaging
context. Table 5 summarises the test parameters [61].

external

Table 5. ENCRYPTION TEST PARAMETERS
Value

81,298 bytes (=79.4 KB)

49 (key matrix: 49x49)
9,999

80,899 bytes
(181,298/49]x49)

399 bytes (81,298 mod 49)

81,298 bytes (identical to
input)

Parameter

Primary test file size

Password 1 (n)

Password 2 (xo)

Main partition size

Remainder partition size

Output file size
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Figure 5 presents the byte-value histograms of a
representative original image and its HSBCC-encrypted
counterpart. The original image histogram is non-uniform,
characterised by a bell-shaped distribution centred near
intensity 128 with prominent peaks reflecting the
underlying scene content. After encryption, the histogram
is visually flat and uniform across the full range [0, 255],
with no discernible peaks or troughs. This uniformisation
is the direct consequence of the chaotic diffusion
introduced by the unimodular Hill Cipher, which
distributes energy uniformly across all byte values [62].

(a) Original Image Histogram (b) Encrypted Image Histogram

2500
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2000
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Frequency
2
2
Frequency
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500

0 50 100 150 200 250
Pixel Intensity (0-255)

0 50 100 150 200 250
Pixel Intensity (0-255)

Figure 5. Byte-value histograms of (a) the original image and (b)
its HSBCC-encrypted counterpart. The near-flat distribution of
the ciphertext histogram indicates effective statistical diffusion.

A flat ciphertext histogram is a necessary (though not
sufficient) condition for resistance to frequency-analysis
attacks. An adversary cannot infer any byte-value
distribution information from the ciphertext, eliminating
the most basic class of statistical attacks. Shannon entropy
measures the average information content per symbol and
is the most widely used single-number indicator of
ciphertext quality. For a perfectly random byte sequence,
H = 8 bits/pixel. Table 6 reports entropy values before and
after encryption for all six test images, and Figure 6 provides
a visual comparison [63], [64].

Table 6. SHANNON ENTROPY: ORIGINAL VS.

ENCRYPTED IMAGES
Test Image Original H Encrypted H | AH (%)
(bits/px) (bits/px)
Lena (grayscale) 7.4462 7.9973 +7.40
Lena (colour) 7.2718 7.9981 +9.99
Baboon (colour) 7.6932 7.9987 +3.97
Peppers (colour) 7.5644 7.9976 +5.72
Cameraman 7.0112 7.9969 +14.06
MRI image 6.8234 7.9961 +17.17
Shannon Entropy Comparison: Original vs. Encrypted Images

Entropy (bits/pixel)

Submission ID trn:oid:::3618:145074593

Encrypted entropy ranges from 7.9961 to 7.9987
bits/pixel across all test images, consistently within 0.005
bits/pixel of the theoretical maximum. The largest
improvement is observed for the MRI image (AH =
+17.17%), reflecting the inherently low information
density of medical grayscale images. These results confirm
that HSBCC effectively eliminates statistical redundancy
in all tested image types. Adjacent pixels in natural images
are highly correlated because of spatial continuity. A secure
cipher must destroy this correlation. Figure 7 presents
horizontal scatter plots of adjacent pixel pairs for the
original and encrypted images, and Table 7 quantifies the
Pearson correlation coefficient r across three spatial
directions [65].

(a) Original Image (b) Encrypted Image
r=-0.0013 r 017

Pixel f+ 1

T T T T T T T T T
o 50 100 150 200 250 0 100 150 200 250

Pixel | Pixel {

Figure 7. Scatter plots of adjacent-pixel pairs: (a) original image
showing tight linear correlation (r = 0.9721) and (b) encrypted
image showing uniform scatter (r ~ 0.002), confirming effective
decorrelation.

Table 7. PIXEL CORRELATION COEFFICIENTS:
ORIGINAL VS. ENCRYPTED

Direction Original (r) Encrypted Reduction
(r)
Horizontal 0.9721 0.0023 99.76%
Vertical 0.9685 0.0031 99.68%
Diagonal 0.9512 —0.0018 99.81%

The correlation coefficient drops from approximately
0.97 in all three directions to values indistinguishable from
zero, confirming that HSBCC completely decorrelates
spatial pixel dependencies. An cannot
reconstruct any structural information from the ciphertext
through correlation analysis. Peak Signal-to-Noise Ratio
(PSNR) and Mean Squared Error (MSE) measure the
degree of dissimilarity between two images. In an
encryption context, a low PSNR between the original and
encrypted images is desirable, while PSNR = oo between
the original and decrypted images confirms lossless
recovery. Results are summarised in Table 8 [66], [67].

adversary

Table 8. PSNR AND MSE VALUES

o Test Image | MSE (orig.— PSNR dB PSNR
6.5 -~ Theoretical maximum (8.0) enC.) (Orig.—enc.) (orig.—dec.)
23 Original Image
Rl Lena 9,247.83 8.47 o0
@ (Galon) eotons priny Comeraman - MiHmace (grayscale)
Figure 6. Shannon entropy comparison across six benchmark Lena (colour) 9,134.52 8.52 o0
images. Encrypted entropy (solid bars) converges to the Baboon 9,312.17 844 0
theoretical maximum of 8.0 bits/pixel (dashed line) for all test (colour)
1Rages. Peppers 9,089.64 8.55 o
(colour)
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Test Image | MSE (orig.— PSNR dB PSNR
enc.) (orig.—enc.) | (orig.—dec.)
Cameraman 9,401.38 8.40 ©

Encrypted image PSNR values in the range 8.40-8.55
dB, well below the 30 dB threshold for perceptible
similarity, confirm that the ciphertext bears no visual
resemblance to the plaintext. The PSNR = oo results for all
decrypted images demonstrate that HSBCC is a perfectly
lossless encryption scheme, satisfying the fundamental
requirement ~ for  symmetric  cryptography. A
cryptographically secure system must exhibit the avalanche
effect: a minimal change in the key must produce a
radically different ciphertext. Figure 8 quantifies key
sensitivity by comparing the byte-level difference between
ciphertexts produced with passwords (49, 4949) and (49,
4950), a single-unit change in Password 2 [68].

(a) Byte Difference (pwd2: 4949 vs. 4950)

Mean = 99.48% (b) Key Sensitivity vs. Password 1 (n)

08 5%  OBG%  O002%

002% 75 0B6%

100 { e

Differing Bytes (%)
2
|
Differing Bytes (%)

== 50% reference

T T T T T T
0 1000 2000 3000 4000 5000 5 10 26 49 70 99
Byte Position Password 1 (matrix size n)

Figure 8. Key sensitivity analysis: (a) rolling-average byte-
difference percentage between ciphertexts produced with
Password 2 = 4949 vs. 4950, and (b) key sensitivity as a function
of Password 1 (n). The dashed line marks the 50% ideal
reference.

A single digit change in Password 2 produces
ciphertexts that differ in over 99.9% of byte positions,
exceeding the 50% ideal avalanche threshold. This extreme
sensitivity is a direct consequence of the chaotic logistic
map: the modified initial condition X0 diverges from the
original trajectory within 3540 iterations and produces a
statistically independent key matrix. Panel (b) shows that
sensitivity remains above 97% for all tested values of n,
confirming that the property is robust across the entire
parameter space. The sensitivity of the key generation
process is rooted in the chaotic dynamics of the logistic
map. Figure 9 illustrates the divergence of two logistic map
trajectories initialised with xo = 0.123456789 and xo =
0.1234567891, a difference of 107'° [69]. The two
sequences are virtually indistinguishable for the first 35
iterations but diverge completely by iteration 40,
confirming the sensitive dependence on initial conditions
that underlies HSBCC key randomness. Figure 10 presents
two complementary views of the HSBCC key space. Panel
(a) maps points on an illustrative elliptic curve y? = x> + 2x
+ 3 (mod 257), whose discrete logarithm hardness
underpins ECC security and serves as a geometric
reference for key-space analysis. Panel (b) shows the
distribution of key-parameter combinations (Password 1 x
Password 2) mod 256 over Zass, revealing a uniform spread
with no discernible clustering or periodic structure. This

Submission ID trn:oid:::3618:145074593

uniformity is a necessary condition for resistance to key-
space enumeration attacks [70], [71].

Initial Value Sensitivity of the Logistic Map (r=3.923)

= xp=0.123456789
-- xp=01234567891

Iteration i

Figure 9. Initial-value sensitivity of the logistic map (r = 3.923).

Two trajectories with initial conditions differing by 107'° diverge

completely after approximately 40 iterations, confirming chaotic
behaviour.

(a) Elliptic Curve y* = x* +2x + 3 (mod 257) (b) Key Parameter Distribution over #zs5

@
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Figure 10. (a) Point distribution on the elliptic curve y? = x* + 2x
+ 3 (mod 257), serving as the ECC analytical reference. (b)
Distribution of HSBCC key parameter combinations over Zass,
demonstrating near-uniform spread with no exploitable
structure.

Figure 11 and Table 9 report encryption execution
times as a function of Password 1 (n). The dominant
computational cost is the nxn matrix multiplication, whose
complexity scales as O(n’m) where m = | S/n|. For practical
values of n (49-99), execution time is sub-second; for very
large n (n = 100), time increases substantially due to the
quadratic growth of matrix operations. Table 10 compares
HSBCC against standard Hill Cipher and the unimodular-
only approach of Muktyas et al. [6] across all evaluated
security dimensions [72], [73].

Encryption Execution Time as a Function of Password 1 (n)

307168

Encryption Time (seconds, log scale)
Bl

- T
25 26 49 100
Password 1 (n = key matrix dimension)

Figure 11. Encryption execution time (log scale) as a function of
Password 1 (n). Time increases with n due to the O(n*m) matrix
multiplication complexity.

Table 9. ENCRYPTION EXECUTION TIME VS. PASSWORD
1

Password 1 | Key Matrix Complexity Time (s)
(m) Class
2 2x2 O(4m) 38.4287
5 5%5 O(25m) 38.812¢
26 26%26 O(676m) 67.785
49 49x49 0(2,401m) 0.540%
100 100x100 0(10,000m) 307.157

7 Overhead dominated by Python interpreter startup and file 1/0,
not matrix multiplication.
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I NumPy BLAS acceleration benefits certain matrix sizes; Property Standard Muktyas HSBCC
absolute times are environment dependent. Hill [3] et al. [6] (Proposed)
ECC key-space None None Included
HSBCC is the only system in the comparison that analysis
simultaneously resolves all three classical Hill Cipher Ciphertext entropy <75 ~17.8 >7.996
limitations while providing independent integrity (bits/px)
assurance and ECC-based key-space verification. The Adjacent-pixel ® 0.5 ~0.05 <0.004
. . . correlation
combination of near-maximum entropy, near-zero-pixel
. . s . Known-plaintext Low Moderate High
correlation, and high key sensitivity constitutes a strong resistance
famplrlcal argl.lment fqr 1t§ suitability in real-world digital Lossloss Yes (n<4) Yes Yes (any )
image protection applications. In Table 11, we can see the decryption

simulation results of HSBCC encryption and decryption
verification across multiple digital images and binary files.
The table summarizes the encryption and decryption
performance of the proposed HSBCC scheme under
different password configurations and chaotic seeds. For all
tested files, including PNG, JPEG, BMP, MRI images, and
PDF documents, the MDS5 hash of the decrypted file
matches the original plaintext hash, confirming lossless
recovery and successful reversibility of the cryptosystem.
Distinct ciphertext hashes are obtained in every
experiment, demonstrating effective ciphertext
diversification [74], [75].

Table 10. COMPARATIVE SECURITY EVALUATION

Table 11 presents the comprehensive simulation
results obtained by executing the HSBCC algorithm across
ten experimental configurations, varying the file type,
matrix size (Password 1, n), and chaotic seed parameter
(Password 2, xo = p2/ 10,000). Each record documents the
encryption time, decryption time, time differential At =
t enc — t_dec, the MD5 message digest of the original,
encrypted, and decrypted files, and a validity flag
confirming lossless recovery. The chaotic seed xo is derived
deterministically from Password 2 (p2) via the
normalisation Xo = p2/ 10,000, mapping integer passwords
of varying magnitude to the unit interval (0, 1) required by
the logistic map. The table confirms three distinct seed

Property Standard | Muktyas HSBCC values, xo € {0.2626, 0.4949, 0.9999}, corresponding to

Hill [3] etal. [6] | (Proposed) passwords {2626, 4949, 9999}. Because the logistic map

Max. key matrix n<4 Anyn>0 | Anyn>0 with r = 3.923 exhibits extreme sensitive dependence on

SIZE initial conditions, a difference of Axo = 0.0001 propagates

Keyistorage Full nxn 2 2 parameters to statistically independent key matrices within 35-40
requirement matrix parameters . . e .

- — iterations, confirmed by the key sensitivity analysis in
Remainder- Not Not Shift Cipher Section IV-F. Thi that two distinct d
partition handling | supported | supported 128 e 19n ST 15 ensures that no .WO 1Stnct passwor
Integrity None None MDS digest combinations yield the same encryption output [76].
verification

Table 11. SIMULATION RESULTS: HSBCC ENCRYPTION AND DECRYPTION VERIFICATION

File Pwd1l | Pwd2 | Chaotic | Enc.(s) | Dec.(s) | At(s) MDS5 MD5 MD5 Validity

(n) (o) Seed Original | Encrypted | Decrypted
image lena.png 49 4949 | 0.4949 | 0.0127 | 0.0082 | +0.0044 | 70217a8f... | 1d239614... | 70217a8f... | Valid
image lena.png 99 9999 | 0.9999 | 0.0113 | 0.0253 | -0.0141 | 8cce039f... | 2blcdald... | 8cce039f... | Valid
image baboon.jpg 49 4949 | 0.4949 | 0.0074 | 0.0081 | -0.0007 | 45d43a30... | 20d5acOc... | 45d43a30... | Valid
image baboon.jpg 26 2626 | 0.2626 | 0.0026 | 0.0045 | -0.0019 | aac7760d... | 088ba4d2... | aac7760d... | Valid
image peppers.bmp | 49 4949 | 0.4949 | 0.0194 | 0.0121 | +0.0074 | 0e2b5292... | 5¢750794... | 0e2b5292... | Valid
image peppers.bmp | 99 9999 | 0.9999 | 0.0209 | 0.0361 | -0.0152 | 2e810c81... | e07aefba... | 2e810c81... | Valid
document.pdf 49 4949 | 0.4949 | 0.0478 | 0.0232 | +0.0245 | 91d5d7ff... | €7280cbb... | 91d5d7ff... | Valid
document.pdf 99 9999 | 0.9999 | 0.0469 | 0.0619 | -0.0149 | 00bc8a83... | 345bd27... | 00bc8a83... | Valid
image mri.png 26 2626 | 0.2626 | 0.0029 | 0.0030 | -0.0001 | a6f8e123... | 8cb40850... | a6f8e123... | Valid
image mri.png 49 4949 | 0.4949 | 0.0036 | 0.0070 | -0.0034 | 15e45fe0... | ¢639298c... | 15e45fe0... | Valid

positive for n = 49 (encryption-dominant) but negative for
n = 99 (decryption-dominant owing to the larger Gauss—
Jordan inversion cost), reflecting the asymmetry between
forward matrix multiplication and its modular inverse. All

The influence of matrix size n on computational cost
is evident across all configurations. For the document.pdf
file (399,274 bytes), increasing n from 49 to 99 raises
decryption time from 0.0232 s to 0.0619 s, consistent with
the O(n’m) scaling of the modular matrix multiplication C
= K - P mod 256. The time differential At is marginally

configurations are complete within sub-second latency,
confirming the practical efficiency of HSBCC across the
tested file-size range (65 KB to 399 KB). The MD5
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integrity analysis provides definitive verification of both
encryption effectiveness and decryption losslessness.
Three findings are of particular significance. First,
MD5(original) = MD5(decrypted) in every experimental
run without exception, confirming that the HSBCC
encryption—decryption cycle is perfectly invertible over
Zoswi [77].

This property follows mathematically from the
unimodular determinant condition det(K) = #1, which
guarantees the exact modular inverse K™ such that K! - K
= [ (mod 256) [78]. Second, MDS5(encrypted) differs
entirely from both the original and decrypted digests across
all configurations: a ciphertext that preserved any structural
similarity to the plaintext at the byte level would represent
an encryption failure, and the complete MDS5 divergence
observed here, combined with the avalanche -effect
exceeding 49.8%, that the ciphertext is
statistically uncorrelated with the plaintext. Third, the
consistency of MDS5_original = MDS5_decrypted across all
ten configurations, including those with large files and non-
zero remainder partitions handled by Shift Cipher 128,
demonstrates that the split-based boundary introduces no
integrity compromise. The validity column confirms

confirms

lossless decryptions for all ten configurations, spanning
four distinct file formats (PNG, JPEG, BMP, PDF), three
matrix sizes (n € {26, 49, 99}), and three chaotic seed
values. The invariant validity across this parameter space is
strong empirical evidence that the HSBCC algorithm is
robust to parameter variation and that the trial-based key
pipeline reliably produces invertible unimodular matrices
[79].

The previous section focused on the application of
HSBCC to digital image encryption, demonstrating its
capability to provide confusion, diffusion, and lossless
recovery for visual data. However, a practical cryptosystem
should not be restricted to image content alone. To further
validate the versatility of the proposed framework, a series
of experiments was conducted using a real-world PDF
document containing 815,491 bytes. This experiment
serves two objectives: first, to verify that the proposed
split-based architecture remains effective for arbitrary
binary data; and second, to analyze the impact of increasing
unimodular matrix dimensions on computational
performance and partition characteristics [80]. Three
matrix sizes (n = 8, n = 88, and n = 888) were selected
to represent small-, medium-, and large-scale key spaces.
The resulting analysis demonstrates that HSBCC
successfully preserves file size, generates distinct

ciphertext outputs for different key dimensions, and

Submission ID trn:oid:::3618:145074593

achieves perfect plaintext reconstruction, thereby
confirming its applicability as a general-purpose binary file
cryptosystem. The detailed experimental results are
presented in Table 12 — Table 16 [81].

Table 12 and Table 13 present the experimental
evaluation of the proposed HSBCC scheme using a PDF
document with a size of 815,491 bytes under three different
unimodular matrix dimensions (n=8), (n=88), and
(n=888)). The results demonstrate that the split-based
architecture consistently preserves the original file size, as
the ciphertext size remains exactly 815,491 bytes in all
experiments. As the matrix dimension increases, the
proportion of data processed by the Hill Cipher slightly
decreases due to the growth of the remainder partition
handled by the Shift-128 cipher. Specifically, the Hill
Cipher partition decreases from 815,488 bytes (99.9996%)
for (n=8) to 815,184 bytes (99.9624%) for (n=888), while
the Shift-128 partition increases from only 3 bytes to 307
bytes. Nevertheless, more than 99.96% of the file is still
protected by the dynamic unimodular Hill Cipher in every
scenario, confirming that the proposed partitioning
mechanism remains highly effective even for large matrix
dimensions [82].

Furthermore, different matrix sizes generate distinct
ciphertext MDS5 values despite using the same plaintext and
chaotic seed, indicating strong key sensitivity and
ciphertext diversification. The decryption results further
verify the correctness and reversibility of the proposed
cryptosystem. For all matrix dimensions, the decrypted
files produced identical MDS5 hashes to the original
plaintext file ((72cbaf26559dfd8f559¢50347deal177)),
resulting in a 100% successful recovery rate with no
information loss. In terms of computational performance,
encryption time increased from 0.1323 s for (n=8) to
1.4293 s for (n=888), reflecting the
computational cost associated with larger
multiplications. A more significant increase was observed
during decryption, where the execution time rose from
0.0226 s to 9.3696 s as the inverse matrix dimension
expanded from (8 \times 8) to (888 \times 888). This
behavior is expected because modular matrix inversion is
computationally more demanding than forward matrix
multiplication. Despite this increase, the results confirm

additional
matrix

that HSBCC maintains perfect integrity verification,
deterministic key reconstruction, and lossless plaintext
recovery across all tested configurations, demonstrating its
applicability as a robust and general-purpose binary file
cryptosystem [83].

Table 12. EXPERIMENTAL CONFIGURATION AND ENCRYPTION RESULTS OF HSBCC

g'r—.| turnitin
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Parameter Experiment 1 Experiment 2 Experiment 3
Input File TestFile.pdf TestFile.pdf TestFile.pdf
File Size (Bytes) 815,491 815,491 815,491
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Password 1 (Matrix 8 88 888
Size, n)
Password 2 2026 2026 2026
Chaotic Seed (o) 0.20261 0.20261 0.20261
Hill Cipher Partition 815,488 815,408 815,184
(Bytes)
Shift-128 Partition 3 83 307
(Bytes)
Hill Partition Ratio 99.9996 99.9898 99.9624
(%)
Shift Partition Ratio 0.0004 0.0102 0.0376
(%)
Key Matrix 8x8 88 x 88 888 x 888
Dimension
Ciphertext Size 815,491 815,491 815,491
(Bytes)
MDS5 Plaintext 72c¢baf26559dfd8£559¢50347deal177 | 72cbaf26559dfd8559¢50347deal 177 72cbaf26559d£d8£559¢50347deal 177
MDS5 Ciphertext a5d7bd877770b570e139a215aaa40dd | 22ecb182ce3b8d370e4f0ab2c63b5554 | d684179002d018875945fa2e15913a6a
3
Encryption Time (s) 0.1323 0.3311 1.4293

Table 13. DECRYPTION PERFORMANCE AND INTEGRITY VERIFICATION

Parameter Experiment 1 (n=8) Experiment 2 (n=88) Experiment 3 (n=888)
Ciphertext Size 815,491 815,491 815,491
(Bytes)
Inverse Matrix 8§ %8 88 x 88 888 x 888
Dimension
Decryption Time (s) 0.0226 0.1378 9.3696

MD5 Ciphertext

a5d7bd877770b570e139a215aaa40dd3

22ecb182ce3b8d370e4f0ab2c63b5554

d684179002d018875945fa2¢15913a6a

MD5 Decrypted File

72cbaf26559dfd81559¢50347deal 177

72cbaf26559dfd81559¢50347deal 177

72cbaf26559dfd81559¢50347deal 177

MD5 Match with Yes Yes Yes
Original
Successful Recovery 100% 100% 100%

Table 14 and Table 15 collectively illustrate the
scalability characteristics and partitioning behavior of the
proposed HSBCC framework as the unimodular matrix
dimension increases. As shown in Table 13, encryption
time rises gradually from 0.1323 s ((n=8)) to 0.3311 s
((n=88)) and 1.4293 s ((n=888)), corresponding to growth
factors of 2.50x and 10.80x%, respectively. This relatively
moderate increase indicates that the encryption stage
benefits from NumPy's optimized vectorized modular
matrix multiplication. In contrast, decryption time exhibits
a much steeper growth, increasing from 0.0226 s to 0.1378
s and eventually 9.3696 s, with the largest configuration
requiring approximately 414.60 times the baseline
execution time. This behavior is primarily attributed to the
computational complexity of constructing the modular
inverse matrix (K”{-1}), which becomes increasingly
expensive for large unimodular matrices. Meanwhile,
Table 14 demonstrates that enlarging the matrix dimension
slightly increases the remainder partition processed by the
Shift-128 cipher, from only 3 bytes at (n=8) to 307 bytes at
(n=888), because larger matrix dimensions reduce the
probability that the file size is exactly divisible by (n).
Nevertheless, the main partition encrypted by the dynamic
unimodular Hill Cipher consistently accounts for more than
99.96% of the total file size in all experiments, confirming
that the proposed split-based architecture preserves the
dominance of the Hill Cipher layer while maintaining file-

size preservation and computational feasibility across
different matrix dimensions [84].

Table 14. COMPUTATIONAL SCALABILITY ANALYSIS

Matrix | Encryption | Growth | Decryption | Growth
Size Time (s) Factor Time (s) Factor
(n)
8 0.1323 1.00x 0.0226 1.00x
88 0.3311 2.50% 0.1378 6.10%
888 1.4293 10.80x 9.3696 414.60%

Observation: Encryption time increases moderately
as matrix size grows because NumPy efficiently performs
vectorized modular matrix multiplication. In contrast,
decryption time significantly due to the
computational cost of constructing the modular inverse
matrix K1, especially for large unimodular matrices [85].

increases

Table 15. FILE PARTITION DISTRIBUTION UNDER
DIFFERENT MATRIX DIMENSIONS

Matrix Main Remainder Percentage
Size (n) | Partition Partition Protected by
(Hill (Shift-128) Hill Cipher
Cipher)
8 815,488 3 bytes 99.9996%
bytes
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88 815,408 83 bytes 99.9898%
bytes

888 815,184 307 bytes 99.9624%
bytes

Key Insight: Increasing the matrix dimension
increases the remainder partition because the file size is less
likely to be perfectly divisible by larger values of n.
Nevertheless, more than 99.96% of the file remains
protected by the dynamic unimodular Hill Cipher in all
experiments [86].

Table 16. SECURITY AND FUNCTIONAL
CHARACTERISTICS OF THE PROPOSED HSBCC

Feature Observation
File-size Maintained in all experiments
preservation
Dynamic key Deterministic from passwords
generation
Key storage None
requirement
Chaotic key Logistic Map (r = 3.923)
generation
Matrix invertibility Guaranteed by unimodular
construction
Ciphertext Different MDS5 hash for every
uniqueness matrix size

Submission ID trn:oid:::3618:145074593

The encryption and decryption times ranged from
0.132 s to 1.429 s and 0.023 s to 9.370 s, respectively,
reflecting the increased computational cost associated with
larger key matrices. In addition, the split-based architecture
effectively handled remainder partitions of 3, 83, and 307
bytes without altering the ciphertext length, thereby
preserving format transparency. The generation of ECC
public/private key pairs and AES-encrypted session keys
further strengthened the security architecture by providing
an additional key-management layer. Moreover, the results
indicate that HSBCC achieves 100% file-size preservation,
100% plaintext recovery accuracy, and 100% integrity
validation while supporting secure and efficient encryption
of arbitrary binary files [88].

HSBCC PERFORMANCE SUMMARY &=

® FILE SIZE = 815,491 Bytes (PDF Document)

Enc: 0.132s Enc: 0.331s @ Enc: 1.429s

Dec: 0.023s Dec: 0.138s ® Dec: 9.370s

Bo Shift:307B
@ M5 Match v/

o Shift: 3B
@ VD5 Mateh v/

Shift: 83 B

ap

MD5 Match v/

o ol
i3 O, 9
File Size Preserved Plaintext Recovery Integrity Verified
=100% =100% =100%

2@+ Dynamic Key Matrix °

% ECC Session Layer °

Integrity verification MDS5 successfully validated
PDF successfully
encrypted/decrypted

Private/Public key pair

Binary-file
compatibility
ECC support

generated

Session key support AES-encrypted session key

generated

Plaintext recovery 100% identical to original file

accuracy

Table 16 and Figure 12 collectively demonstrate that
the proposed HSBCC framework successfully achieves
both functional and practical security
requirements across all experiments. The cryptosystem
consistently preserved the original file size, generated
dynamic unimodular key matrices deterministically from
user passwords without requiring key storage, and utilized
a logistic-map-based chaotic generator ((r = 3.923)) to
enhance key diversity. The unimodular construction
guaranteed matrix invertibility, enabling reliable
decryption and complete plaintext recovery in every test
case. Experimental results on a PDF file of 815,491 bytes

correctness

further confirmed that different matrix dimensions ((n = 8),
(88), and (888)) produced unique ciphertexts, evidenced by
distinct MDS5 hashes, while maintaining successful
integrity verification through exact MD5 matches between
the original and decrypted files [87].

Figure 12. HSBCC PERFORMANCE SUMMARY

IV. CONCLUSION

The proposed Hybrid Split-Based Chaotic
Cryptosystem (HSBCC) successfully integrates dynamic
unimodular Hill Cipher encryption, Logistic Map-based
chaotic key generation, Shift Cipher 128 partition
processing, AES-protected session keys, and ECC-based
key management into a unified cryptographic framework
for arbitrary binary data protection. Experimental
evaluations on multiple benchmark images, medical
images, PDF documents, and other binary files
demonstrated that the proposed scheme achieves strong
statistical ~security characteristics, including near-
maximum Shannon entropy values (up to 7.9987
bits/pixel), near-zero-pixel correlation coefficients, high
key sensitivity, and complete ciphertext diversification
under different password configurations. The use of
dynamically generated unimodular matrices guarantees
invertibility for any matrix dimension, eliminating a
fundamental limitation of conventional Hill Cipher
Furthermore, the split-based architecture
effectively removes the need for padding by separately

systems.

processing remainder partitions, enabling exact file-size
preservation while maintaining compatibility with diverse
digital file formats.

Comprehensive simulation results confirmed the
correctness, robustness, and practical applicability of
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HSBCC. Across all experimental scenarios, the decrypted
files produced MDS hashes identical to their corresponding
original files, resulting in 100% plaintext recovery
accuracy and successful integrity verification. Additional
experiments on a real-world PDF document containing
815,491 bytes showed that different matrix dimensions

[11]
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