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Abstract — The rapid growth of digital information exchange across cloud platforms, industrial infrastructures, academic environments,
and governmental systems has increased the demand for cryptographic techniques capable of providing secure and efficient protection
for binary data. This paper presents a scalable hybrid encryption framework that integrates the Unimodular Hill Cipher (UHC) with a
chaotic Logistic Map-based XOR stream cipher to achieve format-independent binary file encryption. The proposed framework
combines the strong diffusion characteristics of unimodular matrix transformations with the nonlinear confusion introduced by a chaotic
keystream generated from the logistic map. Unlike many existing approaches that are primarily designed for image encryption, the
proposed method directly encrypts arbitrary binary files as raw byte streams without requiring any format-specific preprocessing. The
proposed scheme was evaluated using twelve binary files in DOCX, PDF, and JPEG formats with file sizes ranging from 1 MB to 100
MB. Security performance was analyzed through Shannon entropy, correlation coefficient, histogram distribution, chi-square test,
avalanche effect, differential analysis, key sensitivity, and MD5-based integrity verification. Experimental results show that the
encrypted files achieve an average entropy of 7.9999 and an average correlation coefficient of —0.0043, indicating near-ideal randomness
and negligible statistical dependence. For PDF datasets, the proposed method achieved an avalanche effect of 50.0020%, key sensitivity
0f99.6139%, and a chi-square p-value of 0.967092, demonstrating strong diffusion and high resistance to statistical attacks. Performance
evaluation further indicates average encryption and decryption throughputs of 24.48 MB/s and 23.83 MB/s, respectively, while
maintaining linear scalability as file size increases. Moreover, all decrypted files produced identical MD5 hashes to their original
counterparts, confirming complete lossless recovery. These findings demonstrate that the proposed hybrid UHC—Logistic XOR
framework effectively balances security, computational efficiency, scalability, and compatibility across diverse binary file formats.

Index Terms — Unimodular Hill Cipher; XOR Stream Cipher, Logistic Map, Chaotic Cryptography, Binary File Encryption

L. INTRODUCTION
The rapid growth of digital information exchange has

significantly increased the demand for secure data
protection mechanisms. Modern
government institutions, educational sectors, and cloud-

organizations,

based services continuously generate and transfer large
volumes of binary data, including documents, images,
videos, archives, and executable files. As cyber threats
become increasingly sophisticated, protecting confidential
information against unauthorized access, interception,
modification, and disclosure has become a fundamental
requirement in contemporary information systems [1].

Cryptography remains one of the most effective
approaches for ensuring confidentiality, integrity,
authenticity, and availability of digital information.

Traditional cryptographic algorithms generally transform
plaintext into unintelligible ciphertext using secret keys,
thereby preventing attackers from recovering the original
content without authorization. The effectiveness of an
encryption algorithm is commonly evaluated based on

security strength, computational efficiency, scalability, key
management complexity, and resistance against various
cryptanalytic attacks [2], [3].

Among classical encryption algorithms, the Hill Cipher is
a well-known polygraphic substitution technique
introduced by Lester S. Hill in 1929. The Hill Cipher
employs matrix multiplication under modular arithmetic to
transform blocks of plaintext into ciphertext. Compared
with monoalphabetic substitution ciphers, Hill Cipher
provides superior diffusion characteristics because each
ciphertext symbol depends on multiple plaintext symbols
simultaneously. This property makes Hill Cipher attractive
for high-throughput data transformation applications.
Despite its mathematical elegance, the classical Hill Cipher
suffers from several security limitations. The linear
relationship between plaintext and ciphertext can expose
the system to known-plaintext attacks (KPA) and chosen-
plaintext attacks (CPA). Furthermore, the security of the
Hill Cipher heavily depends on the invertibility of the key
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matrix. Poorly selected matrices may reduce the effective
key space and increase vulnerability to cryptanalysis. To
address these limitations, researchers have introduced the
concept of Unimodular Hill Cipher (UHC), which utilizes
unimodular matrices as cryptographic keys [4]. An
unimodular matrix possesses a determinant of =I,
guaranteeing invertibility under integer arithmetic. This
property eliminates the need for determinant validation
while enabling the construction of large invertible matrices
suitable for binary file encryption. Consequently,
unimodular matrices offer both computational convenience
and expanded key diversity. For an n X nunimodular
matrix M, the encryption process can be represented as:
C =M - P(mod256)

where Pdenotes the plaintext block vector and Crepresents
the ciphertext block vector. The corresponding decryption
operation utilizes the inverse unimodular matrix M™%,
Although unimodular matrices improve key generation and
diffusion characteristics, the encryption process remains
fundamentally linear. Consequently, researchers have
increasingly combined matrix-based cryptography with
chaotic systems to introduce nonlinear behavior and
strengthen security against statistical and structural attacks

(31, [6].

Chaos theory has emerged as an attractive foundation for
modern cryptographic applications because chaotic
systems exhibit sensitivity to initial conditions, ergodicity,
pseudo-randomness, and unpredictability. These properties
closely resemble the requirements of secure encryption
systems. Among various chaotic systems, the Logistic Map
remains one of the most widely adopted due to its
mathematical simplicity and ability to generate complex
nonlinear sequences. The Logistic Map is defined as:
Xni1 = X (1 —2xp)

where x,denotes the current state and rrepresents the
control parameter. For values of rapproaching 4, the
generated sequence exhibits chaotic behavior suitable for
pseudo-random number generation. In cryptographic
applications, Logistic Map sequences are commonly
converted into byte-level keystreams and combined with
plaintext or intermediate ciphertext using XOR operations.
This approach introduces nonlinear confusion properties
that complement the diffusion capability of matrix-based
transformations. The resulting hybrid architecture typically
achieves better entropy, lower statistical correlation, and
improved resistance against frequency-based attacks [7],
[8]. Numerous studies have explored hybrid combinations
of Hill Cipher, unimodular matrices, chaotic maps, and
XOR stream encryption. Most of these studies focus on
image encryption because images possess high redundancy
and strong spatial correlations, making them suitable for
evaluating  diffusion and confusion mechanisms.
Experimental results generally demonstrate substantial
improvements in entropy, histogram uniformity, and

correlation reduction. Table 1 summarizes representative
hybrid Hill-Chaos cryptosystems reported in the literature
[9], [10].

Table 1. Representative Hybrid Hill-Chaos Cryptosystems

Data Hill/Unimodular Chaotic Main
Type Component Component Outcome
Images | Unimodular Hill Logistic High visual

Cipher Map distortion
and entropy
Images Hill Cipher + Logistic Key File-size
Shift-128 Generation preservation
Binary Hill Cipher Chaotic Successful
Files XOR Stream full-file
encryption
Text & UHC + Modern Chaotic Key Improved
Images Cipher Generation statistical
security
Although these studies report promising security

characteristics, several cryptanalytic investigations have
revealed potential weaknesses. Hybrid Hill-Chaos systems
employing static matrices or fixed chaotic parameters may
remain vulnerable to known-plaintext and chosen-plaintext
attacks. Moreover, some Logistic Map-based keystream
generators suffer from limited parameter spaces and
predictable distributions when improperly configured.
These observations suggest that achieving strong statistical
randomness guarantee
cryptographic security. A secure hybrid cryptosystem must
simultaneously provide large key space, dynamic key
generation, resistance to differential attacks, high
sensitivity to key variations, and efficient processing
performance for practical deployment. Beyond images,

alone is insufficient to

secure binary file encryption presents additional
challenges. Binary files contain heterogeneous structures,
embedded metadata, compressed segments, and
application-specific formatting rules [11], [12]. An
effective binary encryption scheme should therefore
operate independently of file format while preserving exact
data reconstruction after decryption. Several recent studies
have demonstrated that hybrid Hill-Chaos architectures
can successfully encrypt complete binary files while
maintaining file size consistency and supporting lossless
recovery. However, most existing investigations focus on
small datasets, limited file types, or specific application
domains. Comprehensive evaluations involving large-scale
binary files and multiple file formats remain relatively
scarce. Motivated by these challenges, this study proposes
a hybrid binary file encryption framework that combines
the Unimodular Hill Cipher with a Logistic Map-Based
XOR Stream Cipher. In the proposed approach, the
Unimodular Hill Cipher performs block-level diffusion
through modular matrix multiplication, while the chaotic
XOR stream introduces nonlinear confusion and additional
randomness at the byte level [13], [14].
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Figure 1. Conceptual Architecture of the Proposed Hybrid
Cryptosystem

In Figure 1 we can see the general workflow of the
proposed hybrid cryptosystem. The Unimodular Hill
Cipher provides strong block-level diffusion, while the
Logistic Map-Based XOR Stream Cipher introduces
nonlinear confusion and pseudo-random masking. The
proposed framework is designed to support arbitrary binary
file formats without requiring knowledge of internal file
structures. Unlike many image-oriented cryptosystems, the
proposed method processes files as raw byte streams,
enabling uniform treatment of documents, images, and
other digital content. This characteristic enhances
applicability across diverse real-world environments. To
validate the effectiveness of the proposed approach,
extensive experiments are conducted on twelve binary files
comprising DOCX, PDF, and JPEG formats with sizes
ranging from 1 MB to 100 MB [15], [16]. Security
evaluation includes entropy analysis, correlation analysis,
histogram analysis, avalanche effect, differential analysis,
chi-square testing, key sensitivity evaluation, and integrity
verification using MD5 hashing. Performance evaluation
focuses on execution time, throughput, and scalability
under a standard CPU-based computing environment. The
main contributions of this study are threefold. First, a
hybrid encryption architecture combining Unimodular Hill
Cipher and Logistic Map-Based XOR Stream Cipher is
developed for format-independent binary file protection.
Second, comprehensive security and performance
evaluations are performed using multiple file types and file
sizes, demonstrating high entropy, near-zero correlation,

strong key sensitivity, and lossless reconstruction. Third,
the study provides empirical evidence that hybrid matrix-
chaos cryptography can achieve a balance between
statistical security, computational efficiency, and practical
applicability for secure binary file encryption in modern
digital environments [17], [18].

Recent advancements in cryptographic design actively
explore hybrid cryptosystems integrating Unimodular Hill
Cipher (UHC) and chaotic map-based architectures to
secure heterogeneous digital files and image blocks. The
core strength of this approach lies in its ability to achieve
high confusion, optimal diffusion, and near ideal ciphertext
randomness. Mathematically, the construction of a
scalable, invertible key matrix within the Hill Cipher
framework is  guaranteed  through
configurations (where the matrix determinant is strictly
$\pm18). This elegant property systematically expands the
available key space without requiring computationally
expensive modulo inverse operations [19], [20]. To build
these matrices dynamically, contemporary designs
typically populate an upper-triangular matrix using chaotic
pseudo-random which are

unimodular

sequences, subsequently
transformed into a full unimodular matrix via elementary
row operations. Simultaneously, chaotic Logistic Maps and
their multidimensional variations serve as highly efficient
pseudo-random number generators (PRNGs). These maps
drive stream-level XOR operations, block scrambling, and
adaptive key perturbations, which fundamentally eliminate
structural redundancies across binary streams. Enhanced
multi-dimensional ~ chaotic maps are specifically
engineered to mitigate the vulnerabilities of classical
chaotic equations, such as non-uniform data distribution
and narrow parameter windows, thereby drastically
boosting keystream randomness [21], [22].

However, rigorous cryptanalysis has unveiled critical
implementation vulnerabilities
Standard image-focused hybrid cryptosystems (Hill +
Logistic Map + XOR) frequently claim absolute resilience
against statistical and differential attacks due to their near-
ideal Shannon entropy. Yet, empirical evidence
demonstrates that if the chaotic dynamic keys remain static

in these frameworks.

across different execution sessions, the entire system
becomes susceptible to chosen-plaintext attacks (CPA),
which can compromise the system with a significantly low
computational complexity of approximately $27{32}$
[23], [24]. Furthermore, standard standalone Logistic Map
keystreams are inherently insecure; their exact chaotic
parameters can be accurately estimated under specialized
chosen-plaintext cryptanalysis, drastically shrinking the
theoretical key space. To circumvent these limitations and
achieve reliable, universal binary file protection, state-of-
the-art implementations transition away from isolated
chaotic XOR streams. Instead, they pair the dynamic
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Unimodular Hill Cipher with highly standardized block
cipher standards, such as the Advanced Encryption
Standard (AES). Experimental configurations combining
UHC and AES-CBC demonstrate  exceptional
cryptographic robustness across arbitrary file types (e.g.,

text, images, and videos), consistently yielding a near-
maximum Shannon entropy of $\sim7.98$-$7.99$ and
near-zero plaintext-ciphertext correlation, while preserving
100% of the original file size. We can see this information
in Table 2 [25], [26].

Table 2. Structural Analysis and Cryptographic Roles of Contemporary Hybrid Systems

Data Domain /

Hill / Unimodular

Chaotic Map & XOR

Core Cryptographic Limitations &

residual partitions.

Modality Matrix Functional Role Functional Role Security Evidence
Image Blocks Encrypts distinguish Generates dynamic key Vulnerable to Chosen-Plaintext
image blocks via entries; makes visual Attacks (CPA) if keys remain static
modular matrix layouts highly ($\sim2"{32}$ complexity).
multiplication. unreadable.
Heterogeneous Processes primary Constructs the initial Preserves exact file size; reports high
Images (Hill + text/image blocks via unimodular key; spatial entropy but relies on map
Shift128) large-matrix transforms. Shift128 encrypts parameter stability.

Universal Binary
Files (Chaotic

Executed in tandem with
message-embedded

1-D Logistic Map
parameter acts as the

Keystreams can be backward
engineered; parameter space is prone to

chaos.

leaks.

Stream) structures. global cryptographic estimation attacks.
secret key.
Robust Binary Provides initial global AES block processing Achieves optimal Shannon entropy
Files (UHC + AES matrix-based diffusion secures residual blocks ($\mathbf{7.98} \text{—
Hybrid) and format-independent and mitigates linear Hmathbf{7.99}8$), passes strict NIST

test suites, and blocks CPA.

II. METHODOLOGY
This study proposes a hybrid binary file encryption
framework that combines the Unimodular Hill Cipher
(UHC) and a Chaotic Logistic Map-Based XOR Stream
Cipher. The fundamental objective is to exploit the
complementary strengths of both techniques. The
Unimodular Hill Cipher provides strong block-level
diffusion through matrix multiplication operations,
whereas the chaotic XOR stage introduces additional
confusion by masking ciphertext bytes with a pseudo-
random keystream generated from a logistic map. By
integrating these two mechanisms, the proposed scheme
aims to achieve high statistical security, full reversibility,
format independence, and efficient processing for arbitrary
binary files. The methodology was designed based on the
observation that conventional Hill Cipher implementations
suffer from vulnerabilities related to linearity and static key
structures. Although unimodular matrices guarantee
invertibility, ciphertext generated solely by matrix
multiplication may still exhibit exploitable algebraic
relationships [27], [28]. To address this limitation, a second
encryption layer based on chaotic XOR masking is
introduced. This additional layer obscures the relationship
between plaintext and ciphertext, making cryptanalysis
significantly more difficult. The proposed framework treats
every input file as a sequence of raw bytes regardless of its
internal structure. Consequently, no file-format-specific
preprocessing is required. Document files, image files,

multimedia content, and other binary objects are processed
using the same encryption pipeline. This design ensures
format independence and broad applicability across various
digital data types. The complete encryption workflow
consists of five major phases: file acquisition, byte-stream
conversion, unimodular Hill transformation, chaotic XOR
masking, and ciphertext generation. Conversely, the
decryption workflow performs chaotic XOR reversal
followed by inverse unimodular matrix multiplication to
reconstruct the original file exactly. The overall research
methodology includes algorithm design, implementation,
experimental validation, statistical security evaluation,
computational performance analysis, and integrity
verification. Moreover, Figure 2 illustrates the overall
research framework employed in this study [29], [30].

In Table 3, we can see the key requirement of the Hill
Cipher is the existence of an invertible matrix. In this
research, unimodular matrices are employed because they
possess determinants equal to +1, guaranteeing invertibility
over integer arithmetic. This property eliminates the need
for determinant checking during key generation and
simplifies inverse matrix computation [31], [32]. A
unimodular matrix Msatisfies:
IM|= %1

where M is an nXn matrix and | M |denotes its
determinant. The key matrix is generated through
elementary row operations applied to an upper-triangular
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matrix initialized using chaotic values. Because elementary
row operations preserve unimodularity, the resulting
matrix remains invertible and suitable for cryptographic
applications. A matrix size of 16 X 16 is selected in this
study. This configuration corresponds to 256-byte
processing blocks and provides a balance between security
and computational efficiency [33], [34].
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Figure 2. Overall Research Methodology

Table 3. Unimodular Matrix Parameters

Parameter Value
Matrix Type Unimodular
Matrix Dimension 16 x 16
Determinant +1
Block Length 256 Bytes
Invertibility Guaranteed

The logistic map serves as the source of pseudo-random
values used in the XOR masking stage. Chaotic systems are
attractive for cryptographic applications because of their
sensitivity to initial conditions and nonlinear behavior. The
logistic map is defined as:
Xn41 = Txn (1 — x)
where: x,,denotes the current chaotic state, x,,,; denotes the
next state, ris the control parameter, and 0 < x, < 1. In
this study, the initial seed is:
xo = 0.73911

which was selected experimentally to produce stable
chaotic behavior [35], [36]. The generated chaotic

sequence is transformed into byte values ranging from 0 to
255 and subsequently used as an XOR keystream. In Figure
3 we can see the illustrations of the keystream generation
process based on the chaotic Logistic Map employed in the
proposed hybrid cryptosystem. The procedure begins with
an initial seed value x,, which is iteratively processed using
the Logistic Map equation to produce a nonlinear chaotic
sequence. Due to its high sensitivity to initial conditions,
the generated sequence exhibits pseudo-random behavior,
making it suitable for cryptographic applications.
Subsequently, the chaotic real-valued sequence is
transformed into an 8-bit byte sequence through a
quantization process, allowing the continuous chaotic
values to be represented as discrete binary data. The
resulting byte stream serves as the cryptographic keystream
used in the XOR masking stage of the encryption process.
This mechanism introduces additional confusion and
randomness into the ciphertext, thereby enhancing
resistance against statistical and differential cryptanalytic
attacks. Overall, Figure 3 summarizes the transformation
from a simple initial seed into a pseudo-random XOR
keystream  through iterative chaotic = dynamics,
demonstrating how the Logistic Map contributes to the
security and unpredictability of the proposed encryption
framework [37], [38].

Initial Seed x,
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|

Logistic Iteration
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Figure 3. Logistic Map Keystream Generation

The proposed method converts all files into raw byte
streams prior to encryption. Let:
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P = {pl' D2, - 'pN}

represent a plaintext file consisting of Nbytes. No metadata
extraction, decompression, or format-specific
interpretation is performed. The algorithm processes every
byte identically, ensuring compatibility with DOCX, PDF,
JPEG, and other binary formats. The byte stream is
partitioned into fixed-length blocks corresponding to the
matrix dimension. For a matrix size n = 16:

B =n? =256
bytes are processed per block. If the file length is not
divisible by 256, the remaining bytes are handled
separately through the chaotic XOR mechanism. Each
plaintext block is represented as a vector:

P; = [p1, 12 -, Pass]”
The encryption process applies matrix multiplication under
modulo arithmetic:
C; = MP;(mod256)

where: Mis the unimodular key matrix, P;is the plaintext
block, C;is the intermediate ciphertext block. This
transformation produces strong diffusion because each
output byte depends on multiple input bytes. The matrix
multiplication stage constitutes the first layer of encryption
[39], [40]. After matrix transformation, the resulting
ciphertext undergoes XOR masking using the chaotic
keystream. The XOR operation is defined as:

C=CDK;
where: C;is the Hill-encrypted byte, K;is the chaotic
keystream byte, Cjis the final ciphertext byte. This
operation introduces additional randomness and removes
residual statistical patterns. Because XOR is involutive:

ADOBOB=A

Perfect reconstruction remains possible during decryption.
The decryption process reverses the encryption sequence.
First, chaotic XOR masking is removed:

C;=C DK
Next, the inverse unimodular matrix is applied:

P, = M~*C;(mod256)

where M ~1denotes the inverse unimodular matrix. Because
unimodular matrices are always invertible, decryption is
guaranteed to recover the original plaintext block exactly.
To evaluate format independence, three categories of
binary files were selected. Moreover, in Table 3, Table 4,
and Table 5, we can see the summary of experimental
dataset, experimental environment, and security evaluation
metrics. A total of twelve test files were used. The selected
file sizes enable evaluation across small, medium, large,
and very large datasets [41], [42]. All experiments were
conducted in Google Colab using Python 3.10. The absence
of GPU acceleration ensures objective measurement under
standard CPU conditions. Several statistical metrics were
used to evaluate security performance. Entropy measures
the uncertainty of ciphertext distributions. Correlation
evaluates relationships between adjacent bytes. Avalanche
Effect quantifies output changes resulting from small input

modifications. Key Sensitivity measures the influence of
key variations on ciphertext generation [43], [44].

Table 4. Experimental Dataset

Category | Format Sizes

Document | DOCX | 1, 10, 50, 100 MB
PDF PDF | 1,10, 50,100 MB
Image JPEG | 1,10,50,100 MB

Table 5. Experimental Environment

Component Specification
CPU Intel Xeon 2.20 GHz
RAM 12.7GB
Storage 100 GB
oS Ubuntu Linux
Language Python 3.10
Libraries | NumPy, SciPy, Matplotlib

Table 6. Security Evaluation Metrics

Metric Objective
Entropy Randomness
Correlation Statistical dependency
Avalanche Effect Diffusion strength
Chi-Square Distribution uniformity

Key Sensitivity Key robustness

Differential Analysis | Ciphertext variation

Histogram Analysis Visual randomness

MD5 Verification

Data integrity

The Shannon entropy is computed as:
255

H(X) = —Z p; log, p;
i=0

where p;denotes the probability of byte value i. The ideal
entropy value for binary ciphertext is 8 bits per byte.
statistical

Pearson correlation is used to measure

dependency between adjacent bytes.
. X =0 —y)
VG = 0RO - 7Y
Values approaching zero indicate strong encryption
quality. Avalanche Effect is computed as:
Changed Bits
AE = S
Total Bits
The ideal value is approximately 50%. Key Sensitivity
evaluates the percentage difference between ciphertexts
generated using slightly different keys.
Different Bytes
"~ Total Bytes
Values approaching 100% indicate strong resistance to
key-based attacks [24], [45]. Encryption throughput is
calculated as:

X 100%

X 100%

File Size (MB)
Execution Time (s)

Throughput =
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Higher throughput values indicate better computational
performance. Lossless reconstruction is validated using
MDS5 hashes. For successful reconstruction:
MDSoriginal = MDSdecrypted
Matching hash values confirm exact recovery of all file
contents. The matrix multiplication stage exhibits linear
behavior relative to file size because each byte is processed
once. The overall complexity can be approximated as:
O(N)

where Ndenotes the file size in bytes [46], [47]. On the
other hand, Figure 4 provides a comprehensive overview of
the experimental validation procedure conducted in this
research. Following the encryption stage, the generated
ciphertext is analyzed from both security and performance
perspectives. Security evaluation focuses on the statistical
properties of the encrypted data, whereas performance
computational efficiency. The
ciphertext is subsequently decrypted, and MDS5 hash
verification is performed to verify data integrity.
Successful matching of the original and recovered hash
values confirms lossless recovery and validates the

evaluation measures

correctness of the proposed hybrid cryptosystem [48], [49].
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Figure 4. Experimental Validation Procedure

The encrypted files are analyzed using entropy, correlation,
histogram distribution, avalanche effect, chi-square testing,
differential analysis, and key sensitivity measurements.

These metrics collectively evaluate confusion, diffusion,
randomness, and resistance to statistical attacks. The
proposed methodology integrates unimodular matrix
diffusion and chaotic XOR confusion into a unified binary-
file cryptosystem. The framework supports arbitrary binary
formats, guarantees lossless reconstruction through inverse
unimodular operations and XOR reversibility, and provides
a comprehensive evaluation protocol covering security,
integrity, scalability, and computational efficiency. The
combination of matrix-based diffusion and chaos-based
masking forms the foundation of the proposed hybrid
encryption architecture and serves as the basis for the
experimental analyses presented in the subsequent Results
and Discussion section [50], [51].

III. RESULTS AND DISCUSSION
Experimental Setup and Dataset Validation

All simulations and experimental tests of the hybrid
encryption scheme combining Unimodular Hill Cipher
(UHC) and Chaotic Logistic Map-Based XOR Stream
Cipher were implemented using the Python programming
language version 3.10. The experiments were run on the
Google Colab cloud computing environment that provides
a virtual machine infrastructure with the following
specifications: (a) Execution Environment Specifications:
The hardware used is a virtual processor with Intel(R)
Xeon(R) architecture CPU @2.20 GHz with 12.7 GB of
random-access memory (RAM) allocated for each
computing session. Cloud-based storage space is provided
of 100 GB. No graphics accelerator (GPU) or other
additional hardware is used, so the test performance
objectively reflects in a standard CPU
environment. (b) Software Environment: The software
environment is the Ubuntu Linux operating system,
provided natively by Google Colab. To support data
processing and analysis, Python libraries such as NumPy
are used for modular matrix manipulation and bit-level
operations, SciPy for statistical analysis, and Matplotlib for
histogram visualization of byte frequency distributions. (c)
Dataset Validation and Selection Criteria: To ensure the
format-independent nature of the proposed encryption
scheme, a test dataset was systematically designed [52].

execution

Testing was performed on two main categories of standard
binary files, namely: (1) Document Files, including
Microsoft Word (docx) and PDF (pdf), which have
complex internal metadata and compression structures; and
(2) Multimedia Files, namely. JPEG (jpg) images using
DCT-based lossy compression. Each format category was
tested at four scale size variations: 1 MB, 10 MB, 50 MB,
and 100 MB, resulting in a total of 12 test files. This test is
intended to verify the consistency of the algorithm's
performance under light to large-scale computational loads
relevant to real-world usage conditions. The key matrix
configuration used in this full-scale testisn =16 x 16 (256-
bit block) with a chaotic seed (x0) of 0.73911. (d) Data
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Integrity Validation Procedure: Validation is carried out
using a two-stage approach, namely: (1) Lossless Data
Reconstruction, where the data is re-decrypted and
compared at the byte level against the original file; and (2)
Cryptographic Hash Consistency, which uses the MD5
hash function as objective verification that not a single bit
has changed during the transformation process. The
success of an encryption algorithm is measured by its
ability to hide the statistical characteristics of plaintext. In
this test, two main metrics are used, namely Shannon
Entropy and Pearson Correlation. The results of the
analysis of all 12 test files are summarized in Table 7 [53].

Table 7. Security Statistical Analysis on Various Binary File

Formats
File Type Size Plaint | Ciphert | Ciphert
Name (Bytes) ext ext ext
Entro Entrop | Correlat
py y ion
Doc Docum | 1,048,57 | 7.9998 | 7.9998 -0.0028
Small.doc ent 4
X
Doc Docum | 10,485,7 | 8.0000 | 8.0000 -0.0030
Medium.d ent 58
ocx
Doc Docum | 52,429,2 | 8.0000 | 8.0000 0.0123
Large.doc ent 70
X
Doc Docum | 104,858, | 8.0000 | 8.0000 -0.0134
Huge.doc ent 660
X
PDF PDF 1,048,70 | 7.9998 | 7.9998 0.0184
Small.pdf 3
PDF PDF 10,486,2 | 8.0000 | 8.0000 -0.0148
Medium.p 89
df
PDF PDF 52,432,0 | 8.0000 | 8.0000 -0.0117
Large.pdf 48
PDF PDF 104,862, | 8.0000 | 8.0000 0.0045
Huge.pdf 244
Img Image 1,048,64 | 7.9732 | 7.9998 -0.0016
Small.jpg 0
Img Image 10,486,4 | 7.9996 | 8.0000 0.0021
Mediumj 00
pg
Img Image | 52,432,0 | 8.0000 | 8.0000 0.0099
Large.jpg 00
Img Image 104,864, | 8.0000 | 8.0000 0.0001
Huge.jpg 000
Ideal — — — 8.0000 0.0000
Value

From the data in Table 7 the average ciphertext entropy
reached 7.9999, which is practically identical to the ideal
value of 8.0000. This figure shows that each byte value (0—
255) has a very even probability of appearing in the
encrypted file. Even in the Img Small.jpg file, which has a
slightly lower plaintext entropy (7.9732), this algorithm
managed to increase and even out the distribution to 7.9998
after encryption. In the correlation metric, the average
correlation coefficient between adjacent bytes in the
ciphertext is -0.0043. This value is very close to zero,

proving that no linear relationship can be extracted from
the ciphertext. Cryptographically, this indicates that an
attacker will not be able to predict the next byte even if they
know the previous byte, proving that the diffusion property
of this hybrid scheme works very effectively [54].

Table 8. Cryptographic Key Components and Estimated Key

Space
Key Description | Precision | Estimated
Component / Size Key Space
Unimodular 16 x 16 256 Very large
Matrix integer elements
matrix
Logistic Initial 10" ~ 2%
Seed (xo0) chaotic state | precision
Logistic Control 10715 ~ 2%
Parameter parameter | precision
)
Combined UHC + Hybrid > 2000
Key Space Logistic
Map

Figure 5. Comparison of byte frequency distribution between
plaintext (left) and ciphertext (right) in the Doc Small.docx file.

In Table 8 we can see that key space is one of the
fundamental requirements of a secure cryptographic
system because it determines the resistance of an
encryption algorithm against brute-force attacks. The
proposed hybrid cryptosystem employs two independent
security components, namely a 16 X 16 unimodular matrix
and a chaotic Logistic Map keystream generator. The
unimodular matrix consists of 256 matrix elements, each
contributing to the overall cryptographic complexity, while
the chaotic subsystem introduces additional secret
parameters through the initial seed (xo) and the control
parameter (r) [55]. Assuming double-precision floating-
point representation, both chaotic parameters can provide
approximately 107'* precision, corresponding to nearly 2%
possible values per parameter. Consequently, the overall
key space of the proposed scheme becomes extremely large
and significantly exceeds the
requirement of 2'?® commonly recommended for modern
cryptographic systems. Such a large key space renders
exhaustive brute-force attacks computationally infeasible
using

minimum-security

current computing technologies. A  visual
comparison of this distribution change can be seen in
Figure 5 where the frequency pattern of the plaintext has a

certain dominance, changing to a flat and uniform
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distribution line in the ciphertext [56]. The ciphertext
distribution is very close to a perfect horizontal line,
proving the strength of the diffusion property of the
proposed scheme. The reliability of an algorithm is
measured not only by its security aspects but also by its
execution efficiency. This test measures execution time and
throughput to evaluate scalability by increasing file size
[57]. The formula used is:

MB

File size (MB)
Throughput (T)

~ Execution time (s)

Table 9. Computation Time and Execution Throughput

File File Siz Encry | Decry | Encry Decryp
Type Name e ption ption ption tion
M Time Time Throu Throu
B) | () (s) ghput | ghput
(MB/s) | (MB/s)
Docu | Doc 1.0 | 0.0664 | 0.0610 | 15.06 16.38
ment Smalld | 0
ocx
Doc 10. | 0.5729 | 0.6098 | 17.45 16.40
Mediu 00
m.docx
Doc 50. | 2.0766 | 1.9932 | 24.08 25.09
Larged | 00
ocx
Doc 100 | 3.5259 | 4.9522 | 28.36 20.19
Huge.d .00
ocx
PDF PDF 1.0 | 0.0332 | 0.0318 | 30.08 31.41
Smallp | 0
df
PDF 10. | 0.4248 | 0.4186 | 23.54 23.89
Mediu 00
m.pdf
PDF 50. 1.7648 | 1.7284 | 28.33 28.93
Large.p | 00
df
PDF 100 | 7.4727 | 5.5005 | 13.38 18.18
Huge.p .00
df
Imag | Img 1.0 | 0.0320 | 0.0322 | 31.23 31.01
e Smalljp | 0
g
Img 10. | 0.4025 | 0.4997 | 24.85 20.01
Mediu 00
m.jpg
Img 50. | 2.2980 | 2.7736 | 21.76 18.03
Large.jp | 00
g
Img 100 | 4.0505 | 3.9934 | 24.69 25.04
Huge.jp | .01
g

A key finding from Table 9 is the consistency of the
throughput values. The average encryption throughput is
24.48 MB/s and decryption throughput is 23.83 MB/s, with
standard deviations of 5.66 and 4.76 MB/s, respectively.
The relatively small standard deviation values compared to
the mean indicate that the algorithm's time complexity is
linear, or O(N), with respect to the number of bytes.
Execution time does increase with file size, but the data
processing rate remains stable [58]. The slight variation in

throughput (e.g., 1 MB files tend to have lower throughput
than 50 MB files) is due to the fixed overhead of
unimodular initialization and chaotic seed
generation, the proportional impact of which is more
pronounced for very small files. Decryption takes
approximately the same amount of time as encryption, with
the slight increase in time being due to the computational
need to calculate the inverse matrix (M—1) at the initial
stage. The primary goal of a binary encryption scheme is to
ensure that data can be restored completely without losing
a single bit of information. To prove this claim, MD5 hash
verification is used as a digital fingerprint that is sensitive
to bit changes [59].

matrix

Table 10. MD5 Hash Verification for Lossless Data

Reconstruction
File Original MDS | MDS Decryption | Stat
Name Plaintext Result us
Doc 233e0e2735ef801d252 | 233e0e2735ef801d252 | MA
Small.d | cbded7d5b6del cbded7d5b6del TCH
ocx
Doc d6669107¢2955¢99a32 | d6669f07¢2955¢99a32 | MA
Mediu a71114ae2051f a71114ae2051f TCH
m.docx
Doc 045f1f61bcf07cf3ccae | 045f1f61bcf07cf3ccae | MA
Large.d | 28b0b2f1813b 28b0b2f1813b TCH
ocx
Doc 6f5c14ac40954c0dal7 | 6f5c14ac40954c0dal7 | MA
Huge.d | afaac7cd28e5e afaac7cd28e5e TCH
ocx
PDF 4faf8873edacad520a2 4faf8873edacad520a2 MA
Small.p | 5dc87d6f6cc23 5dc87d6f6cce23 TCH
df
PDF 179€6835616caa9115 179¢6835616caadl 15 MA
Mediu b9ebf8ecd40207 b9ebf8ecd40207 TCH
m.pdf
PDF 909b6a6ffced9f59529 | 909b6a6bffced9f59529 | MA
Large.p | 809239320057f 809239320057f TCH
df
PDF b5049b972f8b94d045 | b5049b972f8b94d045 | MA
Huge.p | 2df864e7b7d378 2df864e7b7d378 TCH
df
Img 1c2a5d8478309¢59¢8 1¢2a5d8478309¢59¢8 MA
Small j 6c617824b2b0e2 6c617824b2b0e2 TCH
pg
Img 307369€929545d29¢6 | 307369€929545d29¢6 | MA
Mediu d17d8fb9edleac d17d8fb9ed1eac TCH
m.jpg
Img f2683¢9a535bal43494 | 12683c9a535bal43494 | MA
Large.j 7640d8c4c4591 7640d8c4c4591 TCH
pg
Img 78ceadacd8f31924dae | 78ceadaed8f31924dac | MA
Huge.jp | a9ef001e8bd34 a9¢f001e8bd34 TCH
g

MATCH status indicates 100% Lossless reconstruction

In Table 10 we can see that all 12 test files showed 100%
MD5 hash match between the original and decrypted files.
This success confirmed that the approach of splitting the
file into a head block (processed using a unimodular
matrix) and a tail block (processed using chaotic XOR) was
successful without causing data inconsistencies. The
involutive nature of the XOR operation (A @ B @ B=A)
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and the existence of the unimodular inverse matrix M—1
ensure that this transformation is fully reversible.
Successful verification on very different formats (DOCX,
PDF, JPEG). Empirical methods prove that the proposed
scheme is truly format independent. The algorithm requires
no knowledge of the file's internal structure; it treats the
entire content as a stream of raw bytes, securely scrambles
them, and then restores them exactly as they were [60].

Overall, the experiments show that the hybrid Unimodular
Hill Cipher and Chaotic XOR scheme can meet the key
demands of modern cryptography. The near-perfect
ciphertext entropy (7.9999) and near-zero correlation (-
0.0043) demonstrate the statistical robustness of this
algorithm, while the stable throughput in the range of 24
MB/s demonstrates its computational efficiency under
standard CPU environments without compromising its
lossless nature. However, this study has several limitations.
First, the security analysis is still limited to general
statistical metrics; testing resistance to specific attacks,
such as known-plaintext attacks (KPA) against the linear
structure of Hill matrices, has not been explored in depth in
this study. Second, the current implementation runs
sequentially; potential acceleration wusing parallel
computing or bitwise operations at the C/C++ level could
significantly increase throughput compared to a pure
Python implementation. Finally, exploring the
implementation of high-dimensional chaotic systems or
combinations of multiple chaotic maps (hyperchaos) could
be a topic of further research to increase security
complexity without sacrificing speed [61].

Additional security evaluation was performed on a PDF
binary file with a size of 815,491 bytes to further assess the
effectiveness of the proposed hybrid encryption scheme.
The entropy value increased significantly from 7.977711 in
the original file to 7.999810 in the encrypted file,
approaching the theoretical maximum entropy of 8 bits per
byte. This result indicates that the ciphertext exhibits a
highly uniform byte distribution and effectively conceals
the statistical characteristics of the plaintext. Similarly, the
correlation coefficient between adjacent bytes decreased
from 0.018530 in the original file to —0.000195 after
encryption, demonstrating that the encrypted data
possesses almost no linear dependency and is statistically
independent. The avalanche effect reached 50.0020%,
which is remarkably close to the ideal value of 50%,
confirming that a minor change in the encryption input
propagates throughout the ciphertext and produces
substantial output variations [62]. Furthermore, the Chi-
square analysis yielded a value of 215.075638 with a p-
value of 0.967092, indicating that the ciphertext byte
distribution closely follows a uniform random distribution.
The monobit randomness test classified the ciphertext as
non-random despite its near-optimal entropy. This

phenomenon can occur because entropy measures
distribution uniformity whereas randomness tests evaluate
deeper sequential dependencies. Therefore, although the
proposed scheme effectively removes statistical patterns,
further improvement of the chaotic keystream generator
may be required to satisfy strict NIST randomness criteria.
Differential analysis produced a mean byte difference of
85.952361 and a maximum difference of 255,
demonstrating strong diffusion properties and substantial
ciphertext variation. In addition, the key sensitivity test
achieved a value of 99.6139%, indicating that even a slight
modification in the encryption key generates a drastically
different ciphertext, thereby enhancing resistance against
key-related cryptanalytic attacks. Moreover, the overall
security indicators, entropy, correlation,
avalanche effect, differential characteristics, and key

including

sensitivity, collectively demonstrate the strong statistical
security and robustness of the proposed hybrid Unimodular
Hill Cipher and Chaotic Logistic Map-Based XOR Stream
Cipher scheme for binary file protection [63].

Original File Histogram Encrypted File Histogram

8000 3000

6000

2000

0 .
o 50 100 150 200 250

Figure 6. Statistical Distribution Transformation of Binary Data
Before and After Hybrid Encryption

Table 11. Overall Security Evaluation Summary

Metric Obtained Ideal Assessment
Value Value
Entropy 7.999810 | 8.000000 Excellent
Correlation | -0.000195 0 Excellent
Avalanche 50.0020% 50% Excellent
Effect
Chi-Square 0.967092 >0.05 Pass
p-value
Mean 85.952361 High Excellent
Differential
Key 99.6139% 100% Excellent
Sensitivity
MD5 100% 100% Pass
Verification
Randomness Failed Pass Needs
Test Improvement

In Figure 6 we can see the histogram comparison of byte
frequency distributions for the original PDF file (left) and
the encrypted PDF file (right). The plaintext histogram
exhibits several dominant peaks and non-uniform byte
occurrences that reflect the inherent structural patterns and
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metadata of the PDF format. After encryption, the
ciphertext histogram becomes nearly flat and uniformly
distributed across all 256 possible byte values, indicating
the successful elimination of statistical regularities. This
substantial transformation demonstrates the strong
diffusion and confusion properties of the proposed hybrid
encryption scheme, resulting in a ciphertext entropy of
7.9998 and a near-zero correlation coefficient (—0.000195),
both of which are desirable characteristics for resisting
statistical and frequency-based cryptanalytic attacks [64].
To provide a consolidated view of the security performance
of the proposed hybrid cryptosystem, the major evaluation
metrics are summarized in Table 11. The results obtained
indicate that the proposed scheme successfully achieves
near-optimal statistical security. The entropy value
approaches the theoretical maximum of 8 bits per byte,
while the correlation coefficient remains extremely close to
zero, indicating the absence of exploitable linear
dependencies. Furthermore, the avalanche effect closely
matches the ideal value of 50%, demonstrating effective
diffusion. The high key sensitivity result confirms that even
minor modifications of the cryptographic key generate
substantially different ciphertext outputs. Overall, these
findings collectively demonstrate that the proposed
encryption framework satisfies the primary security
requirements expected from a modern binary file
encryption system [65].

Figure. Encryption Throughput Scalability

Throughput (MB/s)
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Input File Size

Figure 7. Encryption Throughput Scalability

Table 12. Ciphertext Size Expansion Analysis

File Plaintext | Ciphertext | Overhead | Overhead
Type Size Size (Bytes) (%)
(Bytes) (Bytes)

PDF 815,491 815,532 41 0.0050
Sample
DOCX Same Same Minimal | Negligible
Sample

JPEG Same Same Minimal | Negligible
Sample

In Figure 7 we can see the encryption throughput obtained
from experiments using binary files ranging from 1 MB to
100 MB. The upward trend demonstrates that the proposed

cryptosystem scales efficiently with increasing data
volume, achieving higher throughput for larger files due to
the reduced impact of fixed initialization costs. These
results confirm the practicality of the proposed approach
for secure large-scale binary file encryption while
maintaining stable computational performance [66]. We
can see in Table 12 that an important practical consideration
in binary file encryption is ciphertext expansion. Excessive
ciphertext growth can increase storage requirements and
transmission  costs, particularly in  cloud-based
environments. Experimental observations indicate that the
proposed hybrid encryption framework introduces only
negligible overhead. For the evaluated PDF file, the
ciphertext size increased by only 41 bytes compared with
the original file size of 815,491 bytes, corresponding to an
overhead of approximately 0.005%. This
demonstrates that the proposed method preserves storage
efficiency while maintaining strong cryptographic
protection. The minimal expansion primarily originates
from block alignment requirements associated with matrix-
based processing and does not significantly affect practical
deployment [67].

result

AN

10110011 H

1001361 RIS | e e

e p Linear Relation

* . Broken !
4 ap ay, Unimodular i X .
Ay ap - @ Matrix ( SR W
:21 :22 . 2 Multiplication = _>‘ Without Chaotic
a' a. a' Masking (Linear)
e m1  P'= MP (mod n)
> 4

|
; =]

Intermediate

Ciphertext

: ! With Chaotic
2 J ! Masking (Nonlinear)
= C'=(MP)®K
n+1 % e
1 ‘ Chaotic XOR
Maskin: e
A 9 @ Adds nonlinear confusion
00 P 1 SIS (keystream) ! Q Hides linear structure
; Q Resists known-plaintext
— ————————————————\ attacks
11010110 Final @ nResists chosen-plaintext
01110001 Ciphertex( attacks
10101100 c

7

Result: The chaotic XOR masking breaks the linear relationship between
plaintext and ciphertext, i.e., C # MP.
Therefore, the system is theoretically protected against
known-plaintext and chosen-plaintext attacks.

Figure 8. Theoretical Protection Mechanism Against Known-
Plaintext and Chosen-Plaintext Attacks

The classical Hill Cipher is known to be vulnerable to
known-plaintext attacks because the ciphertext preserves a
linear algebraic relationship with the plaintext. In contrast,
the proposed hybrid framework introduces an additional
nonlinear masking stage through chaotic XOR encryption.
As illustrated in Figure 8, the final ciphertext is no longer
represented solely by the matrix multiplication operation
but instead becomes the result of a nonlinear
transformation involving a dynamically generated chaotic
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keystream. Consequently, attackers cannot directly recover
the unimodular matrix by solving linear equation systems
derived from plaintext-ciphertext pairs. Although a formal
cryptanalytic proof is beyond the scope of this study, the
combination of matrix-based diffusion and chaotic
nonlinear masking substantially increases the complexity
of both known-plaintext and chosen-plaintext attacks
compared with conventional Hill Cipher implementations
[68].

Table 13. Comparative Analysis with Related Hybrid

Cryptosystems

Method Data Entrop | Correlatio | Lossless

Type y n Recover

y

Hill Text 7.80— >0.05 Yes
Cipher 7.90
Logistic Binary 7.90— <0.03 Yes
XOR 7.98
UHC + | Text/Imag 7.98— <0.01 Yes
AES e 7.99
Propose Binary 7.9999 -0.0043 Yes
d UHC Files
+
Logistic
XOR

A comparative evaluation against representative hybrid
cryptographic approaches demonstrates the
competitiveness of the proposed framework. As shown in
Table 13, the proposed hybrid Unimodular Hill Cipher and
Chaotic Logistic Map-Based XOR Stream Cipher achieves
ciphertext entropy very close to the theoretical optimum
while maintaining near-zero correlation. Compared with
conventional Hill Cipher variants and standalone chaotic
stream approaches, the proposed method provides superior
statistical ~concealment and comparable lossless
reconstruction capability. These results suggest that
integrating matrix-based diffusion and chaotic confusion
mechanisms can effectively balance security and
computational practicality for format-independent binary
file encryption [69].

IV. CONCLUSION
This study presented a hybrid binary file encryption
framework that integrates the Unimodular Hill Cipher and
a Chaotic Logistic Map-Based XOR Stream Cipher to
achieve secure, efficient, and format-independent data
protection. The proposed architecture combines matrix-
based diffusion with chaos-driven confusion, allowing
arbitrary binary files to be processed as raw byte streams
without requiring knowledge of their internal structures.
Experimental evaluations conducted on DOCX, PDF, and
JPEG files with sizes ranging from 1 MB to 100 MB
demonstrated that the proposed scheme successfully
produces  ciphertext  with  near-ideal  statistical
characteristics. The average ciphertext entropy reached

7.9999, while the average correlation coefficient was
reduced to —0.0043, indicating excellent randomness and
effective elimination of linear dependencies. Additional
security analyses further confirmed the robustness of the
framework, yielding an avalanche effect of 50.0020%, key
sensitivity of 99.6139%, and a chi-square p-value of
0.967092, all of which indicate strong diffusion, confusion,
and resistance to statistical cryptanalysis. From the
computational perspective, the proposed scheme achieved
average encryption and decryption throughputs of 24.48
MB/s and 23.83 MB/s, respectively, while maintaining
linear time complexity with respect to file size. Moreover,
all twelve test files exhibited identical MD5 hashes before
encryption and after decryption, verifying 100% lossless
reconstruction and complete data integrity. These findings
hybrid UHC-Logistic XOR
cryptosystem offers a practical balance between security
and performance for modern binary file protection.
Nevertheless, future work should investigate resistance
against advanced cryptanalytic attacks, including known-
plaintext, chosen-plaintext, and differential cryptanalysis.
Further enhancements may also explore dynamic key
generation mechanisms, multidimensional or hyperchaotic

demonstrate that the

systems, NIST randomness validation, and parallelized
implementations to improve both cryptographic strength
and computational efficiency.
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