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Abstract — The exponential growth of heterogeneous digital assets demands robust, format-independent encryption frameworks capable 

of securing universal binary data. Existing matrix-based cryptosystems predominantly target specific modalities like images, utilize 

small, fixed matrix dimensions, and suffer from complex key storage or padding-induced security vulnerabilities. To address these 

limitations, this paper proposes a scalable hybrid encryption framework that processes raw byte streams directly, enabling universal 

protection for diverse digital file formats. The proposed architecture integrates three complementary mechanisms: a user password-

derived Logistic Map for pseudo-random chaotic sequence generation, a scalable Unimodular Hill Cipher that constructs large invertible 

key matrices dynamically without repeated determinant testing, and the Advanced Encryption Standard in Cipher Block Chaining (AES-

CBC) mode to securely encrypt residual data segments. Furthermore, an entropy-driven selection strategy is introduced to adaptively 

adjust the matrix dimensions based on file size and input statistical characteristics, balancing cryptographic strength and computational 

efficiency. Experimental evaluations across various binary datasets demonstrate near-ideal Shannon entropy approaching 7.9998 

bits/byte, negligible adjacent byte correlation, and an avalanche effect close to the 50% theoretical optimum. The framework passes the 

NIST SP800-22 randomness tests and guarantees 100% lossless data recovery via MD5 integrity verification. Consequently, the 

proposed cryptosystem successfully eliminates structural redundancies and provides strong resistance against statistical, differential, and 

entropy-driven cryptanalytic attacks, making it a highly practical and scalable solution for universal binary file security.  

 

Index Terms — Unimodular Hill Cipher, AES-CBC, Hybrid Encryption, Logistic Map, Adaptive Matrix, Binary File  
 
 

I. INTRODUCTION 

The rapid growth of digital technology has significantly 

increased the volume of information exchanged through 

public and private communication networks. Modern 

digital ecosystems continuously generate and transmit 

diverse forms of data, including documents, images, audio 

recordings, videos, databases, software binaries, and 

machine learning models. While this digital transformation 

improves accessibility and productivity, it simultaneously 

introduces substantial security challenges associated with 

unauthorized access, data manipulation, and cyberattacks 

[1]. Consequently, robust encryption mechanisms have 

become essential components of contemporary information 

security systems. Data confidentiality remains a 

fundamental requirement in various sectors, including 

healthcare, finance, education, government administration, 

military communications, and cloud computing. Sensitive 

information such as medical records, financial transactions, 

intellectual property, and confidential business documents 

is increasingly stored and transmitted in digital form. Any 

unauthorized disclosure of such information may lead to 

financial losses, privacy violations, or national security 

risks. Therefore, encryption technologies must provide 

strong protection while maintaining computational 

efficiency and practical applicability across multiple data 

formats [2], [3]. 

 

Most existing encryption systems can be categorized into 

classical cryptography and modern cryptography. Classical 

methods, such as substitution and transposition ciphers, 

provide important theoretical foundations but generally 

suffer from limited security against contemporary 

cryptanalytic techniques. Modern cryptographic 

algorithms, including the Advanced Encryption Standard 

(AES), offer substantially higher security levels and have 

become international standards for protecting digital 

information. However, modern algorithms may require 

additional computational resources, particularly when 

applied to large-scale data environments. Among classical 

encryption algorithms, the Hill Cipher remains one of the 

most widely studied matrix-based cryptographic 

techniques. Introduced by Lester Hill in 1929, the 

algorithm performs encryption through matrix 

multiplication in modular arithmetic. Given a plaintext 
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matrix (P) and a key matrix (K), the encryption process is 

expressed as 

𝐶 = 𝐾𝑃 (𝑚𝑜𝑑 𝑚) 

where (C) denotes the ciphertext matrix and (m) represents 

the modulus. The mathematical simplicity and 

computational efficiency of the Hill Cipher make it 

attractive for educational purposes and lightweight 

encryption applications. Despite its advantages, the 

conventional Hill Cipher suffers from several limitations. 

First, the key matrix must be invertible under modular 

arithmetic, which becomes increasingly difficult to 

guarantee large matrix dimensions. Second, the linear 

nature of the transformation makes the algorithm 

vulnerable to known-plaintext attacks when sufficient 

plaintext-ciphertext pairs are available. Third, traditional 

implementations typically employ fixed matrix 

dimensions, reducing flexibility when processing files with 

varying characteristics and sizes [4], [5]. 

 

To overcome these limitations, numerous researchers have 

integrated chaos theory into cryptographic systems. 

Chaotic maps exhibit desirable properties such as 

ergodicity, unpredictability, pseudo-randomness, and 

extreme sensitivity to initial conditions. These 

characteristics closely resemble the requirements of secure 

cryptographic key generation. Among various chaotic 

systems, the Logistic Map remains one of the most popular 

due to its mathematical simplicity and strong nonlinear 

behavior. The Logistic Map is defined by 

𝑥𝑛+1 = 𝑟𝑥𝑛(1 − 𝑥𝑛) 

where (x_n) represents the system state and (r) denotes the 

control parameter. When the parameter lies within the 

chaotic region, small changes in the initial condition 

produce dramatically different sequences. Such behavior 

can be exploited to generate cryptographic keys with high 

sensitivity to user passwords. Recent studies have 

demonstrated that chaos-based cryptographic systems can 

significantly improve diffusion and confusion properties 

compared with conventional Hill Cipher implementations. 

However, many existing approaches still focus primarily 

on image encryption and restrict the key matrix dimension 

to small sizes such as 2×2, 3×3, or 4×4. These limitations 

reduce scalability and prevent broader adoption for 

general-purpose digital file protection [6], [7]. 

 

Another important limitation observed in previous studies 

is the dependence on format-specific processing. 

Numerous image encryption algorithms rely on pixel-level 

transformations, color channel permutations, or spatial-

domain operations that are only applicable to image data. 

Consequently, these approaches cannot be directly applied 

to documents, compressed archives, audio files, executable 

programs, or other binary file formats. From a practical 

perspective, modern cybersecurity challenges require 

encryption systems capable of protecting universal binary 

data rather than a single data modality. A secure encryption 

framework should operate directly on byte streams without 

requiring prior knowledge of the underlying file format. 

Such an approach enables the protection of heterogeneous 

digital assets within a unified cryptographic architecture 

[8], [9]. 

 

In addition to format dependency, many chaos-based Hill 

Cipher variants require explicit storage of the entire key 

matrix. As matrix dimensions increase, key storage 

requirements also grow substantially. This issue becomes 

particularly significant when large matrices are employed 

to improve security. Therefore, efficient key generation 

mechanisms capable of reconstructing large invertible 

matrices from compact user-defined parameters remain an 

important research challenge. Unimodular matrices 

provide an elegant mathematical solution to this problem. 

A matrix is classified as unimodular if its determinant 

equals either +1 or −1. Such matrices possess guaranteed 

integer inverses and preserve invertibility under elementary 

row operations [10]. Consequently, unimodular matrices 

offer a systematic method for constructing large invertible 

key matrices without repeated determinant testing or 

matrix regeneration procedures. For an unimodular matrix 

(U), 

det(𝑈) = ±1 

which guarantees the existence of a valid inverse matrix. 

This property makes unimodular matrices particularly 

suitable for scalable Hill Cipher implementations involving 

arbitrary matrix dimensions. Another challenge 

encountered in matrix-based cryptography concerns 

imperfect partitioning. Binary files rarely contain several 

bytes that are exactly divisible by the chosen matrix 

dimension. Conventional approaches typically employ 

zero-padding or repeated-character padding strategies, 

which may introduce structural patterns or reduce security. 

More robust mechanisms are therefore required to handle 

residual data segments [11], [12]. 

 

Modern symmetric encryption algorithms provide an 

effective solution to this problem. AES operating in Cipher 

Block Chaining (CBC) mode introduces strong diffusion 

properties and well-established cryptographic security. By 

utilizing AES-CBC exclusively for residual byte segments, 

the strengths of matrix-based encryption and modern block 

ciphers can be combined within a unified hybrid 

architecture. The proposed framework integrates three 

complementary mechanisms. First, a Logistic Map 

generates pseudo-random values from a password-derived 

initial condition. Second, these values are used to construct 

scalable unimodular matrices that serve as Hill Cipher keys 

[13]. Third, AES-CBC encrypts the remaining bytes that 

cannot be processed by the matrix-based stage. This 

combination creates a layered encryption strategy capable 

of protecting arbitrary binary files. Unlike previous image-
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oriented studies, the proposed system processes raw byte 

streams directly. Consequently, the same encryption 

procedure can be applied to Portable Document Format 

(PDF) files, Office documents, compressed archives, 

multimedia files, databases, executable programs, and 

other digital formats. This universality significantly 

broadens the practical applicability of the proposed 

cryptographic framework [14], [15]. 

 

To further improve adaptability, the system introduces an 

entropy-based matrix selection mechanism. Rather than 

employing a fixed matrix dimension, the proposed 

approach dynamically selects the matrix size according to 

the file size and statistical characteristics of the input data. 

This adaptive strategy seeks to balance security strength 

and computational efficiency across different categories of 

binary files. The security performance of the proposed 

framework is evaluated through comprehensive statistical 

and cryptographic analyses. These evaluations include 

Shannon entropy, byte correlation, Hamming distance, Bit 

Change Ratio (BCR), Mutual Information, compression 

resistance, integrity verification, and execution-time 

measurements. Together, these metrics provide a holistic 

assessment of randomness, diffusion capability, 

information leakage, and computational practicality [16]. 

The main contributions of this study can be summarized as 

follows: (1) A universal binary file encryption framework 

capable of protecting arbitrary digital file formats through 

direct byte-stream processing. (2) A scalable unimodular 

Hill Cipher key generation mechanism driven by Logistic 

Map chaotic sequences. (3) An adaptive matrix selection 

strategy based on file size and entropy characteristics. (4) 

A hybrid encryption architecture combining unimodular 

Hill Cipher and AES-CBC for enhanced security and 

residual-byte protection. (5) A comprehensive security 

evaluation framework incorporating entropy analysis, 

correlation analysis, diffusion metrics, information leakage 

assessment, compression resistance testing, and integrity 

verification. The proposed framework therefore extends 

the applicability of chaos-based Hill Cipher systems 

beyond conventional image encryption and provides a 

practical solution for universal binary file security in 

modern digital environments [17], [18]. 

 
Table 1. Research Gap and Proposed Solution  

Limitation in 

Previous Studies 

Proposed Solution 

Image-specific 

encryption 

Universal binary file 

encryption 

Small matrix 

dimensions (2×2–8×8) 

Scalable unimodular 

matrices 

Explicit key matrix 

storage 

Password-based matrix 

reconstruction 

Fixed matrix size Adaptive matrix selection 

Padding-based residual 

handling 

AES-CBC residual 

encryption 

Limited security 

evaluation 

Comprehensive binary-file 

security metrics 

 

Table 1 summarizes the key limitations identified in 

previous Hill Cipher- and chaos-based encryption studies 

and presents the corresponding solutions introduced in the 

proposed framework. Existing approaches are 

predominantly designed for image-specific applications, 

employ relatively small matrix dimensions, require explicit 

storage of key matrices, and rely on fixed encryption 

parameters that limit scalability and adaptability. 

Furthermore, residual data are often handled using 

conventional padding techniques, while security 

evaluations are frequently restricted to a small set of 

statistical metrics. To overcome these shortcomings, the 

proposed cryptosystem introduces a universal binary file 

encryption paradigm capable of protecting arbitrary digital 

data formats through direct byte-stream processing [19]. 

The framework employs scalable unimodular matrices 

generated from password-derived chaotic sequences, 

eliminating the need for explicit key matrix storage while 

supporting larger matrix dimensions. In addition, an 

adaptive matrix selection mechanism dynamically adjusts 

encryption parameters based on file characteristics, and 

AES-CBC is incorporated to securely process residual byte 

segments. A comprehensive security framework, including 

entropy, correlation, diffusion, information leakage, 

compression resistance, and integrity analyses, is further 

utilized to provide a more rigorous assessment of 

cryptographic performance. Collectively, these 

improvements address major limitations of prior studies 

and enhance both the practicality and security of universal 

binary file protection [20], [21]. 

 

Figure 1 illustrates the motivation and conceptual 

framework underlying the proposed universal binary file 

encryption system. The exponential growth of digital data, 

including documents, images, audio, video, and database 

files, has significantly increased the attack surface for 

modern cybersecurity threats. As digital assets continue to 

proliferate across cloud platforms, enterprise systems, and 

personal devices, organizations face escalating risks 

associated with data theft, information leakage, and 

sophisticated cyberattacks. These challenges highlight the 

limitations of many existing encryption approaches that are 

often designed for specific data types, particularly image-

oriented cryptosystems [22]. To address this gap, the 

proposed framework introduces a universal binary 

encryption architecture capable of securing arbitrary digital 

files through direct byte-stream processing. The system 

integrates three complementary security layers: Logistic 

Map-based chaotic key generation for enhanced key 

sensitivity and unpredictability, a scalable Unimodular Hill 
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Cipher for efficient matrix-based transformation, and AES-

CBC for protecting residual binary segments. Together, 

these components establish a robust hybrid cryptographic 

framework that provides confidentiality, randomness, 

diffusion, and format-independent protection, enabling 

secure encryption of virtually any digital file type within a 

single unified security architecture [23], [24]. 

 

 
Figure 1. Motivation and Conceptual Framework of the Proposed 

Universal Binary File Encryption System 

              

 
Figure 2. Architecture of the Proposed Adaptive Hybrid Encryption 

Framework for Universal Binary File Security 

 

Figure 2 illustrates the overall architecture of the proposed 

adaptive hybrid encryption framework designed for 

universal binary file protection. The encryption process 

begins with a user-defined password, which is transformed 

into a chaotic seed for the Logistic Map to generate highly 

sensitive pseudo-random sequences. These sequences are 

subsequently utilized by the Adaptive Matrix Generator to 

construct a scalable unimodular key matrix whose 

dimension is dynamically selected according to the 

characteristics of the input file. The generated matrix serves 

as the encryption key for the Unimodular Hill Cipher, 

which processes the main portion of the binary data. Since 

arbitrary binary files rarely contain several bytes that is 

exactly divisible by the selected matrix dimension, the 

remaining residual bytes are encrypted separately using the 

AES-CBC algorithm. Finally, the outputs from both 

encryption stages are combined to produce a single 

ciphertext file. By integrating chaos-based key generation, 

adaptive matrix construction, matrix-based diffusion, and 

modern symmetric encryption, the proposed framework 

achieves a balance between scalability, computational 

efficiency, and cryptographic security while remaining 

applicable to a wide range of digital file formats, including 

documents, multimedia files, compressed archives, 

databases, and executable binaries [25], [26].  

 

II. METHODOLOGY 

The proposed cryptosystem is designed as a universal 

binary file encryption framework capable of protecting 

arbitrary digital files, including documents, images, audio 

files, compressed archives, and executable programs. 

Unlike conventional image-oriented encryption 

approaches, the proposed method operates directly on 

binary byte streams, allowing encryption to be performed 

independently of file format. The framework integrates 

three major components: adaptive matrix selection, chaotic 

key generation using a Logistic Map, and a hybrid 

encryption mechanism combining a Unimodular Hill 

Cipher with AES-CBC. The overall workflow begins by 

reading the target file as a one-dimensional byte sequence. 

Statistical properties of the file are then analyzed to 

determine an appropriate matrix size [27]. A chaotic 

sequence generated from a password-derived Logistic Map 

is subsequently used to construct an invertible unimodular 

matrix. Most of the binary data is encrypted using the Hill 

Cipher, while residual bytes that cannot be partitioned into 

complete blocks are protected using AES-CBC. Finally, 

encrypted segments are combined and stored in a unified 

ciphertext structure. The proposed framework treats every 

digital file as a sequence of bytes. Let 

𝐹 = {𝑏1, 𝑏2, 𝑏3, … , 𝑏𝑆} 

denote a binary file containing 𝑆bytes. Each byte satisfies: 

𝑏𝑖 ∈ [0,255] 

where 0 and 255 represent the minimum and maximum 

values of an unsigned 8-bit integer. The file is loaded 

directly into memory using NumPy arrays of type uint8. 

This representation enables the algorithm to process all file 

types uniformly without requiring format-specific 

decoding procedures. Unlike image encryption methods 

that rely on pixel coordinates or color channels, the 

proposed system operates exclusively on byte-level data 

structures. Consequently, the same encryption mechanism 

can be applied to PDF, DOCX, ZIP, MP3, PNG, and other 

binary formats. Before encryption begins, the system 
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evaluates the statistical characteristics of the input file [28]. 

The Shannon entropy is calculated as 

𝐻 = − ∑ 𝑝𝑖

255

𝑖=0
log 2(𝑝𝑖) 

where 𝑝𝑖denotes the probability of occurrence of byte value 

𝑖. Entropy serves as an indicator of information complexity. 

Files with low entropy generally contain more repetitive 

patterns, while highly compressed or encrypted files tend 

to exhibit entropy values approaching 8 bits/byte. The 

matrix dimension is selected automatically based on both 

file size and entropy. Larger matrices are assigned to larger 

and more complex files to improve diffusion properties 

while maintaining computational efficiency [29], [30]. 

 
Table 2. Adaptive Matrix Selection Strategy 

File Size Entropy 

Condition 

Selected Matrix 

Size 

< 50 KB H < 5 4 

< 50 KB H ≥ 5 6 

< 500 KB H < 6 8 

< 500 KB H ≥ 6 12 

< 5 MB H < 7 16 

< 5 MB H ≥ 7 24 

≥ 5 MB H < 7.5 32 

≥ 5 MB H ≥ 7.5 48 

 

Table 3. Unimodular Matrix Generation Stages 

Stage Operation 

1 Create identity matrix 

2 Fill upper triangular entries 

3 Apply row operations 

4 Generate full matrix 

5 Preserve determinant ±1 

 

Table 2 and Table 3 talks about Adaptive Matrix Selection Strategy 

and Unimodular Matrix Generation Stages. Table 2 presents the 

adaptive matrix selection strategy employed by the 

proposed cryptosystem to dynamically determine the 

dimension of the unimodular key matrix based on both file 

size and Shannon entropy. Rather than using a fixed matrix 

dimension for all input data, the proposed approach 

analyzes the statistical complexity and storage 

characteristics of the binary file before encryption. Smaller 

files with lower entropy are assigned compact matrix sizes 

(4×4 to 8×8) to minimize computational overhead, while 

larger or more complex files are processed using higher-

dimensional matrices (up to 48×48) to enhance diffusion 

and security strength [31]. This adaptive mechanism 

enables the cryptosystem to balance encryption efficiency 

and cryptographic robustness across a wide range of digital 

file formats. By considering both file size and entropy 

simultaneously, the system automatically allocates 

computational resources according to the intrinsic 

characteristics of the input data, resulting in a scalable and 

format-independent encryption framework suitable for 

universal binary file protection. The adaptive strategy 

eliminates the need for manually selecting matrix 

dimensions and allows the encryption process to scale 

automatically according to the characteristics of the target 

file [32]. The cryptographic key material is derived from a 

password supplied by the user. The password is converted 

into an initial chaotic state 𝑥0and used to generate a 

Logistic Map sequence. The Logistic Map is defined by 

𝑥𝑛+1 = 𝑟𝑥𝑛(1 − 𝑥𝑛) 

where 

𝑟 = 3.923 

and 

0 < 𝑥𝑛 < 1 

The system performs 1000 warm-up iterations before 

collecting chaotic samples. This procedure reduces 

transient effects and improves the statistical quality of the 

generated sequence. The chaotic sequence is transformed 

into byte values according to 

𝑚𝑖 = ⌊1000𝑥𝑖⌋ 𝑚𝑜𝑑 256 

The resulting byte stream forms the basis for constructing 

the unimodular key matrix. A key contribution of the 

proposed framework is the generation of invertible 

matrices without explicit determinant checking. The 

process begins with an identity matrix 

𝐼𝑛 

of dimension 𝑛 × 𝑛. Upper-triangular entries are then 

populated using values generated by the Logistic Map [33]. 

Subsequently, a series of Elementary Row Operations 

(ERO) is applied to produce a dense matrix while 

preserving invertibility. Since elementary row operations 

do not alter unimodularity, the resulting matrix satisfies 

det (𝐾) = ±1 

where 𝐾denotes the encryption matrix. This property 

guarantees the existence of an inverse matrix for 

decryption. Moreover, Table 3 summarizes the sequential 

procedure used to construct the unimodular key matrix in 

the proposed cryptosystem. The process begins with the 

generation of an identity matrix, which serves as the 

mathematical foundation for guaranteed invertibility. The 

upper triangular elements are subsequently populated using 

pseudo-random values derived from the Logistic Map, 

introducing nonlinearity and key-dependent randomness 

into the matrix structure. A series of elementary row 

operations is then applied to transform the matrix while 

preserving its unimodular properties. These operations 

produce a fully populated key matrix with increased 

complexity and diffusion capability. Most importantly, 

because elementary row transformations preserve the 

determinant value, the resulting matrix maintains a 

determinant of ±1, ensuring the existence of an inverse 

matrix and enabling efficient decryption without requiring 

computationally expensive determinant checks or matrix 

regeneration procedures [34]. This construction strategy 

provides a scalable and mathematically robust mechanism 

for generating large cryptographic key matrices suitable for 
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universal binary file encryption. Compared with random 

matrix generation techniques, this approach eliminates 

repeated invertibility testing and provides deterministic 

reconstruction during decryption. Let 

𝑆 

represent the total number of bytes in the input file. The file 

is partitioned into two components: 

𝐿𝐻 = ⌊
𝑆

𝑛
⌋ 𝑛 

and 

𝐿𝐴 = 𝑆 − 𝐿𝐻  

where 𝐿𝐻denotes the Hill Cipher partition and 𝐿𝐴represents 

residual bytes. The Hill partition contains complete blocks 

compatible with the selected matrix dimension. Residual 

bytes are processed separately using AES-CBC. This 

strategy eliminates the need for padding within the Hill 

Cipher stage. The Hill partition is reshaped into matrix 

form 

𝑃 ∈ ℤ256
𝑛×𝑚 

where 𝑚denotes the number of columns [35]. Encryption 

is performed using matrix multiplication 

𝐶 = (𝐾𝑃) 𝑚𝑜𝑑 256 

where 𝐾= unimodular key matrix, 𝑃= plaintext matrix, and 

𝐶= ciphertext matrix. The modulo operation ensures that 

all encrypted values remain within the valid byte range. 

The resulting ciphertext matrix is subsequently flattened 

back into a one-dimensional byte stream. Residual bytes 

that do not fit into complete Hill blocks are encrypted using 

AES-CBC. A 256-bit AES key is derived from the 

password through SHA-256 hashing: 

𝐾𝐴𝐸𝑆 = 𝑆𝐻𝐴256(𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑) 

An Initialization Vector (IV) is generated randomly for 

every encryption session. The AES ciphertext is computed 

as 

𝐶𝐴𝐸𝑆 = 𝐴𝐸𝑆-𝐶𝐵𝐶(𝑃𝐴𝐸𝑆 , 𝐾𝐴𝐸𝑆 , 𝐼𝑉) 

The IV is stored alongside the ciphertext to enable 

successful decryption. This hybrid mechanism ensures that 

every byte of the file receives cryptographic protection 

[36]. The encrypted file consists of four sections, that we 

can see in Table 4 and Table 5. 

 

Table 4. Ciphertext Structure 

Segment Size 

Matrix size n 4 bytes 

Hill partition length 8 bytes 

Hill ciphertext Variable 

AES ciphertext Variable 

 

Table 5. Security Evaluation Metrics 

Metric Objective 

Entropy Randomness measurement 

Correlation Statistical dependency 

Hamming Distance Bit-level changes 

Bit Change Ratio Avalanche effect 

Mutual Information Information leakage 

Compression Resistance Redundancy removal 

MD5 Verification Lossless recovery 

 

Table 4 presents the structure of the encrypted file generated 

by the proposed adaptive hybrid cryptosystem. The 

ciphertext is organized into four main segments to facilitate 

efficient encryption, storage, and decryption of arbitrary 

binary files. The first segment stores the selected matrix 

dimension (𝑛) in a fixed 4-byte header, enabling dynamic 

reconstruction of the unimodular key matrix during 

decryption. The second segment records the length of the 

Hill Cipher partition using an 8-byte field, allowing precise 

separation between the matrix-encrypted and AES-

encrypted portions of the file. The third segment contains 

the variable-length ciphertext produced by the Unimodular 

Hill Cipher, which encrypts the largest portion of the binary 

data using adaptive matrix-based transformation. Finally, 

the remaining bytes that cannot be evenly partitioned 

according to the selected matrix dimension are protected 

using AES-CBC and stored in the variable-length AES 

ciphertext segment [37]. This hybrid file organization 

ensures accurate ciphertext parsing, supports arbitrary file 

sizes and formats, minimizes storage overhead, and 

guarantees lossless recovery of the original binary file 

during decryption. This structure enables complete 

reconstruction of encryption parameters during decryption. 

During decryption, the matrix dimension and partition 

lengths are extracted from the ciphertext header. The same 

password regenerates the identical Logistic Map sequence 

and reconstructs the original unimodular matrix. The 

inverse matrix 

𝐾−1 

is obtained using modular Gauss–Jordan elimination. 

Plaintext recovery is performed using 

𝑃 = (𝐾−1𝐶) 𝑚𝑜𝑑 256 

AES-CBC decryption is then applied to the residual 

partition. Both plaintext segments are concatenated to 

restore the original binary file. Integrity verification is 

performed using MD5 hashing [38]. The digest of a file is 

computed as 

𝐻 = 𝑀𝐷5(𝐹) 

The original and decrypted hashes are compared to verify 

correctness. Matching hash values indicate that encryption 

and decryption are completely lossless. To evaluate the 

effectiveness of the proposed cryptosystem, multiple 

statistical analyses are performed. These metrics in Table 5 

collectively assess confusion, diffusion, randomness, and 

reconstruction accuracy. On the other hand, Figure 3 

illustrates the overall architecture of the proposed adaptive 

hybrid cryptosystem for universal binary file security. The 

encryption process begins with a binary file that is analyzed 

through an entropy calculation module to determine its 

statistical complexity. Based on the file size and entropy 

characteristics, an adaptive matrix selection mechanism 

automatically determines the most suitable matrix 
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dimension to balance security strength and computational 

efficiency [39]. Simultaneously, a user-provided password 

is transformed into an initial chaotic seed that drives the 

Logistic Map generator, producing pseudo-random 

sequences used by the Unimodular Matrix Builder to 

construct an invertible key matrix. The binary data is then 

divided into two partitions: the main partition is encrypted 

using the Unimodular Hill Cipher to achieve large-scale 

diffusion, while the residual partition that cannot be evenly 

processed by the matrix operation is secured using AES-

CBC encryption. The outputs from both stages are 

subsequently combined through a ciphertext packaging 

procedure, which embeds the required metadata for 

decryption and produces the final encrypted file. By 

integrating adaptive matrix selection, chaotic key 

generation, unimodular matrix construction, and hybrid 

encryption mechanisms, the proposed framework provides 

scalable, format-independence, and highly secure 

protection for a wide range of digital file types, including 

documents, images, multimedia content, compressed 

archives, databases, and executable files [40], [41].  

 

 
Figure 3. Overall Architecture of the Proposed Cryptosystem 

              

 

III. RESULTS AND DISCUSSION 

Preliminary Simulations 

The proposed hybrid cryptosystem was implemented in 

Python 3 using Google Colaboratory with NumPy and 

PyCryptodome libraries. The experimental evaluation was 

conducted in two stages. First, preliminary simulations 

were performed using widely adopted grayscale and color 

benchmark images, including Lena, Baboon, Peppers, and 

Cameraman, to facilitate visual verification of encryption 

effectiveness and to enable comparison with previous 

image encryption studies. Subsequently, a more 

comprehensive security evaluation was carried out using a 

Portable Document Format (PDF) file as a representative 

binary digital object. The use of a PDF file is particularly 

important because the proposed cryptosystem operates 

directly on byte streams rather than image-specific 

structures, thereby demonstrating its capability to encrypt 

arbitrary digital data, including documents, databases, 

compressed archives, multimedia files, executable 

programs, and other binary formats [42]. The system 

automatically selected the matrix dimension according to 

file size and entropy characteristics through an adaptive 

matrix selection mechanism. This approach allows the 

cryptosystem to dynamically balance computational 

efficiency and security strength for different categories of 

digital files. Encryption and decryption performance, 

statistical randomness, diffusion capability, information 

leakage resistance, compression resistance, and integrity 

preservation were thoroughly evaluated to assess the 

effectiveness of the proposed framework. Security metrics 

included Shannon entropy, byte correlation, Hamming 

distance, Bit Change Ratio (BCR), Mutual Information, 

compression ratio analysis, and cryptographic hash 

verification [43], [44]. 

 

The unimodular key matrix was generated from a Logistic 

Map chaotic sequence derived from a single password-

based initial condition. Unlike conventional Hill Cipher 

implementations that often require repeated searches for 

invertible matrices, the proposed approach guarantees 

matrix invertibility through a sequence of elementary row 

operations applied to an identity matrix. As a result, 

scalable unimodular matrices of various dimensions can be 

efficiently constructed while preserving determinant values 

of ±1, ensuring reliable encryption and decryption 

processes without additional invertibility checks. 

Correctness and reliability were verified by comparing the 

MD5 hashes of the original and decrypted files. 

Experimental results consistently produced identical hash 

values for all benchmark images and binary file datasets, 

confirming that the proposed encryption and decryption 

procedures are completely lossless. This outcome validates 

both the unimodular inverse matrix reconstruction 

mechanism and the AES-CBC recovery process. More 

importantly, the successful recovery of the PDF file 

demonstrates that the proposed adaptive hybrid 

cryptosystem is not limited to image encryption 

applications but can securely process and accurately 

reconstruct general-purpose digital files, supporting its 

suitability as a universal binary file encryption framework 

[45], [46]. We can see this summary in Table 6 and Table 7. 

 

Table 6. Correctness Verification 

Image Original 

MD5 

Decrypted 

MD5 

Status 
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Lena Same Same Success 

Baboon Same Same Success 

Peppers Same Same Success 

Cameraman Same Same Success 

 
Table 7. Shannon Entropy Results 

Dataset Original Ciphertext 

Lena Gray 7.4462 7.9973 

Lena RGB 7.2718 7.9981 

Baboon 7.6932 7.9987 

Peppers 7.5644 7.9976 

Cameraman 7.0112 7.9969 

 

In Table 8, Table 9, and Table 10 we can see that the histogram 

distribution of encrypted images became significantly 

flatter compared with the original images. This behavior 

indicates the elimination of statistical patterns that may be 

exploited through frequency-based cryptanalysis. Uniform 

histogram distributions demonstrate effective diffusion 

properties of the proposed scheme. Entropy values 

obtained after encryption approached the theoretical 

maximum of 8 bits per byte. Such results indicate that 

ciphertext bytes are nearly uniformly distributed, making 

statistical inference attacks substantially more difficult. 

Neighboring pixel correlation dropped dramatically after 

encryption. Original images exhibited strong local 

dependencies, whereas encrypted images showed 

coefficients approaching zero, indicating successful 

decorrelation. The avalanche effect ranged between 48.7% 

and 51.3%, closely matching the ideal value of 50%. This 

demonstrates that a small modification in plain text causes 

widespread changes throughout the ciphertext [47], [48]. 

 

Table 8. Correlation Coefficients 

Image Original Ciphertext 

Lena 0.9721 0.0023 

Baboon 0.9512 -0.0018 

Peppers 0.9601 0.0027 

Cameraman 0.9743 0.0019 

 

Table 9. Avalanche Effect 

Image Avalanche (%) 

Lena 49.8 

Baboon 50.4 

Peppers 48.7 

Cameraman 51.3 

 
Table 10. Encryption Time 

Matrix Size Time (s) 

4 0.312 

6 0.428 

8 0.754 

12 1.203 

16 3.841 

24 6.917 

 

Chi-square tests confirmed that ciphertext byte 

distributions do not significantly deviate from ideal 

uniform distributions. All p-values exceeded 0.05, 

supporting the randomness of encrypted outputs. Monobit 

randomness tests based on NIST SP800-22 showed 

acceptable p-values for all encrypted datasets. The balance 

between zeros and ones indicates satisfactory statistical 

randomness. A single-digit modification in the password 

generated entirely different Logistic Map sequences and 

key matrices. More than 99% of ciphertext bytes changed, 

demonstrating high sensitivity to key variations. 

Differential attacks attempt to exploit minor input 

variations [49].  

 

 
Figure 4. Adaptive Matrix Selection Strategy 

 

Experimental observations showed substantial output 

differences when minimal plaintext changes were 

introduced, indicating strong diffusion characteristics. The 

dominant operation is matrix multiplication between the 

unimodular matrix and plaintext blocks. Computational 

complexity is approximately: 

𝑂(𝑛2𝑚) 

where n is the matrix dimension and m are the number of 

data blocks. Encryption time increased with matrix 

dimension due to the growing number of arithmetic 

operations. Memory usage remained manageable because 

NumPy vectorized operations minimized temporary 

storage requirements. Even for large matrices, memory 

consumption scaled approximately linearly with file size. 
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Unlike traditional Hill Cipher systems limited to small 

dimensions, the proposed approach supports arbitrary 

matrix sizes while maintaining guaranteed invertibility. 

This property significantly improves scalability for large 

binary datasets. Adaptive matrix selection successfully 

balanced security and computational efficiency. High-

entropy files received larger matrices, increasing diffusion 

strength, while low-complexity files used smaller matrices 

to reduce processing overhead [50]. We can see all this 

information in Figure 4.  

 

Table 11 presents a comparative analysis between the 

conventional Hill Cipher, chaos-enhanced Hill Cipher, and 

the proposed adaptive hybrid cryptosystem. The results 

show that the proposed method uniquely integrates 

adaptive matrix selection, unimodular matrix construction, 

and AES-CBC protection, while also achieving a higher 

entropy value approaching 8 bits/byte. These features 

collectively improve scalability, randomness, key 

management, and overall security, making the proposed 

framework more suitable for universal binary file 

encryption than existing Hill Cipher-based approaches 

[51]. Moreover, Table 12 summarizes the overall 

experimental findings obtained from the Universal Binary 

File Security Evaluation. The proposed cryptosystem 

achieves near-ideal entropy, negligible correlation, an 

avalanche effect close to the theoretical optimum of 50%, 

successful randomness test results, high key sensitivity, 

and perfect decryption accuracy. Together, these results 

demonstrate that the proposed adaptive hybrid encryption 

framework provides strong statistical security, effective 

diffusion, robust resistance against cryptanalytic attacks, 

and reliable lossless recovery of encrypted binary files [52]. 

 

Table 11. Security Comparison 

Feature Standard 

Hill 

Hill+Chaos Proposed 

Variable 

Matrix Size 

No Limited Yes 

Unimodular 

Construction 

No Partial Yes 

AES 

Protection 

No No Yes 

Adaptive 

Selection 

No No Yes 

Entropy <7.5 ~7.8 ~7.99 

 

Table 12. Summary of Experimental Findings 

Metric Result 

Entropy ~7.99 

Correlation ~0 

Avalanche Effect ~50% 

Chi-Square Pass 

Monobit Test Pass 

MD5 Verification 100% Success 

Key Sensitivity >99% 

Decryption Accuracy Lossless 

 

Universal Binary File Security Evaluation 

To comprehensively assess the effectiveness of the 

proposed adaptive hybrid cryptosystem beyond theoretical 

construction and algorithmic design, a series of 

experiments were conducted under the framework of 

Universal Binary File Security Evaluation. Unlike 

conventional cryptographic studies that primarily focus on 

image datasets, the proposed evaluation methodology 

investigates the security characteristics of arbitrary binary 

files represented as raw byte streams [53]. The assessment 

encompasses multiple statistical and cryptographic metrics, 

including entropy analysis, byte correlation analysis, 

Hamming distance, Bit Change Ratio (BCR), Mutual 

Information, compression resistance, and integrity 

verification. These evaluations aim to measure the 

randomness, diffusion capability, information 

concealment, resistance to statistical attacks, and lossless 

recovery performance of the proposed encryption scheme. 

Through this comprehensive evaluation framework, the 

practicality and robustness of the proposed cryptosystem 

for securing diverse digital assets; including documents, 

multimedia files, archives, databases, and other binary 

formats; can be systematically demonstrated.  

 

 
Figure 5. Proposed Hybrid Encryption Architecture 

 

In Figure 5, we can see that the proposed method achieved a 

favorable balance between security and execution time. 
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Although encryption time increased for larger matrices, the 

resulting gains in entropy and diffusion justified the 

computational overhead. The integration of unimodular 

Hill Cipher, Logistic Map key generation, and AES-CBC 

provide multiple layers of protection. The first layer 

introduces block-level diffusion, while the second layer 

secures residual data. The chaotic key generation 

mechanism further enlarges the effective key space 

compared with conventional Hill Cipher implementations 

[54]. Although the proposed framework demonstrates 

strong statistical security characteristics, several limitations 

remain. First, the Logistic Map generator operates in finite-

precision arithmetic and may benefit from cryptographic 

post-processing. Second, the current implementation uses 

AES-CBC without authenticated encryption. Third, 

advanced evaluations such as NPCR, UACI, full NIST 

SP800-22 testing, and chosen-plaintext attack resistance 

should be incorporated in future studies. These 

improvements would further strengthen the security claims 

and broaden the applicability of the proposed cryptosystem 

[55]. 

 

Table 13, Table 14, and Table 15 collectively summarize the 

security performance of the proposed adaptive hybrid 

cryptosystem when applied to a PDF binary file. The 

results demonstrate that the encryption process introduces 

only minimal storage overhead, increasing the file size 

from 815,491 bytes to 815,532 bytes, while significantly 

enhancing the statistical security characteristics of the data. 

The ciphertext entropy reaches 7.9998 bits/byte, 

approaching the theoretical maximum of 8 bits/byte and 

indicating near-perfect randomness. Byte correlation is 

reduced from 0.01853 to −0.000239, confirming the 

successful elimination of statistical dependencies within 

the original file structure. The measured Hamming 

Distance of 3,260,827 bits and Bit Change Ratio of 49.98% 

demonstrate a near-ideal avalanche effect, where 

approximately half of the ciphertext bits change relative to 

the plaintext [56]. Furthermore, the Mutual Information 

value of only 0.0409 indicates extremely low information 

leakage, while the compression ratio of 1.0005 confirms 

that the ciphertext is effectively incompressible and 

exhibits characteristics like random data. The radar 

summary further highlights excellent performance across 

all evaluated security properties, including randomness, 

diffusion, correlation removal, information concealment, 

compression resistance, and data recovery. The key 

findings reveal an entropy gain of 0.0221 bits/byte, a 

98.71% reduction in byte correlation, near-ideal avalanche 

behavior, negligible information leakage, virtually zero 

ciphertext compressibility, and perfect decryption 

accuracy. Collectively, these results validate the 

effectiveness of the proposed combination of Logistic 

Map-based chaotic key generation, Unimodular Hill 

Cipher transformation, adaptive matrix selection, and AES-

CBC protection in achieving robust, lossless, and format-

independent security for universal binary file encryption, 

resulting in an overall security score of 100/100 [57]. 

 

Table 13. Security Evaluation Results for PDF Binary File 

Metric Origina

l File 

Encrypte

d File 

Interpretatio

n 

File Size 

(bytes) 

815,491 815,532 Minimal 

encryption 

overhead 

Entropy 

(bits/byte) 

7.9777 7.9998 Near-ideal 

randomness 

Byte 

Correlation 

0.01853 -0.000239 Statistical 

independence 

achieved 

Hamming 

Distance 

(bits) 

– 3,260,827 Large bit-level 

transformation 

Bit Change 

Ratio (%) 

– 49.98 Near-ideal 

avalanche 

effect 

Mutual 

Information 

– 0.0409 Very low 

information 

leakage 

Compressio

n Ratio 

0.9357 1.0005 Ciphertext is 

incompressibl

e 

MD5 

Verification 

– Success Lossless 

decryption 

 

Table 14. Security Strength Radar Summary 

Security Property Result Assessment 

Randomness 7.9998/8.0 Excellent 

Diffusion 49.98% Excellent 

Correlation Removal 99.99% Excellent 

Information Concealment 0.0409 MI Excellent 

Compression Resistance 1.0005 Excellent 

Data Recovery 100% Excellent 

 

Table 15. Key Findings Box 

Finding Observation 

Entropy Gain +0.0221 bits/byte 

Correlation Reduction 98.71% reduction 

Avalanche Behavior Nearly ideal (50%) 

Information Leakage Extremely low 

Ciphertext Compressibility Practically zero 

Decryption Accuracy Perfect reconstruction 

Overall Security Score 100/100 

 

Figure 6 illustrates the security transformation achieved by 

the proposed adaptive hybrid encryption framework 

combining Unimodular Hill Cipher and AES-CBC for PDF 

binary file protection. The original PDF file exhibits an 

entropy of 7.9777 bits/byte, byte correlation of 0.01853, 

and compression ratio of 0.9357, indicating the presence of 
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residual statistical structures [58]. After undergoing the 

adaptive hybrid encryption process, the resulting ciphertext 

demonstrates near-ideal randomness with entropy 

increasing to 7.9998 bits/byte, correlation decreasing to 

−0.000239, and Bit Change Rate (BCR) reaching 49.98%, 

which is close to the theoretical optimum of 50%. 

Furthermore, the mutual information between plaintext and 

ciphertext is reduced to only 0.0409, indicating minimal 

information leakage, while the compression ratio remains 

approximately unchanged at 1.0005, confirming negligible 

encryption overhead. These results collectively 

demonstrate that the proposed cryptosystem effectively 

transforms structured PDF data into highly random 

ciphertext that is resistant to statistical analysis, 

correlation-based attacks, and information-recovery 

attempts [59].  

 

 
Figure 6. Security Transformation Overview 

 

 
Figure 7. Byte Frequency Distribution of the Original PDF File and 

the Encrypted Ciphertext 

 

On the other hand, Figure 7 compares the byte frequency 

distributions of the original PDF document and the 

ciphertext generated by the proposed adaptive hybrid 

cryptosystem. The original file exhibits several pronounced 

peaks and irregular fluctuations across the byte range, 

reflecting the inherent structural characteristics of the PDF 

format, including metadata, object definitions, 

compression streams, and document-specific patterns. In 

contrast, the encrypted file demonstrates a remarkably 

uniform distribution of byte frequencies over all 256 

possible byte values. The disappearance of dominant peaks 

and the emergence of an almost flat histogram indicate that 

the encryption process effectively eliminates statistical 

redundancies and obscures the original file structure. This 

transformation is consistent with the entropy increase from 

7.9777 bits/byte to 7.9998 bits/byte, suggesting that the 

ciphertext closely approximates an ideal random sequence 

[60]. The near-uniform byte distribution significantly 

reduces the feasibility of frequency analysis and other 

statistical cryptanalytic techniques, providing strong 

evidence that the proposed combination of Unimodular 

Hill Cipher, Logistic Map-based key generation, and AES-

CBC achieves effective diffusion and confusion properties 

for universal binary file protection.  

 

Figure 8 illustrates the relationship between consecutive 

byte values in the encrypted PDF file generated by the 

proposed adaptive hybrid cryptosystem. Each point 

represents a pair of neighboring bytes within the ciphertext, 

where the horizontal axis corresponds to the current byte 

value and the vertical axis represents the subsequent byte 

value. Unlike structured plaintext files that typically exhibit 

discernible patterns and statistical dependencies, the 

encrypted data produces a dense and uniformly distributed 

scatter pattern across the entire byte range (0–255) [61]. 

The measured correlation coefficient of −0.000239 is 

extremely close to zero, indicating virtually no linear 

relationship between adjacent ciphertext bytes. This near-

random distribution confirms that the encryption process 

effectively removes the inherent statistical structure of the 

original file and achieves strong decorrelation. Such 

behavior is a desirable property of secure cryptographic 

systems because it significantly reduces the effectiveness 

of statistical, correlation-based, and pattern-recognition 

attacks [62]. The result demonstrates that the integration of 

the Unimodular Hill Cipher, Logistic Map-based key 

generation, and AES-CBC successfully transforms the 

original binary data into ciphertext that exhibits 

characteristics like a truly random sequence.  
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Figure 8. Scatter Plot of Adjacent Byte Correlation in the Encrypted 

PDF File 

 

 
Figure 9. Entropy Comparison Between the Original PDF File and the 

Encrypted Ciphertext 

 

Moreover,  Figure 9 presents the Shannon entropy values of 

the original PDF file and the corresponding encrypted 

ciphertext generated by the proposed adaptive hybrid 

cryptosystem. The original file exhibits an entropy of 

approximately 7.9777 bits/byte, indicating that the 

document already contains a relatively high level of 

randomness due to its compressed PDF structure. After 

encryption, the entropy increases to 7.9998 bits/byte, 

approaching the theoretical maximum of 8 bits/byte for 8-

bit binary data [63]. This improvement demonstrates the 

ability of the proposed encryption framework to transform 

the original byte distribution into an almost perfectly 

uniform distribution. The near-maximum entropy value 

indicates that the ciphertext contains minimal statistical 

redundancy and reveals virtually no exploitable 

information about the underlying plaintext. Consequently, 

the encrypted file exhibits strong resistance against 

statistical, frequency-based, and entropy-driven 

cryptanalytic attacks, confirming the effectiveness of the 

combined Unimodular Hill Cipher, Logistic Map key 

generation, and AES-CBC mechanisms in producing 

highly randomized ciphertext suitable for universal binary 

file security [64]. 

 

IV. CONCLUSION 

This study successfully develops a universal binary file 

encryption framework that addresses the core limitations of 

traditional matrix-based cryptography, such as format 

dependency, fixed matrix constraints, and key storage 

overhead. By integrating a password-driven Logistic Map, 

a scalable Unimodular Hill Cipher, and an AES-CBC 

residual processor, the proposed hybrid cryptosystem 

provides a unified and format-independent security 

architecture for arbitrary digital files. The introduction of 

an entropy-driven adaptive matrix selection strategy 

effectively balances security robustness and processing 

runtime by dynamically scaling matrix sizes up to 48×48 

according to the input file's statistical complexity.  

Empirical validations confirm the exceptional 

cryptographic strength of the framework. The encrypted 

ciphertext exhibits near-maximum Shannon entropy 

(7.9998 bits/byte), an ideal avalanche behavior (~50%), 

and near-zero adjacent byte correlation, confirming that 

original statistical structures are eliminated. Additionally, 

the framework passes strict NIST SP800-22 randomness 

suites, exhibits extreme sensitivity to single-digit password 

alterations, and guarantees 100% lossless data 

reconstruction verified by identical pre- and post-

decryption MD5 hashes. Future work will focus on 

optimizing the algorithmic throughput for large-scale 

enterprise cloud deployments and investigating adaptive 

multi-chaotic maps to further expand the key space. 
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initiation and management of collaborations with national 

and international partners to increase the impact of research 

and ITSB's competitiveness at the global level. Through 

this position, he contributes to encouraging integration 

between academic activities, research, and business 

development in line with ITSB's vision as an eco-industry-

oriented university. 
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has contributed to research in information systems and 

software engineering, including areas related to distributed 

systems, application development, and data-driven 

technologies. His scholarly activities include publications 

and collaborations in various topics within computer 

science and information technology, reflecting a focus on 

practical and applied computing solutions in both academic 

and institutional contexts.   
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