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Abstract 
The erosion of traditional network perimeters has challenged conventional security models, prompting growing interest 
in Zero Trust (ZT) architectures. While much of the existing literature focuses on technical implementations, there 
remains a significant gap in understanding the organizational and governance implications of ZT adoption. This study 
addresses this gap by synthesizing the fragmented cybersecurity governance literature using a rigorous, evidence-based 
review protocol (PRISMA 2020) to examine how Zero Trust impacts risk management and IT governance in 
organizational information systems, including emerging digital government contexts. A structured search across Scopus, 
Google Scholar, and Dimensions (2020–2026) yielded 73 peer-reviewed studies for final synthesis. The analysis 
integrates thematic synthesis and bibliometric mapping to identify key mechanisms—including continuous verification, 

micro-segmentation, and identity-centric access—and their translation into governance outcomes. Findings indicate that 
Zero Trust enhances threat visibility, limits lateral movement, and supports compliance alignment, although its 
effectiveness varies considerably with organizational culture, regulatory maturity, and implementation context. The study 
proposes an integrative framework linking technical controls to strategic governance objectives. This review contributes 
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evidence-based insights for practitioners and policymakers, while identifying critical research gaps in SME adoption, AI-
driven automation, and longitudinal maturity models. 

Keywords 

Zero Trust Architecture; Cyber Risk Management; IT Governance; Systematic Literature Review (SLR); Artificial 
Intelligence; Blockchain; Critical Infrastructure; Organizational Culture.

1. Introduction 

The accelerating convergence of digital technologies—spanning cloud computing, the Internet of Things 

(IoT), artificial intelligence (AI), and next-generation communication infrastructures— 

has substantially reconfigured into distributed and highly dynamic socio-technical ecosystems. While this 
transformation has enabled significant levels, it has simultaneously destabilized the foundational 

assumptions underpinning traditional cybersecurity and governance models. In particular, the erosion of 

clearly defined network perimeters and the proliferation of identity-centric access have rendered perimeter-

based security architectures increasingly ineffective, exposing organizations to advanced threats 

characterized by lateral movement, credential compromise, and persistent insider risks [1]; [2]. This structural 

disjunction has catalyzed a broader epistemic shift in how risk, trust, and governance are conceptualized 

within digital environments. Within this evolving landscape, Zero Trust (ZT) has emerged not merely as a 

technical architecture but as a major reconfiguration. By rejecting implicit trust and enforcing continuous, 

context-aware verification, ZT reframes security as a dynamic and adaptive process grounded in identity, 

behaviour, and situational awareness [3]; [4]. Importantly, its implications extend beyond technical controls 

to intersect with enterprise risk management and IT governance, repositioning trust as a continuously 
negotiated condition rather than a static organizational asset [5]; [6]. Despite its rapid diffusion, the literature 

on Zero Trust remains fragmented and conceptually inconsistent. A dominant stream focuses on technical 

mechanisms such as micro-segmentation and access control [7]; [8], whereas an emerging body of research 

conceptualizes ZT as a governance paradigm influencing compliance, accountability, and decision-making 

[9]; [1]. This divergence reflects deeper theoretical tensions regarding the locus of cybersecurity—whether 

as infrastructure or governance—resulting in parallel yet insufficiently integrated research trajectories. 

Moreover, much of the existing work is either context-specific or normatively oriented, limiting its 

generalizability and empirical robustness [10]; [3]. A critical limitation of current scholarship lies in the 

disconnect between technical security capabilities and governance outcomes. While ZT is widely associated 

with improved visibility and threat mitigation, its translation into organizational-level benefits—such as 

compliance, auditability, and strategic alignment—remains underexplored [11]; [12]. This gap is particularly 

problematic in the context of enterprise risk management, where cybersecurity is increasingly expected to 
integrate with broader governance frameworks. Furthermore, empirical findings indicate that the 

effectiveness of ZT depends considerably on contextual factors, including organizational culture, maturity, 

and regulatory environment [3]; [13]. These contingencies challenge universalist assumptions and highlight 

the need for a multi-level analytical perspective. The complexity of this landscape is further intensified by 

the integration of emerging technologies such as AI, which simultaneously enhances and destabilizes 

cybersecurity practices. While AI enables predictive risk assessment and automated response, it also 

introduces novel vulnerabilities and epistemic uncertainties [14]; [15]. Consequently, traditional risk 

management frameworks—often static and compliance-driven—are increasingly misaligned with the 

dynamic and adversarial nature of contemporary digital ecosystems [11]. Despite the growing volume of 

research, the field lacks a coherent synthesis capable of integrating these diverse perspectives. Existing 

reviews tend to isolate either technical or sectoral dimensions, failing to capture the multidimensional impact 
of Zero Trust across risk management and governance domains. This gap is particularly evident in light of 

the substantial body of peer-reviewed studies systematically identified and curated within this research, 

which reflects both the maturity and fragmentation of the field. In response, this study advances a systematic 

review that conceptualizes Zero Trust as a socio-technical paradigm operating across interconnected layers 

of security mechanisms, risk management processes, and governance outcomes. Through a rigorous synthesis 

of the literature, the analysis implicitly examines how ZT reshapes risk identification, mitigation, and 

response, and how these transformations translate into governance effectiveness within organizational 

information systems. By adopting a comparative logic that contrasts ZT with traditional models, the study 

provides a more nuanced evaluation of its transformative potential. Methodologically, a systematic review 

integrating thematic synthesis is employed as a suitable epistemological approach  to reconcile fragmentation 

and heterogeneity within the literature. This strategy enables the identification of patterns of convergence 
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and divergence while preserving contextual nuance across studies. Preliminary synthesis reveals consistent 

agreement on the role of ZT in enhancing system visibility and adaptive risk management [16]; [17], 

alongside divergence regarding implementation complexity and organizational readiness [4]; [3]. These 

findings underscore the need for an integrative framework capable of capturing the conditional and mediated 

nature of ZT impacts. Theoretically, this study contributes by bridging cybersecurity and IT governance 
through an integrative framework grounded in enterprise risk management and informed by Principal–Agent 

Theory, reframing trust as a continuously verifiable construct [9]. Practically, it offers evidence-based 

insights to guide organizations and policymakers in aligning Zero Trust implementation with governance 

objectives and regulatory requirements. In sum, this article provides a theoretically grounded and empirically 

informed synthesis of the impact of Zero Trust on risk management and IT governance, addressing a critical 

gap in the literature and advancing both scholarly understanding and practical application.      While existing 

studies have examined Zero Trust from a purely engineering perspective, this review addresses a critical gap 

in the managerial and governance literature. By synthesizing fragmented evidence, our framework provides 

Chief Information Security Officers (CISOs), risk managers, and IT auditors with a clear roadmap to align 

cybersecurity investments with strategic business objectives and regulatory mandates such as GDPR and NIS 

2. Rather than treating Zero Trust merely as a technical upgrade, we conceptualize it as a socio-technical 

governance paradigm that requires alignment between continuous verification, organizational culture, and 
regulatory frameworks. The remainder of the paper proceeds with the methodological framework, followed 

by the presentation of findings, a theory-driven discussion, and concluding insights. 

2. Methodology 

 

2.1 Research Design 

This study adopts a hybrid methodological design integrating a systematic literature review (SLR), 

bibliometric analysis, and conceptual framework development to examine the impact of Zero Trust on risk 

management and IT governance. This design is particularly suited to interdisciplinary domains where 
cybersecurity architectures intersect with organizational governance and enterprise risk management [9]. 

The hybrid approach directly addresses documented limitations of traditional perimeter-based models [5] 

while accounting for the recognized influence of organizational culture and contextual factors on 

cybersecurity adoption [3]. To ensure transparency and replicability, the SLR adheres to the PRISMA 

(Preferred Reporting Items for Systematic Reviews and Meta-Analyses) protocol [18]; [19]. This 

framework operationalizes a standardized four-stage process—identification, screening, eligibility, and 

inclusion—designed to minimize selection bias. The search strategy targets key academic databases 

(Scopus, IEEE Xplore, Web of Science, ScienceDirect, and the ACM Digital Library) to capture both 

technical security architectures and managerial perspectives [18]. For data interpretation, thematic 

synthesis is employed using qualitative analysis software (ATLAS.ti) to systematically identify core 

constructs—including interdependency, attack surface, and organizational risk behaviors—transforming 

unstructured qualitative data into structured conceptual knowledge [6]; [20]. To map the intellectual 
landscape, bibliometric analysis (via VOSviewer) is conducted to identify thematic clusters, historical 

trends, and evolving knowledge structures across critical sectors (e.g., maritime, energy, and finance) [20]; 

[21]. The conceptual framework is developed following Design Science Research (DSR) principles, 

serving as a "knowledge artifact" that bridges technical security controls and strategic IT governance 

requirements [20]. It incorporates established international standards—ISO 31000, ISO 27005, and the 

NIST Cybersecurity Framework— It incorporates established international standards—ISO 31000, ISO 

27005, and the NIST Cybersecurity Framework to ensure practical applicability within professional risk 

management contexts [22]. This integrated approach facilitates the dual assessment of process maturity 

and control effectiveness, providing a robust tool for decision-makers navigating digital transformation. 

The detailed operationalization of the PICO framework and eligibility criteria are provided 

in Supplementary Materials A (Table S1) and Supplementary Materials B (Table S4). 

2.2 Search Strategy and Study Selection 

The review followed a structured protocol developed a priori to ensure consistency, transparency, and 

methodological rigor. The study protocol was prospectively registered on the Open Science Framework 

(OSF) prior to study execution to enhance transparency and reproducibility. The research question was 

structured using the PICO/PECO framework to define the population, intervention/exposure, comparison, 
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and outcomes relevant to Zero Trust Architecture and risk management research. The detailed framework is 

provided in Supplementary Materials A (Table S1: Operationalization of the PICO/PECO Framework for 

Zero Trust Architecture and Risk Management, 2017–2026). 

Table 1: Operationalization of the PICO/PECO Framework 

Element Description 

P (Population) Organizational information systems and IT governance 

I (Intervention) Implementation of Zero Trust frameworks 

C (Comparison) Traditional security models 

O (Outcome) Impact on risk management, threat mitigation, compliance, and governance effectiveness 

To enhance methodological transparency and ensure alignment between the research question, eligibility 

criteria, data extraction, and thematic synthesis, the PICO framework was further operationalized across the 

reviewed literature. This operationalization specified the population, intervention, comparison, and outcome 

dimensions in relation to Zero Trust implementation and risk management contexts. The detailed framework 

is provided in Supplementary Materials A Table S1 Operationalization of the PICO/PECO Framework for 

Zero Trust Architecture and Risk Management (2020–2026). The use of PICO is justified because Zero Trust 

represents a strategic intervention influencing both technical and organizational dimensions of risk 

management [3]. 

The central research question is: 

What is the impact of implementing Zero Trust frameworks on risk management outcomes in organizational 

information systems and IT governance? 

A comprehensive and reproducible search strategy was conducted using Google Scholar (via Harzing’s 
Publish or Perish), Scopus, and Dimensions. A structured Boolean framework was developed based on key 

conceptual dimensions, including Zero Trust technologies, risk management, information systems, and 

governance outcomes. The full search strings and keyword mapping are detailed in Supplementary Materials 

B. The full Boolean search strategy is provided in Supplementary Materials B (Table S2: Core Boolean 

Search Strategy), while the extended thematic keyword mapping and domain-specific search strings are 

detailed in Supplementary Materials B (Table S3: Keywords and Boolean Search Strings). The search 
covered peer-reviewed publications from 1 January 2020 to 31 March 2026, ensuring inclusion of 

foundational and recent literature. In Google Scholar, the query "zero trust" AND "risk management" AND 

("information system" OR "IT governance") AND ("impact" OR "implication") was applied as a simplified 

version of the full Boolean strategy. This reflected the broader multi-dimensional search design. Results show 

a clear growth trajectory in the field, increasing from limited publications in 2020 to 626 publications by Q1 

2026. Initial retrieval yielded 1,695 records from Google Scholar, 305 from Scopus after filtering (year, 

subject area, document type, and keywords), and 6 from Dimensions. All records were managed using Zotero, 

producing a consolidated dataset of 2,006 studies, which was subsequently refined through screening to a 

final sample of 73 studies. 

A multi-stage screening process was implemented to ensure methodological rigor, transparency, and 

reproducibility. Predefined inclusion and exclusion criteria—covering relevance, methodological quality, 

study design, data reporting, and source reliability—were systematically applied and are detailed in 

Supplementary Materials B (Table S4). Initially, 760 records were removed, including 87 duplicates (via 

Zotero and Rayyan) and 673 non-eligible sources such as non-academic publications, advertisements, 

company reports, white papers, news articles, blogs, and web-based materials due to lack of peer review and 
methodological rigor. Books and conference papers were also excluded to maintain focus on peer-reviewed 

journal articles. After pre-screening, 1,246 records remained for title and abstract screening, of which 908 

were excluded for lack of relevance. A total of 338 full-text articles were assessed, but 129 were inaccessible. 

From the remaining 209 studies, 156 were excluded due to publication in non-impact factor journals (n = 97) 

and insufficient methodological quality or unclear relevance (n = 59). Additionally, 36 records were 

identified through citation tracking (Research Rabbit), of which 22 were retained after screening and full-

text assessment. The study selection process is documented in the PRISMA 2020 flow diagram (Figure 1). 

The final dataset comprised 73 studies. 
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                    Figure 1. PRISMA flow diagram of the study selection process 

2.3 Quality Appraisal and Data Extraction 

This review combined structured appraisal criteria with expert judgment to ensure methodological rigor and 

conceptual relevance. Each study was independently evaluated by at least two reviewers using a CASP-based 

framework, with disagreements resolved through discussion or a third reviewer. Inter-rater reliability was 

assessed using Cohen’s Kappa, confirming strong agreement. Expert rankings were considered consistent 
when consistency ratios remained within acceptable thresholds [23]; [24]. To ensure full transparency and 

reproducibility, the detailed screening workflow, reviewer assignment matrix, and Kappa calculation 

procedures are provided in the Supplementary Materials (Table S5: Study Screening Sheet, Table S6: 
Reviewer Assignment Matrix, and Table S7: Kappa Calculation Sheet). Full transparency is further ensured 

through Supplementary Materials, including the screening workflow, reviewer assignment matrix, and Kappa 

calculations (Tables S5–S7). A complete bibliographic overview of all included studies (N = 73) is provided 

in Supplementary Table S8. Given the heterogeneity of cybersecurity studies, a modified CASP framework 

was applied across analytical, observational, conceptual, and review-based designs. This adaptation was 

necessary due to the early-stage nature of Zero Trust research and its limited empirical maturity [25]. 

Conceptual studies  

were excluded from formal risk-of-bias assessment, while additional criteria—relevance, reporting clarity, 

and conceptual contribution—were incorporated to reflect ZTA as a socio-technical and governance-oriented 

paradigm [4]. CASP criteria are detailed in Supplementary Table S11. To reduce publication bias and 

improve coverage, backward and forward snowballing was applied, supported by a longitudinal perspective 

to capture evolving trends [26]. This yielded 36 additional records; 14 were excluded, and 22 were assessed 
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for full-text eligibility. All retrieved records were successfully obtained. Studies were classified as strict (15), 

high-quality (28), moderate (7), and limited (25), as summarized in Supplementary Table S10. A detailed 

CASP-based appraisal with item-level judgments is provided in Supplementary Table S9, while a structured 

scoring-based assessment is presented in Supplementary Table S12. This multi-layered approach ensures 

methodological consistency and reproducibility across the dataset [23]. Overall, the final dataset included 73 
studies, integrating analytical depth and contextual breadth through risk-informed, criteria-based selection 

aligned with research objectives [4]. 

2.4 Bibliometric and Topic Modeling Analysis 

Bibliometric analysis was conducted to map the structure and evolution of the research field, with particular 

emphasis on the role of Zero Trust in cybersecurity. Bibliometric analysis was conducted using VOSviewer 

to map the intellectual structure of the field through keyword co-occurrence analysis, identifying thematic 

clusters, inter-topic relationships, and structural patterns within the research domain. The dataset was cleaned 

and standardized using Zotero to ensure consistency in author names, affiliations, and keywords. To 
complement this structural mapping, Latent Dirichlet Allocation (LDA) was applied to titles and abstracts 

using Python (Gensim) to uncover latent semantic themes, with the optimal number of topics determined via 

coherence score optimization. Text preprocessing included tokenization, stopword removal, and 

lemmatization to enhance interpretability. The integration of bibliometric analysis (structural relationships) 

and LDA (latent semantic content) enables triangulation, improving the validity and depth of findings [16]. 

2.5 Framework Development and Synthesis 

The conceptual framework was developed through synthesis of systematic review findings and bibliometric 
insights.  Zero Trust is conceptualized as a risk management paradigm emphasizing continuous verification 

and elimination of implicit trust [4]. These principles enable organizations to adopt proactive and adaptive 

security strategies. 

The framework identifies: 

• antecedents (cyber threats, digital transformation)  

• mechanisms (authentication, monitoring)  

• outcomes (risk reduction, governance effectiveness)  

This structure reflects the role of Zero Trust in enhancing organizational resilience. 

The study employed a narrative synthesis approach integrating systematic review findings with bibliometric 

analysis.  Zero Trust contributes to improved risk management by reducing vulnerabilities and strengthening 

governance structures [5]; [13]. Methodological rigor was ensured through: 

• structured protocol  

• multi-stage filtering  

• transparent criteria  

• integration of multiple methods  

However, limitations include database bias and reliance on indexed literature. 

3. Results 

3.1 Study Selection and Characteristics of Included Studies 

The systematic identification process yielded 2,006 records following integration across multiple academic 

databases, reflecting a broad and heterogeneous evidence base aligned with the predefined search strategy 

[27]; [28]. After removing 760 records—including duplicates and ineligible studies—1,246 records were 

screened, leading to the exclusion of 908 studies due to limited relevance [29]. Of the remaining studies, 209 
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full-text articles were assessed for eligibility, with 156 excluded based on predefined criteria. Additional 

citation searching contributed further records, resulting in a final synthesis of 73 studies in accordance with 

PRISMA guidelines [30]; [31]. The included studies (N = 73) exhibit substantial diversity across temporal, 

geographic, methodological, and technological dimensions, reflecting the interdisciplinary nature of Zero 

Trust research. A pronounced concentration of studies is observed in recent years, particularly between 2023 
and 2025, indicating an accelerated research trajectory aligned with increasing cybersecurity threats and 

digital transformation initiatives [14]; [9]. Bibliometric trends further confirm sustained growth in research 

output since 2018 [29]. Geographically, research activity is concentrated in Europe (26.7%), Asia-Pacific 

(21.3%), and the Middle East and North Africa (18.7%), while North America contributes 13.3% and Africa 

remains underrepresented [12]; [32]. This transformation is particularly pertinent for public sector 

organizations undergoing digital government modernization, where Zero Trust principles offer a pathway to 

secure citizen-centric services  [1]; [8]. From a technological perspective, Zero Trust Architecture (ZTA) 

emerges as the dominant paradigm, supported by identity and access management, network security and 

micro-segmentation, cloud security, and AI-driven mechanisms, reinforcing its role as an integrated socio-

technical ecosystem rather than a standalone solution. Furthermore, this upward trend in research activity 

aligns with a significant shift in threat actor motivations, moving away from simple digital vandalism toward 

sophisticated, financially motivated operations and strategic disruptions targeting high-value assets [26]. The 
integration of emerging technologies—such as 5G/6G networks and the Internet of Things (IoT)— 

has considerably expanded the attack surface, particularly for autonomous systems and smart city 

infrastructures, making Zero Trust an increasingly important architectural requirement rather than an 

optional enhancement [33]; [34]. In critical sectors like energy and railway transportation, the transition to 

this paradigm is frequently complicated by the presence of legacy systems, necessitating a phased, risk-based 

approach to de-perimeterization that balances operational continuity with enhanced data protection [4]; [23]. 

Ultimately, this systematic synthesis underscores Zero Trust’s evolution into a foundational framework for 
cyber resilience, shifting organizations from a reactive defense posture to an anticipatory, data-driven security 

model capable of mitigating complex socio-technical risks [35]; [25]. 

Geographic Distribution 

Geographically, research is concentrated in technologically advanced and regulation-intensive regions, with 

Europe leading, followed by Asia-Pacific and the MENA region. North America contributes a moderate 

share, while Latin America and Africa remain underrepresented. 

                  Table 2. Temporal Distribution of Included Studies (N = 73) 

Year Number of Studies Percentage (%) 

2021 4 6.7% 

2022 7 12.0% 

2023 22 33.3% 

2024 20 24.0% 

2025 16 20.0% 

2026 4 4.0% 

   Total     73      100% 

 

The temporal distribution shows a sharp increase in publications between 2023 and 2025, indicating a rapid 

transition of Zero Trust from a conceptual model to a widely studied research domain, driven by growing 

recognition of its importance in addressing evolving cybersecurity risks. 

Table 3. Core Studies 

Year Core Studies Percentage (%) 

2021 3 7.5% 

2022 6 15.0% 

2023 14 35.0% 

2024 9 22.5% 

2025 6 15.0% 
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Year Core Studies Percentage (%) 

2026 2 5.0% 

 Total   40               100% 

 

While the overall distribution shows a peak in 2023, the core studies confirm that this trend is not driven by 

peripheral research but reflects a genuine increase in Zero Trust-focused investigations. 

 

Table 4. Geographic Distribution of Included Studies (N = 73) 

Region / Country Cluster Frequency Percentage (%) Analytical Insight 

Europe 19 26.7% 
Strong focus on governance, compliance, and regulatory 

frameworks (e.g., GDPR) 

Asia-Pacific 16 21.3% Emphasis on emerging technologies (AI, 5G, IoT) 

Middle East & North Africa 

(MENA) 
13 18.7% Rapid adoption in public sector and smart infrastructure 

North America 10 13.3% Conceptual leadership and enterprise security models 

Global / Multi-region 8 10.7% Cross-sectoral and SME-oriented research 

Latin America 6 8.0% Emerging contributions linked to digital transformation 

Africa 1 1.3% Limited but growing research presence 

Total 73 100%  

 

This distribution highlights the influence of regulatory maturity and digital transformation on Zero Trust 

adoption. European studies tend to prioritize governance and compliance, while Asia-Pacific research 

emphasizes technological innovation. In contrast, MENA studies reflect increasing strategic adoption in 

public sector transformation initiatives. 

 

Figure 2. Global Distribution of Studies 

Methodological Approaches 

The methodological landscape of the reviewed studies is diverse, reflecting the complexity of Zero Trust as 

a socio-technical paradigm. Conceptual and theoretical studies dominate, indicating that the field is still 

undergoing theoretical consolidation. Empirical approaches—both quantitative and qualitative—
complement this by providing context-specific insights into implementation and governance challenges. 
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Table 5. Methodological Approaches of Included Studies (N = 73) 

Methodological Approach Frequency  Percentage (%) Analytical Insight 

Conceptual / Theoretical 21 29.3% Indicates ongoing theoretical development of Zero Trust 

Empirical Quantitative 14 20.0% Focus on statistical validation and risk modelling 

Empirical Qualitative 12 16.0% Explores organizational and governance dynamics 

Case Studies 10 13.3% Sector-specific insights (government, SMEs, healthcare) 

Mixed Methods 9 12.0% Integration of technical and organizational perspectives 

Systematic Reviews / Surveys 7 9.3% Consolidation and synthesis of existing knowledge 

Total 73  100%  

This methodological diversity highlights the need to integrate technical, organizational, and governance 

perspectives in Zero Trust research. While conceptual studies drive ongoing theoretical development, 

empirical work increasingly validates implementation outcomes. 

Primary Technology Focus 

The studies consistently identify Zero Trust Architecture (ZTA) as the dominant paradigm, supported by 

complementary technologies enabling deployment in complex distributed environments. 

Table 6. Primary Technology Focus in Included Studies (N = 73) 

Technology Focus Frequency Percentage (%) Analytical Insight 

Zero Trust Architecture (ZTA Core) 23 32.0% Core paradigm driving cybersecurity transformation 

Identity and Access Management (IAM) 12 16.0% Central to continuous verification mechanisms 

Network Security & Micro-Segmentation 10 13.3% Enables prevention of lateral movement 

Cloud Security 8 10.7% Supports distributed and remote environments 

AI-driven Security / Automation 6 9.3% Enhances predictive and adaptive risk management 

IoT / Cyber-Physical Systems 6 8.0% Expands attack surface and complexity 

Governance, Risk & Compliance Tools 5 6.7% Links security controls with governance outcomes 

Blockchain / Emerging Technologies 3 4.0% Emerging trust and audit mechanisms 

Total 73 100%  

 

This demonstrates that Zero Trust operates as a socio-technical ecosystem integrating identity management, 

network segmentation, cloud security, and AI, rather than a standalone technical solution. 

Synthesis of Study Characteristics 

Collectively, the geographic, methodological, and technological characteristics of the included studies 

indicate a rapidly expanding field with increasing analytical sophistication. The convergence of diverse 

regional contexts, methodological approaches, and technological domains suggests that Zero Trust is 
evolving from a technical security model into a broader organizational paradigm integrating cybersecurity, 

risk management, and governance. Despite this evolution, the persistence of conceptual and methodological 

diversity reflects ongoing debates regarding implementation strategies, organizational readiness, and the 

translation of technical capabilities into governance outcomes. These characteristics provide a contextual 

foundation for interpreting thematic patterns and theoretical frameworks, with the PICO structure 

(Supplementary Table S1) ensuring consistent analysis of relationships between Zero Trust mechanisms and 

risk management outcomes. 

 
Table 7. Major Barriers and Opportunity Themes (N = 73) 

Theme Key Subthemes 
Studies 

(n) 

Percentage 

(%) 

Technical & Integration Barriers 
Legacy systems integration, interoperability issues, system 

complexity, data heterogeneity, vendor lock-in 
13 18.7% 

Organizational & Cultural Barriers 
Resistance to change, lack of security culture, leadership 

support, skill gaps, stakeholder misalignment 
12 16.0% 
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Theme Key Subthemes 
Studies 

(n) 

Percentage 

(%) 

Economic & Resource Constraints 
High implementation costs, limited budgets, lack of expertise, 

SME constraints, infrastructure limitations 
10 13.3% 

Governance & Regulatory Challenges 
Compliance complexity (GDPR, ISO), lack of ZTA 

standards, audit difficulties, policy enforcement issues 
8 10.7% 

Security & Threat Landscape Challenges 
Expanding attack surface (IoT/5G), advanced persistent 

threats (APT), supply chain vulnerabilities 
6 8.0% 

Opportunities: Advanced Risk 

Management & Security Enhancement 

Lateral movement prevention, real-time threat detection, risk 

quantification, proactive defense mechanisms 
10 14.7% 

Opportunities: Governance, Compliance & 

Strategic Alignment 

Improved regulatory compliance, continuous monitoring, 

audit automation, enterprise risk alignment 
7 9.3% 

Opportunities: Digital Transformation & 

Business Resilience 

Process automation (RPA), improved decision-making, 

resilience frameworks, operational efficiency 
4 5.3% 

Opportunities: Integration with Emerging 

Technologies 

AI-driven security, blockchain for trust, IoT protection, 

5G/6G security, DevSecOps integration 
3 4.0% 

Total  73 100.0% 

 
When considered collectively, temporal, geographic, methodological, and technological distributions reveal 

a clear pattern of rapid growth in publications, particularly after 2022, consistent across both the full dataset 

and core studies [36]; [37]; [38]. This growth is concentrated in regions with strong regulatory environments 
and is driven primarily by conceptual and technology-oriented research [36]; [39]; [40]. At the same time, 

identified barriers highlight persistent constraints related to technical complexity, organizational readiness, 

and regulatory fragmentation [4]; [41]. Conversely, emerging opportunities indicate the potential of Zero 

Trust to enhance risk management capabilities and strengthen governance alignment [42]; [4]. Overall, the 

evidence suggests that Zero Trust is simultaneously evolving as both a governance-driven and technology-

driven paradigm, shaping cybersecurity practices and IT governance outcomes across diverse contexts [36]; 

[43]. 

3.2 Theoretical and Methodological Landscape 

The theoretical foundations of the reviewed studies reveal a diverse and multi-layered intellectual structure. 

As summarized in Supplementary Table S13, Zero Trust Architecture (ZTA) represents the most dominant 

theoretical framework, followed by cyber risk management and quantification frameworks. Governance, 

compliance, and regulatory frameworks also play a significant role, reflecting the increasing integration of 

cybersecurity within broader organizational governance structures. In addition to these dominant 

perspectives, several complementary theoretical approaches are identified, including threat modeling 

frameworks (e.g., MITRE ATT&CK), maturity and capability models, and socio-technical frameworks 

emphasizing organizational culture and human factors. Emerging theoretical approaches, such as AI-driven 

security and blockchain-based trust frameworks, appear in a smaller subset of studies, indicating that these 

areas remain in an early stage of development. Methodologically, the dataset exhibits substantial 

heterogeneity, with conceptual and theoretical studies comprising the largest proportion (29.3%), followed 
by quantitative empirical studies (20.0%), qualitative analyses (16.0%), case studies (13.3%), mixed-methods 

designs (12.0%), and systematic reviews (9.3%) [31]; [44]. Analytical approaches vary accordingly, with 

structural equation modeling (SEM/PLS) widely used to examine relationships between organizational 

constructs and Zero Trust adoption, alongside regression analysis, Monte Carlo simulations, and network-

based modeling techniques [45]; [46]. Multi-criteria decision-making approaches, particularly DEMATEL 

and entropy-based weighting methods, are frequently applied to evaluate interdependencies and prioritize 

implementation factors within complex cybersecurity environments [7]; [9]. Qualitative methodologies 

predominantly rely on thematic analysis, Delphi consensus techniques, and expert interviews, while 

systematic reviews consistently apply PRISMA-guided protocols to ensure methodological rigor [30]; [6]. 

Overall, these findings highlight a clear transition from purely technical security models toward integrated, 

multi-disciplinary perspectives combining technological, organizational, and governance dimensions. 

3.3 Empirical Findings and Outcome Analysis 

Across the reviewed studies, Zero Trust implementation is consistently treated as the primary independent 

construct, with outcomes measured through cybersecurity risk management, system performance, and 
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governance effectiveness [47]; [9]. Mediating factors commonly include continuous monitoring, identity 

verification, access control, and threat intelligence, whereas organizational maturity, regulatory frameworks, 

and technological complexity frequently act as moderating variables [4]; [3]. Primary outcomes include 

reduced attack surfaces, limited lateral movement, improved threat detection, and enhanced incident response 

[48]. Secondary outcomes relate to governance, including regulatory compliance, auditability, accountability, 
and standards alignment [12]; [32]. Emerging evidence further highlights AI- and blockchain-enabled 

capabilities that strengthen predictive analytics and automated security responses [15]; [49]. Quantitative 

findings consistently support Zero Trust adoption. Structural equation models report strong positive 

relationships between organizational factors and implementation success, with high reliability and validity 

across constructs [3]; [9]. Multi-criteria decision analyses also emphasize governance coordination and 

policy alignment as critical complements to technical controls. Overall, the evidence demonstrates robust 

positive associations between Zero Trust mechanisms and improved cybersecurity and governance outcomes 

across diverse contexts. 

3.4 Risk Patterns and Quality Assessment 

Risk assessments consistently identify external cyberattacks as the predominant threat across sectors [45]. 

Business and organizational environments exhibit greater vulnerability than educational or smaller-scale 

settings, while most organizations demonstrate moderate rather than high Zero Trust maturity [3]. Quality 

assessment using CASP and RoB 2 indicates a heterogeneous evidence base, comprising 15 strict-quality 

studies, 28 high-quality studies, 7 moderate-quality studies, and 25 studies with limited methodological rigor 

[27]. Although research objectives and methodological designs are generally well aligned, recurring 

limitations include sampling constraints and restricted external validity [50]. 

3.5 Technological and Data Considerations 

Data limitations are mainly reported in SME-related and emerging technology studies, particularly due to the 

lack of longitudinal datasets [51]; [9]. Data heterogeneity and integration challenges are also frequently 

identified, especially in IoT and digital twin environments, where interoperability remains a key issue [30]. 

Technically, Zero Trust is implemented as a multi-layered architecture integrating identity management, 

network segmentation, cloud security, and AI-driven analytics [6]. These architectures typically include data 

collection, processing, and decision-making layers supported by machine learning and automated security 

mechanisms. AI techniques are widely used for anomaly detection, while blockchain is applied to enhance 

trust and data integrity in distributed systems [52]; [49], Supplementary Table 7. 

Table 8. Technological Drivers of Risk Management and Governance in Zero Trust Environments 

Technology Domain Core Function in Zero Trust Risk Management Impact Governance Contribution 

Artificial Intelligence (AI) & 

Automation 

Behavioral analytics, anomaly 

detection, automated response 

Proactive risk identification and 

adaptive threat mitigation 

Data-driven decision-making 

and continuous monitoring 

Blockchain / Distributed 

Ledger Technology 

Decentralized trust, 

immutability, secure 

transactions 

Integrity assurance and 

reduction of data tampering 

risks 

Enhanced auditability, 

transparency, and trust 

Cybersecurity Systems (ZTA 

Core, IAM, Segmentation) 

Identity verification, access 

control, micro-segmentation 

Reduction of attack surface and 

containment of lateral 

movement 

Strengthened compliance and 

enforcement of security 

policies 

Smart Infrastructure (IoT, 

Smart Cities) 

Distributed device 

management, real-time 

monitoring 

Management of complex and 

dynamic risk environments 

Infrastructure governance and 

resilience enhancement 

Digital Identity & Sovereignty 

Identity-centric security, 

authentication, access 

governance 

Mitigation of identity-based 

threats and unauthorized access 

Regulatory compliance (GDPR, 

ISO) and accountability 

 

3.6 Overall Synthesis of Evidence 

The synthesis shows consistent positive relationships between Zero Trust implementation and cybersecurity 

risk management outcomes across the reviewed studies [53]; [39]; [43]. Zero Trust is commonly 

operationalized through mechanisms such as continuous authentication and least privilege access, while 

influenced by organizational and contextual factors [54]; [55]. However, variability is observed across 
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sectors, regions, and methodologies, particularly in the transition from perimeter-based to context-aware 

security models [42]; [43]. The evidence base is concentrated in technologically advanced regions, while 

SMEs and developing contexts remain underrepresented [43]. Key research gaps include limited longitudinal 

studies, insufficient SME-focused analysis, and a lack of standardized evaluation frameworks, as well as 

emerging areas such as generative AI and space cybersecurity [56]; [54]; [57]. 

3.7 Integrated Bibliometric and LDA Analysis 

This section integrates bibliometric co-occurrence analysis and Latent Dirichlet Allocation (LDA) to provide 

a comprehensive interpretation of the cybersecurity research landscape. Bibliometric analysis identifies 

structural relationships among keywords, while LDA reveals latent thematic structures within documents, 

offering complementary perspectives on the field. 

 

Figure 3. Keyword co-occurrence network of cybersecurity research themes 

Bibliometric Co-occurrence Analysis of Keywords 

A bibliometric co-occurrence analysis was conducted using VOSviewer to explore the intellectual structure 
of cybersecurity research in the context of artificial intelligence (AI) and emerging technologies. The dataset, 

extracted from Scopus-indexed publications, reveals a highly interconnected and evolving research 

landscape. The analysis identified four main thematic clusters. 

Cluster 1: Core Cybersecurity and Risk Management 

Keywords: cybersecurity, cyber threats, risk assessment, zero trust, decision making 

This cluster represents the foundational cybersecurity domain, emphasizing risk management, decision-

making, and the adoption of Zero Trust principles based on continuous verification. 

Cluster 2: IoT and Cyber-Physical Systems 

Keywords: internet of things, cyber-physical systems, smart manufacturing, vulnerability 

This cluster highlights cybersecurity challenges in interconnected industrial and smart environments, 

particularly within Industry 4.0 systems. 
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Cluster 3: Artificial Intelligence and Advanced Computing 

Keywords: artificial intelligence, generative AI, language model, information systems 

This cluster reflects the integration of AI and advanced computing in cybersecurity, including both intelligent 

defense mechanisms and emerging AI-driven risks. 

Cluster 4: Machine Learning and Data-Driven Approaches 

Keywords: machine learning, deep learning, blockchain, intrusion detection 

This cluster focuses on data-driven security techniques, including anomaly detection, intrusion detection, and 

decentralized trust mechanisms. 

The results show a strongly interconnected structure, with cybersecurity acting as the central hub linking AI, 

IoT, blockchain, and risk management domains. This reflects the increasing convergence of intelligent 

computing technologies within cybersecurity research. 

 

Figure 4. Latent Dirichlet Allocation (LDA) graphical model and generative process 

Latent Dirichlet Allocation (LDA) Topic Modeling 

To complement the bibliometric analysis and identify latent thematic structures, Latent Dirichlet Allocation 

(LDA) was applied to titles and abstracts [58]; [59]. LDA is a probabilistic topic modeling technique that 

represents each document as a mixture of topics and each topic as a distribution over words [55]. This 

approach is particularly suitable for cybersecurity research due to the coexistence of interdisciplinary themes 

such as AI, IoT, and risk management within the same literature [59]. The dataset was preprocessed using 

standard NLP techniques, including tokenization, stop-word removal, and lemmatization [60], to improve 

topic quality and interpretability. The model was implemented using Python (Gensim library), and the 

optimal number of topics (K) was selected based on coherence score evaluation. Model parameters (alpha 
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and beta) were tuned to improve topic sparsity and interpretability, and the model was iterated until 

convergence. 

The analysis identified four main topics: 

Topic 1: Cybersecurity Risk and Zero Trust 

Keywords: cybersecurity, risk, zero trust, threats, assessment 

This topic reflects the dominance of risk-based cybersecurity frameworks and Zero Trust architectures. 

Topic 2: AI and Generative Security Systems 

Keywords: artificial intelligence, generative AI, detection, prediction 

This topic highlights the growing role of AI-driven cybersecurity and predictive security systems. 

Topic 3: IoT and Cyber-Physical Systems 

Keywords: IoT, smart systems, cyber-physical, vulnerability 

This theme emphasizes security challenges in interconnected and industrial environments. 

Topic 4: Data Management and Trust Systems 

Keywords: information systems, blockchain, data privacy 

This topic focuses on data integrity, trust management, and decentralized security mechanisms. 

3.8 Integrated Interpretation of Bibliometric and LDA Results 

The LDA results are consistent with the bibliometric clusters, confirming the robustness of the findings. 

Bibliometric analysis captures structural relationships among keywords, while LDA reveals deeper latent 

semantic patterns across documents, providing complementary perspectives on the cybersecurity research 

landscape. 

4. Discussion 

4.1. Paradigm Shift and Structural Drivers of Zero Trust Adoption 

The literature indicates a fundamental shift from perimeter-based cybersecurity toward Zero Trust 

Architecture (ZTA), which establishes identity-centric governance based on continuous verification rather 

than implicit trust [27]; [61]. This reflects a broader transformation in which cybersecurity functions as a 

strategic governance mechanism embedded within organizational resilience, financial integrity, and business 
continuity, rather than a purely technical control function [47]; [62]. This shift is driven structurally by the 

“Extended Enterprise” model, where global supply chain interdependencies dissolve traditional 
organizational boundaries [5], and by Industry 4.0, which increases cyber-physical integration and expands 

the attack surface across interconnected systems [31]; [52]. Within this context, Digital Twins enhance 

decision intelligence through high-resolution transformation of sensor data [30], while AI-based systems 

support behavioral prediction and anomaly detection in complex environments [52]; [63]. However, 

Generative AI applications remain constrained by limited historical datasets in domains such as industrial 

IoT and space systems [14]; [51]. ZTA addresses these challenges by replacing perimeter defenses with 

continuous verification to protect organizational assets and reputation. Its adoption is accelerated by AI-

driven security innovations but constrained by regulatory diversity and cloud complexity across regions [64]; 

[65]. Critical infrastructure sectors such as maritime transport and energy systems require domain-specific 
adaptation of Zero Trust principles. In maritime systems, standards such as IACS UR E26 operationalize 

least privilege access for onboard systems [21]. In energy grids, increasing IoT integration raises 

cybersecurity risks and necessitates stronger cyber resilience and skills development [66]. Additionally, 

supply chain vulnerabilities, as evidenced by incidents such as the SolarWinds breach, highlight the 

importance of continuous verification and Multi-Factor Authentication (MFA) as core safeguards [67]. For 

effectiveness, these controls must be embedded within hierarchical governance structures linking strategic, 
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tactical, and operational levels while ensuring continuous measurement of maturity and control effectiveness 

[68]. 

4.2. Organizational and Cultural Determinants of ZTA Adoption 

The literature identifies organizational culture as the key determinant of Zero Trust Architecture (ZTA) 

success, with security culture and leadership commitment outweighing regulatory compliance, confirming 

ZTA as a socio-organizational transformation rather than a technical upgrade [3]. Mature organizations better 

embed continuous verification, while SMEs require phased implementation supported by MCDM and 

entropy-based models [61]; [6] to prioritize high-risk threats such as hacking and unauthorized access [45]. 

4.3. Methodological and Technological Convergence in Cybersecurity Systems 

Research converges on hybrid frameworks integrating bibliometric analysis, PLS-SEM, DEMATEL, and 

entropy weighting [7]; [9]; [3], reflecting ZTA complexity. Technologically, ZTA integrates AI, ML, 

Blockchain, and Digital Twins to enable adaptive cybersecurity systems [17]; [69]; [49], though SME 

adoption remains limited due to resource constraints. 

4.4. Systemic Cyber Risk Reconfiguration and Threat Dynamics 

Cyber risk is increasingly systemic and network-based rather than isolated [46]. Heavy-tailed loss behavior 

challenges traditional risk models, pushing governance toward ecosystem-level approaches capable of 

managing cascading failures [46]. 

4.5. Theoretical, Governance, and Policy Implications 

ZTA is explained through multiple theories: Principal-Agent (reducing information asymmetry) [9], RBV 

(strategic assets) [5]; [30], Institutional Theory (regulatory pressure) [47], and Socio-Technical Systems 

Theory (human–technology interaction) [70], framing ZTA as a hybrid governance architecture. 

Governance-wise, ZTA supports GDPR and HIPAA compliance but is insufficient alone [71]. Effective 

governance requires MITRE ATT&CK alignment, SBOM enforcement, and cryptographic supply chain 

verification [72]; [15]. Blockchain enhances trust in critical sectors [49]; [73], while ethical governance is 
needed to mitigate AI bias [15]; [69]. A shift is evident from financial loss-based models to trust-centric 

cybersecurity governance [62]. 

4.6. Research Gaps, Limitations, and Future Directions 

Key gaps include limited integration of behavioral cybersecurity with AI-driven systems [9], lack of 

longitudinal studies in IoT and critical infrastructures [14], and geographic and methodological bias [47]; 

[31]. Future research should focus on AI-based incident prediction, cross-cultural ZTA adoption, 

decentralized identity in Industry 4.0, and longitudinal cybersecurity maturity models. Recommended 

methods include DSR, SmartPLS longitudinal analysis, and cross-country comparative studies [15]; [3]. 

Final Interpretation 

Overall, the synthesis confirms that Zero Trust Architecture represents a foundational shift toward 

continuously verified, identity-centric cybersecurity governance. Its effectiveness depends not only on  

technological sophistication but also on the alignment between organizational culture, regulatory structures, 

and adaptive technological systems. ZTA should therefore be understood as a dynamic socio-technical 

governance paradigm integrating AI, blockchain, and advanced analytics to achieve resilient digital 

ecosystems in the Industry 4.0 era [5]. 

5. Conceptual Framework for Zero Trust–Driven Cyber Risk Management and IT Governance 

 
Building on the systematic synthesis of the reviewed studies, this research proposes an integrated conceptual 

framework explaining how Zero Trust Architecture (ZTA) influences cybersecurity risk management and IT 

governance within organizational information systems. The framework reflects a shift from perimeter-based 

security to a dynamic, data-driven model based on continuous verification, automation, and adaptive control. 
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It is derived from literature spanning 2020–2026, capturing both the emergence and evolution of Zero Trust 

into a comprehensive organizational strategy. In line with the PICO structure, organizational information 

systems represent the population, Zero Trust is the intervention, and outcomes include improved risk 

management, threat mitigation, regulatory compliance, and governance performance, while traditional 

security models serve as the implicit baseline for comparison. These mechanisms translate Zero Trust 
principles into measurable improvements in cybersecurity risk management, including enhanced threat 

detection, improved incident response, reduced lateral movement, and stronger mitigation strategies. The 

integration of frameworks such as NIST RMF and MITRE ATT&CK supports a shift from reactive to 

predictive risk management. Improvements in risk management subsequently extend to IT governance 

outcomes, reflected in stronger compliance, accountability, auditability, and alignment between 

cybersecurity and organizational strategy. The framework therefore establishes a sequential pathway in 

which ZTA influences security mechanisms, which enhance risk management, ultimately improving 

governance performance. In certain high-maturity organizations, direct effects of ZTA on risk management 

and governance are also observed; however, the literature indicates that mediated pathways are more 

consistent and dominant. The framework further identifies organizational maturity as a key moderating 

factor, influencing the effectiveness of implementation, while regulatory environments strengthen the 

translation of risk improvements into governance outcomes. Technologically, AI-driven analytics, behavioral 
monitoring, and automated response systems enhance real-time adaptation and continuous oversight, 

reinforcing the integration between operational security and governance. Overall, the framework provides a 

structured explanation of how ZTA drives cybersecurity transformation across strategic, operational, and 

governance levels, addressing a key gap in the literature by integrating these dimensions into a unified model. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 5. Zero Trust Impacts on Risk Management and IT Governance: A Systematic Review and Framework

Implications 

This review positions Zero Trust as a socio-technical governance paradigm in which trust is continuously 

verified rather than assumed. Organizations should strengthen security culture, adopt phased risk-based 

implementation strategies, and integrate continuous monitoring into governance processes. Policymakers 
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should promote standardized Zero Trust maturity frameworks, automated compliance mechanisms, and 

supply chain security, with particular support for SMEs and developing regions. Future research should 

validate the proposed framework across diverse contexts and examine AI-driven security, decentralized 

identity, and governance challenges associated with generative AI. The review is limited by its inclusion of 

English-language studies, coverage up to Q1 2026, and the predominance of evidence from Europe, Asia-

Pacific, and the MENA region. 

 

 

Conclusion 

The research establishes that Zero Trust Architecture (ZTA) represents a foundational shift toward a 

continuously verified and identity-centric governance model. This transition is not merely a technical 

adjustment but rather the emergence of a dynamic socio-technical paradigm where success is deeply 

contingent upon the alignment of organizational culture, leadership commitment, and adaptive 

technological systems. By serving as a critical mediating layer, the implementation of Zero Trust translates 

operational security controls into robust risk management capabilities, such as the mitigation of lateral 

movement and more proactive threat detection,. These advancements, in turn, enhance the effectiveness of 
IT governance by fostering superior regulatory compliance, accountability, and strategic alignment within 

the organization,. Furthermore, the study highlights a major conceptual evolution in how cyber risk is 

interpreted—moving from the perception of isolated incidents to the management of systemic and 

networked phenomena that require ecosystem-level management. As digital environments continue to grow 

in complexity, the integration of Zero Trust with emerging technologies like artificial intelligence, 

blockchain, and advanced analytics will be vital for achieving predictive defense and real-time risk 

mitigation. To fully realize this potential, future research and practice must address existing gaps by 

focusing on the development of longitudinal maturity models and ensuring the ethical governance of AI-

driven cybersecurity systems. 
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