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Abstract

Traditional Android malware detection frameworks rely heavily on computa-
tionally intensive deep learning architectures or exhaustive reverse-engineering
paradigms, rendering them unviable for resource-constrained Internet of Things
(IoT) edge devices. This paper proposes an ultra-lightweight, hardware-efficient
malware detection framework optimized for execution directly at edge endpoints.
Raw Android executables are transformed into discrete 1D opcode signals. From
these signals, a 28-dimensional hybrid feature-vector is constructed, fusing 22 1D
time-domain metrics—including statistical measures, entropy, and Linear Predic-
tive Coding residual with 6 2D spatial feature descriptors derived via Gray-Level
Co-occurrence Matrix. Four machine-learning algorithms along with a one-hidden
layer Feed-Forward Neural Network (NN) were compared to classify 11,446 apk.
Two best-suited models were then quantized for Hardware-level verification via
cross-compilation targeting an ARM-Cortex-M4 microcontroller.

The Decision Tree and proposed NN model achieved a classification accuracy
of 96.33% and 95.76%, respectively, and an Fl-score of 96.16% and 95.68%,
respectively. Cross-compilation of the DT model for the ARM-Cortex-M4 micro-
controller compressed the model to a Flash storage size of 4.58 KB with an
inference latency of 173 ns. Meanwhile, post-training 8-bit quantization com-
pressed the NN into an ultra-lean hardware footprint, requiring merely 2.82 KB
of Flash memory and a nominal 0.83 KB of peak active SRAM, with an inference
latency of 9 ns.



The proposed work employs signal processing techniques to extract features,
yielding a lightweight malware classification model that can be localized entirely
within hardware registers. This establishes a high-fidelity, deterministic security
solution for resource-constrained embedded systems.

Keywords: Android Malware Detection, TinyML, Static Analysis, IoT Security,
signal processing-based features, GLCM

1 Introduction

The rapid proliferation of the Internet of Things (IoT) and edge computing has funda-
mentally transformed the modern digital infrastructure. By the end of 2025, the global
population of connected devices exceeded 21 billion'. Android and embedded Linux
operating systems are among the most popular operating systems for smart home
appliances, industrial sensors, and enterprise edge nodes [1]. The huge deployment
of IoT and embedded systems and the open nature of operating systems have inad-
vertently created a massive and highly vulnerable attack surface. Most of these edge
devices frequently ship with baseline firmware and operate autonomously in decen-
tralized environments, exposing them to malware attacks. Recent threat intelligence
reveals a staggering 124% year-over-year surge in IoT malware attacks heading into
2026, alongside a 151% increase in Android-specific malware variants??.

Modern attackers no longer exploit compromised end devices solely to steal local
data; instead, they conscript these resource-constrained devices into massive, coor-
dinated botnets. For example, between late 2025 and early 2026, botnets such as
Aisuru-Kimwolf* and JackSkid® hijacked millions of consumer-grade routers, smart
TVs, and IP cameras. Aisuru-Kimwolf and JackSkid botnets compromised consumer
Internet of Things (IoT) devices, DVRs, and smart TVs to launch record-breaking Dis-
tributed Denial-of-Service (DDoS) attacks exceeding 31 Terabits per second (Tbps),
which paralyzed critical enterprise data centers and government infrastructures.
Android banking trojans and mobile ransomware have also evolved drastically, with a
year-over-year spike of 67% in fraudulent transactions. Recent banking trojans, such
as Rokarolla,’ and mobile ransomware are no longer designed just to steal creden-
tials for subsequent use; instead, they perform fraud directly on the device in real
time, which makes detection significantly more difficult with traditional cloud-based
infrastructure.

The recently discussed malware threats targeting resource-constrained devices
present a significant challenge in developing security solutions that operate within
the strict computational and storage constraints of edge nodes. While Android bank-
ing trojans like Rokarolla may evade traditional cloud-based infrastructure, a local
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malware detector can identify these risks directly at the edge. Traditionally, mal-
ware detection is performed via cloud-based antivirus agents, signature matching, or
dynamic analysis via sandboxing [2, 3]; however, these approaches are unsuitable for
resource-constrained embedded environments.

Microcontrollers and edge nodes operate under strict limitations regarding com-
putational capability, memory capacity, and energy availability [4-6]. For cloud-based
antivirus solutions, continuous wireless transmission introduces unacceptable latency,
rapidly depletes battery life, and introduces data privacy concerns. Furthermore, in
the absence of network connectivity, cloud-dependent security fails completely, leaving
the local endpoint entirely defenseless.

Consequently, to secure consumer IoT devices and other resource-constrained
devices, an immediate shift of malware detection systems from the cloud to the hard-
ware itself is required, which can operate strictly within the limited memory, power,
and latency boundaries of the host device [7, 8].

To address this, a vast body of literature treats malware binaries as images to
deploy massive Convolutional Neural Networks (CNNs) [9, 10] or executes heavy
reverse-engineering workflows [11, 12]. Specifically, many existing frameworks rely on
deep reverse-engineering pipelines to extract low-level structural artifacts like Smali
code [12, 13|, or they translate raw binary payloads into 2D structural images for
deep convolutional processing [14-16]. While highly accurate, these heavy architec-
tural approaches demand massive computational capacity, incur high energy penalties,
and easily exhaust local memory pools.

To overcome the restrictive SRAM budgets, limited Flash memory, and low com-
putational power inherent to edge devices, this paper introduces a highly efficient,
resource-optimized malware identification framework tailored for strict embedded
architectures. Unlike heavy deep learning networks, the proposed approach converts
the target Android Package Kit (apk) payload into a one-dimensional discrete opcode
signal. The pipeline extracts a lean 28-dimensional feature representation: 22 time-
domain statistical metrics and 6 spatial texture features derived from a Gray-Level
Co-occurrence Matrix (GLCM). We conduct a rigorous comparative analysis across
four classical machine learning classifiers (i) Naive Bayes (NB), (ii) Support Vector
Machine (SVM), (iii) Decision Tree (DT), and (iv) K-Nearest Neighbors (KNN) and
a lightweight Feed-Forward Neural Network (NN).

The proposed work identifies two models—i) a Decision Tree (DT) and ii) a single-
layer Feed-Forward Neural Network (NN)—for final deployment validation to take
care of the diverse and fluctuating hardware constraints of modern edge infrastructure.
Each model addresses a distinct operational sweet spot on the edge-computing spec-
trum. We suggest the NN model to achieve small latency and real-time detection, as
the compiled NN model delivers an extraordinary sub-microsecond inference latency
of 9.00 x 1075 ms while consuming just 2.82 KB of Flash memory and a nominal
0.83 KB of peak active SRAM. This extreme efficiency allows the model to run com-
fortably on legacy, ultra-low-power 8-bit or 16-bit microcontrollers. The DT model is
favoured in situations where we have strict SRAM restrictions, as the model does not
require any extra dynamic RAM and the Flash storage requirement is 4.58 KB. Our



empirical evaluation demonstrates that the proposed NN achieves a peak classification
accuracy of 95.76% while the DT model achieves an accuracy of 96.33%.
The primary contributions of this work are summarized as follows:

1. We employed a preprocessing function to map raw hexadecimal opcode strings into
1D continuous numeric arrays to view them as a signal.

2. We implement a 28-dimensional feature architecture that combines 1D global
statistics, information-theoretic entropies, and short-time Linear Predictive Cod-
ing (LPC) residuals with 2D GLCM spatial textures to capture both overt and
obfuscated malicious behaviors.

3. We provide a comprehensive evaluation isolating the performance of 1D and 2D
feature subsets across classical machine learning models along with a lightweight
Neural Network.

4. We rigorously validate the model’s operational viability for edge devices. By profil-
ing an emulated ARM Cortex-M4 microcontroller via Renode for DT and TFlight
for NN model, we empirically confirm that the both the models operates within
SRAM and Flash memory availability of ARM Cortex-M4 microcontroller with
near-zero latency.

5. We establish the structural stability and immunity to over-fitting of the pro-
posed architecture through extensive statistical validation across 20 independent
execution runs.

The rest of this paper is structured as follows. Section 2 reviews relevant
literature on edge security and mobile malware detection. Section 3 describes
the proposed methodology, highlighting the feature extraction, classification, and
quantization/cross-compilation processes. Section 4 presents the empirical results and
performance evaluations across the emulated architectures. Section 5 highlights the
major findings of the research, presents a comparative study, outlines limitations,
and discusses the broader security implications and architectural trade-offs. Finally,
Section 6 concludes the paper and points toward future research directions.

2 Related Work

The rapid proliferation of sophisticated malware variants has catalyzed an exten-
sive body of literature dedicated to safeguarding resource-constrained devices against
malicious attacks. Traditional Android security frameworks have heavily relied on
static [17] or dynamic analysis [18, 19] to distinguish malicious apk files from benign
ones. Static approaches scrutinize various components of an application package
without executing it, checking files such as the AndroidManifest.xml for requested
permissions and intents [20], parsing the compiled classes.dex bytecode [21, 22],
or map control-flow graphs [23]. However, common obfuscation techniques, crypto-
graphic packers, and dynamic class loading easily circumvent these static boundaries,
effectively masking malicious behavior until runtime [24].

To counter this, dynamic analysis methods run target binaries inside isolated vir-
tual sandboxes to track active runtime features, including system call sequences and
network transmission spikes [19]. While highly resilient against code packing, dynamic



frameworks introduce prohibitive computational, memory, and energy overheads.
These heavy resource dependencies make continuous execution-layer sandboxing struc-
turally unviable for energy-limited microcontrollers and low-power edge endpoints
operating on strict battery budgets.

To balance this trade-off, several recent approaches utilize deep learning architec-
tures to extract features from binary executables automatically. A prominent strategy
involves transforming raw application binaries into 2D grayscale images or structural
visual matrices, reframing malware classification as a computer vision problem using
deep Convolutional Neural Networks (CNNs) [25-27]. Similarly, driven by the success
of Transformer architectures in vision fields, contemporary studies have applied Vision
Transformers (ViTs) to these 2D representations of binary executables to analyze
structural code anomalies across diverse malware families [28, 29].

Other popular detection frameworks employ extensive reverse-engineering pipelines
to map raw binary sequences back into human-understandable formats. These
approaches routinely decompile target payloads into intermediate representations,
such as Smali code blocks for apk files [17]. These extracted Smali blocks are then
processed through advanced Natural Language Processing (NLP) models, such as
Bidirectional Encoder Representations from Transformers (BERT) [11], or specialized
Transformer networks to capture long-range semantic code dependencies. Although
these methods achieve high classification accuracy against multi-variant attacks, they
rely on substantial computational resources and massive storage capacity. Conse-
quently, these resource-intensive architectures cannot be deployed directly within
stringent embedded layers or localized edge compute environments.

Because of these bottlenecks, a major subfield of static malware analysis focuses
entirely on extracting operational code (opcode) sequences from disassembled bina-
ries. Since these opcodes reflect the foundational machine instructions executed by
the underlying hardware or virtual machine, they provide highly discriminative pat-
terns for distinguishing malicious from benign applications. For instance, Subhameena
et al. [30] used an Long Short-Term Memory (LSTM) model on opcode sequences
to categorize diverse malware families, including Trojans, worms, and mobile ran-
somware. Saini et al. [31] similarly found that opcode-based static analysis can serve
as a highly resilient pipeline for malware detection when combined with low-overhead
feature engineering.

Researchers have experimented with several ways to structure this disassembled
code to capture its underlying behavior. For instance, some approaches rely on basic
opcode arrays [21] or compute complex n-gram frequency vectors [11, 32]. Other meth-
ods map the relationships between APIs and opcodes through relational clusters [33],
or group instructions into raw sequential multisets [34]. Along these lines, Sharma
et al. [34] showed that multiset encodings of Smali opcode sequences can make clas-
sifiers much more resilient to obfuscation, allowing them to track intent even when
developers intentionally pack or mutate the underlying application binary.

The main drawback of these reverse-engineering frameworks is that they still
require heavy processing for feature engineering, making them impractical for resource-
constrained devices. To get around this limitation, a practical alternative is to map apk
files directly into the digital signal processing domain. Early work in this area extracts



basic statistical features or geometric central moments straight from raw byte layouts
to isolate malicious payloads. By viewing file structures through mathematical feature
spaces like Gray-Level Co-occurrence Matrices (GLCM), lightweight classifiers can
pick up on subtle spatial anomalies without needing heavy computational power [35].

The shift toward industrial edge computing has also brought this type of opcode
analysis into the Internet of Things (IoT) domain. Since IoT malware usually targets
specific processor architectures, a common strategy is to use hybrid feature selection
models to filter out redundant instructions. This keeps the final feature sets small
enough to run efficiently on low-power edge nodes [36, 37]. For classification, some
recent methods use multi-view deep networks that look at both structural statistics
and sequential instruction strings at the same time [38], while others rely on LSTM
blocks to capture dependencies across long execution sequences [30, 39).

With the growth of edge computing and TinyML [5], verifying whether these
machine learning models can actually run on target hardware has become a major
priority. Researchers frequently turn to open-source emulators like Renode [40] for
pre-silicon prototyping and cycle-accurate performance evaluation on microcontrollers.
These simulation environments make it possible to track Static RAM (SRAM) usage,
Flash memory footprint, and exact inference latency without needing the physical
hardware on hand, ensuring that the proposed models stay safely within embedded
hardware system limits.

To minimize this operational overhead, several static frameworks prioritize feature
optimization over heavy deep learning networks. For instance, Yao [41] converted
Dalvik opcode sequences into Markov-based grayscale images, relying on a lightweight
CNN regularized by knowledge distillation to maintain a small footprint. Similarly,
Sahin [42] bypassed deep architectures entirely by applying multiple linear regression
and bagging methods to extracted Android permissions. However, a major limitation
remains: even these explicitly lightweight static frameworks rarely provide empirical
hardware profiling or emulation data to substantiate their claims of edge-deployment
feasibility.

We address this validation gap by designing a lightweight framework that avoids
deep learning models entirely, focusing instead on traditional machine learning clas-
sifiers. Drawing inspiration from biomedical time-series analysis, our pipeline treats
extracted opcode sequences as 1D and 2D discrete signals to minimize preprocess-
ing overhead. Crucially, unlike previous theoretical models, we evaluate our classifiers
using the Renode simulation platform to profile their physical deployment constraints.
This hardware-in-the-loop evaluation provides concrete empirical data on Static RAM
(SRAM) footprint, Flash memory utilization, and exact inference latency, proving the
framework can run reliably within strict embedded system budgets without losing
classification accuracy.

3 Methodology

The complete workflow of the proposed research is shown in Figure 1. The proposed
workflow consists of four main stages (i) Data Preparation, (ii) Data Preprocessing,
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Fig. 1: Architecture of the proposed work

(iii) Feature Extraction, and (iv) Classification. The methodology involves extract-
ing a range of statistical features, including Minimum, Maximum, Arithmetic Mean,
Median, Mode, Sum, Standard Deviation, Variance, Skewness, Kurtosis, Shannon
Energy, Log Energy, and 7 Central Moments. Additionally, Gray Level Co-occurrence
Matrix (GLCM) features such as Contrast, Dissimilarity, Energy, Correlation, Homo-
geneity, and Angular Second Moment (ASM) are considered. In total, 28 statistical
features are extracted from each apk file. These extracted features are used to train
classifiers to classify an apk as benign or malware.

3.1 Data Preparation

We first convert raw apk files into the Java Archive (JAR) format using the Dex2Jar
tool to unpack the compiled Dalvik Executable files. The resulting JAR files are then
represented as hexadecimal instruction sequences by using the Hexdump utility. Fur-
ther, these hexadecimal opcode strings are mapped into a 1D continuous numeric array
for feature extraction.

3.2 Data Preprocessing

The 1D continuous numeric array representation of the hexadecimal opcodes of the
JAR files a non-overlapping window of size two to partition the string into distinct,
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two-character segments. We convert each segment into its base-10 decimal equiva-
lent and compile them into a structured list. Stages 1 and 2 of Figure 2 illustrate
this preprocessing workflow. We treat the resulting decimal sequence as a 1D sig-
nal and extract 22 distinct features: Minimum, Maximum, Arithmetic Mean, Median,
Mode, Sum, Standard Deviation, Variance, Skewness, Kurtosis, Shannon FEnergy,
Log Energy, and Central Moments (1 to 7). We also reshape each 1D series into a
square matrix to extract Grey-Level Co-occurrence Matrix (GLCM) features [35]. The
GLCM-based features capture the spatial relationships and structural textures of the
opcode sequence. The details of the GLCM-based feature extraction is shown in stage
3 of Figure 2.

3.3 1D opcode Feature Extraction

The preprocessed 1D discrete opcode signal are represented as z[n], where n =
1,2,..., N, where N represents the total number of samples in the dataset. Four dif-
ferent typeb of features based on (i) statistics of the opcodes, (ii) central moment, (iii)
entropy and (iv) linear predictive analysis are extracted from thsi 1D discrete signal.
The toatl count of the features are 22.

3.3.1 Statistical features

The time-domain statistical features extracted from the 1D signal is detailed below.

1. Arithmetic Mean (Z): is defined as in equation 1. The arithmetic mean represents
the distinct baseline frequencies of core instructions. The malware contain-
ing packed binaries or cryptojacking modules deviate significantly from normal
baselines values and helps differentiate malware from benign apk.



Algorithm 1: End-to-End Android Malware Detection Pipeline

[

10

11

12
13

14

Input : Raw apk dataset D = {apk,,..., apk,;}, LPC prediction order
p = 8, Sliding window length W = 100, Frame overlap S = 50,
Train-test split ratio o = 0.80

Output: Classification Performance Metrics Matrix R

foreach apk_file € D do
jar_file « Dex2Jar(apk_file)
raw_hex < Hexdump(jar_file)

X «+ ExtractDecimalOpcodeSignal(raw_hex)

; // Multi-Domain Feature Extraction

fstat <
[Mean(X), Median(X), Mode(X), Min(X ), Max(X), Sum(X), Var(X), Std(X), Skew(X ), Kurt(X)]
fmoment  ComputeCentralMoments(X, order = n)
fentropy < [ShannonEnergyEntropy(X ), LogEnergyEntropy(X)]

; // Short-Time LPC Analysis
e < ||

for n < p+1 to Length(X) do
L Z[n] «+ = > F_ axX[n — K]

eln] «+ X|[n] — &[n]

E + FrameResiduals(e, length = W, overlap = S)
fipe < [Mean(E), Variance(E), Sum(E)]

; // 2D Spatial Matrix & GLCM Extraction
p-dim + | y/Length(X)|
Iop < Reshape(X[1...p-dim?], p_dim,p_dim)
Pyicm < GenerateGLCM(Iop,d = 2,6 = 0°)
fglcm —
[ASM(P gicm ), Energy(P giem ), Contrast(P giep, ), Dissim(P giepm ), Homog(P giem ), Corr (P gem )]

Vapk — [fstat7 fmomenta fentropy7 flpca fglcm] ) // Feature Fusion (Dim:
25)
Append v, to Global Feature Matrix M

: // Supervised Evaluation Framework
{Mtrain, Miest } < StratifiedSplit(M, ratio = «)
C «+ {DT,KNN, Gaussian NB,, SVM}

foreach classifier € C do
Train(classifier, Mirqin)
predictions < Predict(classifier, Miest)
Rlclassifier] < EvaluateMetrics(predictions, Mtest)

return R 9




_ 1
T = N Z x[n] (1)

2. Median: The median shows the exact geometric center of the signal’s amplitude
distribution. A comparison of the mean and the median tells whether the signature
shift is systemic across the application logic, as is mostly the case in a benign file,
or is asystematic and driven by localized blocks of dense malicious payload code.
It is computed as:

T[Npa], for N odd @
Median = 2
% (x[%] —&—x[%ﬂ]) , for N even

where the sequence z[n] is assumed to be sorted in ascending order.

3. Variance (s?) and Standard Deviation (s): The variance represents the dispersion
of the codes about the baseline. Benign apk files exhibit steady variance due to
modular execution loops, whereas malware with injected code introduces sudden,
volatile bursts of unique instructions, showing massive variance peaks. The variance
is expressed as:

N
1
57 = N_1 nzz:l(f[n] —1)° (3)
The standard deviation s = +/s2 scales this dispersion linearly, establishing

statistical boundaries for pattern detection.

4. Skewness: The skewness value is used to evaluate the structural asymmetry of
the opcode distribution. Malware often compresses specialized routines, such as
privilege escalation or obfuscation loops, into compact segments. This compression
produces high positive or negative directional skewness that clearly deviates from
standard benign apk file opcode distributions. It is formulated as:

£ 30 (aln] — 7)°

Skewness =
53

(4)

5. Ezcess Kurtosis: We compute Excess Kurtosis to measure the impulsiveness or
heavy-tailed behavior of the signal, determining whether variance spikes stem from
systemic variations or infrequent, extreme amplitude deviations. For classification
models, high kurtosis serves as a strong indicator of heavy-tailed code anomalies,
such as localized reflection API calls or native library exploits embedded inside a
normal application. It is defined as:

£ (x[n] — 7)*

Excess Kurtosis = 3 -3 (5)

10



3.3.2 n-th Central Moment-based features

The n-th central moment (m,) maps higher-order geometric changes in the opcode
distribution. For our discrete sequence, it is defined as:

N
1 n
mn—ﬁ;:l(xi_ﬂ) ) ne{]-v?v'"v?} (6)

Attacks frequently introduce dummy instructions, such as NOPs, to evade machine
learning-based classification models. Central moments are invariant to these modifi-
cations because the moment around a distribution X is identical to that of X + ¢ for
any scalar constant c¢. Consequently, while the insertion of NOP instructions by mal-
ware developers increases code size, it leaves the central moments unchanged, making
them highly robust features for distinguishing malware from benign apk files.

3.3.3 Entropy-based features

While time-domain statistical moments extract features from the structural configu-
rations of opcodes, code complexity and randomness-related properties are inherently
captured by information-theoretic entropy measures. Attackers frequently employ
packing, encryption, or string obfuscation techniques to bypass static scanning, a
process that severely disrupts the structural layout of the resulting binary. To quan-
tify these characteristics, we transform opcode amplitudes into normalized energy
probabilities p[n] (subject to Zi:,:l p[n] = 1) to derive two distinct entropy vectors.

1. Shannon Energy Entropy: Shannon energy entropy evaluates the global unifor-
mity or spectral flatness of a signal’s energy distribution. Benign apk files typically
exhibit lower entropy owing to structured and predictable execution patterns. Con-
versely, obfuscated or packed malware maximizes signal disorder, yielding elevated
Shannon entropy markers making it a highly effective feature for distinguishing
malware from benign apk files. It is mathematically defined as:

N
HShannon = Zp[n] loge (p[n]) (7)

n=1

2. Log Energy Entropy: Log energy entropy isolates subtle variations within low-
power signal states. Whereas Shannon entropy is primarily driven by high-energy
instruction blocks, log energy entropy accentuates micro-variations inside low-
activity regions. This property enables the classification model to detect stealthy,
low-frequency malicious behaviors, such as background Trojan threads, which
would otherwise be masked by the dominant main-thread application logic. It is
mathematically defined as:

N
Hiog = > log, (pln]?) (8)
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3.3.4 Linear Predictive Analysis (LPA)-based features

To extract features that characterize the underlying physical dynamics and determin-
istic transitions within the code sequence, we employ Linear Predictive Coding (LPC)
analysis. While standard statistical moments treat the code stream as an indepen-
dent distribution, LPC explicitly models the sequential, time-series dependencies of
the execution flow. Specifically, the linear predictor formulates the current code sam-
ple as a linear combination of its p past instruction states, where p denotes the LPC
prediction order. In this study, we utilize an empirical prediction order of p = 8 to
capture the primary structural envelope and execution flow of the application without
inducing overfitting or escalating computational overhead. The predicted sample Z[n]
is mathematically defined as:

Z[n] = - Z arx[n — k) (9)
k=1

where aj represents the optimized LPC predictor coefficients computed via the
Levinson-Durbin recursion algorithm.

We formally define the prediction mismatch as the LPC error or residual sequence
e[n]. This sequence isolates the unmodeled execution source from the regular,
predictable structural characteristics of the signal:

e[n] = z[n] — &[n] = z[n] + Zakx[n — k] (10)
k=1

We use e[n] as a highly sensitive anomaly detector. Because we optimize the LPC
filter coefficients to match standard, highly repetitive benign instruction patterns, any
sudden injection of malicious payload logic, packed loops, or shellcode severely violates
these prediction rules, triggering prominent spikes in the residual energy.

To capture the time-varying nature of the signal under localized stationary con-
ditions, we process the full sequence using a short-time framing approach with a
localized sliding window framework. We utilize a fixed window length of W = 100
samples to guarantee statistical significance within each frame, paired with an over-
lapping frame shift step size of S = 50 samples. This 50% overlap configuration
provides high temporal resolution while preserving structural continuity across code
block boundaries.

Let E = [ey, ea,...,en] denote the resulting short-time LPC error feature vector
containing localized metrics collected across IV total frames. we extract three statistical
descriptors from E:

1. LPC Error Mean (u.): The LPC Error Mean is utilized to quantify the overall
systemic prediction bias and structural model-matching accuracy over time. For
highly deterministic, benign applications, the optimized predictor exhibits an error
mean approaching zero. Conversely, malware binaries that frequently disrupt exe-
cution patterns or incorporate heavily obfuscated modules introduce a high baseline
prediction bias, thereby enabling the classification model to robustly differentiate
between them. It is mathematically formulated as:
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2.

1 N

LPC Error Variance (02): The LPC Error Variance quantifies the temporal fluc-
tuations and volatility of the residual energy across consecutive frames. Standard
benign apks typically manifest a stable, uniform residual variance owing to their
modular and tightly structured execution paths. Conversely, malware apks fre-
quently integrate irregular API calling loops, permission escalations, or concealed
payload drops inducing massive, erratic swings in the prediction error, resulting in
pronounced variance peaks. It is mathematically expressed as:

o2 {;,Zf\il(ei—ue)z, for N > 1 (12)

© 0.0, for N <1
LPC Error Sum (Se): The Cumulative Sum quantifies the total unmodeled struc-
tural energy retained across the entire duration of the execution sequence. Because
this feature provides a global metric of execution anomaly density, it effectively
thwarts adversarial attempts to bypass malware detectors. Even if an attacker dis-
tributes a malicious payload sparsely across a binary to evade localized detection,
the aggregated deviation inevitably accumulates into a pronounced energy pool
that exposes the malicious nature of the application. It is mathematically defined
as:

N
Se:Zei:N~/¢e (13)
i=1

3.4 2D opcode features via GLCM

While 1D statistical moments and linear predictive filters capture global sequence
dynamics, they often fail to isolate localized structural layouts and instruction spacing.
To overcome this limitation and expose complex instruction-to-instruction geometric
patterns, we extract spatial texture features from a Gray-Level Co-occurrence Matrix
(GLCM) [35]. We execute the transformation from a raw 1D opcode stream to highly
discriminative 2D spatial descriptors. We extracted 6 features using GLCM.

1)

Angular Second Moment (ASM): The Angular Second Moment (ASM) is used to
measure the global uniformity and orderliness of the opcode sequence. Packed,
encrypted, or obfuscated malware apks show highly uniform, flat distributions
across their byte streams, yielding very low ASM values. Conversely, standard
benign apks feature repetitive, tightly organized modular loops that generate dis-
tinct probability clusters, producing sharp peaks and high ASM values. It is defined
as:

255 255
ASM =3 > p(i.j)? (14)

i=0 j=0
Energy: The Energy feature is computed as the square root of the ASM to map
structural uniformity back to a linear probability scale. This metric serves as a
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reliable indicator of instruction predictability. Consequently, a chaotic or highly
randomized payload attenuates the energy metric, whereas deterministic execution
baselines maximize it. It is mathematically formulated as:

255 255

> pli,§)? (15)
i=0 j=0

Contrast: We compute Contrast to measure the local intensity variations present
within the matrix, serving as an indicator of instruction transitions. High contrast
indicates frequent, sharp jumps between wildly different opcode values, which typ-
ically flags polymorphic code behavior or packed block boundaries. Conversely, low
contrast implies smooth, gradual transitions typical of a steady benign apk file
execution sequence. It is given by:

Energy = VASM =

255 255
Contrast = Z Z(z — )?p(i, 5) (16)
i=0 j=0
Dissimilarity: The Dissimilarity metric quantifies local variation by scaling linearly,
rather than quadratically, with respect to the distance from the main diagonal. This
linear behavior enables the machine learning layer to detect localized, subtle varia-
tions in instruction pairs such as stealthy code injections within helper subroutines
without being obscured by isolated, massive variance spikes. It is mathematically
expressed as:

255 255
Dissimilarity = » Y " i — j|p(i, ) (17)

i=0 j=0
Homogeneity: Homogeneity measures the closeness of the distribution of GLCM ele-
ments to the main matrix diagonal. High homogeneity indicates that the instruction
stream is dominated by pairs of highly similar or identical opcodes. This pattern is
highly characteristic of repetitive malicious behaviors, such as NOP sled padding

or heavy API calling loops. It is calculated as:

255 255
Homogeneity = Z Z 1 + e (18)
1=0 5=0
Correlation: Correlation measures the linear dependencies between instruction
pairs, mapping how strongly the occurrence of instruction i predicts the immedi-
ate arrival of instruction j. Benign software displays highly structured, predictable
instruction pairs dictated by compiler rules, yielding high correlation scores. Con-
versely, malware payloads disrupt these standard patterns, causing a noticeable
drop in correlation. It is defined as:

255 255 . (i )
Correlation = E E —Hi)P (19)
00}
i=0 j=0 v

where p;, u; and oy, 0; represent the partial means and standard deviations of the
row and column sums, respectively.
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The features extracted from the 1D opcode sequence comprising statistical
moments, entropy measures, and LPC error vectors yielded 22 dimensions, whereas the
2D spatial GLCM analysis contributed an additional 6 features. These faetures are sub-
sequently concatenated to construct a unified feature matrix denoted as M € RM*28
where M represents the total number of analyzed apk files.

3.5 Classifiers

We evaluate our concatenated feature vector across five machine learning classifiers:
Naive Bayes (NB), Support Vector Machine (SVM), K-Nearest Neighbors (KNN),
Decision Tree (DT), and a 1 layer Feed-Forward Neural Network (NN).

The proposed neural network architecture comprises an input layer of 28 neurons,
a single hidden layer containing 24 neurons regularized with a dropout rate of 0.4, and
a singular output node. The hidden layer utilizes the Rectified Linear Unit (ReLU)
activation function, while the output layer employs a Sigmoid activation function to
compute the final binary classification probability. During the training phase, network
optimization is driven by minimizing the binary cross-entropy loss function.

To deploy this NN classifier on resource-constrained edge devices, we quantize
the network weights and activations to an 8-bit integer format. This optimization
achieves an 90.93% model compression rate, drastically reducing the memory footprint
to enable real-time inference.

To validate the bare-metal deployment performance of decision tree model, we
simulate the compiled DT model directly on the Renode hardware emulation platform
targeting an ARM Cortex-M4 microcontroller.

4 Results

To empirically validate our proposed lightweight malware detection framework, we exe-
cuted an extensive evaluation pipeline using a combined dataset of 11,446 application
packages, comprising 5,550 malicious samples from the Drebin benchmark and 5,896
benign samples from CICMalDroid2017 and CCCS-CIC-AndMal2020. We systemat-
ically evaluated the feature matrix to isolate the individual and combined predictive
power of the 22 1D statistical features and 6 2D spatial features. Furthermore, we
expanded our evaluation beyond structural metrics by tracking empirical computing
constraints, recording both model size on disk and average inference time per sample
to evaluate suitability for resource-constrained environments.

Our evaluation encompasses four classical Machine Learning (ML) classi-
fiers—Gaussian Naive Bayes (NB), Support Vector Machine with an RBF kernel
(SVM), K-Nearest Neighbors (KNN), and a Decision Tree (DT) alongside our
proposed lightweight Feed-Forward Neural Network (NN).

4.1 Performance Using 22 1D Features

Our first experiment evaluates classifier performance using only the 22 features
extracted from the 1D signal. The upper portion of Table 1 presents these results. We
observe that the KNN classifier achieves the highest baseline classification accuracy
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at 96.3755%. However, it demands an unsustainable model footprint of 1646.44 KB,
rendering it impractical for embedded edge endpoints. Because the KNN architecture
must persistently retain all training reference data in system memory to calculate geo-
metric distance constraints during live inference, expanding the training dataset will
inevitably scale the physical size of the model.

The next best performers are the DT and NN architectures, where the DT achieves
an accuracy of 95.5022% and the NN yields 94.5415%. While the DT model proves
superior to the NN in both raw accuracy and processing speed per sample, the NN
model establishes a clear advantage in physical storage. Our optimized NN requires
an extremely lean footprint of just 33.17 KB, outperforming the uncompressed DT
storage requirements by over 21%.

4.2 Performance Using 6 2D Spatial Features

Next, we evaluate the isolated contribution of the 6-dimensional Gray-Level Co-
occurrence Matrix (GLCM) feature set. The middle portion of Table 1 presents these
results. Because this spatial feature subset lacks global statistical context, we observe
a predictable minor drop in overall performance metrics across most paradigms except
NB. The KNN classifier remains impractical for edge nodes due to the memory
retention limitations discussed earlier.

The next best performers are the DT and NN architectures. Although the raw
performance of these models is inferior to the results achieved with the 1D features,
the GLCM subset proves surprisingly robust. Even when operating with just six global
spatial feature inputs, the GLCM features provide sufficient relational context to yield
highly competitive diagnostic classifications.

4.3 Performance Using the Combined 28 Features

In our primary evaluation, we fused the 1D statistical baseline and 2D spatial feature
descriptors into a unified 28-dimensional vector. This fusion pairs the global execution
baseline of the application with localized structural refinements, allowing our models to
capture both overt behavioral deviations and stealthy, obfuscated payload drops. We
find that combining features maximizes the decision boundaries of our high-capacity
models.

The KNN classifier reaches the absolute statistical upper bound with an accuracy
of 97.3362% and an Fl-score of 0.972682, but its memory requirement balloons to an
unsustainable 2075.71 KB. The DT model achieves an accuracy of 96.3319% and an
Fl-score of 0.961609, maintaining a physical model size of 43.13 KB and an extraor-
dinary average latency of just 0.00069 ms. Our proposed NN achieves an accuracy of
95.7642% and an Fl-score of 0.956870, demanding an average latency of 0.09074 ms.
Ultimately, the Decision Tree secures the fastest average inference speed of 0.00069 ms
in our entire evaluation suite, followed by the proposed NN.

In Figure 3 and 4, we plot the confusion matrices with test data for DT and NN
models. We observed that our proposed NN architecture restricts critical classification
errors to a narrow margin, successfully separating benign apks from packed malicious
binaries. While the DT model achieved slightly higher false negatives due to a lower
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Table 1: Comprehensive evaluation tracking across independent and combined mal-

ware feature spaces

Model Paradigm Acc. Prec. Rec. Fy-Score Size(KB) Lat. (ms)
Isolated 1D Statistical Features (N = 22)
Naive Bayes 0.860699 0.943860 0.748609 0.834972 1.88 0.00104
SVM (RBF) 0.949345 0.916090 0.982375 0.948075 255.89 0.08296
KNN 0.963755 0.939100 0.987013 0.962460 1646.44 0.07133
Decision Tree 0.955022 0.951807 0.952690 0.952248 42.42 0.00067
Proposed NN 0.945415 0.914708 0.974954 0.943871 33.17 0.09595
Isolated 2D GLCM Spatial feature Features (N = 6)
Naive Bayes 0.892576 0.926230 0.838590 0.880234 1.29 0.00067
SVM (RBF) 0.937555 0.893188 0.985158 0.936921 104.43 0.06863
KNN 0.952838 0.916667 0.989796 0.951829 1067.07 0.01270
Decision Tree 0.950655 0.938238 0.958256 0.948141 51.07 0.00060
Proposed NN 0.933188 0.896996 0.969388 0.931788 30.17 0.09703
Combined Fused Multi-Domain Feature Space (N = 28)
Naive Bayes 0.872052 0.956965 0.768182 0.852244 2.16 0.00120
SVM (RBF) 0.964192 0.944930 0.982727 0.963458 325.29 0.09252
KNN 0.973362 0.958517 0.987273 0.972682 2075.71 0.05818
Decision Tree 0.963319 0.966912 0.956364 0.961609 43.13 0.00069
Proposed NN 0.957642 0.936466 0.978182 0.956870 31.12 0.09074

Note: Acc.: Accuracy; Prec.: Precision; Rec.: Recall; Size: On computer RAM; Lat.: Average Inference
Latency.

recall rate (0.95), it generated a larger number of false positives compared to our
network.

Additionally, we plotted the Receiver Operating Characteristic (ROC) curves in
Figure 5 and 6 to analyze the true-positive to false-positive trade-off across varying
classification thresholds. Both our proposed NN and the DT achieved near-perfect
Area Under the Curve (AUC) scores, significantly outperforming the baseline prob-
abilistic models. This optimal AUC trajectory confirms that our fused multi-domain
feature set provides highly robust, separable decision boundaries regardless of the
operational threshold applied during inference.

4.4 Embedded Hardware Emulation

A core claim of this research is that our framework can run directly on resource-
constrained edge and IoT devices. We compile and emulate both models on a 32-bit
ARM Cortex-M4 microcontroller running at 168 MHz.Both frameworks fit comfort-
ably within the tight physical limits of edge devices. The detailed comparison is
provided in Table 2. Post-training INT8 quantization heavily reduces the size of the
Neural Network to just 2.82 KB of Flash memory. The storage reuqgirements of NN
model beats the compiled Decision Tree binary, which requires 4.58 KB of static .text
storage space. However, the two models handle volatile runtime memory very differ-
ently. The Decision Tree uses zero static SRAM because it leaves its .data and .bss
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segments unallocated. The quantized Neural Network requires a small peak workspace
of 0.83 KB of SRAM during active inference.

Both frameworks achieve exceptional sub-microsecond execution speeds. The Deci-
sion Tree uses a highly optimized instruction to records an ultra-low latency of
0.000173 ms (173 nanoseconds). The quantized Neural Network leverages hardware-
accelerated integer multiply-accumulate operations to give a latecny value of 0.000009
ms (9 nanoseconds). This incredible throughput enables instant, hardware-level

malware filtering at the edge.

4.5 Statistical Validation

We ran both models through 20 independent execution splits to test their reliability.
The Decision Tree model achieves a slightly higher overall classification accuracy of
96.02% =+ 0.41%. The Neural Network follows closely with an accuracy of 95.47% =+



Table 2: Comprehensive Edge Benchmarking Profile on ARM Cortex-
M4 (168 MHz)

Evaluation Dimension Decision Tree (DT) Proposed INT8 NN

Flash Storage Size (KB) 4.58 2.82
Peak Active SRAM (KB) 0.00 0.83
Inference Latency (ms) 0.000173 0.000009

0.45%. The Decision Tree also shows a superior precision score of 0.9578 compared
to the Neural Network’s score of 0.9339. This means the Decision Tree generates
fewer false-positive alerts. However, malware detection systems must prioritize catch-
ing every live threat. The proposed Neural Network shines in this area. It achieves a
higher Recall score of 0.9754 £ 0.0057, while the Decision Tree scores 0.9602 4+ 0.0051.
This higher recall means the Neural Network catches a broader spectrum of malicious
files. These differences balance out across the broader metrics. Both architectures
deliver nearly identical F1-Scores of 0.9590 for the Decision Tree and 0.9541 for the
Neural Network. This proves that both options offer excellent algorithmic reliability.

Table 3: Comparative Statistical Robustness Profile over 20 Indepen-

dent Runs

Model Metric Mean (¢) Standard Deviation (o)
Precision 0.9339 =+ 0.0092
Recall 0.9754 + 0.0057

Proposed NN 11 Score 0.9541 +0.0043
Accuracy (%) 95.47 + 0.45
Precision 0.9578 + 0.0063

Decision Tree Recall 0.9602 + 0.0051
F1-Score 0.9590 + 0.0041
Accuracy (%) 96.02 + 0.41

While Table 3 provides the aggregated statistical parameters, Figure 7 visually
maps the trajectory of the Accuracy and F1-Score across the 20 independent execution
runs. The visualization confirms the structural stability of the proposed framework.
The narrow performance band—free from aggressive performance dips or erratic
variance spikes—proves that the multi-domain feature extraction pipeline captures
immutable features for classifyinf apk files. Consequently, the high classification accu-
racy is a result of consistent feature modeling rather than favorable data partitioning
or over-fitting to a specific training subset.

5 Discussion

The major finding of this research is that abstracting raw Android bytecode into 1D
and 2D opcode signals creates highly separable decision boundaries for malware and
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Fig. 7: Comparative performance variance tracking Accuracy and F1-Score across
20 independent execution runs, validating the structural stability and generalization
profiles of both models in a top-down configuration.

benign in Android apks. The proposed approach allows our models to isolate malicious
behaviors without relying on heavy reverse-engineering workflows.

The second major finding of this research is that our 28-dimensional multi-
domain feature set maximizes the classification boundaries of high-capacity models.
Specifically, K-Nearest Neighbors (KNN) yields the highest absolute classification per-
formance across our entire evaluation suite. In resourceful execution environments,
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such as centralized servers or cloud-based analysis pipelines, KNN serves as the optimal
choice to identify malware in the Android domain.

The third finding reveals that KNN is entirely unsuitable for resource-constrained
edge devices. The massive storage requirements of the KNN model make it incom-
patible with low-storage hardware, as it must persistently retain large reference data
matrices in the local system memory.

Conversely, our fourth finding identifies the Decision Tree (DT) as the best deploy-
ment model for edge devices where inference latency is the primary constraint. The
hardcoded DT model can infer a security decision in just 0.00069 ms, completely
bypassing heavy interpreter runtimes.

Finally, our evaluation shows that the Feed-Forward Neural Network (NN) serves
as the most effective choice when physical storage space is the primary constraint.
Once optimized via post-training 8-bit integer quantization, the NN model minimizes
the read-only flash storage footprint to a bare minimum while maintaining robust
diagnostic accuracy.

Our bare-metal Renode hardware simulation on an ARM Cortex-M4 based
STM32F4 microcontroller running at 168 MHz empirically confirms this lightweight
performance profile. Cross-compilation object parsing via arm-none-eabi-size
revealed that our hardcoded Decision Tree consumes a minor 4580 Bytes of read-
only Flash storage (text section) and a perfect score of 0 Bytes of initialized static
RAM (data section). Crucially, the model also achieved 0 Bytes of uninitialized static
storage (bss section). Because the tree executes using purely local processor registers
and dynamic stack frames (measured under stack painting at less than 128 Bytes),
it eliminates persistent global memory overhead. This hardware-level optimization
proves that our framework can easily run on ultra-low-power, legacy 8-bit or 16-bit
microcontrollers, establishing high feasibility for widespread decentralized IoT security.

Our feature-ablation experiments provide critical insight into the structural role
of 1D and 2D feature fusion. When we completely removed the 2D GLCM spatial
feature properties from the dataset, the classification accuracy for our selected DT
dropped marginally from 96.3319% down to 95.5022% (a minor decrease of 0.8297%).
This indicates that while baseline time-domain statistics and localized short-time
LPC residuals bear the primary responsibility for drawing major class boundaries, the
2D GLCM parameters serve as an indispensable architectural refinement layer. By
capturing higher-order geometric instruction spacing, these feature metrics provide
the precise decision-boundary adjustments necessary to capture obfuscated or packed
malicious payloads that might otherwise bypass global statistical aggregations.

Furthermore, our multi-class familial tracking experiment demonstrated that the
proposed model handles granular classification effectively. When evaluating the Deci-
sion Tree model are detailed in Table 4, it categorized 15 distinct malware lineages
with a global accuracy of 87.07%. Highly repetitive malware strains like Fakelnstaller
achieved an excellent class-specific Fi-scores (0.91), whereas sparse, stealthy variants
like Adrd scored significantly lower (0.21).In comparison, the Neural Network archi-
tecture yielded a lower global accuracy of 84.55%. This performance variance between
models, alongside the low scores for stealthy strains, points to a data-density limitation
rather than an architectural flaw in our feature mapping pipeline.
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Table 4: Malware Familial Classification Profile under an Decision Tree Con-

figuration

S. No. Malware Family Strains Precision Recall

1 Adrd

2 BaseBridge

3 DroidDream
4 DroidKungFu
5 ExploitLinuxLotoor
6 FakeDoc

7 Fakelnstaller
8 Geinimi

9 GinMaster
10 Glodream
11 Iconosys
12 Kmin
13 MobileTx
14 Opfake
15 Plankton
16 Benign

0.21 0.27
0.82 0.78
0.45 0.61
0.67 0.66
.25 0.33
0.75 0.61
0.91 0.90
0.44 0.33
0.44 0.49
0.44 0.46
0.67 0.70
0.70 0.79
0.72 0.62
0.90 0.96
0.87 0.85
0.97 0.96

F;-Score  Support
0.24 22
0.80 104
0.52 28
0.67 196
0.29 21
0.67 49
0.91 298
0.58 36
0.47 99
0.45 24
0.68 46
0.74 38
0.67 21
0.93 182
0.87 195
0.97 1729

To validate the academic and operational competitiveness of this methodology,
Table 5 provides a direct comparison against prominent state-of-the-art models
evaluated on the identical Drebin reference benchmark repository.

Table 5: Comparative performance evaluation metrics against state-of-the-art base-
line models on the Drebin dataset

Target Environment

Server / Cloud High-Compute
Server / Cloud High-Compute

High-RAM Edge GPU Nodes

Research Work Year Extracted Primitives / Classi- Accuracy (%)
fier Engine

Jiang et al. [43] 2020  Opcode Sequence / Deep Transfer 92.26
Learning

Mahindru et al. [44] 2021  Decompiled API Features / Deep 98.80
Neural Network

Aldini et al. [45] 2024  classes.dex + Android Manifest / 97.11
2D CNN

Proposed Framework 2026 JAR Decompilation / Hard- 96.33

coded Decision Tree

Bare-Metal MCU TinyML

Jiang et al. [43] tracked raw opcode sequences through long deep-learning net-
works, achieving an accuracy of 92.26%. Aldini et al. [45] on the other hand, achieved
a strong accuracy of 97.11% by feeding classes.dex and manifest string mappings
into a 2D Convolutional Neural Network (CNN). However, routing high-resolution 2D
feature grids through deep convolutional layers requires substantial memory, prevent-
ing deployment on bare-metal systems. Conversely, Mahindru et al. [44] recorded a
higher accuracy of 98.80% by evaluating deep permission layouts via a heavy neural
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framework. However, their architecture relies on large, complex feature spaces that
require high-power server environments, which limits its practical use on low-power
edge gateways. By contrast, our framework maps instruction flows to 1D and 2D sig-
nals to achieve an accuracy of 96.3319% with a footprint of less than 3 KB, enabling
on-chip inference directly at the edge hardware layer.

Despite the strong performance and low hardware overhead of our proposed frame-
work, we acknowledge several critical limitations in the work. Our 1D opcode signal
extraction relies on static analysis of Dalvik bytecode. Highly sophisticated malware
that employs runtime reflection, dynamic class loading, or native code execution (.so
files) can bypass our static extraction pipeline. The framework relies on the Dex2Jar
and Hexdump utilities to unpack and decode apk files. If an attacker applies anti-
disassembly techniques or corrupts the ZIP headers of the apk to break these tools,
our preprocessing pipeline will fail to generate the 1D signal. By evaluating only static
binary structures, the model cannot observe actual runtime behaviors, such as unau-
thorized network connections or privilege escalation. This makes it less effective against
fileless malware or benign apps that download malicious payloads post-installation.

6 Conclusion

This work highlights the clear need for detecting malware directly on edge devices
instead of relying entirely on cloud architectures. To address this, we developed a
lightweight malware detection framework designed specifically for resource-constrained
hardware like Android TVs and set-top boxes. Because the system relies on just 28
features extracted from opcode sequences using Java Archive (JAR) bytecode abstrac-
tion, it maintains a very low processing footprint. By converting each apk file into
sequential hexadecimal opcodes and processing them with a non-overlapping sliding
window, our framework turns software binaries into 1D and 2D signals to build a
compact 28-dimensional feature matrix.

We tested this feature matrix by comparing traditional machine learning algo-
rithms against a single-layer Feed-Forward Neural Network (NN). Our results show
that the Decision Tree (DT) and NN models can accurately separate malware from
benign applications, achieving an average accuracy of 96.02% and 95.77%, respec-
tively, over 20 independent runs. The framework also performed well when classifying
specific malware families.

To make sure the system could actually run on embedded hardware, we applied
post-training quantization to the neural network, converting it to an 8-bit integer
(INTS8) format using TensorFlow Lite (TFLite) Micro. We then cross-compiled the
model for the ARM Cortex-M4 architecture with the arm-none-eabi-gcc toolchain.
Testing the network in a bare-metal virtual environment on the Renode emulation
platform showed that the quantized model runs smoothly even under tight embedded
memory and processing limits.

In the future, we plan to improve this pipeline by parallelizing the string concate-
nation methods and optimizing the hexadecimal-to-decimal conversion routines. This
will cut down on the time it takes to generate signals, making the approach fast enough
for large, enterprise-grade workloads. We also want to look into extracting features
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from other parts of the apk files, such as native libraries (. so files) and asset resources.
Finally, we plan to introduce adversarial samples into the training loop to test the
model’s resilience and find ways to harden it against sophisticated evasion techniques.
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