Supplementary Table S1
Business transformation risks and ways to mitigate them
	No.
	Risk Description
	Likelihood
	Impact
	Key Mitigation Strategies

	1
	Insufficient hospital infrastructure
	Medium
	High
	Pilot implementation, Upgrading IT

	2
	Data privacy and security concerns
	High
	High
	Encryption, RBAC, HIPAA/GDPR

	3
	Lack of interoperability
	High
	Medium
	Standard APIs, national data standards

	4
	Lack of telemedicine legislation
	Medium
	High
	Engagement with legislative bodies



Supplementary Table S2
Security management principles
	No.
	Principle
	Description

	1
	Zero Trust Model
	Nothing trusted by default; authenticate all access

	2
	Multi-Factor Authentication
	MFA required for sensitive systems

	3
	Least Privilege Access
	Access only to necessary data

	4
	Data Encryption
	Encrypt sensitive data in transit and at rest

	5
	Continuous Monitoring
	Log and analyze user activities



Supplementary Table S3
Organizational agility principles in the development of the ROP Intelligent surveillance system
	No.
	Principle
	Description

	1
	Embracing Change
	Quickly adapt to evolving requirements

	2
	Modular Architecture
	Modular design for faster modification

	3
	Incremental Delivery
	Gradual implementation in iterative stages

	4
	Adoption of DevOps and CI/CD
	Support DevOps and CI/CD pipelines

	5
	Agile-TOGAF Integration
	Combine Agile with TOGAF 10



Supplementary Table S4
Business rules and standards catalog about technology
	No.
	Law/Standard Name
	Description
	Source
	Related roles
	Related processes

	1
	Health data confidentiality
	Encrypt patient info, authorized access only
	HIPAA, GDPR
	Hospitals, IT, Physicians
	Data management, Monitoring

	2
	Mandatory HIS use
	Store ROP data in hospital HIS
	Ministry of Health
	IT, Hospitals, Physicians
	Data management, Referral

	3
	Telemedicine standards
	Use approved infrastructures for remote consults
	WHO, National Regs
	Specialists, Hospitals
	Consultation, Referral

	4
	FHIR Standard
	Transmit ROP data using FHIR
	HL7, FHIR
	IT, Hospitals, MoH
	Data management, HIS





Supplementary Table S5
 Infrastructure components catalog for the intelligent ROP surveillance system
	No.
	Service / Infrastructure
	Description
	Application in the ROP system
	Security and Operational Considerations

	1
	Cloud Servers
	Cloud-based processing
	Running HIS, analytics
	Encryption, access control

	2
	Relational Database
	Structured storage
	Managing records
	HIPAA compliance, backups

	3
	NoSQL Database
	Unstructured storage
	Processing images
	Encryption, scalability

	4
	Image Processing
	AI-based analysis
	Automated ROP detection
	High accuracy, oversight

	5
	Messaging system
	Alerts and notifications
	Reminders, results
	Authentication, spam prevention

	6
	Authentication Service
	User access management
	Secure login
	MFA, access logging

	7
	Telemedicine system
	Online consultation
	Remote diagnosis
	Encrypted comms, video

	8
	Firewall & IPS
	Cyberattack protection
	Securing network
	Continuous updates, monitoring

	9
	Data analytics dashboard
	Visualization
	Monitoring trends
	Anonymization, real-time

	10
	Parallel processing
	High-speed processing
	Accelerating deep learning
	Resource optimization



Supplementary Table S6
 Technology capabilities in the ROP intelligent surveillance system
	No.
	Technology Capability
	Description
	Recommended Tools and Technologies
	Architectural Domain

	1
	AI Medical Image Processing
	Automated retinal image analysis
	TensorFlow, OpenCV
	Application Architecture

	2
	Medical Data Management
	Secure storage of images, records
	DICOM, PACS, NoSQL
	Data Architecture

	3
	Telemedicine Infrastructure
	Real-time remote consultations
	WebRTC, Zoom API
	Application Architecture

	4
	Standardized APIs
	Seamless interoperability
	FHIR, HL7, RESTful
	Technology Interactions

	5
	User Authentication
	Robust access control
	OAuth 2.0, SAML
	Technology Security

	6
	Health Data Reporting
	Interactive dashboards
	Power BI, Tableau
	Data Architecture

	7
	Cloud Infrastructure
	Scalable storage and compute
	AWS, Google Cloud
	Technology Infrastructure

	8
	Data Integration Support
	Standard compliance
	FHIR Validator
	Technology Interactions

	9
	Service Performance Monitoring
	Continuous health monitoring
	Prometheus, Grafana
	Technology Infrastructure

	10
	Software Change Management
	Version control
	Git, CI/CD pipelines
	DevOps



Supplementary Table S7
Project dependency matrix of the ROP intelligent surveillance framework and its impact on application and technology architectures
	No.
	Project Name
	Dependency on Other Projects
	Impact on Data Architecture
	Impact on Application Architecture
	Impact on Technology Architecture

	1
	Development of Integrated HIS
	National DB, Telemedicine
	Very High
	High
	Medium

	2
	Telemedicine Implementation
	Hospital HIS, Dashboard
	Medium
	High
	High

	3
	Deployment of National DB
	HIS, AI Image Processing
	Very High
	Medium
	High

	4
	Development of Dashboard
	National DB, HIS
	Medium
	High
	High

	5
	AI Image Processing
	HIS, Imaging DB
	High
	Very High
	Medium

	6
	Security Mechanisms
	All Systems
	High
	High
	Very High




Supplementary Table S8
Architectural Change Management Model in the Development of the Intelligent ROP Surveillance system
	No.
	Change Management Phase
	Description
	Tools and Methods Utilized
	Responsible Entity

	1
	Identification
	Examination of new requirements
	JIRA, stakeholder interviews
	EA Team

	2
	Logging
	Documenting change requests
	Issue tracking, TOGAF repo
	EA Team

	3
	Impact Analysis
	Assessing effects on domains
	Sparx EA, analysis tools
	Analysis Team

	4
	Evaluation
	Determining type and priority
	Change Matrix, TOGAF model
	Governance Committee

	5
	Approval
	Reviewing and approving
	CCB meetings
	Chief Architect

	6
	Implementation Planning
	Developing schedule
	MS Project, Primavera
	Project Manager

	7
	Execution
	Implementing modifications
	DevOps, Terraform
	Technical Teams

	8
	Post-Change Evaluation
	Monitoring success
	KPI dashboards
	Monitoring Team



Supplementary Table S9
Requirements Management and Compliance Assurance in the Development of the Intelligent ROP Surveillance Framework
	No.
	Compliance domain
	Requirements and standards
	Compliance evaluation methods
	Tools utilized
	Responsible team

	1
	Data security
	GDPR, HIPAA
	Security analysis
	SIEM, OWASP ZAP
	Security Team

	2
	Interoperability
	FHIR, HL7, DICOM
	Conformance assessment
	FHIR Validator
	Data Integration

	3
	System resilience
	99.9% Uptime
	Continuous monitoring
	Grafana, Prometheus
	IT Operations

	4
	Authentication
	OAuth 2.0, SAML
	System testing
	Keycloak, Azure AD
	Cybersecurity

	5
	Legal compliance
	MoH Regulations
	Legal review
	Compliance Dashboards
	Legal Unit

	6
	Data quality
	DICOM, AI validation
	Accuracy testing
	TensorFlow Validator
	AI team




