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Abstract

The Internet of Things (IoT) sector is growing rapidly, making it more susceptible to cyber-
attacks, especially attacks with zero-day vulnerabilities and previously undiscovered network
infiltrations. Existing signature-based intrusion detection systems show little promise of being
able to handle complex attack patterns, and scalable anomaly detection methods that are able
to detect previously unknown attacks are required. We have compared the effectiveness of
machine learning anomaly detection approaches toward intrusion detection in IoT networks
using the NF-ToN-IoT-v3 dataset that contains 27.5 million network flows. A feature selection
framework named Mutual Information (MI) was used to select 40 informative features from
the original 55 features, which guarantees that the key discriminative features are kept to
maintain the performance capability in intrusion detection. To simulate realistic deployment
scenarios and minimize the amount of temporal data leakage, three anomaly detection
methodologies were evaluated: Isolation Forest, Autoencoder, and Ensemble Voting, all of
which were found to be temporally separated training and testing scenarios. The Accuracy,
Precision, Recall, F1-score, Specificity, False Positive Rate (FPR), False Negative Rate (FNR)
were used in a comprehensive evaluation of the experiments by using confusion matrix analysis
and Receiver Operating Characteristic (ROC) analysis. Experimental results identified that the
most general and best performing method on the overall performance metrics was the Isolation
Forest with 78.71% accuracy, 0.8158 precision, 0.7898 recall, 0.8026 F1-score and 0.7782
AUC, outperforming the evaluated Autoencoder architecture, and yet still has a lower
computational complexity and stable generalisation behavior. The results obtained by the
Ensemble approach were similar to the results obtained by Isolation Forest, which indicated
that the contribution of the Autoencoder component is negligible, given the evaluated
conditions. The results confirm the effectiveness of feature-efficient and computation-efficient
strategies in detecting anomalies, in large scale loT-intrusion detection applications for
dynamic network environments.

Keywords: Intrusion Detection System (IDS), Internet of Things (IoT), Zero-Day Attack
Detection, Isolation Forest, Autoencoder, Mutual Information, Feature Selection, Anomaly
Detection, Machine Learning, Network Security, NF-ToN-IoT-v3.

1. Introduction
1.1 Intrusion detection challenges in IoT networks

The Internet of Things (IoT) is increasingly an essential part of the healthcare, industrial
automation, smart infrastructure, and cyber-physical systems [1, 2]. With the emergence of



massive scale of the connected Internet of Things (IoT), the IoT attack surface has expanded
tremendously, exposing the devices to cyber threats [3]. Many IoT environments are
composed of heterogeneous and resource-constrained devices with limited computational
power, a restricted ability to update, and a long operational life [4, 5]. These attributes of IoT
systems render them especially susceptible to network breaches and unfamiliar attack patterns

[6].

Signature-based intrusion detection systems (IDS) such as Suricata and Snort are good at
detecting known attacks, but are not so effective against unknown or new attack patterns [7,
8]. In particular, for IoT devices, attacks are continually changing and not all devices are
frequently updated with the newest security patches [9]. The other method is machine learning
anomaly detection that takes advantage of the statistical features of normal network operations
to detect anomalies that could be a sign of malicious activity [10, 11]. The anomaly detection
techniques are superior in detecting new or unknown intrusion activity, as opposed to
signature based techniques.

Although machine learning-based intrusion detection system (IDS) is beneficial, there are
many practical challenges in implementing machine learning-based IDS in the IoT
environments. High dimensional feature spaces increase computational complexity and
memory requirements, which may be a challenge for edge devices and gateways with
constrained resources [12]. Moreover, the redundancy of features can also lead to an increase
in the model complexity without improving its detection ability; besides, the requirement of
real-time inference brings more trade-off between detection ability and computation efficiency
[13]. Furthermore, maintaining good performance in anomaly detection under changing
network conditions is still a challenging task in research [14].

Past studies of IDS in the context of IoT have been focused on deep learning algorithms or
hybrid approaches, or small-scale experiments based on artificial datasets [15, 16]. However,
significantly fewer of these studies investigate feature redundancy in detail, computational
efficiency and large-scale evaluations in realistic temporal data separation scenarios.
Furthermore, the performance of traditional algorithms for anomaly detection and deep
learning techniques has not been thoroughly investigated when using the large amount of IoT
traffic. These restrictions underscore the importance of developing more effective and scalable
intrusion detection systems that can effectively be deployed in resource-limited IoT
environments to provide robust detection capabilities.

1.2 Research Contributions and Paper Scope

In this study, the above-mentioned challenges are addressed by comparing machine learning
based intrusion detection systems (IDS) in IoT systems comprehensively. This study has
several notable contributions as detailed below:

1. Using a feature selection technique called as Mutual Information (MI) the feature
dimensionality is reduced from 55 to 40 features so that the discriminative information
necessary for intrusion detection is retained.



2. Temporally separate training and testing set to simulate realistic deployment scenarios are
used to evaluate the 27.5 million IoT network flows for the Autoencoder, Isolation Forest and
Ensemble Voting methods.

3. Different parameters are used in the comparative analysis such as Accuracy, Precision,
Recall, F1 Score, Specificity, False Positive Rate (FPR), False Negative Rate (FNR) and Area
Under the Curve (AUC).

4. Computational efficiency, detection capability and operational trade-offs in the practical
aspects of deployment in resource-constrained IoT environments are explored.

The experimental result shows that the model of the Isolation Forest has a higher overall rate
of detection than the model of the Autoencoder, but lower computational complexity. The
outcomes show how well the lightweight anomaly detection works for large-scale intrusion
detection systems in the IoT.

1.3 Paper organization

The remaining parts of this article are organized in the following manner. Section 2 describes
the methodology, machine learning models and experimental setup. The exploratory data
analysis and feature Characterization on NF-ToN-IoT-v3 is discussed in Section 3. In Section
4, we explain the feature selection procedure using Mutual Information (MI) and the
arrangement of the dataset. The dynamics of model training and convergence behavior is
explained in Section 5. The experimental results and comparative performance evaluation are
given in Section 6. The results, implications, constraints, and future study are discussed in
Section 7. Lastly the article ends with Section 8.

2. Methodology

Three interconnected machine learning models are evaluated, each one showing a different
anomaly detection method, in the context of IoT intrusion detection.

1. Isolation Forest: tree-based anomaly detection

The Isolation Forest (IF) method is one of the unsupervised anomaly detection algorithms that
uses the recursive partitioning of the feature space at random to identify anomalies [29]. The
main idea is that unusual instances occur less often than common instances and are statistically
distinct from common instances, making them easier to isolate using random decision trees.

The algorithm constructs several isolation trees, using random feature and split values.
Anomaly scores are higher for samples that have fewer partitions for isolation. The anomaly
score for a given sample x, is given in below equation.

_E(h(x))
s(x,n) =2 «<m (1)

In equation no. 1 E (h(x)) is the average path length of the sample x over all isolation trees,
and c(n) serves as the normalization factor for a dataset containing n samples.



The following parameters were used in this research to set up the Isolation Forest model: 100
isolation trees, subsample size 256, and maximum tree depth 8. Some of the advantages of
Isolation Forest method for IoT IDS include low complexity, efficient inference, high
dimensional data support, and no distributional assumption.

2. Autoencoder: reconstruction-based anomaly detection

The autoencoders are a class of unsupervised neural network architecture which seeks to
reconstruct its input data from compressed representations learned during reconstruction
[30]. During training, the model learns the typical behavior of network traffic, which is what
it will detect when a suspicious event occurs. The model is specifically trained to model the
normal traffic on the network, as it is the normal behavior that it will look for when a
suspicious event occurs. Times that show a big reconstruction error are identified as
potentially anomalous. This research utilizes an Autoencoder (AE) architecture that uses a
progressively smaller dimensionality latent space that consists of an encoder-decoder
structure. The encoder encodes 40-dimensional input feature space into a lower dimensional
latent space, and the decoder reconstructs the input feature vector from this lower
dimensional latent space. The architecture of the network is outlined as follows:

« Input layer: 40 features

* Encoder: 32 — 16 — 8 neurons

* Decoder: 8 — 16 — 32 — 40 neurons
* Latent compression ratio: 5:1

The model was trained using Mean Squared Error (MSE) loss function with the Adam
optimizer (learning rate of 0.001), batch size of 32 and total 5 epochs of training. To prevent
overfitting, early stopping was used, based on the behavior of the validation loss. The
reconstruction error for a given sample The reconstruction error for a given sample x , is defined
as in below equation.

RE(x) = lx — 2I13 2

In the above equation x is the original feature vector and X is the reconstructed output from the
autoencoder. A higher reconstruction error can indicate more deviation from the learned normal
behavior, which can indicate an association with anomalous network activity.

The advantages of autoencoders are that they learn non-linear relationships between features
and generate continuous anomaly scores. However, they are highly dependent on the design of
the architecture, stability of the training process and representativeness of normal training data.

3. Ensemble voting: combined decision framework

The ensemble learning is used to combine the predictions of multiple models to increase the
robustness of the prediction, and make it less dependent on one particular detection mechanism
[31]. In this research, an ensemble voting framework was applied with the combination of
predictions of the isolation forest and autoencoder models.



1, IF(x) + AE(x) = 1
0, otherwise

Yensemble(x) = { 3)
Where, [F(x) and AE(x) are binary anomaly predictions from the isolation forest and
autoencoder models, respectively. A sample is considered anomalous if at one or more models

1dentifies anomalous behavior.

Complementary properties of tree-based isolation and anomaly detection based on
reconstruction were used to design ensemble framework. Unlike the Isolation Forest, which
performs recursive partitioning of feature space, and the Autoencoder, which analyzes
deviations based on the reconstruction error, the proposed method uses both approaches. The
proposed method combines both approaches to improve detection robustness under various
network conditions.

Based on the experimental outcomes, the performance of the Ensemble model was comparable
to the performance of the Isolation Forest model, which showed that the Isolation Forest
classifies has the greatest contribution to the final decision of the ensemble under the tested
data set conditions.

2.1 Data preprocessing and standardization

The NF-ToN-IoT-v3 network traffic data set shows heavy-tailed distributions, and a lot of
outlier behavior, which could have a negative impact on machine learning model performance.
All numerical features were scaled using the formal Robust Scaler approach [32] to achieve
consistent features and to minimize the impact of extreme values.

For achieving the robust scaling, each feature is transformed using the median and interquartile
range (IQR):

x—Median(x)
Xscaled = IQR(x) “4)

In the above equation x represents the original feature value, Median(x) is the median of the
feature and IQR(x) is the interquartile range of the feature defined as in equation no. 5.

IQR(x) = Q3 — Q4 )
In the above equation Q; and Q3 corresponding to the first and third quartiles, respectively.

Robust Scaler is less sensitive to outliers that are often present in network traffic datasets, as
compared to the traditional z-score normalization. It has a property that makes it more suitable
for 10T intrusion detection applications that have highly skewed and non-Gaussian traffic
distributions.

2.2 Evaluation metrics and statistical significance

Several classification performance metrics including Accuracy, Precision, Recall, F1 score,
Specificity, False Positive Rate (FPR), False Negative Rate (FNR) and Area Under the Receiver
Operating Characteristic Curve (AUC) were used to evaluate the model's performance. These



metrics provide complementary insights of anomaly detection performance in the context of
large-scale IoT traffic. The overall percentage of correctly classified samples is Accuracy, and
the percentage of correctly classified anomaly samples is Precision. Recall is the percentage of
anomalies correctly identified by the model and F1-score is the weighted average of Precision
and Recall. Specificity checks the percentage of non-cancerous samples that were accurately
identified as non-cancerous traffic. 95% confidence intervals were calculated for all reported
metrics and used to determine statistical reliability as follows:

Cl=p+196 /@ (6)

where p is the value of the metric observed and n is the number of test samples.

Very small confidence intervals (all < £0.15%) were found for all of the evaluation metrics
indicating good statistical stability and reliability of reported tests in the large test set (n =
5,504,052).

3. Exploratory Data Analysis of IoT Network Traffic
3.1 Class Distribution Analysis

In datasets for anomaly detection, the number of benign samples is often much larger than the
number of anomalous samples in the real network environment [19]. In this study, however, the
NF-ToN-IoT-v3 dataset used is nearly balanced in terms of class distribution, which permits to
evaluate the performance of intrusion detection without inclination.

NF-ToN-loT-v3 Class Distribution
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Figure 1: The distribution of classes within the NF-ToN-IoT-v3 dataset illustrates a balanced
representation of benign (50.2%) and anomalous (49.8%) network flows, derived from a total
of 27.5 million samples.



The imbalance of classes may cause systematic bias in model training and testing. In highly
imbalanced classes, a classifier might be correct most of the time, by simply predicting the most
frequent class, and incorrectly reject the minority class anomalies. For instance, if the dataset
is 99:1 imbalanced, with all the samples labelled benign, regardless of whether any attacks are
detected, 99% accuracy is obtained. This restriction emphasizes the need for considering
metrics for balanced evaluation in intrusion detection systems, like F1-score, Recall and AUC
[19, 20].

The NF-ToN-IoT-v3 dataset used by this study has a near-balanced distribution of benign and
anomalous flows:

Benign Ratioqin = 50.2%, Benign Ratios.ss = 50.2% (7)

The near-balanced distribution enabled the class proportions to be maintained for the
partitioning of the datasets without the need for aggressive resampling strategies. The data of
the investigated models was divided into training, validation and test sets with similar class
distributions, which enabled the reliable comparative evaluation of the investigated models [17,
18].

3.1.2 Implications for Intrusion Detection Evaluation

Balanced class distribution helps to assess the performance of intrusion detection reliably
without biasness brought by dominant majority classes. In real-life [oT settings, the amount of
anomalous traffic is usually a very small portion of the overall traffic. When there is a severe
class imbalance, the models can be very accurate by incorrectly predicting benign traffic the
majority of the time and correctly predicting attacks the minimum of the time. The NF-ToN-
IoT-v3 dataset is used for this evaluation, which is caused by a balanced configuration of the
data set, allowing more meaningful comparison of the model’s anomaly detection capability.

3.2 Feature correlation analysis

Many features of network traffic are strongly correlated in a statistical dependency due to
protocol behavior and flow-level communication characteristics. Identifying correlated features
is important because highly correlated variables may provide redundant information while
increasing computational complexity and feature dimensionality.

The Pearson correlation matrix for the 55 network traffic features extracted is shown in Figure
2. There is multiple strong correlation clusters are observed, indicating significant redundancy
in the original feature space.
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Figure 2: The Pearson correlation matrix illustrating the 55 network traffic features within the
NF-ToN-IoT-v3 dataset. Clusters of strong correlation suggest redundancy among packet
statistics, flow timing characteristics, and attributes related to the TCP window.

The analysis of result is represented in three main groups of correlations:

1. Packet and Byte Statistics: There were strong positive correlations (p > 0.85) for
features concerning packet count and byte volumes. These are expected relationships
since the frequency of packets and the packet size distribution will directly affect the byte
count.

2. Flow Timing Features: The start and end times of flows along with the duration-related
attributes showed significant correlation because they are dependent on each other in
terms of their temporal relationships.

3. TCP Window Features: Transport-layer parameters for TCP window size and scaling
exhibited moderate to strong correlation patterns that were the result of negotiated
transport-layer parameters.

These observations suggest that there are several features that give redundant information, and
feature selection is needed to remove the redundancy while keeping the discriminative power.
Computational complexity, memory requirement and model training overhead are more in high-
dimensional feature space. In general, larger datasets are needed to get a reliable generalization
performance as the dimensionality increases [21]. Furthermore, the characteristics may be
redundant and actually make classification more difficult, but not improve the accuracy. To
overcome these challenges, a technique called feature selection, which aims at excluding those
uninformative features and eliminating the less useful ones that are important for intrusion
detection, is proposed.



3.3 Feature distributions and class separability

In addition to feature correlation analysis, individual feature distributions can be examined to
gain insight into their discriminative potential. Benign and anomalous traffic features with highly
different statistical distributions tend to be more informative for intrusion detection, while
features with highly similar distributions add little discriminatory information.

1. Heavy tailed behavior: The distributions of many features of the network traffic were found
to be heavy-tailed or skewed, typical of real-world network traffic [22]. These distributions
suggest that there are extreme values and a typical communication pattern, which would make it
more appropriate to use non-parametric anomaly detection methods instead of Gaussian based
statistical methods for detecting these types of anomalies.

2. Class conditional distribution differences: Some features showed significant differences
between the distribution of traffic in the benign and anomalous classes, suggesting strong
discriminative capability.

3. Non-Gaussian characteristics: The observed feature distributions were significantly
different from Gaussian, indicating that non-parametric anomaly detection methods like Isolation
Forest and Autoencoder-based methods were applicable

4. Information theoretic perspective: From an information-theoretic point of view, the features
that demonstrate greater difference in the distribution between the benign and anomalous classes
tend to have higher Mutual Information (MI) with the target classes [25]. The observations
continue to motivate the feature selection strategy based on the MI as detailed in Section 4.
Figures 3 displays the distributions of representative features of benign and anomalous network
flows.
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Figure 3: Displays the feature distributions for both benign and anomalous network traffic within
the NF-ToN-IoT-v3 dataset. The differences in distribution among the chosen features highlight
their potential for effective intrusion detection.

The anomalous traffic showed a wide range of ports with the majority of traffic around standard
ports like HTTP (80), HTTPS (443), and DNS (53) dominating the benign traffic. The most
commonly used transport layer protocols were used by benign IoT traffic, but anomalous traffic
showed higher protocol variation. A few abnormal flows showed longer connection durations
and temporal variations as opposed to normal traffic patterns.

3.4 Feature dimensionality assessment

The original 55-feature space is a moderately high dimensional intrusion detection problem. The
correlation analysis and Principal Component Analysis (PCA) were employed to assess the
feature redundancy and effective dimensionality.

3.4.1 Correlation based redundancy analysis
Correlation analysis revealed substantial redundancy among several feature groups:

* The correlation was found to be strong for 18 feature pairs (p > 0.85)
* 35 feature pairs showed moderate correlation (0.75 < p < 0.85)

These observations suggest that multiple features contain overlapping information, suggesting
that dimensionality reduction can be performed without significant loss of discriminative power.

3.4.2 Principal component analysis

Principal component analysis (PCA) was further used to evaluate variance concentration within
the feature space. The cumulative explained variance showed that:

1. The first 10 principal components explained approximately 78% of total variance
2. The first 15 principal components explained approximately 88% of total variance
3. The first 20 principal components explained approximately 93% of total variance

These results suggest that the effective intrinsic dimensionality of the dataset is substantially
lower than the original 55-feature representation.

3.5 Summary of EDA findings

The exploratory data analysis showed that there were a number of important features of the NF-
ToN-IoT-v3 dataset:

Near balanced class distribution that allow for comparative evaluation.

Strong feature correlation patterns indicating redundancy.

Different class conditional feature distributions supporting anomaly discrimination.
Reduced intrinsic dimensionality than the original feature space.

b=



From these results, strong motivation arises to apply feature selection techniques that increase
the computational efficiency while preserving intrusion detection capability.

4 Feature selection and dataset organization

The exploratory data analysis showed high dimensionality of features and low dimensionality of
the data in the NF-ToN-IoT-v3 dataset. In order to obtain more computational efficient while
retaining discriminative information, feature selection based on Mutual Information (MI) was
used to select the most informative intrusion detection features.

4.1 Mutual information based feature selection

The statistical dependency between feature and target class label is captured by the measure of
Mutual Information (MI) [26]. A higher MI value is obtained from features which give more
discriminatory information relevant to intrusion detection tasks

) = py)
where p(x, y) is the joint probability distribution of feature x and target label y, while p(x)
and p(y) are the marginal probability distributions of x and y.

Mutual Information has a number of properties that are useful for feature selection for intrusion
detection tasks:

1. Model independence: Unlike assumptions based on a particular machine learning
model, MI ranking is based on statistical relationships observed in the data, allowing
the evaluation of features without bias [23].

2. Non-Linear dependency detection: Unlike Pearson correlation, which mainly detects
linear relationship, the MI can detect the non-linear relationship between features and
target labels, so it can be used to detect complex network traffic behavior [24].

3. Information theoretic foundation: MI is based on information theory and measures
the decrease in uncertainty about the target variable that results from a feature [25].

4. Computational scalability: MI computation is linear in the number of the features that
are evaluated, which makes it feasible with respect to computation for highly
dimensional datasets in intrusion detection systems.

4.1.2 Feature discretization strategy

The estimation of MI for continuous-valued network traffic features requires discretization to
enable probability distribution computation [25]. All continuous features were discretised using
equal frequency binning to maintain meaningful statistical structure while minimising noise
sensitivity.

The continuous network traffic has very wide ranges of numbers along with heavy-tailed
distributions, making it difficult to estimate the probabilities directly for use in the MI



computation. Discretization can be used to convert continuous variables into categories, which
allows us to assign finite probabilities to intervals of the joint and marginal probability
distributions used in information-theoretic analysis. Equal-frequency binning partitions feature
values into intervals containing approximately equal numbers of samples. Compared to equal-
width discretization, this approach is more robust to skewed distributions and extreme outliers
commonly observed in network traffic datasets.

In this work all continuous features have been divided to ten bins of equal frequency before
being used for the computation of MI.

X — b], b] € {1,2,,10} (9)
where x; denotes a continuous feature value and b; denotes the assigned discretized bin index.

The discretization strategy minimize sensitivity to extreme numerical values while preserving
the relative ordering structure of network traffic behavior. This preprocessing step enhances the
stability and interpretability of MI-based feature ranking.

4.1.3 MI ranking results and top features

In Figure 4. the MI ranking highlighted a number of features which were very informative
regarding network behavior and protocol activity. The strongest statistical dependency with
intrusion labels was observed for the destination port (MI=0.2883), the source port
(MI=0.2750) and the application-layer protocol (MI=0.2707). The flow timing attributes,
packet statistics and volume by bytes also showed significant discriminatory value.

The high-ranked features included:

« L4 DST PORT (MI=0.2883)

« L4 SRC PORT (MI=0.2750)

- L7 PROTO (MI=0.2707)

« FLOW START MS (MI=0.1517)
« FLOW END MS (MI=0.1341)

« IN PKTS (MI=0.1337)

« OUT PKTS (MI=0.1314)

« IN BYTES (MI=0.1289)

« OUT BYTES (MI=0.1267)

« TCP WIN MAX IN (MI=0.0924)

These results indicate that the behavior of protocol, endpoints communication, and traffic
volume statistics provide the most informative characteristics for intrusion detection within the
NF-ToN-IoT-v3 dataset.
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Figure 4: Mutual Information (MI) scores for the extracted network traffic features, ranked
based on their statistical correlation with intrusion labels. Features exhibiting higher MI values
offer more robust discriminatory information for intrusion detection. The dashed line represents
the empirical threshold for feature selection (MI=0.09).

4.1.4 Domain knowledge interpretation

The top ranked features are mainly associated with transport and application layer
communication. The communication endpoint behavior (destination ports, source ports, and
protocol identifiers) showed the highest statistical dependency with intrusion labels, suggesting
that the protocol usage patterns and behavior of communication endpoints have many highly
informative security-related attributes.

Abnormal network traffic often includes unusual port usage, unexpected communication
patterns, and behaviors with protocols that are consistent with malicious action, unlike typical
IoT communication patterns. The agreement of the MI ranking results with the known
cybersecurity domain knowledge supports the validity of the feature selection strategy [27].

4.1.5 Feature selection threshold

A distribution of the MI scores showed that the discriminatory contribution decreased in a
gradual manner with lower ranked features. Features that had a higher MI than 0.09 were still
statistically dependent with the intrusion labels, while the lower MI features would provide a
minimal amount of discriminatory information. An inflection region was seen around the 40th
ranked feature where the marginal information gain starts to drop significantly. From this
observation, the top 40 features were kept for model training and model evaluation.

The dimensionality reduction method in feature selection led to a reduction from 55 to 40
features, which is a 27.3% reduction in feature space complexity:



Reduction Rate = ((55 —40)

)x 100 = 27.3%  (10)

where the reduction rate is a measure of the percentage of features to be removed from the
original feature set. It reduced the feature space to make the computation more efficient, and
reduced the amount of memory needed without compromising the informative characteristics
of the network traffic that are important for intrusion detection.

4.1 Dataset chronological splitting and temporal validation
4.2.1 Temporal data leakage and Zero-Day evaluation

Temporal data leakage happens when information coming from future observations are, in an
indirect way, used to train the model, which leads to an over-estimated performance of the
model [28]. Random dataset splitting could also cause the attack patterns in the test set to be
temporally related to those in the training set, which would make the testing set less realistic.

Chronological dataset partitioning was used to simulate realistic deployment conditions. The
test subset contained network flows that were well after the network flows used to train and
validate the model, so that there is temporal separation between the learning and evaluation
stages.

ttrain < tvalidation < ttest (11)

Where the tirgin, tvatidation, and tees: are the temporal range of the training, validation, and
test samples, respectively.

4.2.2 Splitting scheme

There are 27,520,260 network flows in the complete NF-ToN-IoT-v3 dataset, spanning the
period of 2020-2022. A 60-20-20 partitioning of chronological was employed:

* Training set (60%): 16,512,156 flows
» Validation set (20%): 5,504,052 flows
* Test set (20%): 5,504,052 flows

This temporal partitioning approach better reflects practical deployment scenarios in which
future network traffic patterns remain unseen during model training.



Chronological Dataset Split (NF-ToN-loT-v3 Dataset)
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Figure 5: The NF-ToN-IoT-v3 dataset is partitioned chronologically into training (60%),
validation (20%), and test (20%) subsets. This temporal separation ensures that there is no data
leakage between the training and evaluation phases.

4.2.3 60-20-20 Split justification

The partitioning strategy of 60-20-20 was chosen to ensure optimal allocation of the data for
model training, hyperparameter validation and statistically reliable assessment of performance.
The training set (60%) contains enough variation to be used for learning typical network traffic
patterns in the chosen feature space. The validation set (20%) is used for a reliable
hyperparameter tuning and convergence monitoring, to help prevent overfitting. The test set
(20%) includes over 5.5 million flows, which allows for reliable evaluation metrics and a narrow
confidence interval. This partitioning approach shares many of the properties of commonly used
large scale machine learning data partitioning and offers a good balance between efficient
training and reliable evaluation.

4.2.4 Class balance preservation across splits

To ensure reliable intrusion detection evaluation, it is important that the classes are distributed
equally across the different partitions of the dataset. Class imbalance in training, validation, and
test sets can lead to unintended class evaluation bias and lessens the measurement ability of
model performance.

Near balanced class distributions were maintained by the chronological partitioning strategy on
all of the sets of the data.

* Training subset: 50.2% benign, 49.8% anomalous
* Validation subset: 50.1% benign, 49.9% anomalous
* Test subset: 50.2% benign, 49.8% anomalous



train test
Pbenign ~ Dbenign (12)

Pg;ﬁ%n and Pyep;., are the benign traffic proportions in the training and test subsets,
respectively.

The distribution of the classes is similar on each partition, which helps to make the comparative
evaluation stable and eliminates the bias of the majority classes.

Class Distribution - Before Feature Selection Class Distribution - After Feature Selection
(All 55 Features) (Top 40 Features by Ml Score)
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Figure 6: Consistency in class distribution among the training, validation, and test subsets
following chronological dataset partitioning. Comparable proportions of benign and anomalous
instances are maintained across all divisions.

4.1Practical implications of feature reduction

There is an advantage in reducing the number of features from 55 to 40 as these features will
be used in an IoT intrusion detection system operating in constrained environments. Many loT
gateways and edge devices may have constrained processing power, memory, and
communication bandwidth; reducing the feature space for input can make deployment more
feasible. Tree-based models like Isolation Forest are affected by the number of input features
as computational costs increase with the number of features. Feature dimensionality reduction
would hence decrease the feature lookup operations, memory consumption and training and
inference processing overhead.

The feature reduction also reduces the amount of traffic metadata that needs to be stored or
transmitted in distributed IoT monitoring architectures. It can be especially helpful in
bandwidth-limited situations where transmitting raw flow-level features can add to the
communication requirement. Moreover, a limited feature set enhance interpretability by
allowing security analysts to focus on the most informative network characteristics. This helps



in better practical model inspection and in making operation decisions in IoT security
deployments.

4.2 Dataset summary

The experimental dataset was obtained by filtering the NF-ToN-IoT-v3 dataset to 27,520,260
network flows. After preprocessing and feature selection using MI, 40 informative features
were selected from the set of 55 features. To ensure temporal separation of the training and
evaluation phases while keeping the class distribution constant over all the partitions,
chronological dataset partitioning was used. The resulting dataset organization can be used to
evaluate the reliability of intrusion detection in the real IoT deployment, for large scale.

Table 1: Overview of the dataset configuration, preprocessing steps, and feature selection
parameters employed in the experimental assessment.

Parameter

Value

Original dataset

NF-ToN-IoT-v3

Total network flows 27,520,260
Original feature count 55
Selected feature count 40

Feature reduction 27 3%

Training subset

16,512,156 flows (60%)

Validation subset

5,504,052 flows (20%)

Test subset

5,504,052 flows (20%)

Dataset partitioning

Chronological

Scaling method

Robust Scaler

Feature selection method

Mutual Information

5 Model training dynamics and convergence analysis

This section examines the convergence characteristics, training behavior, and the computational
properties of the evaluated anomaly detection models. Understanding model convergence
dynamics is significant for the training stability, generalization capability, and computational
efficiency in big scale IoT intrusion detection environments.



5.1 Isolation Forest training characteristics

Isolation Forest training is based on recursive random partitioning of the feature space using
multiple isolation trees. Unlike gradient-based learning models, Isolation Forest does not
require iterative optimization and therefore exhibits stable and computationally efficient
training behavior. The model was trained using 100 isolation trees with a subsample size of
256 instances per tree. Random feature selection and recursive partitioning enabled efficient
isolation of anomalous observations within the reduced 40-feature space.

Training complexity scales approximately as:

0(Tylogy) (13)

where T denotes the number of isolation trees and represents the subsample size used for tree
construction.

Due to the absence of gradient-based optimization, Isolation Forest training remained
computationally stable and insensitive to learning-rate hyperparameter selection.

5.2 Autoencoder Training and convergence behavior

The Autoencoder model was trained to learn compressed representations of normal network
traffic through reconstruction-based learning. The encoder component progressively reduced
the 40-dimensional feature space into a lower-dimensional latent representation, while the
decoder attempted to reconstruct the original input features.

Training was performed using Mean Squared Error (MSE) reconstruction loss with the Adam
optimizer (0=0.001), batch size 32, and five training epochs.

The reconstruction objective is defined as:
1 < 112
L =—-Yiallx = %l (14)

where x; represents the original feature vector and X; denotes the reconstructed output
generated by the Autoencoder.

Training convergence was evaluated using reconstruction loss dynamics across epochs. The
model exhibited stable convergence behavior without significant oscillation or divergence
during optimization.
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Figure 7: Convergence of autoencoder training as indicated by reconstruction loss over five
training epochs utilizing the reduced 40-feature dataset.

5.3 Comparative training efficiency

The evaluated models exhibited substantially different computational characteristics during
training and inference. Isolation Forest showed the most efficient computation due to its non-
iterative tree construction process and limited hyperparameter sensitivity. The Autoencoder, on
the other hand, needed iterative optimization using gradients over several epochs, bigger
computational cost and training time. Reconstruction-based learning also added some
sensitivity in optimizer setting and stability in convergence.

The Ensemble model inherited the computational requirements of both constituent models
because predictions from Isolation Forest and Autoencoder were combined during inference.
In general, the 40-feature representation was more efficient for all tested models, reducing the
overheads of feature processing and memory usage.

CIF < CAE < CEnsemble (15)

where Cjr, C4p, and Cgpsempie denote the relative computational costs of Isolation Forest,
Autoencoder, and Ensemble models, respectively.



5.4  Opverfitting and generalization analysis

Overfitting happens when a model learns dataset-specific patterns that fail to generalize to
unseen network traffic. Chronological dataset partitioning and separate validation subsets were
employed throughout training and evaluation, to minimize this risk. The Isolation Forest model
was found to be highly generalizing because it used a random partitioning process and was less
sensitive to the distribution of the features in the training set. However, the Autoencoder
demonstrated greater susceptibility to overfitting because reconstruction-based optimization
may adapt excessively to training data characteristics.

This was accomplished by using temporally separated test data, which provided a more realistic
evaluation setting by keeping future network traffic patterns out of the training data. This
evaluation method guarantees trustworthiness of intrusion detection performance in changing
IoT network scenarios.

No significant differences were found between the performance results of the validation and
test sets, indicating consistent behavior of the models in terms of generalization performance
across different data partitions in time.

Performance,qjigation © Performance; g (16)

where Performance,giigation and Performance;,.s denote the evaluation performance
on validation and temporally separated test datasets, respectively.

6 Experimental results and performance evaluation

In this section, the investigated anomaly detection models are comprehensively evaluated with
various classification and error-based performance measures. The temporally separated NF-
ToN-IoT-v3 test dataset was used for comparative analysis, across the three methods: Isolation
Forest, Autoencoder, and Ensemble approaches.

6.1 Primary performance metrics comparison

Table 2: Comparative performance metrics for classification of Isolation Forest,
Autoencoder, and Ensemble models on the NF-ToN-IoT-v3 test dataset.

Model Accuracy Precision Recall F1-Score
Isolation 78.71% 0.8158 0.7898 0.8026
Forest

Autoencoder | 64.27% 0.6671 0.6948 0.6807
Ensemble 78.71% 0.8158 0.7898 0.8026

Table 2 and Figure 8 summarize the primary classification performance metrics obtained for
the evaluated models. Isolation Forest and Ensemble approaches achieved the strongest overall




performance, whereas the Autoencoder demonstrated comparatively lower -classification
capability across most evaluation metrics. The best overall classification model was the Isolation
Forest model with a balanced Precision and Recall, and best F1 score among the tested models
with stand-alone performance. The overall behavior of the Ensemble approach was similar, and
the Autoencoder showed lower discriminatory ability and higher misclassification rates.

The F1 score is one of the metrics evaluated, and is a balanced measure of the anomaly detection
capabilities due to its consideration of both Precision and Recall performance:

Fl=2x PrecisionXRecall (17)

Precision+Recall

where Precision denotes the proportion of correctly identified anomalous flows among predicted
anomalies, while Recall represents the proportion of detected anomalous flows among all actual
anomalies.

Model Performance Comparison Across Primary Evaluation Metrics
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Figure 8: A comparative assessment of Accuracy, Precision, Recall, and F1-score among
the analysed anomaly detection models.

6.2 Error analysis and misclassification characteristics

The confusion matrices obtained for the evaluated anomaly detection models on the temporally
separated NF-ToN-IoT-v3 test dataset is presented in Figure 9. Confusion matrices provide
detailed information on true positive, true negative, false positive and false negative classification
behavior. Isolation Forest had a relatively controlled false positive and false negative rate with a
balanced classification performance. The Autoencoder, on the other hand, had significantly more
misclassifications counts for both the benign and anomalous traffic categories. The Ensemble



approach showed performance similar to the Isolation Forest approach, suggesting that the extra
detection power of the Autoencoder did not significantly help in boosting detection power.

Confusion Matrices on NF-ToN-loT-v3 Test Dataset

]
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Figure 9: Confusion matrices for the Isolation Forest, Autoencoder, and Ensemble models
assessed using the NF-ToN-IoT-v3 test dataset. These matrices encapsulate the classification
results, including true positives, true negatives, false positives, and false negatives, for all models

under evaluation.

6.3 ROC-AUC and threshold sensitivity analysis

ROC analysis is used to determine how well a classification algorithm balances true and false
positives with various classification thresholds. The area under the ROC curve (AUC) provides a
threshold independent measure of model discriminatory capability. The models of the Isolation
Forest and Ensemble were able to obtain significantly better AUC values than the Autoencoder,
which shows a better separation of the benign and anomalous traffic patterns in general.
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Figure 10: Receiver Operating Characteristic (ROC) curves for the Isolation Forest, Autoencoder,
and Ensemble models assessed on the NF-ToN-IoT-v3 test dataset. The Isolation Forest and
Ensemble methods attained significantly greater area under the curve (AUC) values in comparison
to the Autoencoder model.

6.4 Overall comparative performance summary

The overall experimental results showed that the performance of anomaly detection of the
Isolation Forest and Ensemble approaches were consistently better than that of the Autoencoder
model on various evaluation measures. Isolation Forest exhibited the top accuracy of Precision,
Recall and false alarm rates, with stable computation efficacy and generalization performance. We
performed the Ensemble approach with almost the same characteristics as Isolation Forest,
suggesting that the integration with the Autoencoder did not significantly enhance the overall
detection effectiveness.

The performance of the Autoencoder was in comparison comparatively low in terms of
discriminatory power, false positive rate, and false negative rate, which makes it a less desirable
option for an IDS system under the conditions of the experimental setting. The results of the
combined evaluation illustrate the importance of feature-efficient anomaly detection methods for
large-scale IoT intrusion detection environments using temporally separated evaluation strategies.

7 Discussion and limitations

The following section discusses the implications of the experimental findings, as well as practical
aspects of deployment of intrusion detection for [oT and limitations of the evaluated methodology
and dataset configuration.



7.1 Interpretation of Experimental Findings

The experimental results showed that Isolation Forest model consistently achieved stronger
anomaly detection performance compared to the Autoencoder model across multiple evaluation
metrics. The use of the randomized partitioning mechanism of the Isolation Forest allowed to
separate anomalous and benign traffic patterns effectively while keeping the computation
efficient. The Ensemble approach resulted in performance very similar to Isolation Forest,
indicating that the relatively weaker Autoencoder component contributed limited additional
discriminatory information during ensemble voting. These results could be attributed to the
diversity and complexity of loT network traffic patterns that might make reconstruction-based
learning more susceptible to distributional variation and feature heterogeneity, as compared to
other methods.

7.2 Practical Implications for IoT Intrusion Detection

The evaluated methodology provides a practical illustration that the computation-efficient
anomaly detection solutions are important for large-scale IoT systems. Computational efficiency
was obtained by applying feature reduction technique called Mutual Information without
sacrificing primary discriminative information that is necessary for anomaly detection. Training
does not need iterative gradient optimization and this was an advantage for scalability
characteristics of an isolation forest. This property is an advantage for large-scale or resource-
constrained deployment scenarios where rapid model updates and efficient inference are important
operational requirements. By partitioning temporal data sets, the risk of temporal data leakage
when assessing the model was further minimized, and a more realistic evaluation framework was
provided.

7.3 Study Limitations

There are several caveats should be acknowledged when considering the findings reported. Firstly,
experiments were carried out with a single publicly available dataset (NF-ToN-IoT-v3), which
may not be fully representative of the diversity of real-world deployment environments for IoT.
Second, the evaluated models were tested in an offline experimental condition instead of in live
production network surroundings. Real-world performance can therefore be impacted by
operational conditions like concept drift, changing attack patterns, encrypted traffic fluctuations,
and changing device heterogeneity. Third, only two constituent anomaly detection models were
used to combine using the Ensemble approach. Other ensemble architectures, voting strategies, or
combination of deep-learning techniques can yield different performance properties. Finally,
while temporal splitting enhances realism of the evaluation, the setup does not ensure full
representation of the future unseen attack behaviors.

8. Conclusion and Future Work

This study proposed an anomaly detection approach for IoT IDS based on the Isolation Forest,
Autoencoder and Ensemble methods, which were tested on the NF-ToN-IoT-v3 dataset. By
employing a feature selection technique based on Mutual Information, the original 55-feature
space was whittled down to 40 features that were informative while retaining the primary
discriminative characteristics that are needed for anomaly detection.



Experimental assessment showed that Isolation Forest achieved the best overall performance
across numerous classification and error-based measures with good computational efficiency and
satisfactory generalization properties. The Ensemble approach gave performance similar to
Isolation Forest, and the Autoencoder comparatively low detection capability under the
experimental conditions tested. The use of chronological dataset partitioning enhanced the realism
with which the dataset was evaluated by minimising temporal data leakage and allowing for
temporally separated performance assessments. The results highlight the importance of
computationally efficient and feature-aware anomaly detection strategies for large-scale IoT
security applications. Future work may explore adaptive ensemble architectures, online learning,
concept drift adaptation, federated intrusion detection frameworks and evaluation with further
real-world IoT traffic data collected in operational deployment scenarios.
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