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Abstract

Deep neural networks remain vulnerable to adversarial perturbations and back-
door attacks, yet repairing a deployed model without full retraining must
balance interpretability, behavioral fidelity, and computational cost. We present a
constraint-guided—but not formally certified—framework that uses DeepSHAP
to localize a sparse set of fault-relevant weights, collects symbolic path con-
straints from benign and adversarial executions through concolic testing, and
searches for weight updates with Max-SMT. Candidate repairs are always evalu-
ated on the original deployed model, so reported accuracy and attack success rate
reflect actual runtime behavior rather than simplified analysis models. Rather
than committing to a single fixed recipe, we characterize a configurable repair
design space—including which weights to modify, how constraints are collected,
and how candidates are ranked—and study it through more than 4,700 runs
on six benchmarks. Repair success depends critically on jointly choosing the
weight direction, the surrogate model used for constraint collection, and the sim-
plification strength. For backdoor benchmarks, outgoing-weight repair with an
activation-gated surrogate achieves near-complete backdoor removal on Fashion-
MNIST and MNIST-BD (attack success rate from above 98% to below 8%). For
adversarial benchmarks, bias-only repair substantially reduces misbehavior on
MNIST-6 (100% to 5.81%) and ResNet18 (85.51% to 40.42%). CIFAR-10 and
GTSRB remain challenging under single-layer repair, highlighting a tractability–
fidelity trade-off. These results show that bias-direction repair is a critical and
previously underexplored option for adversarial correction, discoverable only
through systematic design-space exploration.

Keywords: neural network repair, explainable AI, DeepSHAP, concolic execution,
Max-SMT, Z3
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1 Introduction

Deep neural networks (DNNs) have achieved remarkable success across a wide range of
applications, including image recognition, machine translation, medical diagnosis, and
autonomous driving Gulshan et al. (2016); Angelova et al. (2015); Graves et al. (2013);
Bahdanau et al. (2015). Despite these advances, modern DNNs remain vulnerable to
failures such as misclassifications, adversarial perturbations, and backdoor triggers,
which can lead to severe consequences in safety-critical settings Szegedy et al. (2013);
Goodfellow et al. (2014); Gu et al. (2019). Improving the reliability of deployed neural
networks therefore remains an important and challenging problem.

Among these failure modes, adversarial examples and backdoor attacks are partic-
ularly concerning because small, often imperceptible input changes can cause a model
to produce incorrect predictions with high confidence Szegedy et al. (2013); Goodfel-
low et al. (2014); Gu et al. (2019). Existing defenses include adversarial training, data
augmentation, input transformations, and various post-processing techniques Amodei
et al. (2016); Akhtar and Mian (2018). However, these approaches are fundamentally
training-time strategies and are difficult to apply selectively once a model is already
deployed. Retraining or fine-tuning updates many or all parameters, is computation-
ally expensive at scale Strubell et al. (2019), and does not provide a controllable
recipe for eliminating a specific observed misbehavior while preserving the rest of the
model’s decision logic; parameter changes may introduce broad and difficult-to-control
behavioral drift beyond the originally observed faults. More broadly, recent studies
on generalization suggest that additional training does not always yield controllable
behavioral guarantees Yang et al. (2026), motivating post-hoc neural network repair

that targets already observable failures in deployed models Sun et al. (2022, 2025);
Usman et al. (2021); Tao et al. (2023); Ma et al. (2025b). Recent work spans three
paradigms: grey-box repair methods (e.g., causality- or search-based weight adjust-
ment), white-box constraint-based approaches (e.g., QP- or SMT-based optimization),
and provable or verification-guided methods that offer formal correctness guarantees.
While grey-box methods are flexible, they often provide limited insight into the inter-
nal decision logic of the repaired model. Constraint-based and provable methods offer
stronger logical control, but their scalability depends heavily on (i) how precisely the
repair space is localized, and (ii) how tractable the resulting symbolic constraints are.
Recent verification-guided approaches such as VeRe Ma et al. (2024) improve localiza-
tion precision via formal analysis, and interpretability-based methods such as INNER
Chen et al. (2024) leverage model probes to identify fault neurons. However, these
methods either require architectural transformations, manually specified formal prop-
erties, or lack a mechanism to directly encode execution-level behavioral specifications
for adversarial correction. In particular, directly encoding a full-scale neural network
into a constraint system can quickly become intractable unless the repair is carefully
localized and the symbolic formulas are simplified.

Rather than relying on additional training to wash out misbehavior, we formulate
correction as a configurable, logic-aware repair problem over localized model param-
eters. Our framework is constraint-guided rather than formally certified : Max-SMT
synthesizes candidate repairs under collected path constraints, and deployable behav-
ior is assessed empirically through faithful validation on N , not through polytope-level
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or architecture-preserving correctness proofs. We address these challenges through four
coupled stages: fault localization, repair-target selection, path-constraint specification
(including rigid simplification and ternary network formulations), and constraint-

guided repair with faithful validation. Unlike provable repair systems that require
architectural changes or manually specified polytope constraints, and unlike grey-box
methods that lack interpretability, our approach combines the transparency of XAI
with symbolic path reasoning. First, we use DeepSHAP Lin and Yu (2023) to derive
neuron-level attribution masks under benign and adversarial inputs; we primarily
target attack-only neurons (high attribution under adversarial inputs but not under
benign inputs), while also exploring intersection-based masks as a design-space dimen-
sion. Second, we refine localization into a sparse repair mask over incoming weights,
outgoing weights, and biases, with column-wise selection strategies (percentile thresh-
olds or fixed random budgets) that control the number of symbolic repair variables.
Third, we define repair intent as path-level constraints on the deployment network N :
benign traces yield hard constraints that preserve correct internal branching, while
adversarial traces yield mutually exclusive soft alternative paths. Because concolic
execution on N alone often yields formulas too large for Max-SMT, we collect path
constraints on analysis surrogates N∆

w and N∆
i : the former applies ternary gating

to non-repair weights, the latter activation gating to non-repair edges, while repair
weights remain exact symbolic unknowns in both cases. Fourth, we solve a Top-K Max-
SMT problem over the repair mask, generate diverse candidates via blocking clauses,
and rank them using a balanced score computed under faithful validation on N—
ensuring that reported accuracy and attack success rate reflect deployable behavior
rather than surrogate-analysis artifacts.

Overall, we treat repair as an empirically explored design space rather than a sin-
gle fixed heuristic, and report the best configurations found under a unified evaluation
protocol. Our study exposes an explicit tractability–fidelity trade-off: stronger sim-
plification (larger ∆) reduces constraint size and solver time but can distort repair
guidance when calibrated poorly.

The contributions of this paper are summarized as follows:

• We propose a configurable logic-aware repair framework combining DeepSHAP
localization, path-level hard/soft concolic specifications, ternary and
activation-gated analysis surrogates (N∆

w , N∆
i ), and Top-K Max-SMT with

faithful validation on N .
• We formalize a repair design space over neuron source (attack-only vs. intersection),

weight direction (incoming, outgoing, bias), and column-wise selection (percentile
vs. random budget), instantiated via precomputed repair masks in our artifact.

• We introduce encoding-time rigid simplifications—common subexpression
elimination, negation normalization, and QF LRA–guided expression pruning—to
keep concolic path constraints tractable for Max-SMT without altering repair
semantics over ΘS .

• We introduce ternary network formulation N∆
w (ternary {−1, 0,+1} gating on

non-repair weights) and complementary activation-gated surrogate N∆
i , alongside

deployment network N as the semantic reference; all three propagate symbolic
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expressions over ΘS from ℓ∗ to the output while applying different layer maps to
non-repair edges.

• We establish a faithful validation protocol in which all reported repair metrics are
measured on N with exact affine operations, regardless of whether constraints
were collected on N , N∆

w , or N∆
i .

• We empirically characterize tractability–fidelity trade-offs across MNIST and
Fashion-MNIST benchmarks, including constraint-count-driven solver cost and
best explored repairs (e.g., Fashion-MNIST ASR 99.77%→6.67%).

2 Related Work

Neural network repair has been studied from several complementary directions, includ-
ing heuristic search-based repair, constraint-based repair, verification-guided repair,
and explanation-guided fault localization. Our work is positioned at the intersection
of these directions. It uses contrastive DeepSHAP attribution to localize repair-
relevant neurons and weights, concolic execution to extract symbolic path constraints,
and Max-SMT optimization to synthesize sparse weight modifications for adversarial
repair.

2.1 Neural Network Repair

Neural network repair aims to modify an existing trained model so that undesirable
behaviors are reduced while the original correct behavior is preserved. Existing repair
approaches differ in how they localize faulty components, how they formulate the
repair objective, and whether they provide formal guarantees.

Orthogonal to specific repair algorithms, Yang et al. analyze when training can
guarantee behavioral generalization beyond finite training data, showing that Trans-
formers in general admit no computable non-asymptotic length-generalization bound
and that fixed-precision variants may require exponentially long training examples
in the worst case Yang et al. (2026). Their results concern training-time guarantees
rather than post-deployment correction; our work addresses the complementary set-
ting in which a trained model already exhibits observable adversarial or backdoor
misbehavior and must be repaired through localized, constrained weight updates.

A representative search-based repair method is CARE Sun et al. (2022), which
performs causality-based fault localization to identify neurons that contribute most to
undesirable behavior and then applies Particle Swarm Optimization (PSO) to adjust
the parameters associated with those neurons. CARE has been evaluated on fairness
improvement, backdoor removal, and safety-property repair tasks, demonstrating that
targeted weight modification can repair multiple classes of neural network defects with-
out full retraining. However, although CARE provides a causal rationale for neuron
selection, the subsequent PSO-based repair remains heuristic and does not explicitly
encode path-level symbolic constraints.

Building on causality-based localization, CCBR Liu et al. (2024) combines coun-
terfactual causal inference with multi-objective optimization to improve faulty neuron
localization and repair effectiveness. Vares and Johnson Vares and Johnson (2025) fur-
ther discuss the potential and limitations of causality-driven neural network repair,
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particularly when misbehavior arises from complex multi-layer interactions. These
approaches are closely related to our motivation of avoiding full retraining and focus-
ing repair on a small set of influential model components. In contrast, our approach
uses DeepSHAP attribution differences between paired benign and adversarial inputs
as the localization signal, and then formulates the repair step as a symbolic Max-SMT
optimization problem rather than a purely heuristic search.

Another related direction is interpretability-based repair. INNER Chen et al.
(2024) introduces neuron routing and model probes to identify neurons responsible
for backdoor behavior, then adjusts the selected neurons to suppress undesired acti-
vations while maintaining class balance. Like INNER, our work uses interpretability
to guide repair. However, INNER focuses on probe-based semantic explanations and
direct parameter adjustment, whereas our method uses contrastive DeepSHAP attri-
bution shifts to construct a sparse repair mask and enforces repair objectives through
symbolic path constraints.

2.2 XAI-Guided Fault Localization and Adversarial Detection

Explainable AI has been widely used to analyze the internal behavior of neural net-
works. SHAP and DeepSHAP Lundberg and Lee (2017) provide attribution scores
that quantify how input features or internal neurons contribute to a model prediction.
Prior work has shown that such explanation patterns can reveal differences between
benign and adversarial inputs. In particular, Lin and Yu Lin and Yu (2023) use
DeepSHAP values to compute neuron contributions layer by layer and show that nor-
mal and adversarial examples induce different attribution distributions. They further
summarize critical neurons into decision-logic representations for adversarial-example
detection.

This line of work is important for our method because it suggests that adversar-
ial behavior is reflected not only in the output label but also in the model’s internal
attribution structure. However, most XAI-based adversarial methods use explanations
for detection rather than repair. That is, they determine whether an input is likely
adversarial, but they do not modify the model to reduce adversarial vulnerability.
Our work repurposes this observation for repair: instead of using DeepSHAP signa-
tures as detector features, we use contrastive attribution differences between benign
and adversarial pairs to identify repair-relevant neurons and weights. These localized
components then become the variables of a symbolic repair problem.

This distinction is central to our contribution. Existing XAI-guided adversarial
detection methods reveal that benign and adversarial inputs follow different internal
decision logic, while our framework uses that difference as a fault-localization signal.
In other words, DeepSHAP is not used as a post-hoc detector in our work; it is used
to define a sparse and interpretable repair target.

2.3 Constraint-Based Neural Network Repair

Constraint-based repair methods leverage access to the model structure and param-
eters to synthesize weight modifications that satisfy desired behavioral constraints.
NNRepair Usman et al. (2021) formulates repair as a constraint-solving problem
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and uses activation patterns at intermediate layers to guide repair. It has been
applied to adversarial robustness and data-poisoning scenarios, but its localization and
repair are typically defined over selected layers and rely on user-provided correctness
specifications.

Other white-box approaches formulate repair as mathematical optimization. Majd
et al. Majd et al. (2021) encode local neural network repair as a Mixed Integer
Quadratic Programming (MIQP) problem, aiming to minimize parameter changes
while satisfying safety constraints. AutoRIC Sun et al. (2025) formulates repair as con-
strained quadratic programming and reduces solving cost through constraint selection.
These methods provide precise optimization formulations, but they often require care-
fully designed constraints and can become expensive as the model and repair region
grow.

Our work is related to these approaches in that it also performs white-box param-
eter repair. However, we differ in two aspects. First, instead of manually selecting the
repair region or relying only on activation-based localization, we use DeepSHAP attri-
bution shifts to construct an interpretable repair mask. Second, instead of encoding
the entire repair problem as QP, MIQP, or LP, we collect path-level symbolic con-
straints through concolic execution and solve a sparse Max-SMT problem over the
selected weights. This allows the repair objective to remain explicit while keeping the
search space small.

2.4 Provable and Verification-Guided Repair

Provable repair methods aim to guarantee that a repaired network satisfies a formal
specification over a given input region. PRDNN Sotoudeh and Thakur (2021) intro-
duces a decoupled neural network representation and reduces provable repair to linear
programming. APRNN Tao et al. (2023) extends this direction by preserving the orig-
inal architecture while supporting efficient polytope repair. REASSURE Fu and Li
(2022) further studies sound and complete repair under formal specifications.

More recent verification-guided approaches improve scalability and generality.
VeRe Ma et al. (2024) uses linear relaxation to estimate the repair significance of
neurons and optimizes problematic neurons without relying on heuristic layer selec-
tion. ProRepair Ma et al. (2025a) synthesizes a preimage proxy to support efficient
point-wise and region-wise repair. PatchPro Chi et al. (2025) repairs properties by
synthesizing patch modules that are integrated with the original network. DefEn-
Syn Yuviler and Drachsler-Cohen (2025) synthesizes short repair programs that adjust
a small number of neurons to improve robustness.

These methods provide stronger formal guarantees than our framework, but they
also rely on explicit formal input-output specifications, region definitions, architectural
transformations, or additional patch/program synthesis. Our objective is different: we
target localized adversarial repair over empirically observed benign–adversarial dis-
crepancies rather than global certified repair over a fully specified input region. This
design avoids the need for manually specified polytopes or architecture-level trans-
formations while still retaining an explicit symbolic optimization objective through
Max-SMT.
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2.5 Program Repair and Symbolic Constraint Extraction

Automated program repair (APR) aims to automatically generate patches for buggy
programs based on test cases, specifications, or semantic constraints. Existing APR
techniques have been developed along several directions, including search-based repair,
template-based repair, learning-based repair, and constraint-based repair. Among
these directions, constraint-based and semantics-based repair are the most relevant to
our work, because they typically transform observed program behaviors into symbolic
repair constraints and then synthesize patches that satisfy those constraints.

Early generate-and-validate approaches, such as GenProg Le Goues et al. (2012),
search over candidate patches and validate them against a given test suite. In con-
trast, semantics-based repair methods aim to derive constraints that characterize how
a program should be modified. SemFix Nguyen et al. (2013), for example, combines
symbolic execution, constraint solving, and program synthesis to infer repairs from
failing and passing executions. DirectFix Mechtaev et al. (2015) further formulates
repair as a constraint-solving problem and seeks patches that satisfy correctness con-
straints while minimizing syntactic changes. Angelix Mechtaev et al. (2016) improves
scalability by extracting lightweight repair constraints from symbolic executions and
using them to guide patch synthesis.

These program-repair techniques show that symbolic constraints can serve as an
intermediate representation between observed failures and candidate repairs. Our work
follows this high-level principle, but applies it to neural network repair rather than
conventional source-code repair. Instead of synthesizing source-code patches, we use
concolic execution to extract path constraints from neural network executions and
then synthesize sparse modifications to selected neural weights. In this sense, the repair
variables in our framework are not program expressions or statements, but weight
parameters localized by contrastive DeepSHAP attribution.

PyCT Chen et al. (2021) is used in our framework as a concolic execution engine
for collecting symbolic path constraints from Python-level neural network computa-
tions. This use of PyCT is inspired by the program-repair tradition of converting faulty
executions into symbolic repair constraints. However, our goal is not to build a general-
purpose Python program repair system. Rather, we adapt the constraint-extraction
idea to adversarial neural network repair, where benign–adversarial execution discrep-
ancies provide the repair evidence, DeepSHAP identifies the repair-relevant weights,
and Max-SMT synthesizes candidate weight updates under hard and soft path
constraints.

2.6 Position of Our Work

In summary, existing neural network repair methods either rely on heuristic optimiza-
tion after fault localization, require explicit formal specifications for provable repair,
or introduce architectural or patch-based modifications. Existing XAI-based adver-
sarial methods reveal explanation-level differences between benign and adversarial
inputs, but typically stop at detection. Existing concolic testing methods explore DNN
behaviors and generate tests, but are not primarily designed for sparse weight repair.
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Our framework bridges these directions by combining contrastive DeepSHAP-based
localization, concolic path-constraint extraction, and sparse Max-SMT optimization
within a single adversarial repair pipeline. Compared with grey-box repair meth-
ods such as CARE Sun et al. (2022) and CCBR Liu et al. (2024), our method
gives an explicit attribution-based rationale for selecting repair targets and encodes
the repair objective symbolically. Compared with provable repair systems such as
PRDNN Sotoudeh and Thakur (2021), APRNN Tao et al. (2023), and VeRe Ma et al.
(2024), our method does not require architecture transformation or manually specified
polytope regions. Compared with interpretability-based repair such as INNER Chen
et al. (2024), our method does not directly update parameters from explanation scores;
instead, it uses explanations to localize repair variables and then synthesizes candidate
repairs through Max-SMT.

The key distinction of our work is therefore not any single component alone, but
the integration of three components: (1) contrastive DeepSHAP attribution for iden-
tifying adversarial-specific neurons and weights; (2) concolic execution for extracting
symbolic path constraints from observed benign and adversarial behaviors; and (3)
Top-K Max-SMT solving with faithful validation to generate and select sparse weight
modifications. This combination provides an interpretable and empirically tractable
repair framework for adversarial neural network repair.

3 Methodology

This section presents our configurable repair framework. Given a trained network N

and paired benign/adversarial samples, we seek a repaired N∗ that preserves benign
behavior while reducing adversarial misclassification by modifying only a sparse repair
mask ΘS . A run is specified by a configuration

C = (neuronSrc, ℓ∗, α, dir, sel, form, ∆, K, |D|),

where neuronSrc∈ {attack-only, intersection}, dir∈ {incoming, outgoing, bias} selects
one mask direction per run, sel chooses column-wise weights (percentile or ran-
dom budget), form ∈ {N, N∆

w , N∆
i } (equivalently normal, weight-δ, or input-δ in

experiments), and |D| is the number of constraint-collection inputs per class.
Figure 1 summarizes the pipeline: localization and mask construction (Stages 1–

2), path-constraint collection on N , N∆
w , or N∆

i (Stage 3), and Max-SMT repair
with faithful validation on N (Stage 4). Surrogate networks are used for analysis-time

constraint collection only, not deployment; deployable behavior is always judged on N

with exact affine operations.

3.1 Fault Localization

Given the original model N , we partition the standard test split into a repair pool P
and a disjoint evaluation set T . Fault localization and all subsequent repair stages use
only P; final Acc/ASR in Section 4 are computed solely on T . Let D = Dnorm∪Dadv ⊆
P, where Dnorm consists of benign samples and Dadv is generated from the same
samples by applying the target attack. The fault localization stage identifies where in
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Fig. 1 Overview of the configurable repair framework. DeepSHAP produces neuron masks and a
repair weight mask ΘS . Path-level hard/soft specifications are collected by concolic execution on the
deployment network N or on analysis surrogates N∆

w and N∆
i . Top-K Max-SMT yields candidate

repairs that are ranked by faithful validation on N .

the network the repair should be applied. It proceeds in two steps: first localizing the
critical neurons responsible for adversarial behavior via DeepSHAP attribution, then
deriving a sparse weight mask that defines the actual repair target.

3.1.1 Critical Neuron Identification via DeepSHAP

To minimize unnecessary structural perturbation and preserve the original decision-
making logic of the model, we first identify a sparse subset of neurons at the target
layer that are most relevant to adversarial vulnerability. Our design is inspired by the
DeepSHAP-based adversarial analysis framework of Lin and Yu Lin and Yu (2023),
which shows that normal and adversarial examples exhibit distinguishable attribu-
tion patterns across internal layers. Rather than using such attribution differences for
adversarial detection, we repurpose them as fault-localization signals for repair.

Let ϕj(x) ∈ R denote the DeepSHAP attribution of neuron j at the target layer for
input x. For each input x, we first compute a per-image binary indicator by selecting
the top-β% neurons ranked by absolute attribution:

mj(x) = 1
[

|ϕj(x)| ≥ τβ(x)
]

,

where τβ(x) is the (1−β)-quantile of {|ϕj(x)|} over all neurons j in the target layer
(default β=5). We then aggregate these per-image indicators over each input set:

m̄norm
j =

1

|Dnorm|

∑

x∈Dnorm

mj(x), m̄adv
j =

1

|Dadv|

∑

x∈Dadv

mj(x).
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Fig. 2 DeepSHAP-based critical neuron identification. Mean absolute attributions ϕ̄norm
j and ϕ̄adv

j

are each thresholded at their respective (1−α)-quantile (τnorm, τadv) to produce boolean masks. The
attack-only set S = maskadv \ masknorm (pink cells) captures neurons activated specifically under
adversarial inputs and is passed as the repair mask M to the constraint engine.

A neuron j is included in the final boolean mask if its aggregated score exceeds the
shared threshold τ :

masknorm =
{

j : m̄norm
j ≥ τ

}

, maskadv =
{

j : m̄adv
j ≥ τ

}

.

Note that the same threshold τ is applied to both input sets, ensuring that the two
masks are comparable.

The critical neuron set for repair is defined as the attack-only neurons—those
flagged as important under adversarial inputs but not under benign inputs (Figure 2):

S = maskadv \masknorm.

This criterion deliberately excludes neurons that are influential under both conditions,
targeting instead the subset whose high attribution is specific to adversarial failure.
Neurons important in both regimes are presumed to encode correct decision logic and
are left untouched to preserve clean accuracy.

3.1.2 Repair Mask Generation

Given the critical neuron set S identified in Section 3.1.1, we derive a sparse binary
mask M over network parameters that defines the repair target passed to the
constraint engine. The mask is characterized by two orthogonal choices: a weight

direction dir and a column-wise selection policy sel.

Weight direction.

We distinguish three directions relative to the target layer (illustrated in Figure 3):
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Fig. 3 Three repair-mask directions on a sample network with two critical neurons (pink). Incom-

ing: a p/r-k-selected subset of edges arriving at each critical neuron is included in M. Outgoing: a
p/r-k-selected subset of edges leaving each critical neuron is included. Bias: only the bias term b of
each critical neuron is modified.

• Θin
S : weights incoming to each critical neuron from the preceding layer. Modifying

these controls what pre-activation value the neuron receives, directly targeting the
fault-relevant signal path.

• Θout
S : weights outgoing from each critical neuron to the subsequent layer. Modifying

these controls how the neuron’s activation propagates downstream.
• Θb

S : the bias of each critical neuron. No weight edges are included; only the scalar
offset is adjusted.

Each repair run selects exactly one direction: dir is incoming, outgoing, or bias, but
never a combination thereof at the same layer.

Selection policy.

Because including all weights in a direction would produce prohibitively large SMT for-
mulas, a column-wise policy sel further prunes each critical-neuron column. Percentile
selection (pq) retains only weights whose magnitude exceeds the q-th percentile within
that column (default q=95 in our experiments). Random-k selection (r-k) draws k

weights per column uniformly at random, enforcing a fixed symbolic budget (e.g., k=50
in our cross-model study). The resulting mask M is passed to the concolic engine.

3.2 Path-Constraint Specification

Repair intent is expressed as path-level constraints on the original network N . We
treat weights in ΘS as concolic variables (concrete value plus symbolic identifier) and
perform forward propagation from ℓ∗ to the output using PyCT Chen et al. (2021).
For each input x, every ReLU in the propagation path records a branch predicate over
the repair variables, forming a path trace πx.
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Fig. 4 Running example of concolic path extraction on the deployment network N . (a) Repair
weight w1=(x1, 7) is concolic (orange); forward propagation from ℓ∗ yields pre-activation 2x1+9.5
and branch predicate ϕ1:(2x1+9.5)>0. (b) A second ReLU adds ϕ2; PyCT’s negation-flip enqueues
¬ϕ1 and ϕ1∧¬ϕ2 as alternative paths.

Scope of symbolic variables.

Our SMT instance introduces unknowns only for the repair mask ΘS ⊆ Θℓ∗ at a single
target layer ℓ∗. All other weights and all activations before ℓ∗ are fixed to their con-
crete values for each collected input. From ℓ∗ onward, concolic execution propagates
symbolic expressions over ΘS through subsequent layers: downstream activations are
not additional decision variables, but functions of the form ReLU(affine(ΘS)) multi-
plied by concrete downstream weights. In our reported experiments, this single-layer,
single-direction repair policy—one of incoming, outgoing, or bias at ℓ∗ per run, never
mixed at the same layer—keeps branch predicates along a fixed ReLU path linear
in ΘS , so we instantiate Max-SMT in QF LRA Sun et al. (2018) (Section 4.3). Bilinear
constraints arise when repair unknowns span multiple layers—regardless of whether
each layer uses incoming, bias, or outgoing weights—because deeper layers then multi-
ply repair unknowns by activations that already depend on upstream repair unknowns
(e.g., w(ℓ+1) · ReLU(w(ℓ)x)); the same effect occurs if multiple directions at ℓ∗ were
combined in one mask, which our configuration excludes. We treat such multi-layer or
mixed-direction symbolic repair as future work (Section 5).

Under the deployment network N , pre-activations are computed as exact products:

z =
∑

i∈ΘS

wi · xi +
∑

j /∈ΘS

w̄j · xj ,

where repair weights wi are symbolic unknowns, non-repair weights w̄j are concrete
constants fixed at execution time, and all inputs xi to the layer are concrete.
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Hard and soft constraints.

For each x ∈ Dnorm, we conjoin all predicates along the observed benign trace into a
path trace and then into a hard constraint:

πx =

B−1
∧

i=0

ϕi, B = |πx|, Chard =
∧

x∈Dnorm

πx.

For each x ∈ Dadv, PyCT’s negation-flip mechanism enumerates mutually exclusive
alternative paths: starting from the current trace ϕ0 ∧ · · · ∧ ϕB−1, each alternative is
obtained by retaining a prefix of the original predicates and negating the next one.
The disjunction over all such alternatives,

αx =

B−1
∨

i=0

(

i−1
∧

j=0

ϕj

)

∧ ¬ϕi,

expresses the wish that the adversarial input is rerouted away from at least one branch
on its current execution path. The soft constraint is then

Csoft =
∧

x∈Dadv

αx.

Each αx is submitted as an independent soft clause via Z3’s assert-soft mechanism,
allowing the Max-SMT solver to maximize the number of satisfied alternative-path
conditions. However, concolic execution on N retains every non-repair term w̄j · xj

explicitly in each predicate, which for wide or deep target layers yields formula
sizes that are costly or intractable for Max-SMT. Section 3.3 applies encoding-time
rigid simplifications to shrink the SMT instance without changing repair semantics;
Section 3.4 further defines analysis surrogates N∆

w and N∆
i when formulas remain too

large.

3.3 Rigid Simplification

Path predicates collected by concolic execution are first lowered to a Max-SMT
instance in QF LRA before solving. Even on the deployment network N , naively
expanding every branch condition can produce formulas whose size and parsing cost
dominate wall-clock time, because the same layer-wise affine computations are shared
across many predicates in Chard and Csoft. We therefore apply three encoding sim-
plifications after predicate generation and before Max-SMT solving. Following the
preprocessing taxonomy of Bjørner and Fazekas Bjørner and Fazekas (2023), we
separate semantics-preserving transforms (common subexpression elimination and
negation normalization) from expression pruning, which restricts symbolic depen-
dencies to QF LRA expressible repair boundaries and is analogous in role—though
not identical in mechanism—to theory-lowering strengthenings that trade symbolic
completeness for tractability.
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Common subexpression elimination.

Concolic path constraints over neural networks exhibit heavy structural redundancy:
the same affine pre-activations and shared intermediate expressions reappear across
multiple branch predicates along a path and across samples in D. Directly inlining
these subexpressions inflates both formula length and Z3 parsing cost. After path
predicates are expanded into SMT assertions but before the instance is passed to the
solver, we perform structure-aware common subexpression elimination (CSE) on the
resulting arithmetic terms Nightingale et al. (2015). Subexpressions that recur more
than a length or frequency threshold are extracted into fresh auxiliary variables Ltmpi

,
each defined by an equality constraint (assert (=Ltmpi

expr)) and referenced in
place of the shared subtree. This sharing does not alter the satisfiability of the repair
problem over ΘS : it is an equivalence-preserving definition introduction that reduces
redundant syntax while keeping the encoded branch semantics unchanged.

Negation normalization.

Alternative-path constraints produced by PyCT’s negation-flip mechanism often con-
tain negated order comparisons, e.g. ¬(e < 0). Such encodings are syntactically
irregular for linear-arithmetic solvers. We therefore apply a lightweight negation nor-
malization pass, rewriting eligible predicates into solver-friendly positive comparisons
(e.g. ¬(e < 0) ⇒ (e ≥ 0)). This step is semantics-preserving and inexpensive; in our
experiments it has marginal impact on solver time but improves formula regularity
and readability.

Expression pruning and repair boundaries.

Our concolic engine performs partial symbolic execution within QF LRA. When an
operation cannot be encoded in this theory, or when a neural activation approxi-
mation yields a concrete value on the current path (e.g., saturated sigmoid or tanh
regions), the symbolic expression chain is pruned while the concrete execution result is
preserved. Consequently, repair-relevant constraints are captured primarily at ReLU
branch points and at pre-softmax logits rather than at post-softmax outputs: transcen-
dental or otherwise non-linear activations can sever symbolic dependence on ΘS , so
post-softmax values may no longer carry repair variables even though the underlying
classification intent remains expressible on logits. We do not implement the incremen-
tal preprocessing calculus of Bjørner and Fazekas Bjørner and Fazekas (2023); rather,
we use their rigid versus under-/over-constrained taxonomy to clarify that expression
pruning is a path-local abstraction at the concolic layer, distinct from the equivalence-
preserving CSE and negation passes above. When rigid simplification alone does not
bring the instance within budget, we additionally employ ternary and activation-gated
surrogates (Section 3.4).

3.4 Ternary Network Formulations

When concolic execution on N still yields formulas too large for Max-SMT even after
rigid simplification (Section 3.3), we collect path constraints on analysis surrogates

that simplify only non-repair edges while keeping repair variables in ΘS as exact
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Fig. 5 Same neuron topology under three networks: deployment model N , ternary surrogate N∆
w

(non-repair weights mapped to {−1, 0,+1}), and activation-gated surrogate N∆
i . Repair weight w1 ≡

x1 remains exact in all three; non-repair gating shifts the recorded path predicate ϕ1. Constraints
are induced by the chosen network, not by shortening formulas on N .

symbolic unknowns. We use two surrogates: N∆
w , obtained by a ternary network for-

mulation that maps each non-repair weight to a coefficient in {−1, 0,+1}, and N∆
i ,

a complementary activation-gated surrogate that is not ternary. Path constraints are
collected by concolic execution on the chosen network (N , N∆

w , or N∆
i ). In all cases,

each ReLU records a predicate of the form

ϕk :
(

∑

i∈ΘS

wixi + C
)

> 0,

where C aggregates all non-repair edge contributions and the bias under that network’s
layer map. On N , C is exact; on a surrogate, gating reduces C by pruning minor non-
repair edges, shifting the ReLU boundary (Figure 5) while keeping the repair subspace
exact.

For each collected normal sample x ∈ Dnorm, the hard constraint πx freezes the
ReLU branch decisions observed when x is executed on the chosen network under the
current weights; by construction, x satisfies its collected predicates at collection time.
We do not claim a formal equivalence between benign behavior on N and on N∆

w

or N∆
i : surrogate formulations are tractability heuristics whose fidelity to deployable

behavior is assessed empirically through faithful validation on N .

3.4.1 Ternary Surrogate N
∆
w

Adapted from delta-based ternary quantization Li et al. (2022); Mellempudi et al.
(2017-05-30), the ternary formulation defines N∆

w by gating each non-repair coefficient
to a ternary value in {−1, 0,+1} according to its magnitude. For each layer with n
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non-repair weights, we compute a per-layer threshold

δ =
∆

n

n
∑

i=1

|wi|,

where ∆ is a user-controlled scaling factor (the triangular superscript in N∆
w ). The

contribution of each non-repair weight is then determined by comparing wj against δ:

contrib(xj) =











+xj , wj > δ,

0, |wj | ≤ δ,

−xj , wj < −δ,

replacing the exact product w̄j · xj with the ternary contribution +xj , 0, or −xj (i.e.,
ŵj ∈ {+1, 0,−1} times xj). Repair weights in ΘS are never gated; their contribution
wi · xi remains exact. The pre-activation therefore takes the form

z =
∑

i∈ΘS

wixi +
∑

j /∈ΘS

wj>δ

xj −
∑

j /∈ΘS

wj<−δ

xj + b,

where the constant term C =
∑

j:wj>δ xj−
∑

j:wj<−δ xj+b is the non-repair aggregate

under N∆
w . A larger ∆ raises δ, causing more non-repair weights to be gated to zero

and further shortening each predicate, at the cost of greater deviation from the ReLU
boundary of N . Concolic execution on N∆

w propagates symbolically from ℓ∗ through
all subsequent layers, so branch predicates capture the full depth of the surrogate’s
decision logic.

3.4.2 Activation-Gated Surrogate N
∆
i

The activation-gated formulation defines N∆
i , a non-ternary surrogate in which non-

repair edges are gated by activation magnitude. For each layer with nin inputs, we
compute

δx =
∆

nin

∑

j

|xj |,

where ∆ is the same user-controlled scaling factor as above. Each non-repair edge
contribution is then gated by input magnitude:

contrib(xj) =

{

0, |xj | ≤ δx,

wj · xj , otherwise,

retaining the exact product wj ·xj for inputs that exceed the threshold, and discarding
edges whose activations are small on this sample. Repair weights still use exact wi ·xi.
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The pre-activation becomes

z =
∑

i∈ΘS

wixi +
∑

j /∈ΘS

|xj |>δx

wjxj + b.

A larger ∆ raises δx, gating out more non-repair edges and further reducing the con-
stant term C, again at the cost of greater boundary deviation from N . Unlike N∆

w ,
which drops edges based on weight magnitude regardless of the current input, N∆

i

drops edges based on the actual activation of each sample, so the two surrogates
prune different edges and yield different ReLU boundaries even on the same neuron
(Figure 5). As in N∆

w , concolic execution on N∆
i propagates symbolically from ℓ∗

through all subsequent layers; the two surrogates differ only in how non-repair edges
are gated, not in symbolic unrolling depth.

The idea of combining localized symbolic repair with sample-dependent edge prun-
ing is consistent with concolic testing for DNNs Sun et al. (2019). The resulting
tractability–fidelity trade-off mirrors the abstraction cost studied in counterexample-
guided DNN verification Liu et al. (2024): coarser simplification (larger ∆) reduces
solver load but may introduce structural distortions that degrade repair quality, as we
observe empirically in Section 4.

3.5 Evaluation

Given Chard and Csoft from configuration C, we solve a Max-SMT problem over repair
variables in ΘS only:

find θ′ such that Chard(θ
′) holds,

while maximizing sat
(

Csoft(θ
′)
)

.

Constraints may be collected by concolic execution on N∆
w or N∆

i , but θ′ always
denotes real-valued weights in the deployment model N .

Top-K candidates

Satisfying surrogate-collected constraints is necessary but not sufficient for correct
behavior on N . We therefore generate up to K diverse solutions using blocking clauses,
instantiate each candidate on N , and rank the candidates using only the same small
constraint-collection set D = Dnorm ∪ Dadv used to build the repair constraints.
Specifically, we compute

Score = 0.5 ·AccDnorm(Ni) + 0.5 ·AccDadv(Ni),

where both accuracies are evaluated on N with exact affine operations (i.e., on the
deployment network N , not on a surrogate). This repair-time candidate selection step
uses only the constraint-collection set D ⊆ P and never touches the evaluation set T .

After N∗ is selected, we perform a separate post-repair evaluation on T , disjoint
from P. The Acc and ASR reported in Section 4 and in the experiment tables are
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computed solely on T and are never used for constraint generation or Top-K candidate
selection within a run.

4 Experiments

We evaluate six benchmarks spanning two attack types, with 4,737 complete repair
runs across a design space of analysis network (N , N∆

w , or N∆
i ), direction, selec-

tion policy, abstraction strength ∆, target layer, and constraint-collection size. The
following research questions structure our analysis:

RQ1: Overall effectiveness. Can the framework reduce ASR while preserving
clean accuracy, evaluated on the full dataset?

RQ2: Repair-mask sensitivity. How do weight direction and column-wise
selection policy affect repair quality, mask size, and wall-clock time?

RQ3: Surrogate-network trade-off. How do N , N∆
w , and N∆

i differ in accuracy
preservation, constraint size, and wall-clock time?

RQ4: Abstraction strength. How does ∆ under N∆
w affect the tractability–

fidelity trade-off?

4.1 Experimental Setup

We evaluate four backdoor benchmarks (Fashion-MNIST, MNIST-BD, CIFAR-10,
GTSRB) and two adversarial benchmarks (MNIST-6, ResNet18-CIFAR10). Table 1
lists model architectures and tasks; we abbreviate Fashion-MNIST as Fashion in all
tables.

Each repair run fixes a single target layer ℓ∗ and a single weight direction (incoming,
outgoing, or bias). The design space C comprises: (i) analysis network (N , N∆

w , or
N∆

i ; reported as normal, weight-δ, or input-δ in tables); (ii) weight direction and
selection policy (p95 or random-k, k ∈ {10, 25, 50}); (iii) abstraction strength ∆ ∈
{0, 1.0, 1.5, 2.0, 2.5, 3.0}; (iv) target layer ℓ∗; and (v) constraint-collection size |D|.

Metrics.

We report post-repair clean accuracy (Acc) and attack success rate (ASR = 100% −
repair rate) on the evaluation set T , disjoint from the repair pool P and constraint-
collection set D. For backdoor benchmarks, |T | = 1,000; for adversarial benchmarks,
|T | varies by dataset. Wall-clock time covers the complete pipeline (localization,
constraint collection, Max-SMT solving, and candidate selection).

Reporting protocol.

Each configuration C defines one repair run. Within a run, Top-K candidate ranking
uses only D; T is not used for constraint generation or intra-run candidate selection.
Table 3 reports the retrospectively best explored configuration C∗ per benchmark—
the completed run with lowest ASR on T subject to an accuracy drop of at most 5
percentage points among all runs in the design-space sweep. Because C∗ is selected after
exploring many configurations using the same T , these headline results characterize
repair potential under design-space exploration rather than a fully blind single-shot
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Table 1 Benchmarks and model architectures.

Model Architecture Task
Fashion Conv backbone + Dense(128) → Dense(10) Backdoor
MNIST-BD Conv backbone + Dense(512) → Dense(10) Backdoor
CIFAR-10 Conv backbone + Dense(512) → Dense(10) Backdoor
GTSRB Conv backbone + Dense(512) → Dense(43) Backdoor
MNIST-6 Conv backbone + Dense(50) → Dense(10) Adversarial
ResNet18 ResNet-18 backbone + Dense(10) Adversarial

deployment protocol. All other tables (RQ2–RQ4) report fixed configurations and
should be read as controlled ablations within the same sweep.

Hardware.

Experiments run on Ubuntu 24.04.4 LTS with an Intel Core i7-13700 (24 threads),
16GB RAM, and an NVIDIA Geforce RTX 4070Ti SUPER GPU.

4.1.1 Attack Construction and Repair-Time Data

Backdoor benchmark provenance.

The four backdoor benchmarks (Fashion-MNIST, MNIST-BD, CIFAR-10, GTSRB)
use backdoored models inherited from the CARE benchmark Sun et al. (2022). Each
model was injected following the BadNets methodology Gu et al. (2019): a 4×4 white-
square trigger is placed at the bottom-right corner of each image, and a target label
is chosen randomly per network. CARE varies the poisoning ratio to achieve a high
pre-repair ASR while maintaining clean accuracy, rather than fixing a single poisoning
rate across benchmarks; we therefore do not report a per-benchmark poisoning rate,
but instead report the empirically measured pre-repair clean accuracy and ASR in our
own evaluation environment as the Before values in all tables.

Reverse-engineered trigger protocol.

Consistent with CARE’s evaluation setup, the backdoor trigger is treated as unknown
at repair time. Both the constraint-collection adversarial inputs Dadv and the evalua-
tion adversarial inputs Tadv are formed by applying a reverse-engineered trigger rather
than the original training-time trigger. The reverse-engineered trigger is obtained via
Neural Cleanse-style inversion on the inherited backdoored model. ASR is computed
as the fraction of triggered test images classified into the attack target label under
this reverse-engineered trigger.

Constraint-collection set construction.

We partition the standard test split into a repair pool P and a disjoint evaluation
set T . The constraint-collection set D ⊆ P consists of two subsets:

• Dnorm: |D| clean images per class, sampled uniformly from P .
• Dadv: |D| triggered images per class, formed by applying the reverse-engineered

trigger to the corresponding samples in P .
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Table 2 Sensitivity of repair quality to |D|
(samples per class in constraint collection).
Fixed config: MNIST-BD uses out/p95, i-δ,
∆=1.0; Fashion uses out/p95, i-δ, ∆=2.0.

|D|
MNIST-BD Fashion-MNIST

Acc (%) ASR (%) Acc (%) ASR (%)
1 90.60 16.61 93.34 6.66
2 87.09 39.30 92.40 7.66
3 99.29 7.05 93.34 6.66
5 96.30 14.61 93.34 6.66
7 96.70 13.04 92.40 7.66
10 99.50 14.84 89.04 6.69

DeepSHAP localization likewise uses samples from P only. The same P/T partition
applies to adversarial benchmarks (MNIST-6, ResNet18), where Dadv consists of PGD
adversarial examples generated from samples in P . The parameter |D| is part of the
design space C and is swept from 1 to 10 in all experiments. No sample in T is used
for localization, constraint collection, or Top-K candidate ranking.

Sensitivity to |D|.

Table 2 reports repair quality for varying |D| under the best-direction configuration on
MNIST-BD and Fashion-MNIST, with all other hyperparameters fixed. On Fashion-
MNIST, repair quality is highly stable: ASR remains at 6.66–6.70% across all |D| from
1 to 10, indicating that any small representative sample reliably covers the relevant
fault execution paths. On MNIST-BD, the dependence is non-monotone: |D|=2 pro-
duces worse ASR than |D|=1, while |D|=3 achieves the global best (7.05%); increasing
|D| beyond 3 does not further improve results and modestly raises wall time. This
non-monotone behavior reflects the fact that path coverage depends on which sam-
ples are drawn, not only how many; additional samples may share active paths with
existing ones and add only redundant constraints. In practice, we recommend sweep-
ing |D| ∈ {2, . . . , 5} and selecting the candidate with the lowest post-repair ASR on a
held-out validation split.

4.2 Overall Repair Performance

RQ1. Table 3 reports retrospectively best explored C∗ for each benchmark (see
Reporting protocol above). Backdoor and adversarial benchmarks are separated by a
rule because they exhibit fundamentally different repair behavior.

Backdoor benchmarks.

Fashion-MNIST and MNIST-BD achieve near-complete backdoor removal. On
Fashion-MNIST, ASR drops from 99.77% to 6.66% while accuracy changes from
91.36% to 93.34% (160.4 s) under outgoing/p95 with |D|=3. On MNIST-BD, ASR falls
from 98.68% to 7.05% with accuracy preserved at 99.29% (74.4 s). Critically, both
best configurations use the outgoing direction on dense_2 with surrogate N∆

i (input-
δ)—not the incoming direction that is often assumed as default. CIFAR-10 yields
partial success: ASR decreases from 88.34% to 68.75% at a cost of 2.05 pp accuracy
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Table 3 RQ1 repair results: retrospectively best explored configuration per benchmark (Acc
drop ≤5 pp; selected from design-space sweep using T ). ASR = 100%−Repair Rate; Time =
total wall-clock time (s).

Model
Acc (%) ASR (%) Form. ∆ Dir/Sel |D| ℓ∗ Time (s)

Before After Before After
Backdoor benchmarks

Fashion 91.36 93.34 99.77 6.66 i-δ 2.0 out/p95 3 dense 2 160.4
MNIST-BD 99.09 99.29 98.68 7.05 i-δ 1.0 out/p95 3 dense 2 74.4
CIFAR-10 97.70 95.65 88.34 68.75 w-δ 1.5 out/p95 4 dense 2 408.2
GTSRB 96.51 92.89 90.48 85.96 normal 0.0 in/r-25 4 dense 1 694.2
Adversarial benchmarks

MNIST-6 100.00 100.00 100.00 5.81 i-δ 2.0 bias 1 dense 0.51
ResNet18 89.49 89.02 85.51 40.42 i-δ 1.0 bias 3 dense 2.6

drop (408.2 s). GTSRB shows minimal improvement (ASR 90.48%→85.96%, 694.2 s),
indicating a scalability boundary for single-layer repair.

Adversarial benchmarks.

The adversarial benchmarks reveal that bias-direction repair is the key design-space
dimension for adversarial fault correction. On MNIST-6, selecting N∆

i with the bias
direction (∆=2.0, |D|=1) achieves near-complete adversarial removal: ASR drops from
100.00% to 5.81% while clean accuracy is fully preserved at 100.00% (0.51 s). This
result matches the ASR reduction quality of the best backdoor benchmarks and could
only be discovered through systematic design-space exploration—prior work focus-
ing exclusively on incoming or outgoing directions would have missed it entirely. On
ResNet18, the same bias direction with N∆

i (∆=1.0, |D|=3) reduces ASR from 85.51%
to 40.42% while preserving accuracy (89.49%→89.02%, 2.6 s). Although the residual
ASR on ResNet18 remains higher than on MNIST-6, this represents a substantial
reduction and indicates that bias-direction repair generalizes beyond small models;
the remaining gap likely reflects the deeper, more distributed nature of PGD-style
adversarial faults in ResNet18 compared to MNIST-6, where the fault appears more
localized to the bias parameters of a single dense layer.

4.3 Effect of Repair Mask Direction and Selection

RQ2. We fix analysis on N (normal) with |D|=5 and vary weight direction and selec-
tion policy. Table 4 reports Acc, ASR, repair-weight count (#RepairW), and total
wall-clock time.

Direction and mask size jointly determine repair feasibility.

MNIST-BD. Direction is decisive: outgoing/p95 reduces ASR from 98.68% to
10.98% with only #RepairW=6 and 108 s wall time, while all incoming variants
leave ASR above 87% and collapse clean accuracy (47–50%), despite much larger masks
(300–474 repair weights). Outgoing/r-50 increases #RepairW to 60 but still yields
substantially worse ASR (82.32%), showing that mask size alone does not determine
repair effectiveness.

GTSRB. No direction achieves meaningful ASR reduction: out/p95 preserves
clean accuracy (96.49%) but leaves ASR at 90.90%, while incoming/p95 and
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Table 4 Direction and selection comparison (N/normal,
attack-only, |D|=5). #RepairW = ones in the boolean
repair mask. ASR = 100%− repair rate.

Model Dir / Sel k #RepairW Time (s) Acc /ASR (%)

MNIST
BD

bias – 6 173 99.57 / 88.66
in / p95 p95 474 153 47.36 / 87.22
in / r-50 50 300 172 49.92 / 89.18
out / p95 p95 6 108 99.56 / 10.98
out / r-50 50 60 121 47.17 / 82.32

GTSRB
in / p95 p95 52 852 0.48 / 99.52
in / r-50 50 100 858 35.54 / 95.42
out / p95 p95 6 803 96.49 / 90.90

Table 5 Analysis-network comparison (incoming/r-50, attack-only,
|D|=5; best ∆ per surrogate). #Assert = normal + attack asserts.

Model Formulation ∆ Acc (%) ASR (%) #Assert Time (s)

Fashion
normal 0.0 93.36 6.64 58 255
weight-δ 1.5 93.36 6.64 66 294
input-δ 2.0 88.83 11.17 80 246

MNIST-BD
normal 0.0 49.92 89.18 1,750 172
weight-δ 2.0 91.31 88.31 3,964 184
input-δ 1.5 99.14 88.16 485 175

CIFAR-10
normal 0.0 63.67 88.75 730 512
weight-δ 2.5 65.10 87.55 2,482 611
input-δ 2.0 87.60 88.49 398 606

MNIST-6
normal 0.0 74.42 88.37 163 2
weight-δ 1.5 100.0 89.53 163 2
input-δ 1.5 95.35 88.37 343 2

incoming/r-50 both collapse clean accuracy (0.48% and 35.54%, respectively). This
confirms the current scalability boundary of single-layer repair on this benchmark.

Bias as a tractability probe.

Bias uses the smallest repair mask on MNIST-BD (#RepairW=6) and serves as a
tractable diagnostic baseline. Because it is structurally incapable of redirecting incom-
ing attack activations, we recommend running bias repair first to confirm solver budget
and localization stability before committing to outgoing or incoming with appropriate
∆ calibration.

4.4 Effect of Ternary and Gated Surrogates

RQ3. We fix the repair mask to incoming/r-50 with |D|=5 and compare N , N∆
w

(ternary), and N∆
i (activation-gated). Table 5 reports the best ∆ per surrogate.

Surrogate choice primarily governs accuracy preservation, not ASR level, when
the mask direction is incoming. On MNIST-BD and CIFAR-10, all three networks
leave ASR above 87% because incoming/r-50 is an ineffective repair direction for
these models (RQ2). However, concolic execution on N collapses MNIST-BD accuracy
to 49.92% (1,750 asserts), while N∆

i recovers accuracy to 99.14% with only 485
asserts. The same pattern holds on CIFAR-10: N∆

i achieves the highest accuracy
(87.60%) with the fewest asserts (398) compared to N (63.67%, 730 asserts) and
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Table 6 Effect of ∆ under N∆
w on MNIST-6 (incoming/r-50,

|D|=5).

∆ #Assert ↓ Acc (%) ASR (%) Total wall-clock time (s)
1.0 263 88.37 89.53 1.97
1.5 163 100.0 89.53 1.69
2.0 36 90.70 89.53 1.57
2.5 36 90.70 89.53 1.58
3.0 36 48.84 95.35 1.57

N∆
w (65.10%, 2,482 asserts). On Fashion-MNIST (a small tractable model), surrogate

choice has minimal effect when the direction is already optimal. On MNIST-6, however,
surrogate and direction interact critically: all three networks under incoming/r-50
leave ASR near 89%, while switching to N∆

i with the bias direction reduces ASR to
5.81%—a result achievable only through joint direction–surrogate co-selection. These
results show that surrogate and direction must be co-designed : incoming/r-50 with any
network fails on MNIST-BD, whereas outgoing/p95 with N∆

i succeeds (RQ1, Table 3);
and for adversarial repair, the bias direction unlocks the fault space that incoming
and outgoing directions cannot reach.

4.5 Effect of Abstraction Strength

RQ4. We study the effect of ∆ on MNIST-6 under a fixed direction (N∆
w , incoming/r-

50, |D|=5) to isolate the ∆ dimension from direction effects (Table 6). As shown in
RQ1, switching to bias-direction N∆

i achieves ASR 5.81%; the purpose of this analysis
is to characterize how ∆ modulates assert count and accuracy fidelity when direction
is held constant.

As ∆ increases, assert count falls monotonically (263→163→36) and total wall-
clock time decreases accordingly (1.97 s→1.57 s). Repair quality, however, is non-

monotonic: ∆=1.5 achieves perfect clean accuracy (100.0%) despite more asserts than
∆≥2, while ∆=3.0 collapses accuracy to 48.84% and worsens ASR to 95.35%. Cru-
cially, ASR remains effectively unchanged across all ∆ values under this direction
(≈89–95%), confirming that ∆ modulates fidelity to clean execution paths but can-
not compensate for a suboptimal direction choice. The contrast with the RQ1 result
(ASR 5.81% under bias+N∆

i ) underscores that direction selection is a prerequisite for

adversarial repair : no amount of ∆ tuning can substitute for choosing a direction that
covers the adversarial fault locus.

4.6 Comparison with CARE

We compare against CARE Sun et al. (2022), a representative grey-box repair method
that performs causality-based neuron localization followed by Particle Swarm Opti-
mization (PSO) to adjust identified weights. To compare repair mechanisms under
aligned localization coverage, both methods localize the top 1% of critical neurons
before repair. CARE’s reported results are 5-run averages on the held-out test split
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Fig. 6 Total wall-clock time, #Assert, and accuracy under different ∆ values on MNIST-6 (N∆
w ,

incoming/r-50, |D|=5; log scale for total time and #Assert).

Table 7 Comparison with CARE on backdoor benchmarks (both methods localize top 1%
critical neurons). Before values are shared baselines (ours); CARE After values are 5-run
averages on test [1000:2000]; Ours are retrospectively best explored C∗.

Model Before ASR
After ASR (%)

Before Acc
After Acc (%) Time (s)

CARE Ours CARE Ours CARE Ours
MNIST-BD 98.68 36.10 7.05 99.09 98.40 99.29 8,745 74.4
Fashion 99.77 36.20 6.66 91.36 91.50 93.34 681 160.4
CIFAR-10 88.34 71.40 68.75 97.70 71.60 95.65 901 408.2
GTSRB 90.48 0.00 85.96 96.51 97.50 92.89 1,428 694.2

[1000:2000], whereas our results correspond to the retrospectively best explored con-
figuration C∗ as defined in Section 4.2.1 Table 7 reports the comparison. We use
our own before-repair baseline values throughout, as the repair targets are the same
backdoor-injected models.

MNIST-BD and Fashion-MNIST.

Under the aligned top-1% neuron localization setting and the protocol differences
noted above, our retrospectively best explored configurations achieve lower post-repair
ASR on both benchmarks: 7.05% vs. CARE’s 36.10% average on MNIST-BD and
6.66% vs. 36.20% on Fashion-MNIST. CARE preserves clean accuracy reasonably well

1CARE averages over five independent PSO runs, while we report the single best-configuration result
from a design-space sweep; the exact test-split boundaries may also differ. These comparisons should be
read as evidence of repair potential rather than strict head-to-head dominance claims.
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under this setting (MNIST-BD: 98.40%, a 0.69 pp drop; Fashion: 91.50%, a slight
improvement), but still leaves over one-third of backdoor-triggered inputs misclassified.
Our best explored configurations further reduce ASR while preserving or improving
clean accuracy (99.29% and 93.34%, respectively). Wall-clock time also favors our
pipeline on these two benchmarks (74.4 s vs. CARE’s 8,745 s on MNIST-BD; 160.4 s vs.
681 s on Fashion), reflecting the difference between one-shot Max-SMT over collected
path constraints and iterative PSO over full-dataset forward passes.

CIFAR-10.

On CIFAR-10, our best explored configuration achieves modestly lower post-repair
ASR than CARE’s average (68.75% vs. 71.40%) while preserving substantially more
clean accuracy (95.65% vs. 71.60%, a 26.1 pp gap). CARE’s PSO search drives down
ASR only at the cost of catastrophic accuracy loss on this benchmark, whereas our
path-constraint formulation limits the accuracy drop to 2.05 pp under the explored
setting. Wall-clock time is also favorable for our method (408.2 s vs. 901 s). This result
suggests that, once localization coverage is held constant, symbolic path-constraint
repair can match or exceed heuristic PSO on ASR while better preserving clean-input
behavior—subject to the reporting-protocol caveats above.

GTSRB.

GTSRB represents the clearest win for CARE: under the aligned top-1% neuron
setting, CARE achieves complete backdoor removal (ASR 90.48% → 0.00%) while
slightly improving clean accuracy to 97.50%, in 1,428 s. Our best explored configura-
tion, by contrast, reduces ASR only marginally (90.48%→85.96%) at a cost of 3.62 pp
accuracy drop (92.89%, 694.2 s). This outcome is consistent with the scalability anal-
ysis in Section 4.3: on GTSRB’s 512-unit dense layer, no direction or selection policy
we explored achieves meaningful ASR reduction under the single-layer repair budget.
The CARE result confirms that the GTSRB backdoor is in principle repairable under
the same localization budget; the gap therefore reflects a limitation of our current
repair scope rather than an inherent property of the model.

5 Discussion

5.1 Constraint Count as the Primary Cost Driver

Our results reveal a counter-intuitive finding: wall-clock time is governed by constraint
count rather than model size. GTSRB, one of the larger benchmarks, requires up to
858 s for incoming/r-50 (#RepairW=100), while MNIST-6—a far smaller model—
completes all runs in under 2 s regardless of surrogate choice. This decoupling has
an important practical implication: the choice of analysis network and ∆ is more
consequential than model architecture for repair tractability, and calibrating these
parameters per model is a necessary step before deployment.

More broadly, scalability bottlenecks stem from the symbolic complexity of the
repair sub-network under the chosen surrogate. N∆

i reduces assert count most aggres-
sively among the three networks (e.g., 485 asserts on MNIST-BD vs. 1,750 for N
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and 3,964 for N∆
w ), while the outgoing/p95 direction dramatically reduces repair-

mask size independent of surrogate (e.g., #RepairW=6 vs. 300–474 for incoming on
MNIST-BD).

5.2 Design-Space Implications

Our exploratory methodology suggests practical guidance: (i) start from N with
bias direction to probe solver budget; (ii) switch to outgoing/p95 for backdoor
benchmarks—this is the most effective direction on MNIST-BD and Fashion-MNIST
while producing the smallest repair masks; (iii) apply N∆

i on dense-heavy models
where concolic execution on N collapses accuracy; (iv) calibrate ∆ per model to bal-
ance fidelity and tractability; (v) always rank candidates by minimizing ASR subject
to an accuracy drop bound. We do not claim a universally dominant C∗; rather, sur-
rogate choice, direction, and ∆ interact with model scale, layer geometry, and fault
type.

5.3 Threats to Validity

We explore 4,737 runs across six benchmarks but report retrospectively best C∗

per benchmark without Bonferroni correction; headline results therefore characterize
repair potential under our exploration budget rather than establishing strict superior-
ity over any fixed baseline. Because C∗ is chosen after sweeping many configurations
using the same evaluation set T , Table 3 should be read as design-space charac-
terization rather than a fully blind deployment protocol; future work should hold
out a dedicated validation split for configuration selection and report mean/std over
repeated seeds.

Comparison with CARE.

CARE reports 5-run PSO averages, whereas we report the single best explored configu-
ration from a much larger design-space sweep. This asymmetry makes direct numerical
dominance claims inappropriate; the CARE comparison in Section 4.6 is intended to
illustrate complementary strengths (e.g., CARE’s complete GTSRB removal) rather
than to establish statistically controlled superiority.

Data partitioning.

All repair-time stages (DeepSHAP localization, constraint collection, and Top-K
candidate ranking) use only the repair pool P; reported Acc/ASR use the disjoint eval-
uation set T . ResNet18 coverage includes 224 complete runs across bias and incoming
directions; the best explored repair (bias direction, N∆

i , ∆=1.0) achieves substantial
ASR reduction (85.51% → 40.42%) while preserving clean accuracy.

5.4 Path-Level vs. Point-Wise Repair

A fundamental distinction between our approach and prior constraint-based repair
methods such as NNrepair Usman et al. (2021) and PRDNN Sotoudeh and Thakur
(2021) is the level at which behavioral specifications are encoded. Point-wise methods
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encode correctness as a requirement that specific input–output pairs produce correct
labels; our approach instead encodes execution path consistency—the requirement that
internal branching decisions on normal inputs remain unchanged, and that adversarial
inputs are steered onto different execution paths.

This path-level specification has two practical advantages. First, a single path con-
straint captures behavioral consistency across a region of the input space (all inputs
that would follow the same execution path), not just a single point, providing implicit
generalization beyond the collected samples. Second, path-level soft constraints for
adversarial inputs specify not just “produce a different output” but “take a differ-
ent internal route”—a more precise behavioral deviation that leaves fewer degrees of
freedom for the solver and reduces the risk of spurious repairs.

5.5 Limitations and Future Directions

Our framework achieves near-complete backdoor removal on Fashion-MNIST (ASR:
99.77% → 6.66%) and MNIST-BD (ASR: 98.68% → 7.05%), and near-complete
adversarial repair on MNIST-6 (ASR: 100.00% → 5.81%) when bias-direction N∆

i

is selected. ResNet18 shows partial adversarial reduction (ASR: 85.51% → 40.42%),
while CIFAR-10 and GTSRB show limited improvement. The following limitations
help explain the remaining gaps and suggest directions for future work.

Scalability to large dense layers.

GTSRB and CIFAR-10 illustrate the current scalability ceiling. GTSRB (512-unit
dense layer) achieves at best ASR=85.96% after repair, while CIFAR-10 reaches
only 68.75%. Incoming direction collapses accuracy entirely on GTSRB (0.48%), and
outgoing/p95—though preserving accuracy—produces no meaningful ASR reduction.
Partial symbolic unrolling or hierarchical constraint decomposition may help push
past this boundary.

Single-layer, single-direction symbolic repair.

Our Max-SMT instantiation confines repair unknowns to one layer and one weight
direction (incoming, outgoing, or bias) per run, which keeps collected constraints in
QF LRA along fixed ReLU paths. Extending repair unknowns across multiple layers—
with any per-layer direction—introduces bilinear terms (e.g., w(ℓ+1) · ReLU(w(ℓ)x))
that fall outside QF LRA; mixing multiple directions within the same layer would
have the same effect. Alternative backends (e.g., MIQP Majd et al. (2021) or CEGIS
over non-linear theories) are left to future work.

No formal guarantee.

Path constraints may be collected on analysis surrogates N∆
w or N∆

i ; faithful vali-
dation on N compensates empirically but does not close the surrogate–deployment
gap. Abstraction-refinement loops, as studied in verification-guided repair Ma et al.
(2024) and counterexample-guided DNN verification Liu et al. (2024), are promising
directions for closing this gap automatically.
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Input sensitivity.

Repair quality is sensitive to the representativeness of the constraint-collection inputs.
An unrepresentative adversarial sample that does not reliably trigger the target fault
will produce soft constraints that do not cover the relevant execution paths. Inte-
grating automated input selection—for example, using SHAP-guided sampling to
identify inputs that maximally activate the attack-only neuron set S—could reduce
this dependence.

Weight selection heuristic.

Random-k budgets trade theoretical optimality for fixed SMT variable counts;
percentile-based masks in the artifact may help on some models but did not rescue
MNIST 2 in our sweeps.

6 Conclusion

We presented a configurable, constraint-guided framework for post-hoc neural net-
work repair that couples DeepSHAP localization, multi-dimensional repair masks
(incoming, outgoing, bias; random-k and percentile selection), path-level concolic
specifications on N or analysis surrogates (N∆

w , N∆
i ), and Top-K Max-SMT with

mandatory faithful validation on N . By empirically navigating this design space
across 4,737 runs on six benchmarks, we show that repair success depends critically
on direction–surrogate–∆ co-calibration. On backdoor benchmarks, near-complete
removal is achievable on Fashion-MNIST and MNIST-BD (ASR >98%→<8%) when
outgoing direction with N∆

i is selected among explored configurations. On adversarial
benchmarks, bias-direction N∆

i repair achieves near-complete adversarial removal on
MNIST-6 (ASR 100%→5.81%, 0.51 s) and substantial reduction on ResNet18 (ASR
85.51%→40.42%)—results that would be invisible to any search restricted to incoming
or outgoing directions. CIFAR-10 and GTSRB remain challenging under single-layer
repair, exposing a tractability–fidelity boundary. The results highlight that systematic
design-space exploration, rather than a fixed repair recipe, is necessary for discovering
effective repair configurations, and provide a reproducible basis for further exploration
of repair dimensions.
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