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Abstract

Complex networks can undergo abrupt transitions from functional operation to systemic collapse
under progressive failures or attacks, yet existing robustness metrics provide no universal measure
of how close a network is to failure. Here, we introduce collapse distance, a target-configurable
safety-margin metric defined as the minimum fraction of additional node removals required to
trigger a prescribed collapse response. To estimate it efficiently, we develop TCR-GIN, a physics-
informed graph learning framework trained with dismantling-derived upper-bound supervision
and degradation-law regularization. We theoretically establish a sufficient condition under which
TCR-GIN can outperform any individual heuristic in exact collapse distance and derive an error
bound. Across synthetic benchmarks and diverse real-world networks, TCR-GIN occupies the
accuracy—efficiency Pareto front among 28 baselines and generalizes to unseen real systems.
Under sustained attacks, its trajectories are more stable and interpretable than those of competing
baselines and widely used robustness metrics, enabling a configurable early-warning signal. With
collapse distance as a measure of network failure proximity, our framework shifts robustness from

retrospective evaluation to real-time safety management.

Introduction

From biological systems that sustain life to engineering infrastructures that support modern

society 1™, the functional stability of complex systems is fundamentally governed by their
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topological structure ®*9 and its interplay with intervening dynamical processes ”. Although these
systems have acquired a certain degree of robustness through long-term evolution or engineering
design, they can remain highly vulnerable to specific perturbations . For example, the loss of
key species in an ecosystem can trigger cascading extinctions Y, while the failure of a few critical
lines in a power grid, such as in response to environmental stressors 12, can lead to widespread
blackouts™?. These risks motivate real-time monitoring of network structural robustness, where the
key quantity is the remaining safety margin before a prescribed breakdown threshold (or collapse

target) is reached 14719,

Existing studies have largely quantified network structural robustness through connectivity-
based indicators, particularly those derived from the giant component, or largest connected
component (LCC) ®. Yet quantities that are useful for robustness assessment do not necessarily
serve as effective warning indicators during ongoing degradation. As illustrated in Fig.
conventional metrics can occupy markedly different numerical ranges near collapse across
networks, attack scenarios, and collapse targets, making consistent interpretation difficult and
hindering the construction of configurable early-warning signals. One class of metrics is based
on the snapshot, such as LCC size and natural connectivity ">, Because they characterize only
the instantaneous topological state, these metrics do not directly reflect the remaining structural
safety margin and may respond sharply only when collapse is already imminent 2*2* (Fig. I and
g). Moreover, they are not naturally defined with respect to prescribed collapse targets, which
limits their ability to measure the distance to a desired level of retained functionality >/ (Fig.

and h).
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A second class relies on attack simulations, exemplified by the [2-value proposed by
Schneider et al. %®, which quantifies robustness by computing the area under the LCC degradation
curve during a sustained attack. The validity of such metrics depends on the chosen simulation

101629 thereby coupling robustness metrics to a hypothesized attacker rather than

Strategy
to the network itself. However, existing strategies, such as degree- or betweenness-based
attacks, exhibit pronounced inconsistency because their performance varies substantially across
network topologies, and their sensitivity to collapse targets differs across settings ' (Fig.
and g). Moreover, attack-induced R-value trajectories can exhibit pronounced non-monotonic
fluctuations and abrupt changes (Fig. |lg and 1), reducing their interpretability as warning signals.
Such simulations are also computationally expensive, limiting their practicality for real-time

monitoring 722,

To address those challenges, we define collapse distance (CD) as the minimum fraction of
node removals required to drive a network to a prescribed, application-specific collapse target.
Beyond its semantic interpretation, we prove that CD obeys monotonicity and bounded variation
under single-node removal and scale-transformed additivity under fragmentation. Our objective
is not to construct an intervention sequence, but to estimate a graph-level distance to failure for

monitoring and early warning (Fig.|lo and p).

Computing CD exactly is NP-hard, precluding its direct use in online settings. To overcome
this limitation, we develop Topology-Consistency Regularized Graph Isomorphism Network

(TCR-GIN) (Fig. [2), a physics-informed graph learning framework that maps network topology
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to collapse distance in a single forward pass. Here, physics-informed refers to incorporating
theoretically derived degradation laws for the discrete network collapse process, specifically the
monotonicity and bounded-variation behavior of CD under node removal. TCR-GIN is trained
with dismantling-derived upper-bound supervision and regularized by degradation laws of CD
to encourage physically consistent predictions under progressive node removal. Because every
dismantling heuristic furnishes only an upper bound on CD, this supervision scheme introduces
systematic one-sided bias. The theoretical analysis addresses three questions that arise from this
one-sided supervision design. First, can a learner trained on biased labels outperform its own
supervision? We prove a sufficient condition under which TCR-GIN achieves a smaller true-label
mean absolute error (MAE) than any individual heuristic, where true labels (TL) are exact collapse
distances. This explains why a smooth predictor that aggregates multiple upper-bound supervisions
can outperform each heuristic, even though none provides true labels for training. Second, does
the guarantee improve as additional dismantling heuristics are incorporated? We derive an explicit
upper bound on the true-label MAE and show that its supervision-bias components contract
monotonically with heuristic-pool expansion, so the estimator can co-evolve with advances in
dismantling algorithms upon relabeling and retraining. Third, what role does degradation-law
regularization play beyond label quality? We show that topological-consistency regularization
reduces a supervision-bias component that persists regardless of training-set size, providing a
benefit that neither more data nor a larger heuristic pool alone can substitute. Further, we bound
the additivity error of TCR-GIN predictions under network fragmentation. The overall framework

runs in O(N + M) time per forward pass for a network with N nodes and M edges.
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We evaluate TCR-GIN on synthetic benchmarks, real-world network datasets, and sustained-
attack trajectories. Across multiple benchmarks, the model provides favorable accuracy—efficiency
trade-offs relative to advanced algorithms, such as GDMR "% FINDER “Y, and DomiRank “!. On
small networks with true labels, TCR-GIN achieves lower true-label MAE than all 28 baselines
in the heuristic pool. TCR-GIN also shows zero-shot transfer from synthetic training networks to
REDDIT and benefits from domain-specific data augmentation on infrastructure networks. The
predicted CD trajectories remain stable and interpretable across diverse networks, attack scenarios,
and collapse targets. Further, on two real-world infrastructure networks, they provide configurable
early-warning signals that conventional metrics such as LCC size, natural connectivity “#, and
the R-value %% are failing. For larger systems beyond the direct training scale, we use late-
stage component-wise reconstruction after fragmentation, exploiting the additivity structure of CD
once component sizes enter the trained regime. Beyond the fixed-target scalar setting considered
here, we further explore a lightweight extension from learning a single collapse-distance value to
predicting a discrete collapse profile. Overall, these results position collapse distance as a practical
and interpretable quantity for monitoring structural collapse and show how one-sided heuristic
supervision can be combined with discrete degradation laws to build a theoretically grounded

graph-learning estimator.

Results

physics-informed graph learning enables collapse distance for early warning in complex networks
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Theoretical formulation of collapse distance

We define collapse distance for a given network state, whether undisturbed or already degraded
by a sequence of attacks, as the minimum fraction of additional node removals required to reach a
prescribed collapse target. This metric is designed to provide a unified and configurable measure of
structural robustness for complex systems across different scenarios. Formally, consider a network
G = (V,E) with N = |V| nodes. Let (G) € [0, 1] denote a normalized structural measure (in
this work, we adopt the LCC size). Given a prescribed collapse target 7 € [0, 1], the collapse

distance D, (G) is defined as:
D, (G) := min i O(G\R)<T (1)
T . RCV N = )

where R denotes the set of removed nodes. A smaller CD means that the system is closer to
collapse, whereas a larger CD indicates a greater remaining structural safety margin. Collapse
distance has two key properties. First, it is target-configurable because its value explicitly depends
on the scenario-specified threshold 7. Second, it is strategy-independent because the minimization
ranges over all possible removal sets, so collapse distance captures the worst-case safety margin
determined solely by network topology and is independent of any particular attack strategy. This
strategy independence fundamentally distinguishes collapse distance from the critical removal

fraction 1Y,

CD further obeys two structural properties that are central to both estimation and deployment.
First, under single-node removal, the scale-corrected decrease in collapse distance is bounded,
with A € {0,1/N}. This bounded variation yields a well-behaved degradation trajectory and

7
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rules out abrupt jumps. Second, when the network fragments into disconnected components,
the global collapse distance can be written as a size-weighted aggregation of component-wise
collapse distances evaluated under appropriately rescaled collapse targets. This scale-transformed
additivity provides the basis for component-wise estimation and for extending the framework
to fragmented large networks. These results are formalized as Theorem S1 and Theorem S2
in the Supplementary Note I, and they jointly motivate both the regularization scheme and the

component-wise reconstruction strategy of the estimator developed next.

The TCR-GIN framework

Exact computation of the collapse distance is NP-hard and becomes impractical at scale. We
therefore formulate collapse-distance estimation as a graph-level regression problem. The exact
collapse distance is unavailable for large networks. For training, we run a pool of dismantling
algorithms # and define the observed label (OL) as D, (G;H) = minyey D'(G), where D(G)
is the collapse distance obtained by heuristic . We learn a predictor f, from a network snapshot
G to the predicted collapse distance ﬁT(G ). The input comprises the network topology and node

structural features.

We develop TCR-GIN, a topological-consistency-regularized graph isomorphism network
(Fig. 2p). The framework integrates a graph neural encoder with constraints derived from the
degradation laws of CD. Specifically, we adopt the graph isomorphism network (GIN) 2233 as the
backbone to embed network structure into high-dimensional representations. Because the collapse

8
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distance is a global network property, we introduce a virtual node to extend the receptive field of
local message passing. The virtual node connects to all real nodes and enables layer-wise global
information exchange via permutation-invariant aggregation. TCR-GIN uses a Long Short-Term
Memory (LSTM)-based multi-scale aggregation module to route layer-wise node embeddings into
an attention network for fusion. We additionally incorporate residual connections to mitigate
over-smoothing. Additional implementation details are provided in Data and Methods. The full

theoretical analysis is presented in Supplementary Note II.

Accuracy and efficiency analysis on synthetic and real networks

We compare TCR-GIN against 28 representative baselines on both synthetic and real-world
networks (Supplementary Note 1V). The synthetic dataset contains 84,000 networks generated by
four standard models, including Barabasi—Albert (BA) 2423, Erd6s—Rényi (ER) ¢, Watts—Strogatz
(WS) 2238 and Lancichinetti-Fortunato—Radicchi (LFR) “°. We group networks by size into four
regimes, with small, medium, large, and extra-large corresponding to N < 300, 300 < N < 700,
700 < N < 1100, and 1100 < N < 2000, respectively. Unless otherwise stated, we use
the collapse target 7 = 5/N. Additional dataset construction and split details are provided in
the Methods and Supplementary Note V. We measure prediction accuracy using MAE, and the
definition is provided in Supplementary Note VI. Unless otherwise stated, MAE is calculated

relative to the observed labels.

Figure 3 summarizes the accuracy—efficiency trade-off across all methods, with detailed

9
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numerical results reported in Table S1. TCR-GIN consistently achieves the lowest prediction error
across all four synthetic size regimes, with MAEs of 0.0114-0.0002, 0.00840.0005, 0.0054-0.0007,
and 0.005 £ 0.0010 for small, medium, large, and extra-large networks, respectively (mean +
s.d. across networks and five independent training seeds). The same convention is used below.
Under the CPU-only setting, TCR-GIN consistently lies in the low-error, low-latency region of the
scatter plots, showing a consistent advantage in the accuracy—efficiency trade-off. Because TCR-
GIN is implemented using sparse operations, it is well-positioned to benefit further from GPU

acceleration, whereas many heuristic baselines are less amenable to comparable acceleration.

At comparable inference-time scales, TCR-GIN is substantially more accurate. For example,
in the extra-large size range, DC, BC, and TCR-GIN all operate around 10~! s per network, but
their MAEs are 0.276, 0.266, and 0.005, respectively. This corresponds to an approximately 50 x

reduction in error at a similar computational cost.

At a given MAE level, TCR-GIN delivers orders-of-magnitude faster inference. This
advantage is most pronounced for large networks. For example, in the extra-large size range, the
Min-Sum reinsertion baseline (MSR) attains an MAE of 0.003 with an inference time of 29.89 s per
network, whereas TCR-GIN reaches an MAE of 0.005 in only 0.19 s per network, corresponding

to an ~ 160x speedup. The same advantage is observed in the other size ranges.

On the real-world REDDIT dataset, TCR-GIN achieves an MAE of 0.008 £ 0.0008 with
an end-to-end runtime of 0.027 s per network, showing a clear advantage over baseline methods.

To further assess generalization, we directly evaluate on REDDIT using a model trained only on

10
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synthetic networks, obtaining an MAE of 0.012 + 0.0034 (the red open star in Fig. 3g). These
results indicate that the model retains useful transferability from synthetic training networks to

real-world networks.

We further assess TCR-GIN on small networks where exact collapse distances can be
computed by exhaustive search and used as true labels for evaluation. By construction, OL satisfies
OL > TL for each network, so the training supervision contains a one-sided upward bias rather
than symmetric label noise. Experimentally, we find that despite being trained on OL, TCR-GIN
achieves lower TL MAE than every individual heuristic baseline (Fig. 3ff-g), consistent with our
theoretical analysis under one-sided supervision bias (Supplementary Note II.A). Specifically, on
small networks with N € [20, 40], TCR-GIN attains a TL-based MAE of 0.01940.0012, compared
with an OL-based MAE of 0.023 &£ 0.0009. TCR-GIN also outperforms every individual baseline
under TL. For example, the best heuristic, betweenness centrality removal (BCR), has a TL-based
MAE of 0.034, which TCR-GIN reduces by 47.8%. As shown in Fig. Bff, the observed labels
systematically overestimate the true labels, whereas TCR-GIN can predict below OL on part of the
test set and thereby move closer to TL. Consistently, many heuristics in Fig. 3g lie below the y = =
dashed line, meaning that their MAE with respect to OL is smaller than their MAE with respect to
TL. Thus, for dismantling methods, low error with respect to observed labels does not necessarily

indicate high accuracy with respect to the true labels.

11
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Online estimation of collapse distance trajectories under sustained attack

Unless otherwise stated, we use the same experimental setting as above and assess both the
online accuracy of TCR-GIN and the quality of its predicted trajectories under sustained attacks.
Our experiments cover both synthetic networks generated by multiple models and real-world
infrastructure networks with diverse structural properties. Compared with static evaluation, online
monitoring places greater emphasis on stability and inference efficiency, and it benefits from
prediction trajectories that are monotone, smooth, and consistent with component-wise additivity
after fragmentation. We compare different methods in terms of estimation accuracy and trajectory
consistency across networks and attack scenarios (Fig.[d]). Definitions of the evaluation metrics are

provided in Supplementary Note VI.

Fig. ] summarizes aggregated results over seven networks spanning synthetic and real-world
networks. To emphasize overall cross-network performance, we aggregate the metric values by
summing them across datasets before comparison. Overall, TCR-GIN consistently ranks among
the top methods on all three metrics. The stronger baselines are mainly advanced dismantling
heuristics and learning-based methods, including GDMR, GDM, CoreGDM, and CoreHD, which
can slightly outperform TCR-GIN on a single metric, but they tend to underperform on the others.
GDMR achieves the best overall performance across the three metrics. However, its runtime is 2—-3

orders of magnitude slower than that of TCR-GIN (Fig. [3).

To illustrate trajectory behavior in real-world systems, we further present the collapse-

12
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distance time series for the Transport and Power networks under three representative attack
types (degree-based attacks, betweenness-based attacks, and random attacks) (see Fig. [S] more
experimental results are provided in Fig. S2—S7). The experimental results across networks and
attack scenarios exhibit similar trends. Within the same attack trajectory, there is a significant
discrepancy among collapse-distance estimates yielded by different heuristic baselines. In contrast,
the trajectories predicted by TCR-GIN remain nearly monotonic throughout the attack process and
stay close to the lower envelope formed by the baseline set. More importantly, this trajectory-
level stability makes the estimated collapse distance more interpretable and reliable for online
monitoring. Operational and maintenance teams can use the continuous decrease in collapse
distance to trigger measures such as node protection and network reconfiguration, rather than

passively responding to sudden changes near single-point critical thresholds %41,

Under sustained attacks, real-world systems can enter a fragmentation state in which the
remaining network is split into multiple disjoint connected components {C; ; }ftzl. This setting
allows us to directly test whether the predictor remains consistent with the component-wise
additivity described in Theorem S2. We therefore evaluate snapshots with k; > 1 and compare
the model’s direct prediction D(G,) with the component-wise aggregated prediction D*¢5(G),)
obtained by combining predictions over connected components according to Theorem S2. We
quantify their agreement using the additivity mean absolute error (A-MAE). As shown in Fig. S1,
TCR-GIN exhibits small additivity errors on both the synthetic and real-world networks spanning

diverse generative models and scales.
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We further examine a Route network whose scale substantially exceeds the regime covered
during training and test whether TCR-GIN can still be applied through late-stage monitoring and
component-wise reconstruction. Supported by the additivity of CD itself (Theorem S2) and the
additivity-error bound of TCR-GIN in Supplementary Note II.D, this strategy enables scalable
monitoring of larger networks without modifying the model architecture. The window-selection

rule for Route and a detailed case study are provided in Supplementary Note IX.

Configurable early warning signal

Collapse distance enables configurable early warning under sustained attacks. To make this
operational, we introduce a user-defined warning target n/Ny, where n denotes the minimum
desired lead time before collapse, measured in attack steps, and N is the initial network size.
Under the one-node-per-step attack setting considered here, this is equivalent to n node removals.
Across the four representative trajectories in Fig. [6] using n = 3 and 7 = 0.3, the warning
consistently precedes collapse, with observed lead times ranging from 11 to 66 attack steps. This

behavior is observed across most attack scenarios, with the full results reported in Fig. S12-S15.

The warning target has a conservative temporal interpretation. When CD reaches n /N, the
current remaining network is already close enough to collapse that a collapse-inducing set of size
at most n exists under a worst-case continuation. The realized attack sequence, however, may
not coincide with such a set. This explains why the system can remain above the collapse target
for more than n additional attack steps, as illustrated by the mismatch between the red collapse-
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inducing sets and the orange future attack nodes in Fig. [6c.d,g,h. In this sense, the warning step
marks a conservative safety threshold. At this point, the remaining network can be driven to
collapse by at most n further removals under a worst-case continuation, so intervention is warranted

even if the realized attack sequence is less damaging and collapse occurs later.

This early-warning property reflects a fundamental difference in how LCC size and collapse
distance evolve under sustained attacks. LCC size can remain nearly unchanged for several steps
before dropping abruptly, whereas collapse distance decreases in bounded increments under one-
node removal. Accordingly, LCC mainly reflects realized functional loss after the critical structure
fails, while the collapse distance provides a more interpretable estimate of the remaining margin
to collapse. Plateau regions also differ in meaning. A flat LCC trajectory can mask ongoing
redundancy erosion, whereas a flat collapse-distance trajectory indicates that recent removals have
not further shortened the minimum path to collapse. Learning-based estimates may introduce mild

local jitter, but this does not change the overall decreasing trend.

Comparison with conventional robustness metrics further clarifies this advantage. We
evaluated LCC size, natural connectivity )\, two R-based measures, and collapse distance estimated
online by TCR-GIN on the same attack sequences under 7 = 0.3 and 7 = 0.5 (Fig. [/, and
additional cases are provided in Fig. S16-S19). Natural connectivity captures redundancy loss,
but its near-collapse magnitudes are not calibrated to a fixed remaining safety margin. Across the
Transport trajectories, \ remains below 1, whereas in the Power network it reaches several tens

(Fig.[7). Moreover, even within the same network, its value at the last pre-collapse snapshot varies

15
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with attack type and collapse target. For example, in the Power network under DC attack, the
value at the last pre-collapse snapshot shifts from 29.9 to 39.1 when 7 increases from 0.3 to 0.5
(Fig. , af). Thus, although )\ is informative about redundancy loss, a fixed threshold in \ cannot
be assigned a transferable remaining-collapse margin across settings. The R-based measures show
a similar limitation. Their values at the last pre-collapse snapshot vary substantially across attack
scenarios. For example, in the Power network, R(DCR) is 0.064 under DC attack and 0.126 under
BC attack for 7 = 0.3, and remains separated at 0.056 and 0.099, respectively, for 7 = 0.5 (Fig.[7x,
ac, ah, am). In addition, the online trajectories of both R(rand) and R(DCR) commonly exhibit
visible oscillations and local rebounds, weakening the correspondence between signal level and

risk stage during monitoring.

By contrast, collapse distance is calibrated by the number of additional removals needed to
reach collapse. As attacks progress, the trajectories approach the one-removal level on the order of
1/Ny, providing a direct reference for how close the system is to collapse. This calibration allows
the same warning target n /N, to retain the same interpretation as a worst-case margin of n further
removals across networks, attack scenarios, and collapse targets. Together with its configurable
lead time, collapse distance therefore offers a practical basis for online warning and cross-scenario

comparison.
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Discussion

Complex networks underpin the connectivity of critical infrastructures such as power grids,
transportation systems, and communications. In these settings, risk management and operational
scheduling require a quantifiable metric that directly links to operational thresholds and answers
a simple operational question: how far from failure? Collapse distance addresses this need
by measuring the minimum fraction of node removals required to reach a prescribed collapse
target, providing a safety margin that is anchored to the operational threshold while remaining
independent of any particular attack strategy. To make CD practically computable, we develop
TCR-GIN, a graph-learning estimator that combines dismantling-derived upper-bound supervision
with degradation-law regularization, turning a theoretically appealing yet NP-hard quantity into a

single-forward-pass predictor.

We provide a theoretical analysis of both the metric itself and the estimation framework. For
collapse distance, we prove two structural laws. First, one of the most remarkable features of our
framework is that CD obeys bounded variation under progressive node removal (Theorem S1),
providing the theoretical basis for a stable, non-lagging monitoring signal. This guarantee also
ensures that CD values near collapse share the same magnitudes of 1/N, across networks, attack
scenarios, and collapse targets, representing a significant conceptual advantage over existing
snapshot-based or simulation-driven robustness metrics (Fig. [7). Second, CD satisfies scale-
transformed linear additivity under fragmentation (Theorem S2), so that the system-level value can

be reconstructed from component-level values via a weighted sum, justifying scalable, component-
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wise evaluation on larger networks whose fragments fall within the trained size regime. For TCR-
GIN, three theoretical results explain why the supervision design works despite label bias. The
sufficient condition for true-label MAE improvement (Theorem S3) shows that the learner needs
only fit the observed labels comparably while inheriting less one-sided upward bias, enabling
a smooth predictor to move below the lower envelope of its own supervision, although the
bias threshold can currently only be verified against exact solutions on small networks. The
true-label MAE bound contracts monotonically with heuristic-pool expansion (Theorem S5),
so TCR-GIN can absorb future stronger dismantling algorithms by relabeling and retraining
alone. The bounded-variation regularization analysis (Theorem S6) translates the structural law
of Theorem S1 into a soft constraint on the learned predictor, identifying and reducing a bias that
persists in the infinite-data limit under fixed biased labels and that cannot be removed by pool
expansion alone. Beyond the supervision mechanism, the bounded additivity error of the learned
predictor (Theorem S7) underpins component-wise reconstruction for networks beyond the directly
trained scale, connecting the estimator to the exact additivity law of CD. In addition, TCR-GIN
scales linearly with network size owing to the message-passing architecture, making it applicable

to large-scale infrastructure networks.

The empirical results support and extend the theoretical picture. Across four synthetic
size regimes and one real-world network dataset, TCR-GIN consistently occupies the accuracy—
efficiency Pareto front relative to 28 representative baselines (Fig.[3a—e). On small networks where
exact collapse distances are computable, TCR-GIN attains smaller true-label MAE than every

individual heuristic used as its own supervision, even though its observed-label MAE exceeds that
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of some heuristics (Fig. [3f-g), confirming the phenomenon predicted by Theorem S3. The model
transfers zero-shot from synthetic training networks to the real-world REDDIT dataset (Fig. [3p).
With domain-specific data augmentation, online CD trajectories on infrastructure networks are
nearly monotone and hug the lower envelope of competing estimators throughout the attack process
(Figs. BHS). The additivity MAE remains low upon fragmentation (Fig. S1), enabling component-
wise reconstruction to handle networks well beyond the trained size regime. For instance, the
ROUTE network with approximately 6,000 nodes is evaluated using a model trained on networks
of up to 2,000 nodes (Fig. S11). Translated into a configurable early-warning signal, CD provides
stable early warnings on two infrastructure networks under two collapse targets across 30 attack
scenarios (Fig. [6] full results in Supplementary Figs. S12-S15). Figure [7] explains why this
capability is difficult to obtain from conventional metrics. Beyond the fixed-target scalar setting, a
lightweight collapse-profile extension (Supplementary Note X) replaces the scalar regression head
with a vector-valued head over a discrete target grid, indicating that collapse distance can serve
not only as a configurable scalar warning signal but also as a profile-based characterization of

structural vulnerability.

We emphasize that our objective differs from prior network dismantling studies, which

t IBI250  Tnstead, we focus

seek to identify an attack sequence or a minimum dismantling se
on the minimum fraction required to reach a prescribed collapse target, leveraging it as an
interpretable indicator for monitoring and early warning. Our setting is also different from

resilience inference and critical-transition early-warning paradigms that focus on node activity

trajectories 1424 Those approaches typically target changes in recovery capacity or dynamical
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tipping points, whereas here we characterize a topology-defined safety boundary. Beyond this
conceptual separation, the warning-step formalization developed here casts structural-robustness
assessment into an actionable early-warning signal, linking topological analysis with real-time

monitoring and decision-making.

Several directions could extend the practical scope of structural robustness research. First,
the discrete collapse-profile predictor explored here could be extended to a continuous target-
conditioned estimator f(G,7), allowing collapse distance to be queried at arbitrary operational
thresholds and further combined with task-specific functional failure criteria. Second, the
failure setting could be generalized from node removals to edge failures, mixed node—edge
failures, and coupled degradation in multilayer or interdependent networks *>#¢  Third, CD
could be used not only for passive monitoring but also as an objective or feedback signal for
proactive intervention, including protection prioritization, network rewiring, repair scheduling, and
robustness optimization “/=, Together, these directions would close the loop between structural
risk assessment, early warning, and active system restoration. To conclude, TCR-GIN makes
collapse distance practically usable by providing an efficient estimator for a theoretically appealing
yet NP-hard quantity. More broadly, this work illustrates how degradation-law constraints derived
from a problem’s combinatorial structure can be embedded as inductive biases into graph learning
and helps move structural robustness analysis from qualitative risk awareness toward quantitative,

proactive safety management.

20



384

385

386

387

388

389

390

391

392

393

395

396

397

398

399

400

Data and Methods

TCR-GIN

Let G = (V, E) be a networked system with N = |V| nodes, represented by an adjacency matrix
A € {0,1}*N and a structural feature matrix X € RV*4n_ The feature matrix X comprises
three basic network descriptors, including node degree, local clustering coefficient, and k-core
value. Our goal is to train a graph neural network fp : (A, X) — [0, 1] to estimate the collapse

distance.

Encoder. We adopt a multi-layer message-passing architecture enhanced with virtual nodes to

(0

capture global contextual information. Let h;” € R” denote the embedding of node i at layer ,
and let gV € R” represent the embedding of the virtual node. The initial embedding vector of the
virtual node, g(o), is initialized from a standard normal distribution and then learned jointly with the
model parameters. To facilitate bidirectional information flow, the global virtual node embedding
from the previous layer is incorporated into the current local node features, ensuring that the local

)

aggregation process captures global context. The node-enhanced feature HElA , which incorporates

global information, is expressed as,

EZ(Z—l) _ hgl—l) 4 gD, )

Based on the enhanced features, we use GIN convolution layers to aggregate local neighbor-
hood information. To facilitate gradient propagation in deep networks and prevent over-smoothing,
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we introduce residual connections for the enhanced features after the convolution operation. The
state update formula for node 7 is,
b =¢ | BN [h{"V+ > n{""] | +n{"", 3)
JEN ()
where A (¢) denotes the neighbor set of node i, BN(-) refers to Batch Normalization, and o(-) is

the GeLU activation function.

After all real nodes complete their local updates, the virtual node updates its global state by
aggregating the latest representations of all nodes at the current layer,
eV
Multi-scale aggregation. The collapse distance is jointly determined by topological signals
spanning multiple scales. To adaptively fuse these hierarchical representations, we employ a
Jumping Knowledge (JK) architecture with an LSTM-attention mechanism. Specifically, we treat

the layer-wise representations of node 7 as a temporal sequence S; = (hgl), ceey hEL)) and feed it

into an LSTM to capture inter-layer dependencies,

o). ¢ — LSTM (hz@, (02(171)’ ng—l))) ’ 5)

)

@

i

@

where o, and c;

denote the LSTM output state and memory cell at step [/, respectively. The

(1

memory cell ci) propagates long-range structural dependencies across layers, while the output

(@

state o, encodes contextual features at the current hierarchy level. To mitigate over-smoothing

and automatically select the most informative hierarchical signals, we further compute an attention
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weight «;

D for each layer,

l exp (WTOZ(Z)>
o)) = , (©)

L
> exp <WTo§k)>
k=1

where w is a learnable attention parameter vector. The final node embedding hi"®! is defined as

the weighted sum of the LSTM outputs across all layers,

hﬁnal Z o O 7

This mechanism dynamically balances the preservation of critical local details with the

capture of global semantics by adaptively assigning weights.

Regression. Finally, we obtain a graph-level representation via global mean pooling and map it to

a scalar prediction through an MLP,

D-(G) = MLP( Zhﬁmﬂ> ®)

eV

At inference time, after converting the regression output back to the original collapse-

distance scale, we projected the prediction onto the physically valid range, ﬁT(G) = min{l,

max{0, MLP (% > h?nal> }}. Thus, predictions below 0 were set to 0, predictions above 1 were

%

set to 1, and predictions within [0, 1] were left unchanged.

Training loss function. The training process is driven by a composite loss function £ = (1 —

A) Lsup + A Leonsist, Which aims to balance data fitting accuracy and topological consistency, where

A E

[0, 1]. Here, Ly, is the mean squared error (MSE) with respect to the observed labels, while
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Leonsist €ncourages the monotonicity and smoothness of the predictions. In this discrete network
setting, the physics-informed component is not a partial differential equation (PDE) residual as
in classical physics-informed neural networks (PINNs) 2152 but a theoretically derived one-step

degradation law that constrains how CD can change after node removal.

Supervised loss (L,,). We adopt MSE to minimize the discrepancy between the prediction

D,(G) and the observed label D, (G),
R . 2
Lsup - EGGB [(DT<G) - ‘DT(G)) :| ) (9)

where B denotes a mini-batch of graph samples.

Topological consistency loss (L..psist). Consider an anchor graph G with N nodes. Given its
node set V', we randomly sample K nodes {vy, ..., vk} and construct K node-deleted perturbed
graphs by removing a single node, denoted as {G} }X_|, where G}, = G \ {v;,}. Since the collapse
distance is a normalized metric, directly comparing predictions on subgraphs (with denominator
N — 1) and the original graph (with denominator V) may introduce scale mismatch. Following
Theorem S1, we introduce a scale correction factor v = % to map the subgraph prediction
back to the scale of the original graph. Guided by Theorem S1, the corrected difference A, =

D(G) — v - D(G,) should ideally belong to the discrete set {0, +}. Accordingly, we define the

consistency error function £(G, GG) as the minimum distance between the prediction gap and the

2
> : (10)

theoretically feasible values,

1
Ay — —

E(G,GY) —min<\Ak — 0%, ¥
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To capture the key structures that most significantly affect system robustness, we adopt a
worst-case consistency error strategy, i.e., selecting the maximum error among the /K samples for
backpropagation,

nsis =E E 5 ’ . 11
L consist Gep |, max (G,GY) (11)

This regularization incorporates discrete degradation laws of network collapse into the

learning objective.

Datasets

We compare TCR-GIN with 28 state-of-the-art baseline methods (provided in Supplementary
Note IV) on a broad range of synthetic networks and real-world networks. All datasets are stratified
and split into training, validation, and test sets with a ratio of 8 : 1 : 1. More details on dataset

construction are provided in Supplementary Note V.

Data Availability

The datasets, TCR-GIN source code, trained model checkpoints, generated result files, and data
underlying the figures and tables are available through Zenodo at https://doi.org/10.

5281/zenodo.202876109.
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Code Availability

The source code for TCR-GIN is publicly available athttps://github.com/DistinZhang/
TCR-GIN. The GitHub repository contains the implementation, configuration files, analysis
scripts, and web-application source code. It does not include the large datasets, trained models,
or generated result files, which are deposited in the Zenodo archive listed above. A lightweight
web-based demonstration system for online collapse-warning analysis is available at https:
//tcr-gin-early-warning.streamlit.app/. Supplementary Movie 1 illustrates the

use of this prototype for interactive collapse-warning analysis.
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Figure 1 Toy examples comparing robustness metrics and illustrating how collapse distance
supports configurable early warning. (a, b) Two toy networks with 20 nodes, Netl and Net2.
(c, g) The LCC size may exhibit hard-to-anticipate cliff-like drops under attack. (d, h) Natural
connectivity decreases monotonically but remains snapshot-based and independent of the collapse
target 7. Consequently, within the same attack scenario, curves for different 7 overlap and thus
do not reflect a target-oriented remaining safety margin. (e, i) The online evolution of the R value
depends on the assumed simulation strategy (e.g., random dismantling R(rand) versus iterative
degree-centrality dismantling R(DCR)), producing strategy-dependent trajectories with level drift
and local rebounds. (f, j) Under sustained attacks, CD exhibits a monotonically non-increasing,
step-like descent. The per-step change is restricted to {0, 1/Ny} (where Nj is the initial network
size), rendering the variation predictable and precluding cliff-like jumps. Open circles in (d—f, h—j)
mark the last pre-collapse snapshot, that is, the final step before the LCC size reaches or falls below
7. At this state, natural connectivity and the R-based measures occupy different numerical ranges
across networks, attack scenarios, and collapse targets, whereas CD reaches 1/NVy, corresponding
to one additional node removal before collapse. (k-n) Remaining-network snapshots of Netl under
betweenness centrality (BC) attack. Red circles denote the optimal collapse-inducing node set at
the given step (for 7 = 0.2; steps 5, 6, 10, and 11). These snapshots elucidate two asynchronous
phenomena between LCC size and CD. At step 6, the LCC size drops while CD remains constant.
The removed node does not belong to the previous optimal set, thus not compressing the remaining

safety margin along the shortest collapse path. At step 11, the LCC size remains unchanged while
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CD drops because the removed node belongs to the previous optimal set and shortens the minimum
path to collapse. (o, p) Translation of CD into a configurable early-warning signal for the same
Netl BC attack under two collapse targets, with (0) 7 = 0.5 and (p) 7 = 0.2. The red horizontal
dash-dotted line marks the warning target n/Ny with n = 3. Under the one-node-per-step setting,
this corresponds to 3 attack steps. The warning step is the first step at which CD reaches or falls
below the warning target, and the collapse step is the first step at which LCC size reaches or falls
below 7. The interval between them defines the observed lead time, yielding 5 attack steps for

7 = 0.5 and 4 attack steps for 7 = 0.2.
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Figure 2 TCR-GIN framework and training process. (a) Network architecture. Inputs
include the graph topology, node structural features (degree, clustering coefficient, and k-
core number), and a learnable virtual node initialized from a standard normal distribution. A
GIN encoder with residual connections produces layer-wise node and virtual-node embeddings.
An LSTM-based multi-scale aggregation module, together with an attention network, fuses
representations across depths, and an MLP regressor maps the globally pooled graph embedding
vector to the predicted collapse distance ET(G ). (b) Knowledge consolidation. When exact labels
are infeasible to compute at scale, we run a set of dismantling algorithms (A4, . . ., h,,) and use the
minimum estimated collapse distance as the observed label. (¢) Train loss. The loss combines a
supervised term L, with a physics-inspired consistency regularizer L.,,. Based on Theorem S1,
L.on constrains the scale-corrected prediction change A; under single-node perturbation to the

discrete set {0, 1/N}, where N is the number of nodes.
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Figure 3 Accuracy—efficiency trade-off for collapse distance prediction. (a—d) Accuracy—
efficiency scatter plots for four size ranges (Small/Medium/Large/Extra-large) on synthetic
networks. The z-axis is the mean end-to-end inference time per graph (seconds, log scale),
including data/model loading, feature construction, and model inference. The y-axis is the MAE
with respect to the observed labels. All runtimes in (a—e) were measured on CPU (Intel Xeon
Platinum 8470Q). For clarity of presentation, we show only mean MAE values in the figure.
Standard deviations for results obtained over repeated runs are omitted because they are too small
to visualize clearly at the plotting scale. Full numerical results are provided in Table S1. For
clarity, some baseline results exceeding the y-axis limit are omitted. TCR-GIN (red solid star)
consistently lies in the low-error, low-latency region across all scales. (e) Accuracy—efficiency
scatter plot on the real-world REDDIT dataset. The red solid star reports results when training
and testing on the same dataset, while the red open star denotes cross-distribution generalization,
i.e., training on synthetic networks and testing on REDDIT. (f) Ground-truth analysis on small
graphs (true labels obtained by exhaustive search). Grey curves correspond to baselines; the blue
dashed curve shows observed labels; the black curve shows true labels; and the red curve shows
TCR-GIN predictions trained on observed labels. The inset highlights that TCR-GIN predictions
can fall below the observed labels in a local range, thereby being closer to the true labels. (g)
Scatter plot comparing TL-MAE and OL-MAE. The z-axis is MAE with respect to true labels and
the y-axis is MAE with respect to observed labels; the dashed line indicates y = x. Baselines may

achieve a small observed-label MAE but a much larger true-label MAE, whereas TCR-GIN attains
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47 better performance under the TL-MAE criterion.
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Figure 4 Cross-network and cross-attack comparison of algorithmic performance under
sustained attacks. (a) MAE; (b) mean frequency of monotonicity violations (M ); (¢) frequency
of smoothness violations (S). Results cover two 100-node synthetic networks (BA100 and
LFR100), two 2000-node synthetic networks (ER2000 and WS2000), and three real-world
networks (Transport, Power, and Route), averaged over 30 attack scenarios. For each algorithm,
the bar height equals the cumulative sum of the corresponding metric over all datasets, and stacked
segments indicate each dataset’s contribution to the total. In each panel, the algorithms on the
x-axis are ordered by the cumulative value of that metric, from left to right (better to worse). For
Route, the three metrics are computed only after the largest connected component size enters a
range close to the covered training distribution (see Supplementary Note IX for details). For the
other networks, metrics are computed over the full trajectory. Error bars are omitted. The related

repeated-run variability of TCR-GIN is reported in Table S5.
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Figure 5 Online collapse-distance trajectories of real-world networks under representative
sustained attacks. (a, ¢ and e) Transport network and (b, d and f) Power network. For each
network, results are reported for degree-based, betweenness-based, and random attacks. Grey
curves represent the collapse-distance trajectories given by baseline algorithms, and red curves
represent the trajectories predicted by TCR-GIN. Insets show a magnified view of the low-
error region. The insets include only TCR-GIN and six advanced baselines, including GDMR,
GDM, CoreGDM, CoreHD, MSR, and FINDER. The reference grid in each inset has a slope of
—1/ Ny, where Nj is the initial number of nodes used for sequence normalization, visualizing the
theoretical upper bound of the single-step change in collapse distance under one-node removal.
Baseline algorithms show substantial disagreement on real networks, whereas TCR-GIN remains
continuous, exhibits an almost monotonic decrease with controlled jitter, and broadly follows the

lower envelope of the baseline set, yielding a more stable estimate of collapse distance.
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Figure 6 Early-warning signal of real-world networks under representative sustained
attacks. (a, b) Degree-based attacks and (e, f) betweenness-based attacks on the Transport (a,
e) and Power (b, f) networks. Blue curves show network functionality measured by LCC size, and
red curves show collapse distance estimated online by TCR-GIN. The blue horizontal dashed line
marks the collapse target (7 = 0.3), and the red horizontal dash-dotted line marks the warning
target n/Ny with n = 3 under the one-node-per-step setting. Green vertical dashed lines indicate
the warning step, and green double-headed arrows indicate the observed lead time. (c, d, g, and h)
Remaining network snapshots at the corresponding warning steps. Red nodes denote a collapse-
inducing set of size n obtained by exhaustive search at the warning snapshot, whereas orange
nodes denote nodes subsequently removed by the realized attack sequence before collapse. The
mismatch between the red and orange nodes illustrates why the realized lead time can exceed the

requested warning horizon.
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Figure 7 Online degradation trajectories of different robustness metrics under representa-
tive sustained attacks. From top to bottom, we report the online trajectories of the Transport
and Power networks, under two collapse targets (7 = 0.3 and 7 = 0.5), subjected to two
targeted attacks (DC and BC). From left to right, each panel sequentially presents the LCC
size (the dashed line indicates 7), natural connectivity A\, R(rand), R(DCR), and the collapse
distance estimated by TCR-GIN, all as functions of the attack step. The LCC trajectory is
shown through the collapse step, whereas the other metrics are plotted only up to the last pre-
collapse snapshot. Robustness R is defined as the area under the robustness curve S(p). For the
online trajectory, we update R at each step by regarding the remaining nodes as a new network
and simulating its dismantling process using a specified heuristic (random or DCR). Natural
connectivity decreases monotonically, but its absolute scale varies markedly across networks and
shifts with 7 and the attack strategy. The [2-based trajectories exhibit setting-dependent level shifts
and visible fluctuations. In contrast, the TCR-GIN-estimated collapse distance remains within a
more consistent range near the collapse across different scenarios. For visualization on a common
reference scale, whenever a metric definition involves network size (e.g., normalization by V), we

use the initial network size N as a fixed reference (instead of the remaining size V;).
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