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Hybrid Intrusion Detection System for IoT and Cloud En-
vironments

Raju Molla®, Alireza Esfahania?, Dipo Dunsin'*

Abstract

The rapid growth of Internet of Things (IoT) devices and cloud-based network infrastructures has greatly increased the complexity
of detecting malicious network traffic in heterogeneous environments. Conventional supervised intrusion detection systems usually
perform well on labelled attack data but are often limited in effectiveness on emerging or unseen attack patterns due to their depen-
dence on predefined attack knowledge. The study explores whether the combination of supervised classification and anomaly-aware
sequence modelling can improve the performance of intrusion detection in combined IoT and enterprise network environments. To
solve this problem, a hybrid intrusion detection framework is proposed using feature-aligned CICIDS2017 and TON_IoT datasets. A
common traffic-related attribute, the destination port, the flow duration, the packet statistics, byte statistics and a domain indicator,
were used to build a common cross-domain feature space. The proposed framework combines Random Forest and XGBoost as su-
pervised learning models and an LSTM Autoencoder-based anomaly detection component. The LSTM Autoencoder was trained on
normal traffic sequences only and used reconstruction-error analysis for anomalous behaviour detection. The models were assessed
on numerous performance metrics including accuracy, precision, recall, F1 score, false positive rate, false negative rate, ROC-AUC
analysis, and precision-recall analysis. Experimental results show the proposed hybrid framework has achieved good overall intru-
sion detection performance, i.e., 99.45% accuracy, 99.75% precision, 99.64% recall and 99.70% F1 score under standard evaluation
settings. The standalone LSTM autoencoder obtained high precision, but the performance of recall was relatively low, which indi-
cated that anomaly detection alone was not sufficient to reliably classify the intrusion. We also conduct an unseen-attack experiment
to further evaluate the generalisation capability, where we exclude some attack families in the training and evaluate the models on
previously unseen attack traffic. The results showed that the hybrid fusion approach improved the sensitivity and recall of the attack
detection but at the cost of additional false positives and decreased overall precision. The results show that the hybrid intrusion detec-
tion frameworks based on the combination of supervised learning and anomaly-aware sequence modelling can improve the detection
robustness in heterogeneous cloud and IoT environments. The paper also discusses the trade-offs between recall improvement and
false alarm control in anomaly-aware intrusion detection systems. This work presents a feature-aligned cross-domain intrusion de-
tection framework and a realistic evaluation of supervised, anomaly-based, and hybrid detection strategies for modern cybersecurity
settings.
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Introduction

The rapid development in Internet of Things (IoT) and
cloud computing technologies has radically transformed the
modern communication infrastructures and digital services
(Katta et al., 2025). IoT devices are progressively being de-
ployed in smart homes, healthcare systems, industrial au-
tomation, transportation systems and smart city environ-
ments, where they continuously generate vast quantities of
heterogeneous data. At the same time, cloud computing
systems offer scalable storage, processing resources and
network services to process and manage data dense situa-
tions. The integration of IoT and cloud technologies gives
improved connectivity, automation, and operational effi-
ciency, but also poses serious cybersecurity challenges be-
cause of distributed architectures, heterogeneous communi-
cation protocols, resource-constrained devices, and limited
built-in security mechanisms (Moustafa, 2020; Buczak and
Guven, 2016; Hindy et al., 2018; Sedjelmaci et al., 2017).

As current network infrastructures become more intercon-
nected, cyberattacks against IoT and cloud environments
are increasingly common and complex. Malicious actors
commonly target vulnerable devices, poor authentication
mechanisms and network communication protocols to carry
out attacks such as Distributed Denial of Service (DDoS),
infiltration, reconnaissance, botnet propagation and unau-
thorized access. Such threats jeopardize the confidentiality
of the data, the integrity of the system and the availability
of the service (Kulkarni et al., 2026). A high level of cy-
bersecurity protection is demanded by modern network en-
vironments (Buczak and Guven, 2016; Hindy et al., 2018).

The intrusion detection system or IDS is required to protect
the network infrastructure against any suspicious or mali-
cious activities by analyzing the network traffic (Bijone,
2016). The conventional IDS methods can be divided into
signature based detection system and anomaly based detec-
tion system (Khraisat et al., 2019). The network traffic is
matched with the known attack signatures to identify the at-
tack via the signature based IDS approaches. These systems
are quite effective at detecting established attack patterns,
but generally cannot identify new or emerging threats, since
new attack signatures must be manually updated (Axelsson,
2000). Alternatively, anomaly-based IDS methods detect
deviations from the regular traffic behavior and can iden-
tify suspicious activity, not only based on predetermined
signatures. However, anomaly-based systems usually have
higher false positive rates and inconsistent detection perfor-
mance in complex network environments (Chandola et al.,
2009; Buczak and Guven, 2016).

The field of cybersecurity research has seen widespread ap-
plication of machine learning (ML) techniques to improve
intrusion detection capacity. Supervised learning methods
such as Random Forest and XGBoost have shown good
classification performance on structured data of network
traffic. In the proposed work, Random Forest is chosen
because of its robustness to overfitting and efficiency in
high dimensional traffic features (Breiman, 2001). Like-
wise, XGBoost provides scalable gradient boosting opti-
mization and high predictive performance on large scale in-
trusion detection datasets (Chen and Guestrin, 2016). These
models can achieve great accuracy on benchmark datasets
such as CICIDS2017 which contains actual corporate style
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network traffic and different attack scenarios (Sharafaldin
et al., 2018). However, supervised learning methods mainly
rely on labeled attack data and may experience diminished
generalization capabilities when traffic patterns differ sub-
stantially in heterogeneous contexts.

The ability of deep learning techniques to simulate complex
nonlinear and sequential traffic patterns has been exten-
sively studied for intrusion detection studies Ahmad et al.
(2021). In particular, Long Short-Term Memory (LSTM)
networks are appropriate to studying the temporal depen-
dencies in sequential network traffic data (Hochreiter and
Schmidhuber, 1997; Kim et al., 2016; Yin et al., 2017). Tra-
ditional machine learning approaches usually have difficul-
ties in describing sequential behaviors and latent traffic pat-
terns that can be captured by LSTM based models. Besides,
the autoencoder-based anomaly detection models learn the
low-dimensional representations of typical traffic patterns,
and identify the anomalous samples with respect to the anal-
ysis of the reconstruction error (Hinton and Salakhutdinov,
2006; Shone et al., 2018a; Mirsky et al., 2018). These al-
gorithms are anomaly-aware and can assist detect abnormal
traffic patterns without the requirement for explicit attack
signatures.

Although machine learning and deep learning approaches
have made progress, there are still several limits in the cur-
rent research of IDS. Models of supervised learning can
provide excellent precision and classification accuracy for
known attack classes . But they need labeled training data.
However, anomaly-based models detect anomalies from
typical traffic patterns, but they are sensitive to thresholds,
have low recall values and high false positive rates (Shone
et al., 2018a; Mirsky et al., 2018). Moreover, most of the
IDS research explore a single dataset for the models investi-
gation, which makes them less universal in different [oT and
enterprise environments (Ring et al., 2019). The modern
infrastructures are likely to incorporate the cloud systems,
enterprise networks, and IoT ecosystems. Therefore, the
intrusion detection frameworks must be evaluated in many
traffic domains for robustness and practical application.

Recently, hybrid framework of Intrusion Detection Systems
(IDS) has been explored by combining supervised learning
and anomaly detection techniques to take the advantage of
their complementary benefits (Chandrashekhar et al., 2026;
Kim et al., 2014). Chandrashekhar et al. (Chandrashekhar
et al., 2026) proposed a new threat detection framework for
cloud-IoT environment that integrates autoencoder-based
anomaly detection with deep learning classification mod-
els. The detection performance of the proposed system was
good, but the system heavily depended on one dataset and
an intensive computation architecture, which might limit
the scalability and applicability across domains.

Another major issue in IDS research is dataset heterogene-
ity. The CICIDS2017 dataset delivers realistic enterprise-
style network traffic with the diverse attack categories
(Sharafaldin et al., 2018), and the TON_IoT dataset captures
realistic IoT and IIoT network traffic behaviors (Moustafa,
2020). These datasets are very distinct in terms of fea-
ture structure, traffic characteristics and attack behaviors.
Therefore, it is vital to build effective feature alignment and
cross-domain dataset integration methodologies to develop
a unified intrusion detection framework that can work in
heterogeneous environments (Ring et al., 2019).
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To address these problems, this research provides a hy-
brid intrusion detection system, a unified cross-domain en-
vironment that combines supervised machine learning and
sequence-based anomaly detection. The proposed system
integrates Random Forest and XGBoost for supervised at-
tack categorization with an LSTM Autoencoder for mod-
elling anomaly-aware sequences. Also, we merge the
feature-aligned CICIDS2017 and TON_IoT datasets into a
single dataset containing both business and IoT traffic sce-
narios.

The experimental results demonstrate that the proposed hy-
brid framework delivers good performance of intrusion de-
tection on heterogeneous cloud and IoT traffic datasets.
And the unseen-attack evaluation reveals that fusion of su-
pervised classification and anomaly-aware sequence model-
ing can improve generalization ability under previously un-
seen attack situations, although this has trade-offs between
detection sensitivity and false positive rates.

Research Questions

This paper investigates the potential of a hybrid intrusion
detection framework that combines supervised machine
learning with anomaly aware sequence modelling to im-
prove the performance of intrusion detection in heteroge-
neous cloud and IoT settings.

This study also addresses the following research questions:

RQ1: Does a hybrid XGBoost-LSTM Autoencoder model
improve intrusion detection performance?

RQ2: Can combining CICIDS2017 and TON_IoT datasets
improve model generalization across different net-
work environments?

RQ3: Does anomaly-aware sequence modelling help detect
previously unseen attacks?

Hypothesis Statement

The paper hypothesises that the use of supervised machine
learning and sequence-based anomaly detection in a unified
hybrid intrusion detection framework can improve the ro-
bustness, generalisation ability and detection effectiveness
of the intrusion detection system in heterogeneous cloud
and IoT environments.

More specifically, this paper offers:

A hybrid intrusion detection framework com-
bining XGBoost-based supervised classifica-
tion with LSTM Autoencoder-based anomaly-
aware sequence modelling will achieve su-
perior overall intrusion detection perfor-
mance across feature-aligned CICIDS2017 and
TON_IoT datasets compared to standalone
anomaly detection approaches.

The proposed system is expected to exploit the high classi-
fication power of supervised learning for detecting known
attack patterns while boosting the sensitivity to anoma-
lous and previously unreported attacks using sequential
reconstruction-error analysis. In addition, the integration
of feature-aligned multi-domain datasets is anticipated to
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improve the model’s generalisation capabilities across dif-
ferent network contexts, such as business, cloud, and IoT
traffic cases.

Research Contributions

This paper contributes to the field of intrusion detection by
offering a hybrid intrusion detection framework that com-
bines supervised machine learning and anomaly-aware se-
quence modelling for heterogeneous cloud and IoT settings.
The suggested framework combines the XGBoost based
supervised classification and LSTM Autoencoder based
anomaly detection method to enhance the detection ability
of known and unseen cyber threats.

The other most important contribution of this research is
the development of a unified cross-domain intrusion de-
tection dataset through the integration of the CICIDS2017
and TON_IoT datasets. Since these datasets originate from
different network domains and contain inconsistent fea-
ture structures, a feature-alignment strategy was designed to
construct a compact and interpretable shared feature space
suitable for both supervised classification and sequence-
based anomaly detection.

This also provide a comprehensive empirical evaluation of
several intrusion detection approaches, including Random
Forest, XGBoost, LSTM Autoencoder, and the proposed
hybrid fusion model. Several performance metrics such
as accuracy, precision, recall, Fl-score, false positive rate,
false negative rate, ROC-AUC analysis, and unseen-attack
evaluation were used to compare the performance. The as-
sessment provides a broader picture on the advantages and
disadvantages of supervised, anomaly-based and hybrid in-
trusion detection techniques.

Moreover, the study emphasizes the real-world limitations
of applying isolated anomaly detection models in sequence-
based intrusion detection contexts. Experimental results
show that the LSTM Autoencoder has good anomaly-
awareness and high precision, but its detection ability is
limited by low recall and reconstruction-threshold sensitiv-
ity. The results indicate the significance of combining the
anomaly detection and supervised learning techniques for
balanced intrusion detection performance.

Finally, this work contributes to the ongoing discussion of
cross-domain intrusion detection by studying the general-
ization ability of intrusion detection systems in heteroge-
neous enterprise and IoT traffic environments. The pro-
posed framework combines multi-domain datasets and tests
previously unseen attack scenarios providing a more real-
istic evaluation of the intrusion detection performance in
modern cyber security environments.

Literature Review

The growing complexity, volume and diversity of cyber at-
tacks on enterprise, cloud and Internet of Things (IoT) en-
vironments have made Intrusion Detection Systems (IDS)
an essential part of cybersecurity architectures (Alakhras
et al.,, 2025). The rapid integration of IoT devices with
cloud computing platforms resulted in highly heteroge-
neous and distributed network architectures, which greatly
augment the attack surface of modern systems (Hindy et al.,
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2018; Sedjelmaci et al., 2017). Therefore, traditional se-
curity mechanisms are often unable to detect complex and
evolving attack behaviors in dynamic network environment.

Therefore, the existing research in IDS has been increas-
ingly focused on machine learning and deep learning tech-
niques that can automatically identify malicious traffic pat-
terns from the network data (Hamdi et al., 2026). De-
spite the significant progress made, there are still some
existing challenges that limit the existing intrusion detec-
tion approaches, such as dependence on labelled data, in-
ability to generalise over heterogeneous datasets, computa-
tional complexity and reduced effectiveness against previ-
ously unseen attacks (Ringetal., 2019; Buczak and Guven,
2016). This section critically reviews the evolution of intru-
sion detection approaches, evaluates recent machine learn-
ing and deep learning-based IDS frameworks, discusses
limitations in the existing research, and highlights the re-
search gaps that motivate the proposed study.

Traditional Intrusion Detection Approaches

The early intrusion detection systems mostly adopted
signature-based detection techniques, which match network
traffic against predefined attack signatures or known mali-
cious patterns (Axelsson, 2000). Signature-based IDS ap-
proaches are very efficient in detecting already known at-
tacks and usually produce low false positive rates, because
detection decisions are based on explicitly specified attack
characteristics (Ahmed et al., 2025). As a result, these sys-
tems have been widely adopted in enterprise cybersecurity
environments.

A major disadvantage of signature-based IDS is that they
are unable to detect new or evolving attacks (Iyer, 2021).
Since these systems are based entirely on known attack sig-
natures, new threats can only be identified after the corre-
sponding signatures have been manually generated and up-
dated (Buczak and Guven, 2016). Such dependency se-
riously limits adaptability and long-term effectiveness in
fast changing IoT and cloud environments where attack be-
haviours are constantly changing.

In order to overcome these limitations the anomaly based
intrusion detection methods were introduced. Anomaly de-
tection approaches create a baseline representation of nor-
mal network behaviour and any deviation from this baseline
is classified as a potential intrusion (Chandola et al., 2009).
This enables the detection of zero-day attacks and new ma-
licious activities not defined by signature.

All in all, anomaly based IDS approaches have their own
challenges. In heterogeneous and highly dynamic environ-
ments, such as IoT ecosystems, communication patterns
are very diverse between devices and services (Sedjelmaci
et al., 2017), thus modelling normal behaviour is still a
challenge. This often results in high false positive rates
in anomaly-based systems, affecting operational reliability
and increasing alert fatigue for security analysts. Anomaly
detection systems can detect never-before-seen attacks, but
they have a hard time to keep their detection performance
stable in different traffic environments.
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Machine Learning-Based Intrusion Detection

Traditional Intrusion Detection System (IDS) approaches
suffer from constraints, thus, we exploited machine learning
(ML) techniques that can understand complex traffic pat-
terns from data without human intervention (Buczak and
Guven, 2016). ML-based intrusion detection systems im-
prove the flexibility by discovering statistical correlations
between traffic features and attack behaviours without the
requirement for manually crafted signatures.

Random Forest is one of the most popular supervised ma-
chine learning algorithms for intrusion detection, because
it is robust, scalable and resistant to overfitting (Breiman,
2001). Random forest is an ensemble learning technique
that uses many decision trees to make the final prediction.
According to many studies, Random Forest has high classi-
fication accuracy and low false positive rates for benchmark
intrusion detection datasets (Buczak and Guven, 2016). It
is capable to manage high-dimensional traffic features and
noisy datasets, which makes it especially applicable to net-
work security.

XGBOOST also draws a lot of attention due to its gradi-
ent boosting optimization framework and high predictive
performance (Chen and Guestrin, 2016). XGBoost builds
decision trees one after the other . Each tree tries to min-
imise the errors of previous trees . This is done by itera-
tive optimisation . XGBoost outperforms traditional ensem-
ble methods in terms of better scalability, efficient parallel
computation and better classification performance on large-
scale datasets. Thus, many of the recent IDS studies have
used XGBoost as a primary classification model for known
attack pattern detection.

Supervised machine learning models are successful, but
they still heavily rely on labelled training data. In real-world
cybersecurity settings, it is expensive and time-consuming
to build large-scale accurately labelled datasets of attacks.
Moreover, labelled datasets rarely cover the full range
of attack behaviours in the real-world. Thus, supervised
IDS models often suffer from limited generalisation abil-
ity when deployed in environments that include novel or
evolving attacks (Buczak and Guven, 2016). While Ran-
dom Forest and XGBoost models usually attain very high
benchmark accuracy, those results might not be representa-
tive of the real-world deployment conditions where traffic
distributions are very different from training datasets.

Another important limitation is that many ML-based IDS
frameworks are evaluated on a single benchmark dataset
with static train-test splits. Such an evaluation strategy is
susceptible to dataset dependency, where models end up
learning dataset-specific traits rather than generalizable in-
trusion patterns (Ring et al., 2019). Thus, good perfor-
mance on benchmark datasets does not necessarily translate
into good performance in heterogeneous IoT and enterprise
environments.

Deep Learning-Based Intrusion Detection

Deep learning (DL) techniques have been increasingly used
in intrusion detection research to overcome the limitation
of feature engineering in traditional machine learning ap-
proaches (Goodfellow et al., 2016). Deep learning models
can automatically learn hierarchical feature representations
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and complex non-linear relationships from the network traf-
fic data.

One of the most common deep learning designs for IDS is
the Long Short-Term Memory (LSTM) network (Hochre-
iter and Schmidhuber, 1997). LSTM is a recurrent neural
network architecture designed explicitly to model the tem-
poral dependencies of sequential data. LSTM models are
well suited for identifying multi-stage assaults and temporal
irregularities in traffic, since the network data is sequential
and time-dependent.

Kim et al. (Kim et al., 2016) show that LSTM-based intru-
sion detection models can well simulate the temporal traffic
characteristics and improve the detection accuracy. Yin et
al.  (Yin et al., 2017) also showed good performance in
intrusion detection with recurrent neural network designs
trained on benchmark network datasets. However, the stud-
ies have mostly evaluated their models on data sets from
a single domain and have not explored the generalization
across different IoT and corporate systems. Hence the ro-
bustness of these techniques on cross domain deployment
settings are not well explored.

Autoencoder based methods have also gained immense
popularity for anomaly detection tasks (Shone et al.,
2018a), apart from sequence modelling. Autoencoders are
trained to learn the compact representation of normal traf-
fic behaviour using a reconstruction model of encoding-
decoding. Typically, anomalous samples result in higher re-
construction errors when trained on benign traffic, which al-
lows the detection of suspicious behaviour without the need
for labelled attack data (Chandola et al., 2009).

Shone et al. (Shone et al., 2018a) proved the effective-
ness of deep Autoencoder architectures for automatic fea-
ture extraction and anomaly detection for intrusion detec-
tion systems. Similarly, kitsune framework using ensem-
ble of lightweight autoencoders for online network intru-
sion detection in resource-constrained scenarios was pro-
posed by Mirsky et al. (Mirsky et al., 2018). Kitsune
showed good anomaly detection capacity and suitability for
IoT based systems.

However, current Autoencoder-based IDS approaches
have a few significant limitations. The choice of the
reconstruction-error threshold significantly affects the de-
tection performance, and minor changes in the threshold
can result in unstable false positive and false negative rates
(Shone et al., 2018a). Furthermore, stand-alone anomaly
detection models often have a lower recall performance
when the attack patterns are similar to the normal traffic
behaviour. While anomaly detection enhances sensitivity
to unknown attacks, it can also increase false alarm rates,
which in turn decreases operational reliability in practical
deployment scenarios.

Deep learning models also suffer from computational is-
sues. Architectures using recurrent networks, attention
mechanisms or multi-stage ensemble pipelines frequently
require huge amount of computing and big scale training
data (Potluri and Diedrich, 2016; Aldweesh et al., 2020).
However, the complexity may limit the feasibility of de-
ployment in real-time IoT settings where computational re-
sources and latency are constrained.
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Hybrid Intrusion Detection Systems

Due to the limitations of individual methods, recent intru-
sion detection studies focus more on the hybrid IDS frame-
works that combine supervised learning and anomaly detec-
tion techniques (Kim et al., 2014). The hybrid architectures
are designed to take advantage of the strong classification
ability of supervised models, while incorporating anomaly
detection to identify previously unseen attacks.

Supervised classifiers such as Random Forest and XGBoost
are often able to identify known attack categories with high
precision and low false positive rates (Breiman, 2001; Chen
and Guestrin, 2016). Instead, the anomaly detection meth-
ods such as autoencoders and LSTM networks enhance sen-
sitivity to unknown traffic behaviour by detecting anomalies
from learned normal patterns (Shone et al., 2018a; Mirsky
et al., 2018). These complementary capabilities are com-
bined by hybrid IDS frameworks to balance detection accu-
racy and generalisation capability.

Chandrashekhar et al. (Chandrashekhar et al., 2026) pro-
posed a hybrid deep learning framework based on Autoen-
coder anomaly detection with CNN, BiLSTM, and attention
for cloud—IoT enterprise environments. Their framework
had high performance in intrusion detection and was more
adaptive to the dynamic cyber threats. But the proposed
architecture is very computationally complex, due to its
multi-stage deep learning pipeline, even with high bench-
mark accuracy. Besides, the study mainly used one dataset,
which made it difficult to evaluate the generalisation ability
in different domains.

Similarly, there are a number of recent studies that ex-
plore the ensemble based IDS architecture, combining mul-
tiple classifiers to improve robustness and reduce misclas-
sification rates (Hindy et al., 2018). Many of these ap-
proaches demonstrate strong detection performances but are
often highly benchmark-dependent and computationally de-
manding. In practice, very complex hybrid frameworks
can be difficult to deploy in resource constrained IoT sys-
tems where latency, memory consumption and computa-
tional overhead represent critical operational constraints.

A key trade-off in hybrid IDS research is the trade-off be-
tween recall and false positive control. Enhanced anomaly
detection usually improves sensitivity to novel attacks but
may also increase false alarms. Designing lightweight hy-
brid frameworks that can balance precision, recall, compu-
tational efficiency and anomaly-awareness is still an open
research challenge.

Dataset Challenges in Intrusion Detection

The effectiveness of intrusion detection systems (IDSs) is
highly reliant on the quality and variety of datasets used
for training and evaluation (Hosseini et al., 2025). Most
of the existing studies are based on a single dataset, which
limits the generalization capability of the developed mod-
els. The CICIDS dataset is one of the most popular bench-
mark datasets used in intrusion detection research. It pro-
vides realistic network traffic data with a variety of at-
tack scenarios, and is suitable for supervised learning ap-
proaches (Sharafaldin et al., 2018). But it is mainly an en-
terprise or cloud network environment. On the other hand,
the TON IoT dataset characterizes the features of IoT en-
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vironments, e.g., device level interactions and lightweight
communication patterns (Moustafa, 2020). This dataset
considers different kinds of attacks on IoT systems such as
denial-of-service and data exfiltration attacks. The hetero-
geneity of datasets is a major challenge for multi-domain in-
trusion detection. Differences in the feature representation,
distribution, and labeling schemes obstruct the integration
process. Ring et al. (Ring et al., 2019) point out the impor-
tance of using different datasets to increase the robustness
and reliability of IDS models.

Table 1 shows that the recent research on intrusion detec-
tion has been mainly focused on three major areas: realistic
dataset development, deep learning-based anomaly detec-
tion and hybrid intrusion detection frameworks. Studies like
CICIDS2017 and TON_IoT have significantly contributed
to the progress of IDS evaluation by providing realistic
modern attack scenarios and heterogeneous traffic environ-
ments. Each dataset is focused on different operational do-
mains, CICIDS2017 mostly represents enterprise network
traffic and TON_IoT represents IoT and IIoT environments.
Current deep learning methods like Autoencoder and recur-
rent neural network models have demonstrated good ability
in learning complex traffic patterns and detecting anoma-
lous behaviour. Nevertheless, other studies also mention
several limitations, including high computational complex-
ity, sensitivity to the choice of a reconstruction-error thresh-
old, lower recall performance in stand-alone anomaly de-
tection models, and limited generalisation due to evaluation
on a single dataset. Furthermore, lightweight anomaly de-
tection frameworks like Kitsune show the effectiveness of
Autoencoder-based online intrusion detection for novel at-
tacks. Nevertheless, the performance of these techniques
is dependent on the traffic characteristics and reconstruc-
tion behaviour. These limitations demand more robust and
generalisable intrusion detection frameworks. These re-
search gaps have inspired the proposed study that intro-
duces a hybrid intrusion detection framework that integrates
supervised learning using XGBoost and anomaly-aware se-
quence modelling using an LSTM Autoencoder. Moreover,
this work combines the feature-aligned CICIDS2017 and
TON_IoT datasets to allow cross-domain intrusion detec-
tion in both enterprise and IoT environments.

Research Gap Analysis

Despite significant advances in intrusion detection research,
several important limitations remain unresolved in existing
IDS frameworks.

First, many current intrusion detection approaches rely
heavily on supervised machine learning models trained
using labelled benchmark datasets (Breiman, 2001; Chen
and Guestrin, 2016; Buczak and Guven, 2016). Although
these models frequently achieve high classification accu-
racy for known attack categories, their effectiveness re-
mains strongly dependent on the availability of represen-
tative labelled attack data. In practical cybersecurity envi-
ronments, attack behaviours continuously evolve, reducing
the ability of supervised models to generalise effectively to
previously unseen threats.

Second, anomaly-based deep learning techniques im-

prove anomaly-awareness by modelling normal traffic be-
haviour (Shone et al., 2018a; Mirsky et al., 2018). How-
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ever, stand-alone anomaly detection algorithms are suscep-
tible to high false positive rates, sensitivity to the choice
of the reconstruction-error threshold and poor recall perfor-
mance. Recent research also suggests that models trained
only on anomalies may struggle to differentiate subtle ma-
licious behaviors from regular traffic in high dynamic situ-
ations.

Another significant limitation is the dominance of single-
dataset evaluation. Most of the IDS research assess
their models on either CICIDS2017 or TON_IoT sepa-
rately (Sharafaldin et al., 2018; Moustafa, 2020). However,
the communication behaviors and feature distributions of
business and IoT traffic are quite different. Therefore, mod-
els trained on a single dataset may learn dataset specific be-
haviour rather than generalizable incursion patterns.

Moreover, some of the modern hybrid IDS frameworks
rely on computationally expensive deep learning architec-
tures such as CNNs, BiLSTM layers, attention mechanisms
or multi-stage ensemble pipelines (Chandrashekhar et al.,
2026). These techniques in many cases perform well on
benchmarks, but their computational demands might pre-
vent their scalability and feasibility of implementation in
resource-constrained [oT settings.

Therefore, there remains a need for a lightweight hybrid
intrusion detection framework capable of integrating su-
pervised classification with anomaly-aware sequence mod-
elling while supporting cross-domain generalisation across
heterogeneous enterprise and IoT traffic environments. This
research addresses this gap by combining XGBoost-based
supervised learning with an LSTM Autoencoder-based
anomaly detection component using feature-aligned CI-
CIDS2017 and TON_IoT datasets. In addition, the proposed
framework evaluates unseen-attack detection capability to
investigate the balance between precision, recall, anomaly-
awareness, and cross-domain robustness.

Summary of Literature Review

As can be seen from literature, machine learning and deep
learning algorithms are very successful in intrusion de-
tection. Traditional IDS techniques are good at detecting
known attacks but they are limited in detecting emerging
threats. Supervised machine learning methods like Random
Forest and XGBoost enhance the classification accuracy of
known attack types. Deep learning methods like LSTM net-
works and Autoencoders provide better sequence modelling
and anomaly detection capabilities.

However, current IDS research remains constrained by sev-
eral unresolved limitations, including dependence on la-
belled datasets, reduced robustness against previously un-
seen attacks, computational complexity, and limited cross-
domain generalisation capability. Furthermore, many ex-
isting studies rely on single-dataset evaluation and highly
complex architectures that may not generalise effectively to
heterogeneous real-world environments.

To address these limitations, this paper proposes a
lightweight hybrid intrusion detection system that com-
bines XGBoost based supervised classification with LSTM
Autoencoder based anomaly-aware sequence modelling.
The proposed framework utilizes the feature aligned CI-
CIDS2017 and TON_IoT datasets to improve the cross-
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Reference Dataset / Environ- Approach Used Key Contributions Research Gap / Limita- Connection to Proposed
ment tion Study
Chandrashekhar et CSE-CIC-IDS2018 Hybrid deep learning Achieved high intru- High computational  The proposed work employs

al. (Chandrashekhar for Cloud-IoT enter-

et al., 2026) prise systems
Sharafaldin et CICIDS2017
al. (Sharafaldin et al.,

2018)

Moustafa (Moustafa, TON_IoT dataset for

2020) IoT and IIoT envi-
ronments
Shone et al. (Shone Network intrusion

et al., 2018a) detection systems

Online and real-time
network intrusion de-
tection

Mirsky et al. (Mirsky
etal., 2018)

model combining Au-
toencoder, CNN, BiL-
STM, and Attention
mechanism

Intrusion traffic gener-
ation and benchmark
dataset development

IoT/MoT telemetry
and cybersecurity
dataset generation

Deep  Autoencoder-
based anomaly
detection model

Kitsune  lightweight
ensemble Autoen-
coder framework

sion detection accuracy
through multi-stage
anomaly detection and
attack classification

Introduced realistic be-
nign and malicious traf-
fic with modern attack
scenarios and extensive
flow-based features
Captured realistic IoT
telemetry, operating sys-
tem logs, and network
attack behaviours from
heterogeneous IoT envi-
ronments

Demonstrated the ef-
fectiveness  of  deep
autoencoders in auto-
matic feature extraction
and anomaly detection
Proposed an efficient
anomaly-based DS
capable of detecting pre-
viously unseen attacks
in real time

complexity and depen-
dency on a single dataset
reduce  generalisation
capability

Focused mainly on en-
terprise and conventional
network traffic without
10T telemetry behaviour

Dataset structure differs
from traditional network
datasets, creating feature
compatibility challenges

Reconstruction-based
detection may produce
lower recall and depends
heavily on threshold
selection

Detection performance
is sensitive to traffic
distribution and recon-
struction characteristics

a lightweight hybrid IDS
using XGBoost and LSTM
Autoencoder with integrated
multi-domain datasets for
improved generalisation
CICIDS2017 is utilised in
this research as the cloud
and enterprise network com-
ponent of the integrated IDS
dataset

This research combines
TON_IoT with CICIDS2017
to construct a cross-domain
IDS framework supporting
both IoT and enterprise
environments

Similar findings are ob-
served in this study, where
standalone LSTM Autoen-
coder models exhibit limita-
tions in recall performance
The proposed framework in-
corporates an LSTM Au-
toencoder as an anomaly-
awareness component inte-

grated with XGBoost rather
than using anomaly detec-
tion alone

domain intrusion detection ability without sacrificing the
trade-off between the precision, recall, computational ef-
ficiency and anomaly-awareness.

Background and Problem Definition

The increasing reliance on digital infrastructure has made
network security a critical concern for organizations, indus-
tries, and individuals. Modern networks are continuously
evolving with the emergence of cloud computing and In-
ternet of Things (IoT) devices, which increases the diffi-
culty of protecting these environments significantly. Intru-
sion Detection Systems (IDS) are one of the major defense
system against cyber threats. It is important for detecting
malicious activity in network traffic. However, the use of
classic IDS techniques in heterogeneous and dynamic net-
work environments is affected by several problems.

Background of Intrusion Detection Systems

Intrusion Detection Systems are designed to monitor net-
work traffic and system activities to detect unauthorized
access, misuse, or anomalies (Depren et al., 2005). IDS
can be deployed in various forms, including network-based
IDS (NIDS), which analyze network traffic, and host-based
IDS (HIDS), which monitor activities on individual devices
(Efe and Abaci, 2022). Both processes are intended to de-
tect potential security violations and to alert for further re-
view.

As discussed in previous sections, IDS techniques are
broadly categorized into signature-based and anomaly-
based detection methods. Signature-based systems rely on
predefined patterns of known attacks and are effective in
identifying previously encountered threats with high accu-
racy (Li et al., 2019). However, these systems are inher-

ently limited in their ability to detect new or unknown at-
tack types, as they require continuous updates of signature
databases (Axelsson, 2000).

Anomaly based systems however try to predict normal be-
havior and look for deviations as potential dangers. This
allows them to find unknown or zero-day attacks that are
not solved by signature-based methods. However, anomaly
detection methods are often prone to higher false positive
rates, because of the difficulty in accurately defining nor-
mal behavior in complex and dynamic network environ-
ments (Buczak and Guven, 2016).

Challenges in Modern Intrusion Detection

With the emergence of [oT and cloud computing, intrusion
detection has become more challenging due to several key
factors:

Data Heterogeneity Modern network environments con-
sist of various data sources such as cloud servers, [oT de-
vices, and Edge computing platforms. These sources gen-
erate data having different formats, structures and features.
For example, cloud network traffic is typically high-volume
and structured, while IoT traffic is lightweight, dynamic,
and often erratic. This variability makes it challenging to
build a single intrusion detection model that performs well
in multiple domains (Ring et al., 2019).

Class Imbalance Intrusion detection datasets are often
highly imbalanced because the number of normal traffic
samples is significantly larger than that of malicious sam-
ples. Such imbalance could lead to biased model predic-
tions as the model is going to tend to predict the major-
ity class (regular traffic) and miss the minority class (at-
tacks). This leads to accurate models, but poor detection
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of real intrusions, in the sense of recall and false negative
rates (Wang et al., 2017).

Detection of Unknown Attacks One of the most impor-
tant problems in intrusion detection is the ability to detect
zero-day attacks, attacks that have never been seen before.
Supervised machine learning models are useful for detect-
ing known attack patterns, and they use labeled data. How-
ever, they do not generalize well to new types of attacks
that are not present in the training data. This limitation em-
phasizes the necessity for more adaptive and sophisticated
detection mechanisms (Buczak and Guven, 2016).

Feature Inconsistency Across Datasets Many datasets
may contain different feature representations, naming con-
ventions and data formats. For instance, features like flow
length, packet counts and byte statistics may have different
representations in CICIDS and TON IoT datasets. This dis-
crepancy makes it difficult to combine datasets directly for
training a unified model requiring additional preprocessing
and feature alignment techniques (Sharafaldin et al., 2018;
Moustafa, 2020).

Computational Complexity Advanced intrusion detec-
tion models based on deep learning require significant com-
putational resources for training and inference. For exam-
ple, the LSTM networks have complex operations and se-
quential data processing, which are not suitable for real-
time deployment in resource-limited scenarios such as IoT
devices (Hochreiter and Schmidhuber, 1997).

Limitations of Existing Approaches

There have been many advances in the field of intrusion de-
tection but the existing solutions suffer from a number of
key drawbacks that prevent them from being useful in the
modern heterogeneous network environment. Traditional
supervised learning models, such as Random Forest and
XGBoost, have shown excellent classification performance
and detection accuracy on benchmark intrusion detection
datasets. However, they depend heavily on labeled train-
ing data and learn mostly predefined assault patterns. Thus,
their generalization to unseen or emerging cyber risks is
limited (Breiman, 2001; Chen and Guestrin, 2016). This de-
pendence on labeled data is a limiting factor for supervised
intrusion detection systems in practical cybersecurity en-
vironments with constantly changing attack technique pat-
terns, and limits their adaptability and long-term stability.
Anomaly detection approaches based on autoencoders and
sequential deep learning models address some of these lim-
itations by learning representations of normal traffic behav-
ior and identifying deviations as potential intrusions (Chan-
dola et al., 2009; Shone et al., 2018a). Although these
methods improve anomaly-awareness and offer the poten-
tial to detect previously unseen attacks, their standalone de-
tection performance is often constrained by reconstruction-
threshold sensitivity, lower recall, and difficulty distin-
guishing subtle malicious behaviors from legitimate net-
work traffic. Consequently, anomaly-based systems may
generate unstable detection performance and increased false
negative rates in complex traffic environments.
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Deep learning based intrusion detection methods are com-
putationally expensive. Architectures based on recurrent
neural networks, sequence modelling or multi-stage deep
learning pipelines often require high computing resources,
large-scale training datasets and long training times (Good-
fellow et al., 2016). Such criteria may present a challenge
to their feasibility in real-time intrusion detection scenarios,
particularly in resource-constrained IoT systems, where la-
tency and processing efficiency are critical operational fac-
tors.

Another major weakness of the existent intrusion detection
research is the frequent use of single-dataset evaluation ap-
proaches (Issa et al., 2024). Many research evaluate intru-
sion detection models on a single benchmark dataset, which
may lead the model to learn dataset-specific properties in-
stead of generalized intrusion patterns (Ring et al., 2019).
The models trained on a single dataset typically exhibit poor
cross-domain generalization ability when deployed in dif-
ferent real-world environments, because the traffic behav-
iors, feature distributions and communication patterns are
substantially different in corporate and IoT contexts.

These constraints indicate the need for more adaptive and
resilient intrusion detection frameworks, that can combine
supervised classification, anomaly-aware sequence mod-
eling, and multi-domain learning to boost detection abil-
ity, generalization performance, and practical applicability
across modern cloud and IoT network infrastructures.

Problem Definition

The growth of cloud infrastructures and Internet of Things
(IoT) environments pose major challenges for modern in-
trusion detection systems. However, existing intrusion de-
tection techniques often fail to simultaneously provide high
detection accuracy, anomaly-awareness, cross-domain gen-
eralization, and computing efficiency in diverse network en-
vironments (Qin et al., 2025). Supervised learning models
work well for the type of attack that they are trained on Hos-
sain et al. (2025) But they can find it difficult to spot new
or unexpected risks. On the other hand, the performance of
anomaly detection methods can be erratic, missing of true
attacks and the results are sensitive to the threshold settings.
Moreover, the heterogeneity of the traffic features in the en-
terprise and IoT environments makes it difficult to design a
unified and generalizable intrusion detection system.

To this end, the present study addresses the problem of de-
signing a hybrid intrusion detection system that can com-
bine supervised attack categorization with anomaly-aware
sequence modelling in the context of heterogeneous cloud
and IoT network environments.

This research aims to investigate if the combination
of XGBoost-based supervised classification and LSTM
Autoencoder-based anomaly detection can improve the per-
formance of intrusion detection and support cross-domain
generalization using the feature-aligned CICIDS2017 and
TON_IoT datasets, specifically. The proposed framework
is designed to increase the detection of both known and un-
known threats, and achieve high precision and minimize the
number of false negatives.

Another key part of the problem is how to handle het-
erogeneous multi-domain datasets with inconsistent feature
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structures and traffic characteristics. The study also aims
to address the challenge of constructing a unified feature
representation that can be used for both supervised classi-
fication and sequence-based anomaly detection due to the
very different communication behaviors, feature distribu-
tions, and attack patterns of enterprise and IoT traffic.

The paper also discusses the effect of class imbalance and
dependency of datasets on intrusion detection performance.
The proposed methodology aims at improving the model ro-
bustness and generalization ability by learning from the in-
tegrated multi-domain traffic data instead of learning from
a single benchmark dataset.

Finally, the research addresses the practical problem of
trade-off between detection capability and processing ef-
ficiency. Deep learning methods provide a powerful se-
quential modelling capability but the computational com-
plexity may limit its usability for real-time applications in
resource constrained contexts. Therefore, the proposed hy-
brid framework aims to provide efficient intrusion detection
performance with a relatively lightweight and scalable ar-
chitecture suitable for modern cybersecurity applications.

Proposed Solution Overview

To overcome the limitations of existing intrusion detection
techniques, this paper proposes a hybrid intrusion detection
system based on supervised machine learning and anomaly-
aware sequence modeling for heterogeneous cloud and IoT
environments. The proposed framework aims to combine
the high classification power of supervised learning models
with the anomaly detection ability of deep learning-based
sequence analysis to improve the overall performance of in-
trusion detection.

The supervised part of the framework contains Random
Forest and XGBoost classifiers trained on labeled network
traffic data (Breiman, 2001; Chen and Guestrin, 2016). The
models are trained to learn the discriminative patterns of
known attack categories and normal traffic behavior. These
ensemble learning algorithms have demonstrated the pow-
erful classification ability and robustness on the structured
network traffic data, leading to very excellent detection per-
formance for the attack patterns previously reported.

In addition to the supervised learning part (Hochreiter and
Schmidhuber, 1997; Chandola et al., 2009), an LSTM Au-
toencoder based anomaly detection model is used for the
detection of aberrant or unreported attack behaviors. The
LSTM Autoencoder is trained only with normal traffic se-
quences to learn the temporal communication patterns and
sequential behavior of the traffic . During the inference
phase, the reconstruction-error analysis is used to detect
the anomalous traffic sequences, where larger reconstruc-
tion errors are considered as potential anomalies or mali-
cious activities.

Another important aspect of the proposed system is the fu-
sion of heterogeneous network traffic datasets . In this
work, we combine the CICIDS2017 (Sharafaldin et al.,
2018) and TON_IoT (Moustafa, 2020) datasets to create a
unified cross-domain intrusion detection environment that
contains enterprise/cloud and IoT traffic scenarios. The dif-
ferent feature structure and traffic characteristics of the two
datasets motivate us to design a feature-alignment technique
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to obtain a compact and consistent shared feature represen-
tation for both supervised classification and sequence-based
anomaly detection.

The proposed framework also uses a hybrid fusion mecha-
nism to fuse the output of the supervised classifier with the
anomaly detection component by using a logical OR-based
decision method. The purpose of this fusion strategy is to
increase the sensitivity of attack detection, so that either the
supervised classification model or the anomaly-aware se-
quence modelling component can detect the malicious traf-
fic.

The proposed system incorporates supervised learning,
anomaly detection, feature-aligned multi-domain datasets
and hybrid decision fusion into a single architecture, with
the aim of enhancing the robustness of intrusion detection,
improving the generalization capability over heterogeneous
environments, and providing a more realistic and scalable
solution for modern cybersecurity applications.

Summary

In this section, the background and major issues of intrusion
detection in IoT and cloud systems are discussed. It dis-
cussed the main shortcomings of current techniques, such
as the incapability to identify unknown threats, the reliance
on labeled data, the heterogeneity of data, and the restric-
tions of computing.

The problem statement emphasizes the need of a hybrid and
multi-domain intrusion detection system to overcome these
challenges. Our proposed strategy employs machine learn-
ing and deep learning techniques, and dataset alignment
tactics to enhance detection performance and generalization
capability.

Dataset Description

The efficiency of an intrusion detection system (IDS) (Hos-
sain et al., 2025) is highly dependent on the quality, di-
versity and realism of the dataset used for model training
and evaluation. Datasets are the basis of intrusion detec-
tion study, which learns network behavior patterns and de-
tects malicious actions. Thus, the selection of appropri-
ate datasets is an important step towards developing a re-
liable and generalizable IDS. In this paper we use two pop-
ular datasets, the CICIDS dataset and the TON IoT dataset.
These datasets are chosen to represent different network do-
mains i.e. cloud-based and IoT-based environments to facil-
itate the development of a multi-domain intrusion detection
framework.

Recent work on intrusion detection has moved away from
traditional datasets, such as the KDD Cup 99 dataset, due
to many disadvantages such as duplicate records, unreal-
istic distribution of traffic, and outmoded attack scenar-
ios (Tavallaee et al., 2009). With the change of network
environment, there is a need for the dataset which can rep-
resent the real environment accurately. Recent datasets such
as CICIDS and TON IoT alleviate these limitations with the
inclusion of realistic traffic patterns, multiple attack types,
and rich feature representations . Such datasets are used
to increase the reliability of the findings of the experiments
and to improve the generalization capability of the intrusion
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detection models (Ring et al., 2019).

CICIDS Dataset

The CICIDS dataset introduced by Sharafaldin et
al. (Sharafaldin et al., 2018) is one of the most popular
benchmark datasets used in intrusion detection research. It
is primarily intended to emulate real world network traffic
in enterprise and cloud environments. The dataset contains
a large number of network flow records, each represent-
ing a communication session between two endpoints. The
flows have been extracted from real network scenarios, in-
cluding typical user activities such as web browsing, email
communication and file transfers.

One of the major advantages of the CICIDS dataset is that
it is well endowed with a rich set of features. It has a
wide set of features that describe the behavior of a network
such as flow duration, packet counts of forward and back-
ward flows, byte statistics and timing information. These
attributes provide accurate information about the traffic pat-
terns and are very useful for machine learning based re-
search.

The data collection includes not only normal traffic but also
other attack scenarios such as distributed denial-of-service
attacks, brute force attacks, web-based attacks, penetration
and botnet activity. This diversity enables models to learn
multiple patterns related to malicious activity. Therefore,
the CICIDS dataset is especially appropriate for supervised
learning algorithms, which require labeled data to perform
classification tasks.

The CICIDS dataset has some advantages, but it is mainly
based on cloud or enterprise network context. However, this
is not enough to describe the nature of IoT systems, whose
traffic patterns are more dynamic and less structured. This
constraint highlights the necessity of incorporating more
datasets from IoT contexts.

TON IoT Dataset

Besides the cloud-based representation provided by CI-
CIDS, this research uses the TON IoT dataset suggested
from Moustafa (Moustafa, 2020). The dataset is meant to
model the behavior of the loT-based systems. It provides a
realistic representation of the IoT network traffic.

The TON IoT dataset includes telemetry data generated
by multiple IoT devices such as sensors, smart appliances
and industrial control systems (Alsaedi et al., 2020). It
records the interactions among devices and network ser-
vices that typify the dynamic and heterogeneous nature of
IoT environments. The IoT traffic is more lightweight, less
structured and very variable than classic network statistics,
which presents an even bigger challenge for intrusion de-
tection models.

The dataset contains both numerical and categorical at-
tributes describing different aspects of network communi-
cation and device behavior (Gad et al., 2021). like con-
nection state, protocol type, packet counts, and byte level
statistics. These features can be a useful information to de-
tect anomalous activity in [oT systems.

The TON IoT dataset contains a variety of attack scenarios
relevant to IoT systems, such as denial of service attacks,
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scanning, password attacks and data exfiltration. These at-
tacks allow for a more detailed test of the intrusion models
in the context of IoT.

In this study, we used the TON IoT dataset which improves
the generalizability of the proposed methodology in other
domains. The inclusion of data from both the cloud and the
IoT offers a wider variety of patterns to the model, making
it more robust and applicable to real-world scenarios.

Challenges in Multi-Domain Dataset Usage

The use of several datasets provides advantages in terms of
diversity and realism, but also presents several obstacles to
be dealt with in order to allow for good model training.

One of the main issues is the inconsistency of the feature
representation among datasets . The CICIDS and TON IoT
datasets are created with different techniques and tools, thus
there are differences in feature names, formats and defini-
tions. For example, different naming conventions or units
may be used to represent the same network attributes, which
makes direct integration more difficult.

Another problem is the distribution of the data. The datasets
differ in traffic volume, feature scale and attack frequency.
Such differences can lead to biases in the training of a
model, which may favor patterns from one dataset over the
other. This problem is more relevant for the fusion of cloud
and IoT data as the traffic characteristics of them are some-
what different.

Another important challenge in the intrusion detection
datasets is the class imbalance. The CICIDS and TON IoT
datasets contain more normal traffic samples than malicious
samples. This imbalance may affect the model performance
and thus results in lower detection rates of attack instances.
This problem should be resolved to get reliable intrusion
detection.

Dataset Integration Approach

The present study tackles the challenges of merging multi-
ple datasets by following a structured integration approach.
The first step is to identify a set of similar features available
in both datasets that are relevant to describe the network
behavior. Such features typically include communication
endpoint features, traffic volume and temporal features.

After identifying the key features, the datasets are processed
to bring them into a common representation. This approach
consists of the alignment of the names and formats of the
features in such a way that equivalent attributes of both data
sets are represented in a unified way. The data types are also
standardized to match the model training.

Once the features are aligned, the data sets can be combined
by assigning consistent labels. Both datasets are multi-class
at the beginning however they are reduced to binary classi-
fication problems. In this form, normal traffic is tagged as
a label and all attack types are clustered under a malicious
label. This simplification helps the model to focus on the
main task of distinguishing between benign and malicious
traffic.

After preprocessing, the datasets are combined into one
dataset. This joint dataset consists of samples from cloud
and IoT contexts, which enables the model to learn from
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Table 2: Dataset Statistics Throughout the Preprocessing Pipeline

Dataset Stage Samples Features
CICIDS2017 original dataset 2,830,743 79
TON_IoT original dataset 211,043 44
CICIDS2017 after feature selection 2,830,743 7
TON_IoT after feature selection 211,043 7
Merged dataset before duplicate removal 3,041,786 8
Dataset after duplicate removal 2,338,695 8
Final cleaned dataset 2,338,647 8
Training set 1,870,917 7
Testing set 467,730 7

heterogeneous traffic patterns. The combination of several
datasets enhances the generalization capability of the intru-
sion detection system, thus making it more suitable for real
world deployment.

Summary

In this section we present the two complementary datasets,
CICIDS and TON IoT, as the foundation of the proposed in-
trusion detection methodology. The CICIDS dataset has a
detailed description of the cloud-based network traffic. The
TON IoT dataset describes the unique features of IoT en-
vironments. By mixing different datasets it is possible to
build multi-domain IDS able to cope with diverse and het-
erogeneous network scenarios.

However, there are some challenges like inconsistency of
features, heterogeneity of data and class imbalance when
using multiple datasets. This is achieved by a systematic in-
tegration method. The present work provides a solid data set
base for the next steps of pre-processing and modeling on

Table 2 summarises the dataset size at each stage of the
preprocessing pipeline. The CICIDS2017 dataset initially
contained 2,830,743 samples with 79 features, while the
TON_IoT dataset contained 211,043 samples with 44 fea-
tures. To construct a unified cross-domain dataset, six com-
mon traffic-related features and one label column were se-
lected from each dataset. A domain indicator was then
added before merging, resulting in an 8-column integrated
dataset.

In total, the data collection consisted of 3,041,786 samples.
2.338,695 samples after filtering invalid negative duration
values). During the cleaning process, duplicates were re-
moved from the dataset. The input variables were separated
from the label column before training. The machine learn-
ing and deep learning models had 7 input features.

Data Cleaning and Handling Missing Values

Network traffic datasets have often missing or undefined
values due to insufficient packet captures or errors in fea-
ture extraction. Such inconsistencies, if left unaddressed,
can corrupt statistical properties and damage model train-
ing.

Some features in the CICIDS dataset such as flow bytes per
second and flow packets per second can result in undefined
results in the calculation when divided by zero. To over-

feature alignment, label standardization and dataset merg-
ing into one structure.

Data Preprocessing

Data preprocessing is an important step in design of effec-
tive intrusion detection system (IDS). The quality and uni-
formity of the input data are critical factors in the perfor-
mance of machine learning and deep learning models. Raw
network traffic statistics can have errors such as missing
values, duplicate records, and fluctuations in feature size,
which can greatly affect the accuracy and generalizability
of models. Thus, we need a systematic preparation pipeline
that cleans the raw data and makes it consistent and ready
for the model.

In this work, the CICIDS and TON IoT datasets were pre-
processed before being merged into a combined dataset.
The datasets are collected from diverse scenarios and pos-
sess heterogeneous features, thus, preprocessing is neces-
sary to guarantee compatibility and improve data quality.

come this problem, zero is used to replace the missing and
infinite values. This strategy preserves the numerical stabil-
ity and the overall structure of the data collection. Similarly,
the TON IoT dataset is checked for inconsistencies and any
invalid entries are corrected to ensure data integrity.

Removal of Duplicate Records

Duplicate records are common in intrusion detection data
sets, because of recurring network flows or artefacts of data
collection. The presence of duplicate data may bias the
model by over-representing some patterns, which may lead
to overfitting and decrease the generalization capacity.

To deal with this, duplicate records are detected and re-
moved from both datasets. This technique ensures that each
instance in the dataset corresponds to a unique network
event. This increases the diversity of the dataset, making it
more representative of real-world traffic situations, thereby
improving the robustness of the trained models.

Label Transformation and Standardization

The CICIDS and TON IoT datasets have different types
of network traffic, different types of assaults and typical
behaviour. But these categories are not consistent across
datasets, each dataset has its own labelling scheme.
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All labels are transformed to a binary form to remain com-
patible, which makes the classification easier. In this form
normal traffic is assigned a value of 0 and all sort of mali-
cious traffic is assigned a value of 1. With this modification,
the model can focus on the difference of benign and harm-
ful actions, which is the basic goal of intrusion detection
systems.

Feature Scaling and Normalization

The numerical range of characteristics in a network dataset
is often very diverse. Packet counts can be in the hundreds,
but byte related features can be in the thousands or mil-
lions. Such discrepancies can be harmful for the model per-
formance especially for gradient-based optimization based
techniques.

To solve this problem, all values of features are normalized
to a common range from 0 to 1 using Min-Max normaliza-
tion. This transformation is defined by the following equa-
tion:
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X o X - Xmin (1)
o X max X min
where X represents the original feature value, X,,;, and
X max denote the minimum and maximum values of the fea-
ture, and X o 1S the normalized value.

This normalization strategy assures that all features are con-
tributing equally during training of the model and no feature
with greater magnitudes dominates the learning process .
Also, it improves the convergence speed and stability, par-
ticularly in deep learning models like LSTM networks.

Class Distribution Analysis

Before training the model, we need to check the class dis-
tribution in the data set. Most intrusion detection datasets
are imbalanced, i.e., the number of normal traffic samples
is usually larger than the number of attack samples. Such
an imbalance can lead to biased prediction of the model,
towards the majority class.

Dataset Class Distribution

Class 0

Class 1

Figure 1: Class Distribution Before Preprocessing

As illustrated in Figure 1, the dataset is heavily skewed
toward normal traffic. This imbalance highlights the im-
portance of careful evaluation and dataset handling during
model development.

Dataset Splitting

Then the data is pre-processed and split between testing and
training data to test the model on unseen data. In this study,
we employed 80:20 split where 80% of the data were used
for training and 20% for testing.
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In this technique, stratified sampling is used to ensure that
both subsets have the same class distribution. This means
that the test set is a true representation of the real world and
that the evaluation of the model is not biased.

Preprocessing Pipeline Overview

The preprocessing approach can be succinctly described as
a sequential transformation of raw data into a structured
dataset appropriate for model training.

The pipeline follows this sequence:

Raw Dataset — Data Cleaning — Missing Value Handling
— Duplicate Removal — Label Transformation —
Normalization — Train/Test Split

This pipeline ensures that the dataset is consistent, noise-
free, and ready for subsequent analysis and modeling.

Summary

In this section, a complete data preparation methodology is
introduced to prepare the CICIDS and TON IoT datasets
for intrusion detection. Pre-processing steps are executed,
include dealing with missing values, removal of duplicates,
label modification, feature normalization and separating the
dataset to training and test sets.
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These procedures are important to improve data quality and
to support interoperability across diverse data sources. The
obtained clean and consistent dataset boosts the ability of
the proposed system to detect essential patterns and its ac-
curate detection performance in the following stages of the
job.

Exploratory Data Analysis (EDA)

Exploratory Data Analysis (EDA) is an important step be-
fore applying machine learning and deep learning models to
understand the structure, properties and underlying trends
of the dataset . EDA plays a crucial role in identifying the
relation between features, anomaly detection and class im-
balance analysis which in turn directly impacts the model
performance for intrusion detection system. Both the CI-
CIDS and TON_IoT datasets offer useful insights into traffic
distribution, feature importance and attack behaviors.

Overview of Data Distribution

As a first step of Exploratory Data Analysis (EDA), we
analyze the statistical distribution of crucial traffic-related
aspects in the integrated datasets. Knowing how the fea-
tures are distributed helps us detect skewness, outliers, and
changes in traffic behavior between domains.
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Figure 2: Distribution of Flow Duration Values in CICIDS2017 and TON_IoT Datasets Before Preprocessing

Figure 2 shows the distribution of flow duration values in
the CICIDS2017 and TON_IoT datasets before any prepro-
cessing. The distributions are strongly skewed with a large
concentration of samples near lower duration values and
some extreme values towards higher durations. This sug-
gests that both datasets contain many outliers and irregular
traffic behavior.

Furthermore, the picture shows the difference between the
standard network traffic and the IoT traffic , emphasizing
the heterogeneity of the combined dataset. If not han-
dled, such skewed distributions can adversely affect ma-
chine learning performance. Hence, preprocessing steps
such as logarithmic transformation and normalization are
applied in the later stages to reduce the effect of extreme
values and to enhance the stability of the model.

Feature Distribution Analysis

The distribution of distinct attributes can be useful to recog-
nize patterns and find anomalies in network traffics . Flow
length, packet counts and byte statistics of the communica-
tion behavior are valuable insights.

Attack traffic usually shows anomalous patterns, e.g., very
high packet rates or inconsistent flow durations. We can
learn the feature distributions of normal and malicious traf-
fic, and find out which features distinguish them.

The analysis of the flow duration feature reveals that the
flow duration of malicious traffic is generally shorter than
that of normal traffic. Such activity suggests fast or bursty
communication patterns which are often indicative of harm-
ful operations such as scanning, flooding and denial of ser-



Molla, Esfahania and Dunsin. Cybersecurity

vice attacks.

In addition, the packet and byte related features showed
significant differences among benign and malicious traf-
fic samples, indicating the need of feature level analysis to
build intrusion detection models. These facts support the
choice of statistical approaches for pre-processing and nor-
malization in order to boost the robustness and the general-
ization capability of the proposed models.

Correlation Analysis Between Features

Correlation analysis is used to see the links between fea-
tures. Highly correlated features may lead to redundancy
while weakly correlated features may provide supplemen-
tary information for classification.

The Pearson correlation coefficient is a measure of the lin-
ear relationship between two variables. It is defined as:

S -X)(-Y)
VR - X/ V)

where 7 represents the correlation coefficient, and X and Y
denote the variables under consideration.

@

A correlation matrix is typically used to visualize relation-
ships among features. Strong positive or negative correla-
tions indicate dependencies that may influence model be-
havior. Eliminating redundant features based on correlation
analysis can enhance model efficiency and reduce overfit-
ting.

Detection of Outliers

Outliers are data points that are far from the normal distribu-
tion. The points are usually malicious or anomalous actions
in the case of intrusion detection systems. Outlier detec-
tion is an important problem to enhance the performance
of anomaly detection and robustness of machine learning
models.

During the exploratory investigation, extreme values and
anomalous traffic patterns were observed in various indi-
cators such as flow length, packet counts and byte statistics
. These anomalous observations are significantly different
from most benign traffic samples and could be indicative of
suspicious or malicious network activity.

The existence of outliers emphasizes the importance of
using anomaly detection techniques to the proposed in-
trusion detection architecture. Autoencoders (Chandola
et al., 2009; Shone et al., 2018a) and similar models are
very effective in learning normal traffic and identifying
anomalies based on reconstruction error. Moreover, some
pre-processing methods were adopted, such as logarithmic
transformation and normalization, to limit the influence of
extreme values and improve the stability of the model dur-
ing training process.

Feature Importance Insights

Feature importance analysis to find the most important qual-
ities for intrusion detection. Tree-based models like Ran-
dom Forest and XGBoost have a natural way to measure
the relevance of features.
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The most important features to distinguish between normal
and malicious traffic are usually packet counts, byte statis-
tics and flow duration (Breiman, 2001; Chen and Guestrin,
2016). These attributes capture important aspects of the
communication activity and provide useful information for
identifying suspicious network activities.

Trained model analysis showed that flow duration and bytes
related characteristics significantly contributed to the classi-
fication performance. Packet based features also played an
important role in distinguishing malicious traffic patterns
from benign network behavior. The influential traits iden-
tified will enable dimensionality reduction, increase model
interpretability and help to design more efficient intrusion
detection systems.

Besides, the feature importance understanding helps to in-
terpret the model decision making process and understand
which network traffic features are the most relevant to the
detection of cyber threats.

Summary

Exploratory Data Analysis allows us to understand the
structure and properties of the dataset. The research points
out the main issues including class imbalance, feature vari-
ability and existence of outliers and highlights the features
that have considerable impact on intrusion detection.

These findings are a good basis for feature engineering and
model building. The results of the EDA can inform the
choice of appropriate preprocessing techniques and model
selection approaches to improve the performance of the pro-
posed intrusion detection system.

Feature Engineering

Feature engineering was performed to construct a unified
and consistent representation of network traffic across the
CICIDS2017 and TON_IoT datasets. Since the two datasets
contain different feature structures, naming conventions,
and traffic characteristics, direct merging was not possible.
Therefore, this study adopted a manual feature-alignment
strategy by selecting semantically similar numerical traffic
features from both datasets.

The purpose of this stage was not to perform high-
dimensional feature optimization, but to create a compact
and interpretable cross-domain feature space suitable for
both supervised classification and sequence-based anomaly
detection.

Feature Alignment and Selection

A common feature space was constructed by selecting nu-
merical traffic attributes that were available or semantically
comparable in both CICIDS2017 and TON_IoT. The final
selected input features were:

* dst_port: destination port number,
e duration: duration of the network flow or connection,
* src_pkts: number of source/forward packets,

* dst_pkts: number of destination/backward packets,
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* src_bytes: number of source/forward bytes,
* dst_bytes: number of destination/backward bytes,

* domain: dataset origin indicator.

For CICIDS2017, the corresponding features were mapped
from destination port, flow duration, total forward packets,
total backward packets, total length of forward packets, and
total length of backward packets. For TON_IoT, equiva-
lent features were selected from destination port, duration,
source packets, destination packets, source bytes, and des-
tination bytes.

A binary domain feature was introduced to indicate the
source of each sample, where O represents CICIDS2017
traffic and 1 represents TON _IoT traffic. This feature al-
lows the model to retain information about dataset origin
while learning from a unified feature representation.

Feature Transformation

Network traffic features such as duration, packet counts,
and byte counts are often highly skewed and may contain
extreme values. To reduce the influence of large outliers
and improve numerical stability, logarithmic transformation
was applied using 1oglp () to the following features:

* duration
* src_pkts
* dst_pkts
* src_bytes

* dst_bytes

The transformation is defined as:

X' =log(1 + X) 3

where X represents the original feature value and X' repre-
sents the transformed value. This transformation preserves
zero values while reducing the scale of large numerical val-
ues.

Feature Scaling

The selected characteristics were scaled into a similar range
from O to 1 using Min-Max normalization after logarith-
mic transformation. This phase is especially critical for the
LSTM Autoencoder, since neural network models are sen-
sitive to changes in feature scale.

The Min-Max normalization is defined as:
X - Xmin

Xnorm = - - 4
Xmax - Xmin ( )

where X represents the original feature value, X,;, and
Xmax represent the minimum and maximum values of the
feature, and X, represents the normalized value.

To avoid data leakage, the scaler was fitted only on the train-
ing set and then applied to the testing set.
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Feature Reduction Strategy

This study did not use any dimensionality reduction meth-
ods such as Principal Component Analysis (PCA). Rather,
feature reduction was done by manual feature alignment.
We have kept only those features which are semantically
consistent in both CICIDS2017 and TON_IoT.

This approach reduced the original CICIDS2017 feature
space from 79 features and TON_IoT feature space from 44
features to a compact set of seven input features . This sac-
rificed the richness of the original datasets, but increased
cross-domain compatibility, interpretability and computa-
tional efficiency.

Summary

Feature engineering was performed to obtain a compact, in-
terpretable and cross-domain feature representation. The
last set of features included six aligned numerical traffic
features and one domain indication. Skewness was reduced
through logarithmic transformation and the features were
normalized using Min-Max scaling.

This feature engineering approach fulfills the main objec-
tive of this study, which is to evaluate supervised, anomaly-
based, and hybrid intrusion detection models on feature
aligned CICIDS2017 and TON_IoT traffic data.

Proposed Methodology

This section describes the proposed hybrid intrusion de-
tection framework for improving detection performance in
cloud and IoT environments. The methodology is a com-
bination of supervised machine learning models and deep
learning-based anomaly detection to overcome the short-
comings of the two approaches. The proposed system com-
bines different methodologies and utilizes heterogeneous
datasets in order to achieve high accuracy for the detection
of known assaults and to be able to detect previously unre-
ported threats.

Overview of the Proposed Framework

The proposed methodology is based on a hybrid archi-
tecture using Random Forest and XGBoost as supervised
learning components and an autoencoder based on LSTM
for anomaly detection. The solution is based on a uni-
fied dataset created by combining CICIDS and TON_IoT
datasets to expose different traffic patterns.

The workflow starts with pre-processed data which is fol-
lowed by feature engineering to obtain an enhanced feature
set. This processed data is then used to train models, both
supervised and unsupervised. The outputs of these models
are combined to reach the final classification decision.

The motivation of the hybrid method is that the super-
vised models are good to detect the known attack patterns
while the anomaly detection models are better to detect the
unknown or zero-day assaults. The combination of both
methodologies allows to find a trade-off between the gener-
ality and the accuracy of the system.
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Supervised Learning Component

The supervised learning component consists of Random
Forest and XGBoost classifiers trained on labeled data to
classify network traffic as normal or malicious.

Random Forest constructs multiple decision trees and ag-
gregates their predictions. The final prediction is given by:

1 N
y=N;Ti(m) S)

where T;(x) represents the prediction of the i-th decision
tree and NN is the total number of trees.

XGBoost builds trees sequentially, where each new tree
minimizes the error of the previous ones. The objective
function is defined as:

n

L(6) = Uy i) + D Qfr) ©6)

i=1 k

where [ is the loss function and €2 is a regularization term
that controls model complexity.

These models are effective in detecting known attack pat-
terns and achieve high classification accuracy when trained
on labeled datasets (Breiman, 2001; Chen and Guestrin,
2016).

Anomaly Detection Component

To detect unknown attacks, an LSTM-based autoencoder is
incorporated. The autoencoder is trained using normal traf-
fic data to learn its underlying patterns. During testing, de-
viations from these patterns result in higher reconstruction
errors, indicating anomalies.

The reconstruction error is computed as:

E=|X-X|? ©)

where X is the original input and X is the reconstructed
output.

A threshold is defined such that if the reconstruction error
exceeds this threshold, the sample is classified as anoma-

The framework follows a sequential pipeline from data pre-
processing and feature engineering to model training and
decision fusion.

As shown in Fig. 4, the hybrid model achieves higher ac-
curacy compared to individual models, highlighting the ad-
vantage of combining multiple techniques.

Unseen-Attack Evaluation

An unseen-attack experiment was conducted to evaluate the
generalization capability of the proposed intrusion detec-
tion framework. For this evaluation we excluded some at-
tack families from the training and only considered them
for the testing. The experimental setting simulates new at-
tack scenarios never met before and enables a more realistic
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lous. The use of LSTM networks enables the model to
capture temporal dependencies in network traffic, making
it effective for detecting sequential attack patterns (Hochre-
iter and Schmidhuber, 1997; Chandola et al., 2009; Shone
et al., 2018a).

Hybrid Decision Mechanism

The final decision is obtained by combining the outputs of
the supervised and anomaly detection components. This en-
sures effective detection of both known and unknown at-
tacks.

The decision function is defined as:

1, ifS(z)=1or A(xz) >0
. (®)
otherwise

where S(z) represents the supervised model prediction,
A(z) is the anomaly score, and 6 is the anomaly thresh-
old. [h] Hybrid Fusion Decision Mechanism [1] each traffic
sequence x Obtain XGBoost prediction S(x) Reconstruct
sequence using LSTM Autoencoder Compute reconstruc-
tion error A(x) S(x) = 1 or A(x) > 0 Classify x as Attack
Classify = as Normal

Model Training Process

The training is divided into different supervised and unsu-
pervised phases. Supervised models are trained on labeled
data, whereas the LSTM autoencoder is trained just on reg-
ular traffic data.

The hyperparameters such as number of trees in Random
Forest, learning rate in XGBoost, number of LSTM lay-
ers are modified to obtain the optimum results. We employ
cross-validation to ensure that the model generalizes to un-
seen data.

System Workflow Visualization

The overall workflow of the proposed framework is illus-
trated in Fig. 3.

Performance Illustration

The effectiveness of the hybrid approach is demonstrated
by comparing it with individual models.

evaluation of anomaly awareness and generalization perfor-
mance.

Many denial of service related attacks, DDoS, DoS Hulk,
DoS GoldenEye, DoS Slowhttptest, DoS Slowloris and
DoS traffic were included in Held out attack categories. In
the training phase, the supervised models are trained with
only normal traffic and the remaining types of attacks.

The evaluation is done by comparing the performance of
XGBoost, LSTM Autoencoder and hybrid fusion model on
unseen-attack condition using Accuracy, Precision, Recall
and F1-score metrics.
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Figure 3: Proposed Hybrid Intrusion Detection Framework
Summary method to build a robust and scalable intrusion detection

In this part we present a hybrid intrusion detection system
by combining supervised learning model with deep learn-
ing based anomaly detection. Known assault detection is
performed with Random Forest and XGBoost and unknown
threat detection is performed with an LSTM autoencoder.
The hybrid decision mechanism takes advantage of the
complementing characteristics of various models and thus
increases the detection power. Besides, the multi-domain
datasets use allows better generalization for the system to
be used in real-world cloud and IoT scenarios.

Model Design

The model design describes the architecture and working
structure of the proposed hybrid intrusion detection system.
It shows the interaction of the system components, the flow
of data in the model and the process of generation of fore-
cast. The proposed approach combines supervised learn-
ing models with a deep learning based anomaly detection

system.

Architectural Overview

In this paper, we propose a hybrid architecture model which
combines classification based detection and anomaly based
detection. In the system, the network traffic data is pro-
cessed in a sequential pipeline from the input data to the
final decision, i.e. normal or malicious traffic.

The architecture consists of three main components: a su-
pervision learning module, an anomaly detection module
and a fusion mechanism. The supervised module includes
Random Forest and XGBoost classifiers that are trained on
labeled data to detect known attack patterns. We use an
LSTM Autoencoder to learn the normal behavior of traffic
and implement the anomaly detection module by detecting
deviation as anomaly.

The outputs of these components are fused using a decision
fusion approach to get the final classification result. The hy-
brid design allows the system to successfully detect known



Molla, Esfahania and Dunsin. Cybersecurity (2026) XX:XX Page 18 of 29
Model Accuracy Precision Recall Fl-score
Random Forest 0.9958 0.9902 0.9901 0.9901
XGBoost 0.996 0.9939 0.9871 0.9905
LSTM AE 0.2039 0.993 0.1235 0.2197
Hybrid 0.9945 0.9975 0.9964 0.997

Figure 4: Performance Comparison of Models

and unknown attacks.

Supervised Model Design

The supervised component contains two ensemble learn-
ing algorithms, Random Forest and XGBoost. We se-
lected these models because they have demonstrated good
performance on classification tasks and can handle high-
dimensional network data (Breiman, 2001; Chen and
Guestrin, 2016).

A random forest is a collection of decision trees . Each tree
is trained on a random subset of data. The final prediction
is made by majority voting of all trees. This promotes ro-
bustness and avoids overfitting.

XGBoost is a gradient boosting framework that constructs
trees one by one. Each tree is trained to reduce the inaccu-
racy of previous trees and thus the overall accuracy is im-
proved. The model also employs regularization techniques
to control complexity and improve generalization.

Both models are trained on the merged CICIDS and
TON_IoT dataset, to learn the cloud and IoT traffic patterns.

LSTM Autoencoder Design

The anomaly detection component of the proposed intru-
sion detection system is based on an LSTM Autoencoder
designed to learn temporal patterns in sequential network
traffic data. Long Short-Term Memory (LSTM) networks
are suitable for modelling sequential dependencies and tem-
poral behaviour in network traffic, which is important for
identifying anomalous communication patterns (Hochreiter
and Schmidhuber, 1997; Chandola et al., 2009; Shone et al.,
2018a).

The model was trained exclusively on normal traffic se-
quences so that it could learn the characteristics of benign
behaviour. During inference, sequences that produce high
reconstruction error are considered anomalous and poten-
tially malicious.

For the LSTM Autoencoder, tabular traffic records were
transformed into fixed-length sequences with a sequence
length of 10. Each sequence contained seven input features.
A sequence was labelled as malicious if at least one sample
within the sequence corresponded to attack traffic.

The encoder section contains 2 LSTM layers. The
first encoder was an LSTM with 64 hidden units
and return_sequences=True followed by a second
LSTM with 32 hidden units which provided the latent bot-
tleneck representation. The original sequence was decoded

by the decoder using RepeatVector layer and two de-
coder LSTM layers with 32 and 64 hidden units respec-
tively. A last TimeDistributed Dense layer recon-
structed the feature values at each time step.

The model is trained with Mean Squared Error (MSE) re-
construction loss and Adam optimizer with learning rate of
0.001. I trained for 10 epochs, with a batch size of 64, and
early terminated based on monitoring of validation loss.

For inference, anomaly scores were computed as the mean
squared reconstruction error between the original and re-
constructed sequences. The threshold for reconstruction-
error 0.001014 was tuned empirically to distinguish be-
tween regular and aberrant traffic patterns.

Fusion Mechanism Design

The outputs of the supervised and the anomalous detection
parts are combined using the fusion mechanism. This stage
is important for the trade-off between detection accuracy
and generalization capabilities .

Supervised models predict classification labels and thus
classify the samples as normal or malicious. The LSTM
Autoencoder outputs a reconstruction error, which is used
as the anomaly score. These results are combined by a rule-
based judgment mechanism.

If the trained models classify a sample as malicious
AND/OR if the anomaly score is higher than a predeter-
mined threshold, the sample is marked as an attack. Other-
wise the sample is taken in the normal way. This approach
enables efficient detection of known and unknown threats.

Data Flow Through the Model

The data has a structured process. First, the input data are
pre-processed and transformed into normalized feature set.
The processed data is then fed in parallel to the supervised
models and to the LSTM Autoencoder.

The supervised models output classification probabilities as
per the learned patterns and the autoencoder outputs recon-
struction errors. Then the fusion layer aggregates these re-
sults for the final deduction.

The parallel structure of the processing improves the ef-
ficiency and guarantees the execution of various detection
approaches in simultaneously, which raises the overall per-
formance of the system.
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Model Implementation Considerations

Several implementation considerations are addressed to op-
timize model performance. Choosing the right hyperparam-
eters is crucial to achieve the best possible results. The pa-
rameters that are changed for Random Forest are number of
trees and max depth. For XGBoost, the learning rate, num-
ber of estimators and regularization parameters are tuned
carefully .

The architectural parameters of the LSTM Autoencoder
(number of layers, hidden units and sequence length) are
determined by the features of the dataset. The threshold for
anomaly detection is determined empirically based on the
distribution of the reconstruction error.

The model is implemented with standard machine learning
and deep learning tools, ensuring repeatability, scalability
and ease of deployment.

Summary

The model design presented in this section outlines a hy-
brid intrusion detection framework that integrates super-
vised learning and anomaly detection techniques. The com-
bination of Random Forest, XGBoost, and LSTM Autoen-
coder enables effective detection of both known and un-
known attacks.

The fusion mechanism plays a critical role in combining
outputs from different components, resulting in improved
detection performance. The structured data flow and care-
fully designed architecture make the proposed model suit-
able for deployment in complex network environments, in-
cluding cloud and IoT systems.

Experimental Setup and Evaluation

Dataset Configuration

The experiments are performed on the combined dataset of
CICIDS and TON_IoT datasets. The datasets are extracted
from cloud based and IoT based network environments, re-
spectively, and thus contain a wide range of traffic patterns
and attack scenarios (Sharafaldin et al., 2018; Moustafa,
2020). Both datasets are pre-processed and feature engi-
neered prior to training as described in previous sections.

The integrated dataset is divided into training and testing
sub-groups with the ratio of 80:20. Stratified sampling is
used to guarantee that each subset contains the same ratio
between normal and malicious samples. This method de-
creases bias during training and evaluation.

Implementation Environment

The proposed model is implemented in Python which is a
flexible and efficient platform for machine and deep learn-
ing applications. For data processing and model develop-
ment, widely used libraries are used.

The supervised models, Random Forest and XGBoost are
implemented in the standard machine learning libraries and
the LSTM Autoencoder is built in a deep learning frame-
work. The tests are conducted on a system with sufficient
computation resources to support large-scale network data
and training operations.
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The existing frameworks allow for reproducibility and de-
ployment in real-world applications.

Model Configuration

The configuration of each component in the proposed hy-
brid intrusion detection system was selected empirically
based on detection performance and computational effi-
ciency.

The Random Forest classifier was implemented using 100
decision trees with random_state=42 and n_jobs=-1
to enable parallel processing.

The XGBoost classifier was configured using:

* n.estimators=100
* max_depth=6

* learning.rate=0.1
* subsample=0.8

* colsample bytree=0.8

To detect anomalies this paper used an LSTM Autoencoder
with overlapping network traffic windows of length 10. The
encoder was composed of LSTM layers with 64 and 32 hid-
den units, and the decoder was composed of LSTM layers
with 32 and 64 hidden units with a TimeDistributed
Dense output layer.

The autoencoder was trained with Adam optimizer with
learning rate 0.001 and the reconstruction loss function was
Mean Square Error (MSE). Training was conducted for 10
epochs with batch size of 64 and early stopping based on
monitoring of validation loss.

The last hybrid model was a hybridization of XGBoost se-
quence level prediction and LSTM Autoencoder anomaly
prediction with logical OR fusion.

Training Procedure

The training procedure is divided into two parts, corre-
sponding to the supervised and unsupervised parts.

In the first phase, supervised models are trained on labeled
data to classify the network traffic into normal and harmful
classes. During training, validation techniques are used to
ensure that the learning is correct and does not overfit.

In the second stage, only regular traffic samples are trained
with the LSTM Autoencoder. The objective is to recon-
struct the input data with minimal error. The reconstruction
error is later used as an anomaly score.

The loss function used for training the autoencoder is the
Mean Squared Error (MSE), defined as:

1 5
MSE = — X, — X;)? 9
- ;( ) ©)
where X, represents the original input and X; represents
the reconstructed output.
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Unseen Attack Evaluation Setup

The unseen-attack experiment was designed to evaluate
whether the proposed framework could detect attack fam-
ilies that were not observed during supervised training. The
attack labels were first standardized by converting them to
lowercase and removing extra spaces. The excluded at-
tack families were DDoS, DoS Hulk, DoS GoldenEye, DoS
Slowhttptest, DoS Slowloris, and DoS traffic.

The training set was constructed using all normal samples
and all attack samples except the held-out unseen attack
families. Therefore, the supervised model was not exposed
to these attacks during training. The test set was constructed
using normal samples together with only the excluded un-
seen attack samples. This ensured that the evaluation simu-
lated a zero-day or previously unseen attack scenario.

To reduce data leakage, Min-Max scaling was fitted only
on the training data and then applied to the unseen test data.
The domain feature was retained so that both CICIDS2017
and TON_IoT traffic sources could be represented during
evaluation. This helped control domain-specific bias by pre-
serving cross-domain traffic information during testing.

Evaluation Metrics

To evaluate the performance of the proposed intrusion
detection system, several standard metrics are employed.
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These metrics provide a comprehensive assessment, partic-
ularly in imbalanced datasets.

Accuracy is defined as:

TP+TN
A = 1
ey = TN+ P+ FN OO
Precision is defined as:
TP
Precision = ————— 11
recision TP+ FP (11
Recall is defined as:
TP
Recall = TP+ EN (12)

The F1-score is defined as:

Fl—9x Prec%s%on x Recall (13)
Precision + Recall

These metrics are widely used in intrusion detection re-
search and provide a balanced evaluation of model perfor-
mance (Buczak and Guven, 2016).

Experimental Results Overview

The performance of the proposed hybrid model is compared
with individual models to demonstrate its effectiveness.

Performance Comparison of Models
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Figure 5: Performance Comparison of Models

As shown in Fig. 5, As shown in Fig. 6, the hybrid model
achieved improved recall and F1-score performance com-
pared to standalone anomaly detection while maintaining
strong overall classification performance. The improvement
is particularly evident in terms of F1-score, which reflects a
better balance between precision and recall.

Summary

In this section, the experimental setup for the assessment
of the proposed hybrid intrusion detection system is de-
scribed, including dataset design, implementation environ-

ment, model parameters, training methodology, and evalu-
ation metrics.

A mixed dataset displays different traffic pattern. The
hybrid architecture uses supervised classification and
anomaly-aware sequence modelling to improve robustness
in heterogeneous network environments. The experimental
results show the feasibility of the proposed approach and
give a suitable foundation for further study.
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Results

This section illustrates the experimental results of the pro-
posed hybrid intrusion detection system. Performance of in-
dividual models, Random Forest, XGBoost and LSTM Au-
toencoder are considered and compared. Finally, the results
of the hybrid model are revealed.

Random Forest Performance

The Random Forest model is evaluated as a baseline su-
pervised classifier. The results show strong performance in
detecting network intrusions.

The confusion matrix is:

367817 971
980 97962

The model performs well, with only a small number of false
positives and false negatives.

XGBoost Performance

The XGBoost model achieves slightly improved perfor-
mance compared to Random Forest.

The confusion matrix is:

368189 599
1273 97669

The results indicate improved precision but slightly reduced
recall.

Sequence Construction

For the LSTM Autoencoder, tabular traffic records were
transformed into fixed-length sequential windows with a se-
quence length of 10. The sequence construction process
enabled the model to learn temporal traffic behaviour rather
than isolated observations.

A sequence was labelled as malicious if at least one sam-
ple within the sequence corresponded to attack traffic. This
security-oriented labelling strategy prioritizes the detection
of suspicious temporal windows and reduces the risk of
overlooking malicious activities embedded within predom-
inantly normal traffic sequences.

However, this approach also alters the class distribution
compared to the original row-level dataset by increas-
ing the proportion of malicious sequences. Consequently,
sequence-level evaluation metrics are not directly compara-
ble to row-level classification metrics produced by Random
Forest and XGBoost models.

LSTM Autoencoder Performance

The LSTM Autoencoder was evaluated as an anomaly
detection model using reconstruction error. The model
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achieved very high precision but low recall, indicating that
it was conservative in identifying anomalous traffic.

The confusion matrix is:

42927 367
372008 52419

Although the LSTM Autoencoder produced very few false
positives, it missed a large number of attack sequences.
This indicates that the selected reconstruction-error thresh-
old was highly conservative. Therefore, the LSTM Autoen-
coder should not be interpreted as a strong standalone clas-
sifier, but rather as a complementary anomaly-awareness
component within the hybrid intrusion detection frame-
work.

Hybrid Model Performance

The hybrid model combines the XGBoost classifier with the
LSTM Autoencoder using an OR-based fusion mechanism.
A sequence is classified as malicious if either the supervised
model or the anomaly detection model identifies it as an at-
tack.

The confusion matrix is:

42236 1058
1514 422913

In general, the hybrid model performed very well with high
precision, good recall and very low false negative rate. This
indicates the fusion method improves the attack detection
sensitivity with a low false alarm rate. In intrusion detec-
tion, the reduction of false negatives is very important, since
false negatives are just missed attacks.

Comparative Analysis of Results

The comparison shows that supervised models perform well
for known attacks, while the LSTM Autoencoder detects
anomalies with high precision. The hybrid model effec-
tively combines these strengths.

Unseen-Attack Evaluation

To further evaluate the generalization capability of the pro-
posed intrusion detection framework, an unseen-attack ex-
periment was conducted by excluding selected attack fami-
lies during training and evaluating the models on previously
unseen attack traffic. This experiment provides a more real-
istic assessment of anomaly-awareness and robustness un-
der previously unseen attack conditions.

Table 10 presents the performance of XGBoost, the LSTM
Autoencoder, and the hybrid fusion model under unseen-
attack evaluation settings.
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Model Accuracy Precision Recall Fl-score
XGBoost 99.19% 64.63%  96.37%  77.37%
LSTM Autoencoder  96.80% 29.92%  91.90% 45.14%
Hybrid Model 96.21% 27.16%  97.41% 42.47%

Table 11: Per-Attack-Type Detection Performance

Attack Type Support Detected Missed Detection Rate (%)
backdoor 87 82 5 94.25
bot 92 89 3 96.74
ddos 5886 5808 78 98.67
dos 609 602 7 98.85
dos goldeneye 438 433 5 98.86
dos hulk 7049 6943 106 98.50
dos slowhttptest 244 241 3 98.77
dos slowloris 194 193 1 99.48
ftp-patator 162 158 4 97.53
injection 837 825 12 98.57
mitm 47 46 1 97.87
password 615 607 98.70
portscan 3752 3707 45 98.80
ransomware 3 3 0 100.00
scanning 225 224 1 99.56
ssh-patator 131 127 4 96.95
web attack - brute force 65 64 1 98.46
web attack - sql injection 4 4 0 100.00
web attack - xss 28 28 0 100.00
XSS 343 339 4 98.83

Per-Attack-Type Detection Performance

To provide a more detailed attack-wise evaluation, the de-
tection capability of the XGBoost classifier was analysed
using the original attack labels preserved from both the CI-
CIDS2017 and TON_IoT datasets. Since the implemented
intrusion detection system operates as a binary classifier, the
analysis reports the detection rate for each attack category
rather than multi-class precision or recall. The detection
rate represents the percentage of attack samples correctly
identified as malicious.

The detection performance of the proposed framework for
each attack type is presented in Table 11. The results
show consistent high detection performance for various in-
trusion scenarios. The detection rates for high-volume at-
tacks such as DDoS, DoS Hulk, DoS GoldenEye, Slowloris
and PortScan were over 98%. This demonstrates the effec-
tiveness of the proposed framework in identifying malicious

behavior that results in high traffic.

Similarly, the reconnaissance and scanning related attacks,
PortScan and Scanning, also achieved good performance,
which indicates that the selected network-flow features are
effective to characterize the features of the malicious traf-
fic at both the business and IoT environments. Other types
of attack, such as Backdoor, Bot, FTP-Patator and SSH-
Patator, which are more stealthy, had lower detection rates,
but the detection capability was still higher than 94% in all
cases.

Furthermore, several attack categories including ran-
somware and web attack SQL injection achieved perfect
detection rates. However, these categories contained very
limited support samples; therefore, the results should be in-
terpreted cautiously. Overall, the findings demonstrate that
the proposed hybrid intrusion detection framework main-
tains strong generalization capability across heterogeneous
attack behaviours and diverse network environments.
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Addressing the Research Questions

RQ1: Does a hybrid XGBoost-LSTM Autoencoder
model improve intrusion detection performance?

Yes. The mixed model performed very well in the tests with
2 99.45% accuracy rate, a 99.75% precision rate, a 99.644%
recall rate and a 99.70% F1-score. The hybrid method per-
formed better than the standalone models in attack discov-
ery and detection accuracy.

RQ2: Can combining CICIDS2017 and TON_IoT
datasets improve model generalization across different
network environments?

The results indicate that the robustness of the proposed
framework is improved by combining the CICIDS2017 and
TON_IoT datasets. The feature-aligned dataset exposed the
model to both enterprise and IoT traffic patterns enabling
effective detection across a variety of attack categories and
heterogeneous network environments.

RQ3: Does anomaly-aware sequence modelling help de-
tect previously unseen attacks?

Yes. The unseen-attack evaluation revealed that the LSTM
Autoencoder provided additional anomaly-awareness to the
framework. The standalone autoencoder had limited recall,
however, in combination with XGBoost, it was able to de-
tect previously unseen attacks and increase the overall at-
tack detection sensitivity.

Summary

The experimental results indicate that the proposed hybrid
intrusion detection system combines supervised classifica-
tion and anomaly-based analysis to achieve good overall de-
tection performance. The method improves the robustness
of detection against known attack types and unusual traffic
characteristics. Separate models are limited . The hybrid
approach is more balanced and more robust .

Results show that the combination of supervised learning
with anomaly detection improves the detection performance
and system reliability in complex network environments.

Evaluation Metrics

To assess the performance of an intrusion detection system,
paper need appropriate metrics that can show the ability of
the system to differentiate between normal and malicious
data. The study fully analyzes the model performance by
using many evaluation indicators, in particular, the class im-
balance context. However, accuracy alone is not enough be-
cause it can be misleading when the dataset contains domi-
nating class (Wang et al., 2017; Buczak and Guven, 2016).

The evaluation is done by using the confusion matrix that
summarizes the classification performance in terms of true
positives, true negatives, false positives and false negatives

Confusion Matrix

The confusion matrix is defined as:
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TN FP
FN TP

where T'N represents true negatives, F'P represents false
positives, F'N represents false negatives, and TP repre-
sents true positives.

In intrusion detection, false negatives are particularly criti-
cal, as they correspond to undetected attacks.

Accuracy

Accuracy measures the overall proportion of correctly clas-
sified instances:

TP+TN

A =
Uy = T PYTN+FP+ FN

Although accuracy is commonly used, it may not be reliable
in imbalanced datasets (Ashfaq et al., 2017).
Precision

Precision measures the proportion of correctly predicted
positive instances:

TP

P .. _
recision 7TP T FP

High precision indicates fewer false positives.

Recall

Recall, also known as detection rate, measures the propor-
tion of actual positive instances correctly identified:

TP

Recall = ———
= TP YN

Recall is critical in intrusion detection, as it reflects the abil-
ity to detect attacks.

F1-Score

The F1-score is the harmonic mean of precision and recall:

Precision - Recall

Fl1=2- —
Precision + Recall

It is particularly useful for imbalanced datasets.

False Positive Rate and False Negative Rate

The False Positive Rate (FPR) and False Negative Rate
(FNR) provide additional insights:

FP
FPR=5p TN
FN
FNR= ——
R=ensrp

A low FPR reduces false alarms, while a low FNR ensures
fewer missed attacks.
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ROC Curve and AUC

The Receiver Operating Characteristic (ROC) curve evalu-
ates the trade-off between the True Positive Rate and False
Positive Rate at different thresholds. The Area Under the
Curve (AUC) summarizes overall performance.

A higher AUC indicates better performance, although ROC
curves may be less informative for highly imbalanced
datasets (Buczak and Guven, 2016).

Precision-Recall Curve

The Precision-Recall (PR) curve illustrates the trade-off be-
tween precision and recall.

PR curves are more suitable for intrusion detection tasks, as
they focus on the minority (attack) class.

Summary

Various evaluation measures are used to thoroughly evalu-
ate the model performance. Accuracy is a global metric,
but precision and recall give a deeper insight into detection
capability. F1-score is a weighted harmonic mean between
these metrics, and FPR and FNR show trade-offs between
false alarms and missed detections.

In this study, the use of ROC and Precision-Recall analysis
provides a good evaluation framework in consistent with in-
trusion detection in imbalanced and real world scenarios.

Comparative Analysis

This section presents a comprehensive comparative analysis
of the proposed hybrid intrusion detection system against
individual models and existing approaches in the literature.
The objective is to evaluate the effectiveness of the hybrid
framework in terms of detection capability, robustness, and
suitability for real-world deployment across heterogeneous
environments.

The comparison is conducted at two levels: internal com-
parison among implemented models and external compari-
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son with existing approaches reported in the literature.

Comparison with Baseline Models

The results in Section show that both Random Forest and
XGBoost have very high accuracy and Fl-scores, above
99%. These models understand complicated associations
from labeled data and perform very well in the detection of
known assault patterns.

The Random Forest has a slightly greater recall than XG-
Boost, which means it detects more attack instances. On
the other hand, XGBoost has higher precision indicating
that it has fewer false positives. This trade-off illustrates
the benefits of ensemble-based supervised learning meth-
ods (Breiman, 2001; Chen and Guestrin, 2016).

Both models perform well . They require labels , how-
ever , and are most useful for recognizing established at-
tack patterns . Their performance can suffer while facing
undetected or novel threats (Buczak and Guven, 2016).

The LSTM Autoencoder is an anomaly detection model
trained solely on normal traffic data. It is high precision
but much lower recall, which means that it is cautious in
spotting anomalies. This is consistent with the results of
previous investigations (Shone et al., 2018a; Mirsky et al.,
2018).

To overcome these constraints, the proposed hybrid
model combines the supervised and the anomaly detection
methodologies . The hybrid model enhances the recall with
high precision while combining XGBoost with the LSTM
Autoencoder, which helps to detect known and undiscov-
ered threats.

Performance Comparison Across Models

On closer inspection of the two approaches, the hybrid tech-
nique has advantages. RF and XGBoost have good accuracy
but are restricted to known attack patterns. LSTM Auto-
Encoder LSTM Autoencoder is good for anomaly detection,
but has low recall rate.

The hybrid model is well balanced in all measures with high
accuracy, precision and recall. The increase in recall shows
that it can identify a higher percentage of malicious activity.

Table 12: Comparison of Model Performance

Model Accuracy Precision Recall Fl-score FPR FNR

Random Forest 99.58% 99.02%  99.01% 99.01% 0.26% 0.99%
XGBoost 99.60% 99.39%  98.71% 99.05% 0.16% 1.29%
LSTM Autoencoder  20.39% 99.30%  12.35% 21.97% 0.85% 87.65%
Hybrid Model 99.45% 99.75%  99.64%  99.710% 2.44%  0.36%

This comparison demonstrates that the hybrid model main-
tains the strengths of supervised learning while enhancing
detection capability through anomaly detection.

Comparison with Existing Studies

To further evaluate the effectiveness of the proposed ap-
proach, comparisons are made with existing intrusion de-
tection systems.

Chandrashekhar et al. (Chandrashekhar et al., 2026) pro-
posed a hybrid framework integrating Autoencoder (AE)
and CNN-LSTM models for cloud-IoT environments,
achieving high classification accuracy. However, their
framework relied heavily on computationally intensive deep
learning architectures and was evaluated primarily on a
single-domain dataset, which may limit scalability and gen-
eralization across heterogeneous environments.

XGBoost-based intrusion detection models reported in the
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literature achieve high accuracy and precision (Chen and
Guestrin, 2016); however, these approaches depend mainly
on supervised learning and therefore exhibit limited capa-
bility in detecting previously unseen or zero-day attacks.

Autoencoder-based approaches (Shone et al., 2018a;
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Mirsky et al., 2018) demonstrate strong anomaly detection
capability by learning normal traffic behavior. Neverthe-
less, these methods often suffer from low recall and sensi-
tivity to reconstruction threshold selection, which may re-
sult in missed attack detections.

Table 13: Comparison with Existing Studies

Study Approach Strength Limitation
Chandrashekhar et al. CNN-LSTM + AE High accuracy High computational complexity
XGBoost-based IDS Supervised ML High precision Cannot detect unknown attacks
Autoencoder-based IDS  Unsupervised DL Detects anomalies Low recall
Proposed Method Hybrid ML + AE ~ Balanced performance  Slight increase in false positives

The comparison highlights the advantages of the proposed
approach, particularly in terms of multi-domain dataset in-
tegration, improved generalization across cloud and IoT en-
vironments, and balanced detection performance for both
known and unknown cyber threats. Furthermore, the pro-
posed framework achieves a higher recall and Fl-score
while reducing dependency on computationally expensive
deep learning architectures.

Impact of Hybrid Fusion

The hybrid fusion strategy plays a crucial role in improving
overall model performance. The system combines results
of supervised and anomaly detection algorithms, exploiting
complimentary strengths.

The logical OR-based fusion:

Yrybrid = YxcB V YAE

ensures that a sample is classified as malicious if either
model detects it as an attack. This significantly reduces
false negatives, which is critical in intrusion detection.

Although this may increase false positives slightly, the
trade-off is acceptable, as missing an attack is more criti-
cal than raising a false alarm.

Discussion of Generalization and Practical Applicability

One important feature of the proposed method is that it is
applicable to a wide variety of networks. The model learns
different traffic patterns and attack behaviors by merging
the datasets of cloud and IoT domains.

Feature alignment allows consistent representation on
datasets and thus reduces over-fitting and increases scala-
bility.

This hybrid method can be applied in practice to network
monitoring systems in real time. The hybrid technique is a
combination of the supervised classification and anomaly
based detection suitable to implementation in a dynamic
and expanding network system where the traffic pattern
changes over time.

Summary

The comparison investigation reveals that the hybrid intru-
sion detection system works better than the individual mod-

els and it addresses the primary shortcomings of the existing
methodologies. The system integrates supervised learning
and anomaly detection to increase the detection ability.
The results indicate that the combination of several models
and datasets led to a more robust, scalable and effective in-
trusion detection solution for modern network security ap-
plications.

Discussion

In this section the experimental results are explained in de-
tail. The behavior of individual models and the proposed
hybrid framework is discussed. It also presents the advan-
tages, limitations and practical implications of the proposed
approach in modern intrusion detection systems.

The main point is that the supervised learning models, espe-
cially Random Forest and XGBoost, performed consistently
well. Both models achieve accuracy and F1-scores above
99% and demonstrate their ability to learn patterns from la-
beled network traffic data. This performance is attributed
to the ability of these methods to capture complex non-
linear relationships and interactions among features, which
are common in network traffic datasets (Breiman, 2001;
Chen and Guestrin, 2016). Also, tree based ensemble al-
gorithms are noise tolerant and can efficiently handle high
dimensional data which is suitable for intrusion detection
applications.

Supervised models, although they perform very well, have
a major limitation: they require labeled data. These mod-
els are trained on predefined attack patterns and have lim-
ited capability to detect previously undetected or zero day
attacks. This constraint is well known in the study on in-
trusion detection and has motivated the usage of anomaly
detection approaches (Buczak and Guven, 2016). Here we
solve this problem by adding an LSTM Autoencoder to the
system.

The performance profile of the LSTM Autoencoder is dif-
ferent from supervised models. It yields very high preci-
sion but very low recall, i.e., the detected anomalies are
very accurate but many assault cases are missed. This be-
haviour is consistent with previous work where autoencoder
based models tend to be conservative in anomaly detection
(Shone et al., 2018b; Mirsky et al., 2018).

The low recall can be explained by several factors. Firstly,
the model is trained only with typical traffic, which restricts
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the ability to detect tiny anomalies that mimic normal pat-
terns. Second, the threshold of the reconstruction error is
important to the classification performance. A high thresh-
old may cause assaults to be missed (false negatives). A
lower threshold increases sensitivity, but may pay the price
in more false positives. This trade-off poses a difficulty to
the optimization of anomaly detection methods.

However, the LSTM Autoencoder can be embedded into the
hybrid architecture to greatly improve the detection perfor-
mance. The hybrid model significantly improves the recall
to about 99.66%, indicating that the majority of harmful be-
haviors may be caught successfully. This shows the power
of the combination of the supervised and anomaly detection
methodologies.

The fusion strategy plays a crucial role in this improvement.
By applying a logical OR operation:

YHybrid = YXGB V YAE
The system will consider any instance reported by either
model as harmful. This emphasizes detecting ability, some-
thing very important in cybersecurity when missing an as-
sault is more dangerous than raising a false alarm. The
unseen-attack evaluation indicated significant trade-offs be-
tween supervised and anomaly-based intrusion detection
techniques. The XGBoost model was still able to obtain
good recall performance on the attack families that were
not seen previously. The LSTM Autoencoder was high in
anomaly sensitivity at the cost of significantly reduced pre-
cision due to more false positives.
Also found that the OR-based hybrid fusion significantly
enhanced the recall by integrating the supervised and
anomaly-based predictions. However, the improved recall
brought more false alarms and lowered the overall preci-
sion. The results indicate that anomaly-aware hybrid intru-
sion detection systems can improve the sensitivity to new
threats, but also bring issues in controlling the false positive
rates.
Another significant addition of this study is the integration
of diverse datasets from different sectors. The integration of
CICIDS and TON_IoT datasets makes the system more ex-
posed to various traffic patterns and attack situations, there-
fore enhancing its generalization capacity. This overcomes
a major problem of many previous studies relying on a sin-
gle dataset (Ring et al., 2019). This connection is addition-
ally supported by feature alignment which ensures consis-
tent depiction of features.

The results further highlight the significance of pre-
processing and feature engineering. Steps like duplication
removal, standardization and feature alignment greatly in-
crease data quality and model performance. These measure-
ments are especially important in the multi-domain setting,
because inconsistency among datasets can alter the results.
However, there are certain restrictions to the good perfor-
mance. The LSTM Autoencoder alone has a low recall
therefore there is a room for improvement. Techniques
such as adaptive thresholding, innovative architectures, or
attention techniques can boost the anomaly detection per-
formance. Furthermore, the study uses a small number of
datasets and more evaluation on more datasets could en-
hance generalization claims.

Another problem is the computational cost of deep learning
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models . Supervised models are reasonably efficient, but
the LSTM Autoencoder demands a lot of CPU power, espe-
cially when working with sequence data. This may be chal-
lenging for real-time deployment in resource constrained
environment.

From the practical point of view, the suggested hybrid intru-
sion detection system has various advantages. It is suitable
for dynamic and changing network environment due to its
capacity to identify both known and unknown assaults. It is
more applicable in real life applications, because of integra-
tion of cloud and IoT data sets. Moreover, the modular de-
sign allows for flexibility in future integration of additional
models or datasets.

The discussion in general shows that the suggested hy-
brid technique effectively tackles major issues in intrusion
detection including unknown threat detection and multi-
domain data integration. Despite restrictions, the frame-
work provides a robust and scalable solution for modern
network security applications.

Conclusion and Future Work

The hybrid intrusion detection framework is proposed in
this study to overcome the issues in modern network set-
tings especially cloud and IoT systems. This paper pro-
pose a supervised machine learning model combined with
a deep learning based anomaly detection technique for ef-
ficient identification of known and novel cyber threats. In
this paper, propose a new system that combines Random
Forest, XGBoost and an LSTM Autoencoder in one frame-
work. The system exploits the strengths of each model to
produce a strong and balanced performance.

A main contribution of this work is the integration of het-
erogeneous datasets, CICIDS and TON_IoT, through a fea-
ture alignment technique. This allows to develop a multi-
domain intrusion detection system that can work in differ-
ent network contexts. We differ from many previous works
that use a single dataset by demonstrating the possibility
and effectiveness of mixing datasets from diverse domains
to improve generalization.

The experimental results indicate that the supervised mod-
els, particularly XGBoost, are highly accurate and precise
in detecting known attack patterns. But LSTM Autoen-
coder learns the typical behavior and detects the anomalies
through reconstruction error and overcomes their restriction
of identifying hidden threats. The anomaly detection model
itself has a low recall. But when it is put into the hybrid
framework, the overall detection ability is greatly enhanced.

The proposed hybrid model provides good results on all the
evaluation metrics like accuracy, precision, recall and F1-
score. The improvement in recall in particular shows the
ability of the system to detect a significant amount of the
malicious activity, thereby reducing the probability of un-
reported attacks. This highlights the effectiveness of the
hybrid fusion approach, which exploits the output of both
supervised and anomaly detection models to improve de-
tection performance.

This work also shows the importance of data preparation,
feature engineering and multi-domain learning for intrusion
detection in order to enhance the performance. The results
show that consistent model performance depends on careful
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handling of data quality, feature alignment, and class imbal-
ance. These are relevant aspects to the design of realistic in-
trusion detection systems that can be applied in real-world
scenarios.

The results are promising, but there are a number of limita-
tions. Moreover, the capability of the LSTM Autoencoder
to identify tiny anomalies also depends on the choice of
the threshold and the sequence length. Furthermore, the
computational complexity of deep learning models can pre-
vent their application in real-time applications in resource-
constrained environments. Moreover, the evaluation is done
on a few datasets that may not cover all possible network
configurations.

Future work can further overcome these limitations by con-
sidering more advanced deep learning architectures such
as attention-based models or transformer networks which
can increase the performance of anomaly detection. Re-
search can be done on adaptive thresholding approaches to
change detection thresholds adaptively on the fly based on
the data distribution. More experiments on other datasets
and real-world network traffic using the proposed method-
ology would further help to establish its generalizability.
Another possible alternative is to build lightweight models
for real-time intrusion detection in IoT systems with low
computational power. The system may also be able to im-
prove its performance on an ongoing basis by applying on-
line learning algorithms to adapt to changing patterns of as-
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