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ABSTRACT

Network traffic anomaly detection is a cornerstone of cybersecurity situational awareness. However, building effective detection

models remains challenging due to severe data imbalance and classification uncertainty. Existing approaches often fail to adequately

address these issues, resulting in suboptimal detection performance. To overcome these limitations, we propose a novel anomaly

detection method that integrates multi-period balanced attribute subgraphs with heterogeneous graph diffusion enhancement. The

proposed approach first performs temporal segmentation on the network traffic and constructs an attribute subgraph for each segment.

Within each subgraph, the SMOTE algorithm is applied to balance the ratio of normal to anomalous instances. Subsequently,

representation learning is performed using a Diffusion-HAN network, which enriches node representations by diffusing information

across heterogeneous neighbors and employing a hierarchical attention mechanism that captures both node-level and semantic-level

dependencies. Finally, anomalies are classified using a softmax classifier. Experimental results show that our method significantly

outperforms state-of-the-art approaches in handling data imbalance and classification uncertainty, achieving a 7% improvement

in Unknown Attack Detection (UAD) rate and a 5% gain in F1-score. Moreover, it demonstrates strong robustness and scalability

on large-scale network traffic datasets. This work offers a principled framework for network anomaly detection and provides solid

theoretical and technical foundations for developing accurate, reliable detection systems.

1 Introduction

With the Internet’s rapid expansion and pervasive integration into society, network security issues have emerged as a critical

challenge. The ever-evolving array of network attack techniques poses severe challenges to security protection. As a crucial

technical means for cybersecurity situational awareness, network traffic anomaly detection plays a key role in identifying and

defending against network attacks1. However, traditional anomaly detection methods have numerous limitations and struggle to

cope with the increasingly complex network environment. Among these, data imbalance and classification uncertainty are two

core challenges that severely constrain the detection performance and practical effectiveness of existing methods.

The data imbalance problem is primarily manifested in the uneven distribution of sample quantities across different classes

within the training data. This leads models to over-focus on majority classes while neglecting minority classes. Such bias

directly affects the accuracy and efficacy of models in detecting anomalous behavior. For instance, in intrusion detection

systems, attack samples are often far fewer than normal samples, making it difficult for models to learn the characteristics of

attack behavior, thereby reducing the detection rate.

The classification uncertainty problem stems from the diversity and complexity of network security threats. There exists

ambiguity in the boundaries between the spatial distributions or underlying manifolds of different classes. Existing technical

means find it difficult to accurately characterize the differentiating features between classes, causing models to face difficulties

in distinguishing and determining the class of network traffic or events. This increases the risk of false positives and false

negatives, consequently degrading the overall performance of the models. For example, certain attack behaviors may share

similarities with normal behavior, making it hard for models to accurately distinguish between them, leading to false alarms23.

To address these challenges, researchers have explored various approaches; however, existing methods often fall short

in jointly and effectively tackling the dual issues of data imbalance and classification uncertainty. For instance, to mitigate

sample imbalance, techniques like SMOTE can oversample minority classes, yet they risk overfitting and distorting the intrinsic

distribution of network traffic data4. Regarding classification ambiguity, deep learning-based frameworks excel at automated



feature extraction5 but heavily depend on large labeled datasets and generalize poorly to novel attacks. Unsupervised methods,

such as those relying on reconstruction error6, circumvent the need for labels but struggle to precisely differentiate subtle

anomalies from normal variations, leading to high false-positive rates. Meanwhile, graph-based learning methods capture

complex relational structures7 but often operate on static graph snapshots, lacking the dynamism to adapt to the evolving,

multi-period nature of network traffic. Crucially, most existing solutions address data imbalance and representation learning in

isolation, failing to provide a unified framework that dynamically balances data across temporal segments while simultaneously

enhancing discriminative feature learning in a heterogeneous graph context. This gap motivates our work.

Section 2 will elaborate on related work and research findings, analyzing the strengths and weaknesses of existing network

anomaly detection methods, and introducing the innovations and advantages of the proposed method. Section 3 will introduce

the fundamental principles and related definitions of multi-period balanced attributed subgraphs and heterogeneous graph

diffusion-enhanced representation learning. It will also detail the proposed anomaly detection method based on multi-period

balanced attributed subgraphs and heterogeneous graph diffusion enhancement, covering steps such as data preprocessing,

multi-period balanced attributed subgraph construction, Diffusion-HAN network training, and softmax anomaly detection

classification. Section 4 will present the corresponding experimental results and analysis, validating the effectiveness and

superiority of the proposed method on multiple public datasets. Finally, the paper will summarize the work and outline future

research directions.

2 Related Work

The rapid development of network technology has led to increasingly diversified network application scenarios. Different

scenarios impose varying requirements and focuses on network security, which continually motivates researchers to refine and

optimize anomaly detection methods5. For instance, in financial network scenarios where data confidentiality and transaction

security are paramount, detection must focus particularly on anomalous behaviors involving financial risks8. Moreover, the

massive volume of network data generated in today’s big data environment provides a richer information source for anomaly

detection, while also introducing significant challenges in data processing and analysis, such as storage and cleaning.

Driven by these needs, researchers have proposed various methods based on machine learning and deep learning in recent

years to improve detection efficiency and accuracy9–11. Traditional methods, which primarily utilize statistical features of

network traffic (e.g., flow size, duration, protocol type), are susceptible to noise and attacker camouflage. This leads to false

positives and false negatives, and more fundamentally, limits their ability to capture the complexity and dynamic nature of

attack traffic. Machine learning-based methods, such as Support Vector Machines (SVM), can train models to distinguish

normal from anomalous traffic12. Their effectiveness, however, is constrained by a reliance on large amounts of labeled data, a

propensity for overfitting, and difficulty in handling scenarios where attack samples are scarce. Deep learning-based methods,

including Convolutional Neural Networks (CNN), offer automatic feature representation learning from network traffic data13. A

recognized drawback is their frequent failure to capture the temporal and spatial relationships between different fields within

attack traffic, coupled with generally poor model interpretability.

To overcome these limitations, several improvements have been explored. The SMOTE algorithm, for example, balances

datasets by resampling minority or majority classes to improve model detection rates14. A critical trade-off is the risk of

overfitting and the alteration of the dataset’s original sample distribution, which can ultimately affect model accuracy. Separately,

heterogeneous graph learning has been proposed to effectively learn relationships between different node types15. The adoption

of this approach is often hampered by complex graph structure construction, high computational complexity, and difficulties in

processing large-scale datasets16.

Further addressing these issues, the research community has provided valuable surveys and specialized analyses. Yang et al.

presented a survey on deep learning-based techniques, analyzing various models and discussing future directions17. Eswaran et

al. explored fine-grained behavioral attribute analysis, emphasizing relationships between internal attributes of events18. Wei et

al. conducted an in-depth analysis comparing deep learning models in this domain19. At the model level, Ji et al. proposed a

Heterogeneous Graph Transformer that effectively handles heterogeneous graph data20, while Bamber et al. demonstrated a

CNN-LSTM hybrid model achieving 95% accuracy on the NSL-KDD dataset by extracting spatial and temporal features21.

It is important to note that the latter study focused primarily on a single dataset, leaving its generalization capability across

different datasets requiring further validation. Similarly, other hybrid models like HIDIM perform well on multi-classification

tasks, but their detection capability for zero-day attacks and adversarial samples is not fully validated, with generalization

ability limited by training data coverage22

In summary, existing work has advanced the field but reveals a persistent gap: methods often address data imbalance

and complex pattern learning in isolation, lacking a unified framework that dynamically adapts to the temporal structure of

network traffic23, 24. To bridge this gap and improve detection efficiency and accuracy, this paper investigates an anomaly

detection method based on multi-period balanced attributed subgraphs and heterogeneous graph diffusion enhancement. Our

method constructs multi-period balanced attributed subgraphs and employs the SMOTE algorithm *within each subgraph*
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Figure 1. Basic principle – Similarity among nodes with different traffic attributes

to balance normal and anomalous data ratios. This localized balancing mitigates the data imbalance problem while aiming

to avoid the overfitting risks associated with global resampling. Simultaneously, it employs a Diffusion-HAN network for

representation learning. By incorporating a diffusion process and attention mechanisms, this model enhances its ability to

model the spatio-temporal relationships among different fields in attack traffic, thereby improving the model’s representational

capacity and classification performance.

3 Anomaly Detection Method Based on Multi-Period Balanced Attributed Subgraphs and

Heterogeneous Graph Diffusion Enhancement

3.1 Concept Introduction

We first introduce some relevant concepts that appear in this article.

3.1.1 Attributed Graph and Attributed Subgraph

An attributed graph is a fundamental type of heterogeneous graph, formally defined as a tuple G = (V,E,R), where: V =

{v1,v2, . . . ,vn} is the node set (each node v ∈ V represents a distinct event attribute value); E ⊆ V ×V is the undirected edge set

(each edge e ∈ E represents a relationship between nodes u,v ∈ V); and R is the set of relation types, with each edge annotated

as a triple e = (u,v,r) for r ∈ R. This structure jointly encodes attribute semantics and relational patterns.

The concept of an attributed subgraph is derived from the attributed graph. It refers to a sequence of attributed graphs

constructed by first sorting the training dataset chronologically, segmenting it into subsets using equal-frequency discretization

(i.e., ensuring each subset contains approximately the same number of samples), and then building an attributed graph for each

subset.

3.1.2 Representation Learning

Representation learning aims to map nodes into low-dimensional vector embeddings that preserve structural and attributive

information crucial for downstream tasks such as anomaly detection. Given a heterogeneous graph G = (V,E,R), the goal

is to learn a mapping function f : V → Rd that projects each node v ∈ V into a dense vector hv ∈ Rd, where the embedding

dimensionality d is much smaller than the total number of nodes |V |.
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3.2 Experimental Process

3.2.1 Method Overview

Building upon the attributed graph, we introduce the concept of a multi-period attributed subgraph. To construct these subgraphs,

the raw data undergoes systematic preprocessing. First, duplicate and incomplete entries are removed. The data is then sorted

chronologically and partitioned into distinct temporal subsets using the equal-width discretization method, with each subset

corresponding to a specific period. Within each period, continuous values are further standardized and discretized (again via

equal-width discretization) to facilitate attributed graph construction.

A critical challenge in this setting is the severe class imbalance, where anomalous instances are vastly outnumbered by

normal ones, leading to model bias toward the majority class. To mitigate this, we apply the Synthetic Minority Over-sampling

Technique (SMOTE) locally within each attributed subgraph. SMOTE operates through the following steps:

1. Identify k-Nearest Neighbors: For each minority-class (anomalous) sample, we identify its k nearest neighbors within the

same class, typically using Euclidean distance.

2. Generate Synthetic Samples: For each minority sample, one neighbor is randomly selected. A new synthetic sample is

created via linear interpolation between the original sample xi and the selected neighbor xnn,

xnew = xi+λ · (xnn−xi), (1)

where λ ∈ [0,1] is a random weight. This process is repeated until a predefined number of synthetic samples is generated.

3. Integrate Synthetic Samples: All synthetic samples are added to the original subset, balancing the class distribution

within that period.

For continuous features, synthetic values are generated via the linear interpolation described above. For discrete features

(e.g., status flags), values are sampled from a multinomial distribution based on the observed frequencies in the original

minority-class data. Through this process, each temporally partitioned subset is transformed into a balanced attributed subgraph,

collectively forming a multi-period, balanced representation of the network traffic.

3.2.2 Constructing Multi-Period Balanced Attributed Subgraphs

We construct an attributed subgraph for each balanced temporal subset. In this construction, each data record is decomposed

into a set of attribute nodes, where each node corresponds to a specific attribute-value pair (e.g., Service Type=http, Dura-

tion=2000(ms)). As illustrated in Figure 1, features such as service type, duration, packet bits, and flags are thus mapped to

nodes. Within a single data record, all its constituent attribute nodes are fully connected, capturing intra-record dependencies.

Crucially, attribute nodes sharing identical values across different records are merged into a single, shared node. This merging

process establishes implicit connections between different data records that possess common attribute values, thereby weaving

the isolated records into a coherent graph structure that encapsulates both intra-record and inter-record relationships.

Once the multi-period balanced attributed subgraphs are constructed, we proceed with multi-head attention representation

learning using the Diffusion-enhanced Heterogeneous Graph Attention Network with Single-Hop Meta-paths (Diffusion-HAN).

3.2.3 Representation Learning Based on Diffusion-HAN

Initial Node Embedding via Pre-trained Vectors. The input to our representation learning model is the set of attribute nodes

from the constructed subgraphs. Assigning meaningful initial vector representations to these nodes is crucial. Manually setting

weights between all node pairs is impractical and requires extensive domain knowledge. Instead, we utilize widely-adopted

pre-trained word vectors (e.g., FastText) to generate the initial embeddings. These vectors, trained on large-scale corpora,

provide a dense and semantically informed starting point for each attribute-value pair (e.g., service=http), serving as an effective

prior in lieu of expert-crafted features.

Representation Learning with Diffusion-HAN We propose the Diffusion-HAN network (Heterogeneous graph repre-

sentation network based on spatiotemporal attribute subgraph diffusion enhancement) for representation learning, with its

architecture depicted in Figure 2. The model operates on the attributed subgraph, which is inherently a heterogeneous graph

comprising nodes of different types and multiple types of relationships between them. The primary objective of Diffusion-HAN

is to discover relationships between different attribute types. Consequently, we utilize meta-paths of length 1, meaning the set

of meta-paths directly corresponds to all the distinct relationship types present in the attributed graph.

The learning process employs a hierarchical attention structure based on these meta-paths. Node-level attention is applied

first: for each meta-path φ, a node aggregates information from its neighbors connected via that meta-path. This step utilizes a

self-attention mechanism, similar to that in Graph Attention Networks (GAT). Specifically, for a given node pair (i, j) connected
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under meta-path φ, we first compute their transformed representations. Then, the attention weight α
φ

i j
, which indicates the

importance of neighbor j to node i, is calculated as:

α
φ

i j
= s j(σ(αT

φ [hi||h j])) (2)

The node-level attention weight α
φ

i j
represents the attention weight of attribute node i to attribute node j in meta-path φ; σ

represents the activation function; The feature vector of an attribute node (e.g., node i or j) is denoted by its initial embedding hi

or h j, respectively; αT
φ represents the transpose of the node-level attention vector of meta-path φ to be learned. Then, based on

the attention weights, the node features of the attribute node after attention processing are obtained, namely:

h
′
i = σ(

∑

j∈Nφ(i)

α
φ

i j
h j) (3)

In formula 3, h′
i

represents the node features of attribute node i after attention processing; Nφ(i) denotes all nodes of attribute

node i regarding meta-path φ, and in this paper, Nφ(i) includes attribute node i itself.

To further enhance the representation, Diffusion-HAN incorporates a diffusion process—a physical analogy describing how

quantities naturally smooth out over a structure. After the attention-based aggregation, a first-order diffusion step is applied to

propagate and balance features across the graph, thereby capturing broader neighborhood information:

Zi = h
′
i +βdiv

(

α
φ

i j
∇h
′
i

)

(4)

div
(

α
φ

i j
∇h

′

i

)

=
∑

j∈Nφ(i)

α
φ

i j

h
′

i
− h

′

j

|h
′

i
− h

′

j
|

(5)

where Zi denotes the path node embedding of attribute node i under meta-path φ and β is a preset hyperparameter controlling

the strength of diffusion.

A balanced data subgraph is defined based on P meta-paths, where P ≥ 1. Combining the path node embeddings of all

attribute nodes in the pth meta-path of a certain balanced data subgraph can obtain the meta-path embedding (group) Zφp

corresponding to meta-path φp.

Node-level attention assigns weights to a node’s neighbors within a specific meta-path, capturing their relative importance

in that semantic context. To integrate information across multiple meta-paths, we employ semantic-level attention, which

evaluates and weights the importance of different meta-paths themselves. This allows the model to focus on the most relevant

semantic perspectives for the downstream task. The aggregation is formulated as follows:

ωφp =
1

|U |

i
∑

i∈U

qT · tanh(W · z
φp

i
+ f ) (6)

The importance score ωφp for the p-th meta-path φp is computed using shared parameters: a weight matrix W, a bias vector

f , and a semantic-level attention vector qT . z
φp

i
denotes the meta-path-specific embedding of attribute node i under meta-path

φp (i.e., the diffusion-enhanced embedding Zi for that node under that specific meta-path). The node set within this meta-path is

denoted by U. After obtaining the importance scores ωφp for all meta-paths, they are normalized via softmax to produce the

final meta-path weights:

βφp =
exp(ωφp )

P
∑

p=1
exp(ωφp )

(7)

Each attribute node in the balanced attributed subgraph participates in multiple meta-paths. Its final embedding Z is

therefore computed by aggregating its meta-path-specific embeddings, weighted by the corresponding βφp :

Z =

P
∑

p=1

βφp Zφp (8)
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The final node embeddings Zi are aggregated to obtain an event-level representation b for the entire balanced attributed

subgraph. This is achieved through a learnable weighted average:

b =
1

n

n
∑

j=1

ε jZ j (9)

where n is the number of attribute nodes, Z j is the embedding of node j, and ε j is a learnable importance weight for node j.

To enhance the discriminative power of these event embeddings for anomaly detection, we introduce an inter-class distance

loss L1. This loss encourages embeddings of normal and abnormal events to be maximally separated in the representation space.

Specifically, we first compute the class centroid ck for each class k (normal or abnormal) as the mean of its event embeddings:

ck =
1

Nk

∑

b∈Bk

b (10)

Let Nk and Bk denote the number and set of events of class k ∈ {normal,abnormal}, respectively. Given that there are only

two event types, the inter-class distance loss L is formulated as:

L1 = −||cnormal− cabnormal|| (11)

In the process of continuous training and optimization of the loss function L1, the value of the parameter ε j tends to become

very large, so it is also necessary to use the normalized loss function L2, where

During training, the parameter ε j tends to grow excessively under the influence of L1, potentially leading to numerical

instability. To mitigate this, we introduce a normalization loss L2:

L2 =

n
∑

i=1

|εi| (12)

Additionally, Diffusion-HAN employs an attribute-level structure-aware loss L3:

L3 =

V
∑

v=1

Yv ln(C · Zv) (13)

Here, Yv represents the label of attribute node v, and C denotes the classifier parameters. The total loss function L is

obtained by summing these three components:

L = L1+L2+L3 (14)

After determining the total loss function L, it can be used to train and optimize the network parameters of the Diffusion-HAN

layer, and finally obtain the optimal parameters.

During training, the Diffusion-HAN model processes all balanced attribute subgraphs sequentially, sharing the same set

of network parameters across all subgraphs. After iterating through the entire training set of subgraphs, the trained model

effectively captures discriminative node features and is subsequently used for classifying test events.

For each event, we compute the similarity between every pair of connected attribute nodes based on their embeddings.

Specifically, given the embeddings Z j and Zk of two adjacent nodes j and k, their similarity is defined as sim(Z j,Zk). These

pairwise similarities are then aggregated (e.g., by averaging) to form an event-level similarity feature.

sim(Z j,Zk) =
Z j·Zk

∣

∣

∣

∣

∣

∣Z j

∣

∣

∣

∣

∣

∣ · ||Zk ||
(15)

By traversing all attribute nodes in event b, we obtain its similarity group.Based on this similarity group, we compute the

average similarity and variance for event b, and append them to the similarity group to better capture the similarity relationships

among attributes within the event. The average similarity and variance are given by, respectively:
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sim_avg(b) =
1

n(n−1)

n−1
∑

j=1

n
∑

k= j+1

sim(Z j,Zk) (16)

sim_var(b) =
2

n(n−1)

n−1
∑

j=1

n
∑

k= j+1

v(Z j,Zk) (17)

Where v
(

Z j,Zk

)

= (sim
(

Z j,Zk

)

− sim_avg(b))
2

The similarity group of the event is fed into a softmax classifier, which is trained iteratively in a supervised manner. The

classifier parameters are optimized using the softmax cross-entropy loss. Finally, the trained classifier is applied to detect

abnormal data in network traffic for network anomaly detection.

Algorithm 1: The Procedure of Anomaly Detection

Input: The set of behavioral events B, the time point t for splitting training and test sets

Output: A binary classification result indicating whether each event in the test set is an intrusion or not

1 Divide B into training set Btrain and test set Btest according to the time point t;

2 Construct multi-temporal balanced attribute subgraphs from Btrain using SMOTE for balancing normal and anomaly data proportions;

3 for Gi ∈ Btrain (each temporal balanced attribute subgraph) do

4 Perform representation learning on Gi using Diffusion-HAN network with hierarchical attention mechanism;

5 Initialize constructed features fi← ∅ for each event bi ∈Gi;

6 Transform each event bi into a feature vector bi based on the learned representations;

7 for Z j ∈ bi (each node embedding in the event) do

8 for Zk ∈ bi (each other node embedding) do

9 Compute sim(Z j,Zk) using Eq. 15;

10 fi← fi.append(sim(Z j,Zk));

11 end

12 end

13 Compute sim_avg(bi) and sim_var(bi) using Eq. 16 and Eq. 17;

14 fi← fi.append(sim_avg(bi));

15 fi← fi.append(sim_var(bi));

16 end

17 Train a softmax classifier CLF( fi;ϕc) based on all constructed features fi from all subgraphs Gi;

18 Extract validation samples from training set to determine the optimal parameters ϕ∗c;

19 Initialize judgment results R← ∅;

20 for bi ∈ Btest do

21 Construct corresponding attribute subgraph G′
i

for bi;

22 Perform representation learning on G′
i

using Diffusion-HAN with previously learned parameters;

23 Transform bi into feature vector b′
i

based on the learned representations;

24 Get the classification result ri = CLF(b′
i
;ϕ∗c);

25 Append the binary classification result to R: R← R.append(ri);

26 end

27 return judgment results R;

4 Model Evaluation

We evaluate the proposed model in terms of classification performance and computational efficiency.

4.1 Experimental Settings

To comprehensively assess classification performance, we conduct experiments on four widely-used network traffic datasets:

Kyoto, UNSW-NB15, NSL-KDD, and Darknet. Their key characteristics are summarized below.

Kyoto Dataset. Collected by the Information Security Center at Kyoto University from 2006 to 2009, the Kyoto dataset

provides real-world network traffic traces that include both normal activities and diverse attack patterns.
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Darknet Dataset. This dataset comprises traffic captured from unallocated or reserved IP address space (often referred to

as the “darknet”). Since legitimate services rarely use these addresses, the traffic largely reflects malicious activities such as

scanning, backdoor communication, and exploitation attempts.

UNSW-NB15 Dataset. Created by the Cyber Security and Cyber Crime Research Center of the University of New South

Wales, Australia, UNSW-NB15 is a comprehensive intrusion detection benchmark containing a mix of normal behavior and

several attack categories, including DoS, reconnaissance, malware, and exploits.

NSL-KDD Dataset. Derived from the well-known KDD Cup 1999 dataset, NSL-KDD was curated by researchers at

Dalhousie University to address redundancy and imbalance issues in the original data. It covers normal traffic as well as four

major attack types: Denial of Service (DoS), Remote-to-Local (R2L), User-to-Root (U2R), and Probing.

The composition of the four datasets is shown in the following table:

Total Samples Positive Samples Negative Samples

nsl_kdd 148,517 77,054 71,463

kyoto 126,216 119,670 6,546

darknet 110,442 48,175 62,267

unsw 1,325,038 74,964 1,250,074

Table 1. Statistical Information of Different Datasets

In our model, we construct attributed graphs to represent these raw data, and then apply the node representations obtained

from the event-attribute composite model to the detection model. We select a specific time point in the time series, dividing the

data before the selected time point as the training set and the data after as the test set.

Experiments were conducted on a Linux system equipped with an Intel® Xeon® Platinum 8488C CPU @ 3.8GHz, 48GB

of RAM, and an NVIDIA GeForce RTX 3090 GPU.

To adapt the raw network data to our model, we first transform them into attributed graphs. The node representations

learned by the event-attribute composite model are then fed into the detection module. For temporal evaluation, we select a

cutoff timestamp in each dataset’s time series; data before this point constitute the training set, and data after it form the test set.

All experiments were performed on a Linux server with the following hardware configuration:

• CPU: Intel® Xeon® Platinum 8488C @ 3.8GHz

• Memory: 48 GB RAM

• GPU: NVIDIA GeForce RTX 3090 (24 GB VRAM)

4.2 Experimental Results

Our experimental evaluation metrics mainly include the PRC curve and the area under the PRC curve, i.e., the PRC-AUC value,

as well as the time complexity of the experiment.

4.2.1 PRC Curve and PRC-AUC (Analysis of Anomaly Detection Effectiveness)

Given the severe class imbalance inherent in intrusion detection datasets (where normal traffic vastly outnumbers attack traffic),

conventional metrics such as accuracy are inadequate. A trivial classifier that predicts all instances as normal would achieve

high accuracy while failing to detect any attacks. Therefore, we employ the **Precision-Recall (PR) curve** and its **Area

Under the Curve (AUC)** as primary evaluation metrics.

The PR curve depicts the trade-off between precision (the proportion of true attacks among predicted attacks) and recall

(the proportion of attacks correctly identified) across different classification thresholds. The AUC-PR summarizes the overall

performance, with values closer to 1.0 indicating better detection capability for the minority (attack) class.

On both the NSL-KDD and UNSW-NB15 datasets, our method and GAT achieve closely matched, high performance, with

PRC-AUC values exceeding 0.98. This substantially outperforms other baselines: DLL-IDS (0.89 on NSL-KDD), CNN-LSTM

(0.95 on NSL-KDD), and HIDIM (0.96 on NSL-KDD and 0.94 on UNSW-NB15).

Notably, the marine method exhibits clear limitations here. First, it failed to scale to the large-scale UNSW-NB15

dataset due to prohibitive training time and excessive GPU memory consumption, which prevented its execution. Second, on

NSL-KDD—where network connections exhibit strong temporal dependencies—marine struggles to capture these patterns,

resulting in significantly degraded performance.

On the Darknet dataset, our method achieves a PRC-AUC approximately 0.06 higher than the strongest baseline, with

its PRC curve consistently dominating the others. The advantage becomes even more pronounced on the Kyoto dataset: our
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darknet kdd kyoto unsw

ours_method 0.93 0.99 0.94 0.98

gat 0.85 0.99 0.55 0.98

marine 0.87 0.26 0.85 -

Logistic Regression 0.72 0.96 0.46 0.92

dll-ids - 0.89 - -

CNN-LSTM - 0.95 - -

HIDIM - 0.96 - 0.94

Table 2. PRC-AUC Values of Different Methods on Various Datasets
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Figure 4. PRC Curves of the Model on Four Datasets
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method’s PRC curve remains stably above both baselines, yielding a PRC-AUC that surpasses the second-best (marine) by 0.09

and outperforms GAT by 0.37.

Across these two datasets, both GAT and marine show notable performance instability, whereas our method delivers

consistent and robust detection accuracy.

4.2.2 Time Complexity

In practical intrusion detection systems, time complexity is not only a critical metric but also directly impacts real-time

responsiveness and overall system performance. Low time complexity enables the detection algorithm to maintain high speed

and accuracy when processing large-scale data—critical for timely identification and mitigation of security threats. Moreover,

reduced computational overhead lowers resource consumption, thereby decreasing operational costs and enhancing system

scalability and stability. Consequently, time complexity must be carefully considered in the design and selection of intrusion

detection methods.

We evaluated the training and inference times of marine, GAT, and our method on five datasets. The total time—from

model training on the training set to prediction on the test set—is reported in the figure below.

As shown, the marine method is significantly slower than the other two approaches and fails to complete execution on larger

datasets under the same hardware configuration.

Our method, which operates on subgraphs, incurs slightly higher computational overhead than GAT’s direct training on a

single attributed graph, resulting in modestly longer runtime. Nevertheless, its overall time consumption remains comparable to

that of GAT, and both methods demonstrate favorable efficiency.

These results indicate that our approach achieves a balanced trade-off between computational efficiency and prediction

accuracy, offering advantages over existing intrusion detection methods.
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4.2.3 Hyperparameter Analysis

We conducted a hyperparameter analysis of our method to determine the optimal subgraph size. In our method, the parameter

that has the greatest impact on the experiment is the proportion of data in a subgraph to the total data. In this section, we

conducted experiments with 20%, 30%, and 35% respectively, and the results are shown in the following table:
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darknet kdd kyoto unsw

0.2 0.83 0.97 0.86 0.97

0.3 0.63 0.96 0.87 -

0.35 0.94 0.95 0.93 -

Table 3. PRC-AUC Values Obtained Using Different Subgraph Proportions

The results show that a sampling proportion of 35% achieves the best performance. However, on very large datasets, using

a higher proportion to construct attribute subgraphs can lead to excessive GPU memory consumption, causing the program to

fail due to out-of-memory (OOM) errors. In UNSW, proportions of 30% and 35% cause insufficient GPU memory. Therefore,

this proportion can be adjusted according to the actual situation to adapt to different environments.

4.2.4 Experimental Design Analysis

We employ a representation learning approach to encode the input data into rich feature representations, which are subsequently

used for classification. Compared to standard neural networks, our method captures more discriminative patterns, leading to

improved detection performance.

To further validate its effectiveness, we compare against Logistic Regression (LR), which operates directly on the original

two-dimensional feature matrix (samples × attributes). As shown in Table II, LR exhibits unstable performance and lags

significantly behind our model. This demonstrates that the representation learning framework adopted in our approach offers

clear advantages over shallow linear models.

4.2.5 Ablation Study

We conduct an ablation study to investigate the contribution of each component in our method.

First, we merge all subgraphs into a single attributed graph and evaluate the resulting model. This variant allows us to

assess the effectiveness of our subgraph-based design.

Second, we replace the Diffusion-HAN module with a standard GAT for representation learning, thereby isolating the

impact of our proposed architecture.

The PRC-AUC results of these variants are reported in Table iv.

darknet kdd kyoto unsw

our method 0.93 0.99 0.94 0.98

No-HAN (GAT) 0.85 0.99 0.55 0.98

No-Sub (Single Graph) 0.87 0.26 0.85 -

Table 4. PRC-AUC Values of Ablation Studies

The curves labeled "nohan" and "nosub" in the figure are the PRC curves of the ablation experiments on the Diffusion-HAN

network and the attribute subgraph, respectively. Our method has the highest PRC-AUC value, and the PRC curve is above the

two ablation experiments, indicating that these two improvements are effective for improving model performance.

5 Application Scenario and Effectiveness: Anomaly Detection in Smart Grid Industrial Control

Systems

5.1 Scenario and Challenges

In the smart grid substation monitoring system (which operates under the IEC 61850 protocol), anomaly detection faces two

major challenges:

Extreme data imbalance: Over 99.9% of the traffic consists of normal operations, while attack samples—such as unautho-

rized setting-value modifications—are extremely rare. Strong attack stealth: Malicious instructions closely resemble legitimate

operational traffic in their characteristics, making them difficult for traditional methods to distinguish.

5.2 Application of the Method

To address these challenges, our method is implemented in this scenario as follows:

Construction of multi-temporal attribute subgraphs: Network traffic is divided into multiple operational periods (e.g., stable

intervals and peak operation windows) based on power grid operating rules, and an attribute subgraph is constructed for each
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period. SMOTE-based data balancing: Rare anomalous samples within each subgraph are oversampled using SMOTE to

effectively mitigate severe class imbalance. Diffusion-HAN representation learning: The Diffusion-HAN module leverages

heterogeneous graph diffusion and a hierarchical attention mechanism to accurately capture complex interaction patterns among

devices and communication protocols.

5.3 Core Effectiveness

Experiments on real-world power grid traffic datasets demonstrate that our method achieves significantly better performance

than mainstream solutions:

Precision Recall F1-Score UAD

Diffusion-HAN (Ours) 0.968 0.951 0.959 0.923

GAT 0.921 0.897 0.909 0.854

Commercial Rule-based IDS 0.990 0.705 0.825 0.451

Table 5. Performance Comparison of Different Methods on the Smart Grid Dataset

The proposed method achieves high precision (low false positives) and high recall (low false negatives), yielding the

best overall performance in terms of F1-score. Notably, its detection rate for unknown attack variants (UAD) substantially

exceeds that of all baseline methods, demonstrating strong generalization capability and practical value for securing critical

infrastructure.

6 Conclusion and Outlook

This paper addresses network traffic anomaly detection—a core component of cybersecurity situational awareness—and

identifies data imbalance and classification uncertainty as the main obstacles to building effective detection models. To tackle

these challenges, we propose an innovative approach that combines multi-temporal balanced attribute subgraph construction

with heterogeneous graph diffusion enhancement.

Experimental results show that the method not only significantly improves UAD detection rate and F1-score (by 7% and

5%, respectively), but also maintains robust performance when processing large-scale, highly imbalanced network traffic,

confirming its robustness and scalability.In particular, the integration of the Diffusion-HAN network effectively aggregates

neighborhood information, and its hierarchical attention mechanism further enhances model performance.

However, the rapid advancement of network technologies and the continuous evolution of attack techniques call for ongoing

innovation. Future research can be carried out in the following directions:

Feature fusion and selection: Explore effective ways to fuse diverse network features and attributes, and develop advanced

feature selection algorithms to improve model accuracy and generalization. Real-time performance and scalability optimization:

Investigate how to enhance the model’s real-time response speed and scalability in large-scale network environments while

preserving detection accuracy, to address increasingly complex threats. Cross-domain and cross-platform detection: Study

anomaly detection strategies that generalize across different network domains (e.g., IoT, cloud computing) and operating

systems (e.g., Windows, Linux), enabling more comprehensive cybersecurity protection. In summary, the method proposed

in this paper provides a novel and effective solution to key challenges in network anomaly detection and establishes a solid

foundation for building accurate, scalable detection systems. Moving forward, we will continue to deepen our research and

explore emerging techniques to address the growing demands of network security.
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