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Abstract

Quantum secure direct communication (QSDC) can directly transmit confidential
messages without pre-distributing secret keys. In practical applications, non-ideal
light sources naturally contain multiphoton components, which can easily lead to
photon-number-splitting attacks and constitute a core problem restricting secure
practical implementation. Existing measurement-device-independent (MDI) QSDC
protocols are mostly based on ideal source assumptions and lack strict security
authentication for practical multiphoton risks. This paper proposes an MDI-QSDC
protocol based on decoy states and polarization—spatial hyperentanglement. The
protocol lower-bounds the contribution of the two-single-pair sector through an
active three-intensity decoy-state mechanism and imposes a conservative bound
on the potential information leakage caused by multiphoton events, while using
polarization—spatial hyperentangled encoding to increase the payload of each valid
HBSA event and relying on the MDI architecture to remove the need to trust the
measurement device. Compared with similar schemes, this protocol significantly
improves the secure message capacity in practical scenarios while maintaining
detector-side security.

Keywords: quantum secure direct communication, measurement-device-independent,
polarization—spatial hyperentanglement, decoy-state



1 Introduction

Quantum secure direct communication (QSDC) aims to transmit confidential messages
directly through quantum carriers without first generating a shared secret key. Early
deterministic secure communication and direct-communication protocols showed that
classical confidential information can be embedded in quantum states [1, 2]. Deng et
al. then proposed a two-step protocol based on Einstein—Podolsky—Rosen (EPR) pairs,
separating channel security checking from message transmission [3]. This separation
has become a common design principle in QSDC. Subsequent work extended QSDC to
single photons, entangled systems, long-distance fiber links and multi-user networks [4—
10]. These studies have moved QSDC from idealized protocol design toward practical
quantum communication systems.

A central obstacle in practical QSDC is the non-ideal source. Weak coherent sources
and spontaneous parametric down-conversion (SPDC) sources inevitably emit vacuum,
single-photon or single-pair components, and multiphoton or multipair components.
The latter may enable photon-number-splitting (PNS) attacks or quantum-storage
attacks, which is especially serious for QSDC because the message itself, rather than a
later-generated key, is carried by the transmitted quantum states. Decoy-state methods
were first developed in quantum key distribution (QKD) to estimate the single-photon
contribution under lossy practical sources [11-14]. The Gottesman—Lo-Lutkenhaus—
Preskill (GLLP) tagged-component idea and decoy-state analysis with entangled photon
sources further clarified how non-ideal source components can be handled in security
proofs [15, 16]. In QSDC, practical active and passive decoy-state protocols have been
used to estimate source statistics before message-bearing events are accepted [17-20].
These protocols strengthen source-side security, but most of them still use a single
degree of freedom for information encoding.

Another route to higher secure message capacity is to enlarge the encoding alphabet.
Hyperentanglement means simultaneous entanglement of the same photon pair in more
than one degree of freedom (DoF). Polarization—spatial hyperentangled photon pairs can
be produced by SPDC-based optical sources [21-23]. Hyperentangled Bell-state analysis
(HBSA) can then distinguish a larger set of joint polarization and spatial-mode labels
than ordinary single-DoF Bell-state analysis [24-26]. In the polarization—spatial case,
the four polarization Bell states and four spatial-mode Bell states form 16 orthogonal
hyperentangled Bell states. A successful HBSA event can therefore carry a four-bit label.
Dense coding and hyperentanglement-based QSDC exploit this structure to increase
the conclusive-event information content [27-29]. However, hyperentanglement-based
protocols are often discussed under idealized source assumptions, leaving the multipair
risk of practical SPDC sources insufficiently connected with the secure message capacity
analysis.

Measurement devices introduce a different security boundary problem. Detector-
efficiency mismatch, time-shift attacks and bright-light blinding attacks show that real
detectors may deviate from the ideal measurement model [30, 31]. The measurement-
device-independent (MDI) idea, introduced by Lo et al., moves the joint measurement
to an untrusted relay while keeping state preparation and classical post-processing
inside the trusted user stations [32, 33]. In QSDC, MDI protocols place Bell-state
measurements at an untrusted Charlie, so detector-side imperfections are removed



from the trusted boundary [34]. High-capacity MDI-QSDC and one-photon-interference
QSDC have further explored larger alphabets and multi-intensity parameter estimation
[35-37]. Recent polarization—spatial hyperentangled MDI-QSDC has shown that a
four-bit conclusive-event information content can be combined with an MDI topology
[38]. Nevertheless, a complete practical framework should simultaneously address three
issues: practical SPDC source statistics, detector-side untrusted measurements and
high-dimensional message carrying.

Motivated by these limitations, we propose a dual-source decoy-state polarization—
spatial hyperentangled MDI-QSDC protocol. Alice and Bob independently prepare
active three-intensity SPDC hyperentangled sources and send travelling photons to an
untrusted Charlie for HBSA. The first round uses delayed intensity-class disclosure
and random Pauli-frame labels to support decoy-state estimation of the certified
single-pair contribution. The second round uses the retained photons for four-bit
message encoding and private Pauli masking. The masking idea follows the information-
theoretic protection used in high-capacity QSDC and private dense-coding studies
[39, 40]. Compared with decoy-state QSDC using a single DoF, the proposed protocol
provides a four-bit conclusive-event information content. Compared with ideal-source
hyperentangled MDI-QSDC, it explicitly treats vacuum and multipair components as
tagged events in the secure message capacity bound.

The remainder of this paper is organized as follows. Section 2 introduces the
hyperentangled Bell-state alphabet, the HBSA announcement model and the active
three-intensity SPDC source. Section 3 presents the protocol steps. Section 4 derives
the decoy-state constraints, tagged-event leakage and secure message capacity bound.
Section 5 gives numerical comparisons and hardware-parameter scans. Section 6
concludes the paper.

2 Preliminaries

2.1 Hyperentangled Bell states

Polarization—spatial hyperentangled Bell states are the information carriers of the
protocol and provide the physical basis for a four-bit conclusive-event information
content. Hyperentanglement means that the same photon pair is entangled in more
than one degree of freedom (DoF) [21, 22]. We use two DoFs. The polarization space
is spanned by the horizontal state |H) and the vertical state |V). The spatial-mode
space is spanned by Alice’s paths |a;1), |az) and Bob’s paths |b1), |b2).

The standard polarization Bell basis is defined as
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The spatial-mode Bell basis is

’¢:i:>s _ |al>A®|b1>Bj§|a2>A®|b2>B7 -
|,¢i> _ |a1>A®|b2>Bi|a2>A®|bl>B. (4)

s V2

A polarization—spatial hyperentangled Bell state is the tensor product of the two Bell
states,

Z0) = [Brp)p @ Bns)s, b= (hp,hs) € Ly x L = L. ()
Here |8, )p and |Brg)s denote the four Bell states in the polarization and spatial-mode
DoFs, respectively. The joint label h € Z3 is a four-bit binary string and uniquely
identifies one of the 16 orthogonal hyperentangled Bell states. Without loss of generality,
the initial state before local encoding is chosen as |Eg) = |[¢T), ® |¢T)s.

For both DoFs we use the same two-bit label convention,

1Boo) = |6),  [Bor) =167), [Bio) =¥T), [Bu) =v7). (6)

Thus h = (hp, hg) specifies the polarization label hp and the spatial-mode label hg.
This choice fixes the Bell-labeling convention used by Alice, Bob and Charlie when
announced HBSA labels are processed in the protocol.

Local Pauli operations applied by Alice and Bob are mathematically equivalent to
bitwise addition modulo 2 on the hyperentangled Bell label in Z3, while the underlying
two-DoF entangled structure is preserved. Therefore, the 16 orthogonal states form a
complete four-bit alphabet. All message labels m;, Bob masks r; and HBSA output
labels h; are processed in Z3, with addition understood componentwise modulo 2.
The hyperentangled Bell labels defined above are used consistently to describe the
first-round entanglement-swapping announcement, the second-round message-readout
announcement, and the local Pauli-label transformations performed by Alice and Bob.

2.2 HBSA model and hyperentanglement-swapping relation

In the MDI architecture, Charlie and all measurement devices inside his station are
outside the trusted boundary. The security analysis therefore does not require Charlie
to honestly implement a fixed optical HBSA circuit, nor does it assume ideal internal
detectors. Charlie is used only through a classical announcement interface

Mc: PAsBy — h € Qupsa U {J_} (7)

Here As and Bs denote the travelling photons sent by Alice and Bob, h = (hp, hs)
is a joint polarization—spatial Bell label, Qupsa C Z3 is the set of labels that a given
honest implementation can identify uniquely, and | denotes loss, an invalid coincidence,
a degenerate outcome or any other inconclusive announcement. Equation (7) is an
input—output interface, not a trusted measurement assumption in the security proof.

The protocol nevertheless needs HBSA labels for two operational reasons. In the
first round, HBSA on the travelling photons performs hyperentanglement swapping



and assigns a conditional Bell label to the photons retained by Alice and Bob. In the
second round, HBSA reads out the label shift produced by Alice’s message operation
and Bob’s private Pauli mask. For the first round, Alice and Bob prepare

|EO>A1A27 |EO>Bleﬂ (8)

where A; and Bj are retained locally and As and Bs are sent to Charlie. Under the
Bell-label convention of Section 2.1, the ideal swapping relation can be written in the
compact form

—_ — 1 — -
1Z0)4,4,/Z0)B,B, = Wh|Zf(h)) Ay By |ZR) A, B, - 9)
4
heZj

The phase factor wy, depends only on the Bell-state sign convention and has no effect
on the classical label processing. The fixed map f gives the retained-photon label
determined by Charlie’s travelling-photon HBSA label. We do not assume f(h) = h
without convention checking; instead, the mapping is absorbed into the corrected
first-round label used in Section 3.

In an honest performance model, Charlie’s analyser is designed to distinguish the
hyperentangled Bell basis

Bugssa = {|Z1) = |Brp)p ® |Brs)s : h = (hp, hs) € Z3} . (10)

Complete discrimination of all 16 polarization—spatial hyperentangled Bell states usually
requires auxiliary entanglement, nonlinear interactions, cavity-assisted interactions,
QND measurements or other enhanced measurement resources [24-26]. Only under
such a complete-HBSA honest-device model do we set

OffBsa =23,  |QfiBsal = 16. (11)

For a partial HBSA implementation, only labels that are uniquely identified enter
Qupsa; unresolved labels, mode mismatch, photon loss and invalid coincidences are all
assigned to L. This reduces the conclusive rate but does not change the definition of a
successfully announced label.

For the honest-device performance model used in the numerical simulation,
conclusive outcomes may be represented by the idealized POVM

Ep = pussal|Zn)(Enl (b € Qupsa), E,=1- Z E},. (12)
h€Qupsa

This representation is not imposed on an adversarial Charlie in the MDI security
analysis. The intrinsic HBSA success probability is defined as

pupsa = Pr(h € Qupsa | valid hyperentangled two-photon input) . (13)
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Fig. 1 Conceptual HBSA relay in Charlie’s untrusted domain. Alice’s travelling rails a1, as and Bob’s
travelling rails by, ba are processed to produce a public joint label h = (hp, hg) or the failure symbol L.

Figure 1 summarizes only the functional flow of the untrusted relay. The two
beam splitters BS1 and BS2 represent the spatial-interference branches for the mode
pairs (a1,b1) and (asg, by), respectively. The polarization-analyzer block is a compact
functional description of the polarization-measurement stage, while the coincidence-logic
block converts detector-click patterns into the announced classical label h = (hp, hg).
Hence the figure should be read as an input—output model of Charlie’s HBSA interface
rather than as a complete deterministic optical implementation for resolving all 16
hyperentangled Bell states.

The parameter pgypsa does not include the SPDC emission probability, the users
intensity-class probabilities, channel transmittance, quantum-memory efficiency or
detector efficiency. If an implementation reports a total conclusive probability including
detector and mode-matching losses, it must first be decomposed before being inserted
into the simulations; schematically,

)

Pcon = pHBSAnmodcn;ca (14>

where Np0de denotes mode-overlap and interferometric visibility losses and k is the
implementation-dependent number of effective detector clicks required for a successful
HBSA event.

Equation (7) is implemented operationally through the interface illustrated in Fig. 1.
It should not be interpreted as two independent measurements on copied photons. The
same travelling photons first carry the spatial-mode interference information and are
then analysed in polarization, so the spatial label hg and polarization label hp are
extracted from one joint detector-coincidence event inside Charlie’s untrusted relay. In
the protocol data flow, the first HBSA supplies hl(-l) for entanglement swapping and

source testing, whereas the second HBSA supplies hgz) for message recovery.



2.3 Practical hyperentangled SPDC source and decoy-state
statistics

A practical spontaneous parametric down-conversion (SPDC) source cannot deter-
ministically emit exactly one photon pair in every pump slot. Instead, it contains
vacuum, single-pair and multipair components. Multipair components may support
photon-number-splitting (PNS) and quantum-storage attacks. This point is especially
important in QSDC, because plaintext is transmitted directly and leaked information
cannot be repaired afterwards by privacy amplification as in quantum key distribution
(QKD). The role of the decoy-state method is therefore not to identify the photon-pair
number of each individual slot. It is to bound, at the aggregate statistical level, the
single-pair contribution that can be credited to the secure message capacity, so that
uncertified events can be subtracted in the later security analysis under a worst-case
rule.

We denote by p the mean photon-pair number in one pump slot. For a phase-
randomized SPDC source, the probability of emitting n photon pairs follows the
thermal, or geometric, distribution

n

I

Pp(p) = A+ )t

n=0,1,2,.... (15)

Alice and Bob randomly choose their intensity classes from the signal, weak decoy-state
and near-vacuum classes, denoted by z,y € {s,d, v}, with corresponding mean photon-
pair numbers p, and p,,. The symbol (z,y) denotes Alice’s and Bob’s joint intensity
pair, not a new joint source. The physical premise of the decoy-state method is that,
under the same channel and measurement conditions, the conditional yield Y, and
error rate e, of a given photon-pair-number component (n,m) are independent of
the selected intensities p, and .

The SPDC device is assumed to generate the spatial Bell component inside the
interferometric source. For one user’s source, writing ¢ and t for the retained and
travelling photons, respectively, the ideal single-pair component may be represented as

[01)e @ [t1)e + €9 )la) ¢ @ |ta)s
7 )

The travelling modes |¢t;) and [t2) are later relabelled as |a;), |ag) for Alice’s source
and |by), |be) for Bob’s source. Thus the two spatial rails are part of the pair-generation
process, as in a Sagnac or dual-path SPDC source, rather than the output of a
post-SPDC beamsplitter applied to a single photon.

Figure 2 gives the preparation module assumed at each trusted station in a compact
form, rather than a full protocol-flow diagram. The classical control chain RNG/class
ightarrow IM indicates that a random intensity class x € {s,d,v} is first selected
and then used to set the mean photon-pair number u,. Here PR denotes phase
randomization, IM denotes intensity modulation, and the PBS-based Sagnac HE-SPDC
block represents the interferometric hyperentangled source. The label PPLN/BBO

(16)

[Zo)er = 6T )p.e @
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Fig. 2 Conceptual trusted source module with active intensity selection and HE-SPDC preparation.
The pump is phase-randomized and intensity-modulated before entering the Sagnac HE-SPDC source;
the travelling rails ¢1,t2 are sent to Charlie for HBSA and the retained photon is stored locally.

inside the source is used only to indicate a typical nonlinear medium for SPDC pair
generation, not to restrict the protocol to a unique crystal choice.

The optical outputs t; and 2 are the two travelling spatial rails emitted by the
source and sent to Charlie, while the retained photon is stored in the local quantum
memory QM for the second round. In the later protocol description, ¢, to are relabelled
as ai, as for Alice and as by, by for Bob. This convention fixes the meaning of i, a1/as,
b1/ba, and 7, used throughout the protocol and the secure-capacity analysis. The
detailed step-by-step operations associated with these prepared states are given in
Section 3.

The first-round checking statistic is defined only on protocol-specified checking
samples, not by comparing every valid HBSA label with one fixed target label. In a
conclusive checking slot, the retained-photon label inferred from Charlie’s announcement
and the local first-round Pauli frames is

WY =f(r) et ol (17)

The users then test whether the measured or otherwise opened checking data satisfy the
correlation rule determined by EEU. This definition keeps the entanglement-swapping
map, Alice’s Pauli frame and Bob’s Pauli frame in a single consistent label.

For a joint intensity pair (z,y), let Ny, Cgy and Wy, be the number of transmitted
pump slots, the number of conclusive first-round HBSA announcements and the
number of conclusive checking events that violate the protocol-defined correlation rule,
respectively. The observed gain and error-weighted gain are

obs __ Czy Tobs _
Ty ) Ty
Ny

Wy

N (18)



The corresponding true gain and error-weighted gain satisfy

sz = Z Pn(,ua:)Pm(Ny)Ynmy
n,m>0

— (19)
Ty = Z Py (pa) Prn(tty) Znin.-

n,m>0

Here Y,,,, is the conditional probability that Charlie announces a conclusive HBSA
label h # 1 when Alice sends n travelling photons and Bob sends m travelling photons
in the same slot. The quantity Z,,, is the conditional probability of a conclusive
checking-event violation, so that Z,,, = eépmYnm and 0 < Z,, < Y. For n > 2 or
m > 2, the HBSA device may produce multi-click patterns, wrong labels or inconclusive
outcomes because it is designed for the two-photon hyperentangled Bell subspace. The
decoy-state LP therefore estimates the single-pair sector (n,m) = (1,1) for secure-
message credit, while the conclusive part of all uncertified multiphoton responses is
treated as tagged events and subtracted in Section 4 under a worst-case leakage rule.
In finite data, the observed quantities are first converted into confidence intervals
for the true expectation values by Chernoff or Hoeffding bounds,
Qry < Quy <Qf,, T, <Twy <T/,. (20)
These macroscopic constraints are the inputs of the finite-statistical linear programme
(LP) in Section 4, which yields the single-pair yield lower bound Y% and the single-
pair error-rate upper bound e%. Because the SPDC distribution has a long tail,
the probability mass above the cutoff ncy; is treated conservatively as worst-case
uncertainty.

3 Protocol Description

The protocol involves trusted users Alice and Bob, and an untrusted relay Charlie. Let
N be the total number of pump slots and let Siaw = {1,2,..., N} denote the set of all
initial slots. After the first-round source authentication, the surviving signal-intensity
slots form the message-candidate set Scanq. Alice and Bob then choose a hidden test
subset Stest C Scana and use the remaining subset Spmse = Scand \ Stest for actual
message transmission, so that Scand = Stest U Smsg and Stest N Smsg = @. All state
preparation, storage and local Pauli operations are performed inside the trusted user
stations, whereas Charlie only provides HBSA announcements through the untrusted
interface of Eq. (7) over an authenticated classical channel.

Figure 3 separates the data flow into trusted Alice, untrusted Charlie and trusted
Bob. The upper layer is Round 1, which authenticates the source statistics before
plaintext is encoded. The lower layer is Round 2, which carries the masked message
and supplies the final HBSA label for Bob’s recovery.

Step 1. State Preparation and First-Round Transmission. In each slot i €
Sraw, Alice and Bob independently choose intensity classes x;,y; € {s,d,v} with
corresponding intensities jt,, and f,,, and independently sample random Pauli-frame
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Fig. 3 Decoy-state hyperentangled MDI-QSDC protocol. In Round 1, Alice and Bob independently
select private intensity classes and random first-round Pauli-frame labels, send travelling photons
to Charlie for the first HBSA and store their local photons. Charlie announces the first label or the
failure symbol before the users disclose the intensity classes and checking labels used for decoy-state
estimation. In Round 2, Alice encodes a four-bit message, Bob applies a private four-bit Pauli mask,
Charlie performs the second HBSA and Bob recovers the plaintext.

labels {1, tP € Z3. Alice prepares |=g) 4, 4, and Bob prepares |=¢) g, 5,. The travelling
photons As and By are sent to Charlie, while the retained photons A; and B; are
kept in local quantum memories. The local first-round Pauli frames t#* and t? are
applied within the trusted stations so that they act as Bell-label translations after the
first-round swapping relation. If a near-vacuum class is chosen or no pair is emitted in
a given slot, that side sends no travelling photon in that slot.

Step 2. First-Round HBSA and Delayed Disclosure. Charlie announces the
first-round outcome hl(-l) € Qupsa U {L} for each slot through the interface of Eq. (7).
In the honest-device performance model this announcement is associated with the
basis Bupsa of Eq. (10), but the security analysis does not trust Charlie’s internal
measurement. Crucially, Alice and Bob keep (z;, v, tf‘, tiB ) private until Charlie has
completed his first-round announcement. Afterward, they disclose the intensity classes
needed for decoy grouping and open the Pauli-frame information only for checking and
candidate processing. For each conclusive slot, the corrected first-round label is

Y = f(h§.1>) ot otl. (21)

This delayed disclosure prevents Charlie from adapting his public outcome to the
intensity class or the hidden Pauli twirling.
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Step 3. Decoy-State Estimation and Set Partitioning. Alice and Bob group the
first-round data by joint intensity pair (z,y) and by the checking information opened
after Charlie’s announcement. They record the slot numbers IV,,, conclusive counts
Cyy and checking-error counts W, where Wy, counts only conclusive checking events

that violate the protocol-defined correlation rule associated with ﬁgl). Operationally, a
checking sample is opened by measuring or otherwise revealing the retained-photon
correlation required for the test; such opened slots are not reused for plaintext trans-
mission. Alice and Bob then solve the finite-statistical linear programme of Section 4 to
obtain the single-pair yield lower bound Y; and the single-pair error-rate upper bound
Y. If the security threshold is not met, the protocol aborts. Otherwise, the unopened

slots with z; = y; = s and hgl) = 1 form Scang, and Alice and Bob randomly partition
Scand into the hidden test set Sies; and the message set Sigg-

Step 4. Message Encoding and Private Masking. For each i € Sy, Alice
applies the four-bit message operation U4 (m;) and Bob applies the private four-bit
mask Vg (r;) to their retained photons. For each i € Siegt, Alice applies a random test
operation Ux(7;), while Bob still applies his private mask Vg (r;). Both users then send
the encoded photons to Charlie. By the hyperentangled Bell-label shift property in
Section 2.1, the encoded state for a message slot evolves as

I\I/Z> = UA(mZ) ® VB(Tz)|EEEI)> = |EEEI)€Bmi€BT’i>' (22)

For a hidden-test slot, m; in Eq. (22) is replaced by 7;.

Step 5. Second-Round HBSA and Auditing. Charlie performs the second HBSA
and announces hgz) € Qupsa U {L}. The test-set indices remain hidden until this
second-round announcement is complete. Alice and Bob then reveal the indices of Siest,
the corresponding test labels 7;, and Bob’s masks for the test slots only. The check

compares hl(?) with the expected label shift generated from Egl), 7; and the revealed
test-slot mask. Bob’s message-slot masks are never disclosed. If the hidden-test error
exceeds the prescribed confidence interval, the protocol aborts. Otherwise, the message
slots with i € S and h§2) # 1 are accepted for final recovery.
Step 6. Message Recovery. For each accepted message slot, Bob calculates the
two-round label difference _

di =n? o ni. (23)
By the label-shift property of hyperentangled Bell states, a valid message slot satisfies

h§2) = %51) & m; Dr;, (24)
and therefore d; = m; @ r;. Bob recovers the plaintext through

The rigorous derivation of this recovery rule is given in Section 4.
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4 Security Analysis and Secure Message Capacity
Bound

4.1 Source authentication and tagged-event subtraction against
PNS attacks

Practical SPDC sources inevitably contain multipair components, which may allow
Eve to mount PNS or quantum-storage attacks. Unlike QKD, QSDC directly transmits
plaintext and cannot rely on later privacy amplification to compress already leaked
message information. The active three-intensity decoy-state statistics are therefore
used to certify, in aggregate, the single-pair contribution that may be credited to the
secure message capacity.

In the dual-source MDI architecture, the fluctuation analysis is performed on the
joint intensity-pair statistics. The elementary random variable is therefore a pump slot
conditioned on (z,y) € X? with X = {s,d, v}, rather than two independent one-sided
fluctuations for Alice and Bob. For a joint intensity pair (x,y), define the observed gain
and checking-label error gain as @wu = Cyy/Nyy and T wy = Way/Ngy. We allocate
the linear-programme failure probability as £g .y = 1.4y = eLp/(2|X]?) = eLp/18.
Using the additive Chernoff-Hoeffding confidence interval for Bernoulli observations

[18, 33, 41-43),
1

PN In(2/eq,zy)
+ Qzy
= [Quy £ 2
oy = Qo 2Ney |
(2/eTay) 1 0
-~ In(2 ET
Tr = |Toy + =
ry Y 2Ny ] ’

where [2]§ = min(1, max(0, z)). The multiplicative Chernoff form can also be used to
obtain slightly tighter numerical intervals, but Eq. (26) is closed-form and conservative.
A union bound gives simultaneous validity of all nine gain intervals and all nine
error-gain intervals with probability at least 1 — e,p. Hence the LP receives one
joint confidence box for each intensity pair (z,y), rather than separate independent
fluctuation boxes for Alice and Bob.

The photon-pair-number cutoff is chosen before solving the LP. It is not a fitted
simulation parameter. For a design tolerance ;1 satisfying &ay < epp, for example
Eranl < erp/10, we take

Neyt = Min {n : ng}; [1 — (Z Pk(ugg)) (Z Pg(/@))] < ftail} . (27)
Y k=0 =0

The residual tail mass

rhal =1 — (Z Pk(ﬂm)) <Z Pf(“”) 29
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is not ignored. It is inserted as worst-case uncertainty in the LP constraints. In numerical
work, neyt is increased until Eq. (27) is satisfied for all nine intensity pairs, and the
same cutoff is then used for the gain and error-gain constraints,

max(0,Qy, — 74 < N Po(te) P (1) Yo < Q- (29)

n,m<ncut

max(0, T, — Tgﬁzﬂ) < Z Py () Prn(thy) Znm < T;L» (30)
n,m<Ncut
with 0 < Z,,;, < Y. The first-round random Pauli-frame labels and the swapping
correction in Eq. (21) are essential in this step because the checking rule samples the
HBSA label alphabet rather than comparing all conclusive outcomes with one fixed
Bell label. The LP minimizes Y7; subject to Eq. (29) and maximizes Z1; subject to
Egs. (29) and (30). The resulting single-pair error-rate upper bound is

ZU
e, = min ( Y) , (31)

11

whenever Y5 > 0; otherwise the protocol aborts. The lower bound on the untagged
single-pair message-acceptance gain is

Qésg,n = QmsgpfpsB [Py (Ns)]2Y1L1F2Lv (32)

where T'% collects the independently calibrated lower bound for the second-round
accepted-readout probability. In the simulations this factor is decomposed into the
intrinsic HBSA term pypsa, the relevant channel transmittance, memory efficiency
and detector-efficiency terms, following the separation in Eq. (14); pupsa itself is not
used a second time to include detector loss. The core defence against PNS attacks is
the worst-case subtraction of tagged events. Let Qf{lsg be an upper bound on the total

accepted message gain. The tagged-event gain is bounded by

Q'Ejag = ma‘X(07 Qr—l_)sg - Ilrllsg,ll)' (33)

In the worst case, Eve may obtain the full four-bit information content of every tagged
event, including multipair emissions and vacuum mis-admissions. The eavesdropper
information caused by PNS-type leakage is therefore upper bounded by

I(A:E)pxs < 4Q0,- (34)

4.2 THA assumptions and blinding of the untrusted relay

The MDI architecture removes all detector-side attacks at Charlie, including time-shift
and blinding attacks, from the trusted boundary. Alice’s and Bob’s source modulators
and Pauli modulators, however, remain trusted local devices and must be protected
against Trojan-horse attacks. We therefore assume calibrated optical isolators and
narrowband wavelength filters at all optical ports, real-time monitoring taps that

13



abort anomalously strong injected pulses, and physical shielding that prevents different
intensity classes or Pauli operations from producing distinguishable timing, spectral or
modal side information. Any independently quantified residual side-channel leakage is
included in the penalty Agige.

Charlie can observe both HBSA labels and the delayed intensity-class announce-
ments, but Alice’s plaintext m; and Bob’s message-slot mask r; are never disclosed.
Even if the first-round correction information is treated conservatively as public after
Charlie’s first announcement, a valid message slot satisfies hz@ = ﬁl(-l) @®m; ® r;. Thus
any two-round label difference available after the first-round correction has the form

di = b @ hY =m; @, (35)

Unlike a computational pseudorandom-function mask, r; is an information-theoretic
one-time pad. Since 7; is independently and uniformly distributed over Z3, for any
plaintext m; and observation ¢,

1
Pr(d; =6 |m;) =Pr(r,=0@®m,;) = T (36)

Therefore, d; and m; are statistically independent, I(m;; d;) = 0. Together with delayed
disclosure, the full public transcript T available to Charlie satisfies

I(m;Te) = 0. (37)

4.3 Secure message capacity lower bound

We now derive the capacity expression used in the numerical section, rather than intro-
ducing it without derivation. All information quantities are normalized per pump slot,
so the unit is bit/pulse rather than bit/s. For a quantum adversary, I(M; E) denotes
the Holevo information between Alice’s message variable M and Eve’s quantum side
information. Following the wiretap-channel treatment of secure direct communication
[44-46], the secure message capacity is lower bounded by

Cs > [I(M;B) — I(M; E)|", (38)

where B denotes Bob’s final decoding data and F includes Eve’s quantum system and
Charlie’s public transcript.

The legal information term is credited only to certified untagged single-pair events.
Let U denote the event that a message slot belongs to the decoy-state-certified single-
pair sector. The hyperentangled Bell label is a 16-symbol alphabet, so a noiseless
conclusive event carries log, 16 = 4 bits. If the single-pair label error rate is e;1, Fano’s
inequality for a 16-ary alphabet gives

H(M | B, U) < hg(en) +e11 10g2 15 = H16(€11)7 (39)
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where ho(+) is the binary entropy. Therefore
I(M; B|U) = HOM | U) — H(M | B,U) > 4 — Hyg(en). (10)

Discarding any possible legal information from tagged events gives a conservative
per-slot lower bound

I(M;B) 2 Qg1 (4 — Hio(efh)) - (41)

The eavesdropper-information term is bounded in the opposite direction. For untagged
single-pair events, Charlie’s public label difference is masked by Bob’s uniform private
Pauli label, and Eq. (37) gives zero mutual information between the plaintext and
Charlie’s transcript. Any residual leakage from imperfect trusted devices is not absorbed
into this ideal statement and is accounted for by Agiqe. For tagged events, including
multipair emissions and vacuum mis-admissions, the proof assigns Eve the full four-bit
information content. Hence

I(M; E) < 4Q0, + Aside + Afin. (42)
The total failure probability is allocated as
€sec = ELP + Etest T Esm T+ Ecor T Esides (43)

where e,p = Zx,y(’fQ,w + er,zy) is used by the confidence intervals in Eq. (26), €est
by the hidden-test sampling bound, &4, and e, by the smooth-entropy secrecy and
correctness terms, and egq0 by any separately calibrated side-channel leakage model.

It remains to make Ag, explicit. Let Nyop = Zwy Ny be the total number of pump
slots used for normalization and define the finite accepted block lengths

L L U U
nmsg,ll = NtOtQmsg,llv ntag = NtotQtag' (44)

In the second round, suppose that Ni.; accepted slots are opened as hidden tests
and Npsg accepted slots remain for message recovery. Let € denote the observed
hidden-test error rate. Since the hidden tests are sampled without replacement from
the accepted candidate set, a conservative Serfling-type bound gives, except with
probability etest,

Niest 4+ Nones) (Newst + 1 1
U — min [1@%#\/( test + Ninsg) (Niest +1) . (45)

ms 2
8 2NtCStNmsg Etest

The finite-block penalty used in Eq. (42) is written in a smooth-min-entropy form.
Following the standard leftover-hashing treatment against quantum side information
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[33, 47-49], the finite confidential message length obeys

Ei«/ec 2 4nrlr/15g,11 - nésg,llHlﬁ (61’[{15g) - 4”1[;{1g
21 2 (46)
-6 10g2 - 10g2 - NtotAside-
sm Ecor

Dividing Eq. (46) by Niot gives the explicit finite-size penalty

Afin = Qansg,ll [Hlﬁ(er[{lsg) - H16(e§]1)]+

L o100 2L+ 1o, 2 (47)
(0] — (0]
Ntot g2 Esm g2 Ecor ’

+

where Hig(e) = ha(e) + elogy 15. The first term is the additional 16-ary entropy cost
caused by finite hidden-test sampling. The second term is the explicit smooth-min-
entropy secrecy and correctness overhead. The LP fluctuation itself is not added again
in Agn, because it has already entered the finite-data bounds Y5 and e through
Eq. (26). Therefore the dependence of the finite-size penalty on the total number of
pump slots Niot, the hidden-test sample size, and the failure allocation ege. is explicit
rather than symbolic. In the asymptotic simulations, Ny — 00, ef{lsg — elUl, and Agp
is set to zero.

Substituting Eqgs. (41) and (42) into Eq. (38) gives the conservative secure message
capacity lower bound

CsIéc = [ ﬁlsg,ll (4 - H16(e§]1)) - 4Q‘€]ag — Afin — ASide]+ : (48)

The first term in Eq. (48) is therefore the legal mutual information certified by the
decoy-state single-pair sector. The second term is not a fitted loss term, but the worst-
case Holevo information assigned to all uncertified tagged events. In the asymptotic
simulations, Ag, and Agjge are set to zero, giving

Csléc,asy = [ ésg,ll (4 - Hlﬁ(elUl)) - 4@1[:{3@} 4 (49)

A positive value of CL. means that the protocol has positive secure direct-
communication capability under the stated physical model and trusted-station
assumptions.

5 Numerical Simulation and Performance
Comparison

This section presents numerical simulations for the proposed decoy-state hyperentangled
MDI-QSDC protocol. The signal intensity is optimized at each channel attenuation to
maximize the secure message capacity. The numerical comparison is organized in three
parts. Section 5.1 compares the secure message capacity with representative decoy-
state QSDC protocols. Section 5.2 compares the protocol resources with representative
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MDI-QSDC protocols. Section 5.3 identifies the source and hardware conditions that
give the highest secure message capacity in the proposed architecture.

The optical-loss, dark-count, detector-error and detector-efficiency values used
below are adopted from the free-space QSDC experiment reported by Pan et al. [50].
The notation is adapted to the present dual-source model.

Table 1 Parameters used
in the numerical simulation.
The experimental parameter
values are adopted from

Pan et al. [50].
Parameter Value
A 0.21
NBAB 0.088
P, 8.0 x 108
e% 0.0131
e 0.0026
NH(V) 0.70

5.1 Secure message capacity comparison with decoy-state
QSDC protocols

Figure 4 compares the proposed protocol with three representative decoy-state QSDC
schemes under the same channel-attenuation axis. The blue dashed curve denotes the
practical active decoy-state QSDC model of Liu et al. [17], the green dashed curve
denotes the heralded-source decoy-state QSDC model of Ying et al. [19], and the black
dotted curve denotes the passive decoy-state QSDC trend of Ying et al. [20]. The
horizontal axis is the channel attenuation in dB, and the vertical axis is the secure
message capacity Cs in bit/pulse on a logarithmic scale.

The red curve remains above the three decoy-state QSDC references throughout
the simulated attenuation range. Under the conclusive-event comparison used in
Fig. 4, the secure message capacity improvement is about fourfold, corresponding
to an approximate 300% increase over the best single-degree-of-freedom decoy-state
baseline at the same attenuation. This gain comes from the 16-state polarization—spatial
hyperentangled Bell alphabet: a conclusive single-degree-of-freedom event carries one
message bit, whereas a conclusive hyperentangled Bell event carries four bits. The
additional hardware factors of the full MDI implementation, especially HBSA success
probability and quantum-memory efficiency, are evaluated separately in Section 5.3.

5.2 Comparison with representative MDI-QSDC protocols

The efficiency comparison in this subsection is a protocol-resource comparison, not the

secure message capacity CZ_ derived in Section 4. To avoid mixing concepts, we use
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Fig. 4 Secure message capacity comparison with representative decoy-state QSDC protocols. The
blue dashed, green dashed and black dotted curves denote practical active decoy-state QSDC [17],
heralded-source decoy-state QSDC [19] and passive decoy-state QSDC [20], respectively. The open
black circles are the passive-decoy values reported in Ref. [20]. The red curve is the proposed four-bit
hyperentangled conclusive-event information content under the same conclusive-event comparison
basis.

three separate quantities. First, the logical payload per conclusive label is
blog == 10g2 |Qmsg|7 (50)

where g is the message alphabet carried by one conclusive Bell-label event. This
value is 4 bit for the polarization—spatial hyperentangled alphabet used here. Second,
the BSM/HBSA success entry denotes the intrinsic Bell-analyser success probability
for a valid input under the cited honest-device model. For the proposed protocol
this quantity is treated as the simulation parameter pygsa in Eq. (13), not as an
experimentally demonstrated fixed value and not as a product including source emission,
channel loss, detector efficiency or memory efficiency. Third, the resource efficiency
follows the common QSDC counting rule

Bmsg

Qu + Ba’ (51)

Thes =

where B is the number of useful message bits, @, is the number of quantum
carriers consumed and B is the amount of classical information that the corresponding
reference counts as necessary for decoding. If a cited efficiency is reported after an
analyser-success probability pas, Eq. (51) is equivalently written per attempted block as

blogp M

_DlogPM 52
Gq + bapm (52)

eff
Nres =
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with g4 and b fixed by that reference’s resource-counting convention. Thus a resource-
efficiency number is not a substitute for the bit/pulse secure-capacity bound in Eq. (48).
In this paper, the decoy-state layer changes the certified accepted fraction through Y%,
¥, and tagged-event subtraction; it does not change the four-bit logical payload of a
conclusive hyperentangled HBSA event.

Table 2 Protocol-resource comparison of representative MDI-QSDC protocols. The payload column
is the logical message content per conclusive Bell-label event, whereas the resource-efficiency column
follows the counting convention reported in the cited protocols and should not be confused with C_
in bit/pulse.

BSM/HBSA  Resource

Protocol Payload success efficiency Key features

Zhou et al. MDI-QSDC 2 ~ 50% ~ 25% Basic MDI-QSDC

(34]

Ying et al. MDI-QSDC 2 ~ 50% ~ 30% One-step MDI-QSDC
[51]

Das et al. MDI-QSDC 2 ~ 50% ~ 33% With authentication
[52]

Liu et al. MDI-QSDC [53] 4 ~ 50-60% ~40%  High-dimensional
This work 4 65% 33.3% Hyperentanglement +

decoy-state

Table 2 gives a compact protocol-level comparison under the definitions above.
For the proposed protocol, |Qmsg| = 16 gives a payload of 4 bit per conclusive HBSA
label. To place the last row on the same numerical basis as the preceding schemes,
the HBSA-success entry uses the baseline simulation setting pgygsa = 0.65, namely
65%. Under Eq. (51), a four-bit message block uses four quantum carriers (A;, As, By
and Bs), while the two four-bit HBSA announcements contribute eight classical bits.
Hence nyes = 4/(4 + 8) = 33.3%. These are the protocol-comparison values reported in
Table 2. The end-to-end secure message capacity remains determined by Eq. (48), which
additionally includes the decoy-certified single-pair gain, tagged-event subtraction,
channel loss, detector efficiency and memory efficiency.

5.3 Source and hardware optimization

The signal mean photon-pair number s controls the balance between the certified dual
single-pair contribution and the tagged-event subtraction. If u, is too small, useful
dual single-pair events are rare. If it is too large, multipair tagged events dominate the
leakage term.

At A = 6 dB with the baseline settings g = 0.70, pgsa = 0.65 and 7n,, = 0.85, the
optimized source brightness is p* = 0.0855 and the simulated capacity is 1.96 x 107°
bit/pulse. The optimum remains below the high-brightness regime because multipair
emissions are counted as tagged events in the security bound.

Figure 6 scans the hardware parameters that are specific to the proposed hyper-
entangled MDI architecture. The HBSA success probability pggsa controls the intrinsic
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conclusiveness of the HBSA module for a valid hyperentangled two-photon input. It is
scanned independently from the detector efficiency 74, because 74 is not included in
the definition of pypsa in Eq. (13). The memory efficiency 7, determines how much
of the stored-photon part of the four-bit conclusive-event information content survives
the two-round implementation.

Within the scanned range, the highest secure message capacity occurs when the
detector efficiency, HBSA success probability and storage efficiency are all improved.
For ng = 0.80, papsa = 0.85 and 7, = 1.00, the re-optimized brightness is p; = 0.0955
and the secure message capacity reaches 9.34 x 1075 bit/pulse at 6 dB. This is about
4.76 times the baseline value. This upper scan point is a sensitivity benchmark rather
than a claim that the present optical implementation already realizes such a complete-
HBSA performance. The result identifies the most direct route to a higher secure
message capacity: improve HBSA conclusiveness, reduce detector loss and preserve the
stored idler photons.

- = A=2dB
— A=6dB
=== A=10dB

le-04

le-05—

1e-06 —

1e-07 H

Secure message capacity Cj (bit/pulse)

le-08— !
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Signal mean photon-pair number p

. 5 Secure message capacity as a function of the signal mean photon-pair number ps. Mar

~ata tha naintuwrica antimum 0% Tha camo comhal 11 ic nead in tha canrca madal nratacal
Fig. 5 Secure message capacity as a function of the signal mean photon-pair number ps. Markers
indicate the pointwise optimum p}. The same symbol ps is used in the source model, protocol and
simulation.
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Fig. 6 Hardware robustness scan at A = 6 dB. (a) Secure message capacity versus HBSA success
probability pupsa for different quantum-memory efficiencies. (b) Secure message capacity versus
detector efficiency ng for different HBSA success probabilities. The signal intensity ps is re-optimized
at every point.

5.4 Numerical conclusion

The numerical results lead to two conclusions. First, relative to decoy-state QSDC
protocols with a single-degree-of-freedom conclusive-event information content, the
proposed hyperentangled Bell alphabet gives a fourfold secure message capacity gain
under the same conclusive-event comparison basis. Second, the practical secure message
capacity is controlled by HBSA success probability, detector efficiency, memory efficiency
and the optimized SPDC brightness. Improving these quantities converts the four-bit
conclusive-event advantage into a higher end-to-end secure message capacity.

6 Conclusion

We have proposed a decoy-state polarization—spatial hyperentangled MDI-QSDC
protocol with independent state preparation. Alice and Bob each prepare active three-
intensity SPDC hyperentangled photon pairs and send their signal photons to an
untrusted Charlie for the first HBSA. After the security test, Alice encodes a four-
bit message on her retained photon, Bob applies a private four-bit Pauli mask, and
both users send the encoded photons to Charlie for the second HBSA. Decoy-state
statistics estimate the dual single-pair contribution, while tagged-event subtraction
handles vacuum and multipair risks. Bob’s private mask makes Charlie’s public labels
statistically independent of Alice’s plaintext.

The protocol has a clear cost. A strict dual-source MDI layout introduces the
probability penalty of two independent SPDC sources and two HBSA rounds. It also
requires stable quantum memories, matched modes and a high-quality HBSA module.
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The benefit is a transparent security boundary: detectors and measurement optics are
removed from the trusted part of the system, while the conclusive-event information
content remains 4 bit. The framework therefore provides theoretical support for the
practical design and performance evaluation of high-security, high-capacity MDI-QSDC
systems with non-ideal SPDC sources.
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