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Abstract

Wireless Body Area Networks (WBANSs) play a critical role in IoT-based
healthcare monitoring by enabling continuous collection and transmission of
physiological data from wearable sensors. However, increasing connectivity and
data transmission frequency introduce significant security risks and energy
consumption challenges in BAN communication protocols. To address these
issues, this paper proposes a Security-Aware Bit-Map Assisted BAN Hybrid
(SABMABAN-Hybrid) framework that integrates machine learning-based attack
probability estimation with an energy-efficient two-layer communication archi-
tecture. In the proposed approach, machine learning models are first employed
to analyze healthcare monitoring data and estimate attack probability, which
is then used to derive a secure transmission probability controlling data for-
warding in the network. The intra-body communication layer utilizes IEEE
802.15.6 EATDMA scheduling with a short CAP, while the gateway commu-
nication layer employs a bitmap-assisted IEEE 802.15.4 protocol with a larger
CAP to reserve transmission slots. Extensive simulations using Python for attack
analysis and MATLAB for energy evaluation demonstrate that the proposed
framework improves communication efficiency and reduces network energy con-
sumption compared to conventional BAN protocols. The results confirm that
integrating security-aware transmission control with hybrid scheduling mecha-
nisms can significantly enhance the reliability and sustainability of IoT-based
healthcare monitoring systems.

Keywords: Wireless Body Area Network, IEEE 802.15.6, IoMT Security, Machine
Learning-Based Intrusion Detection, Attack Probability Estimation, Two-Layer
Healthcare Architecture.



1 Introduction

The rapid advancement of the Internet of Things (IoT) and the Internet of Medi-
cal Things (IoMT) has significantly transformed conventional healthcare systems into
intelligent, connected, and patient-centric ecosystems. IoT-enabled health monitor-
ing facilitates continuous tracking of physiological parameters such as ECG, PPG,
blood pressure, temperature, and oxygen saturation through wearable and implantable
sensors [1, 2]. Remote and in-home healthcare monitoring systems have reduced
hospitalization costs and enhanced personalized patient care [3, 4].

Wireless Body Area Networks (WBANSs) form the communication backbone of IoT-
based health monitoring systems. In WBAN architecture, on-body and implantable
sensors communicate using IEEE 802.15.6, while gateway nodes rely on IEEE 802.15.4
for uplink communication [5]. Recent advancements in fog computing, edge computing,
and distributed healthcare architectures have further improved scalability and latency
performance in smart healthcare environments [6, 7].

Despite these technological advancements, increasing device interconnectivity
introduces significant security and privacy challenges [8, 9]. Medical cyber-physical
systems are highly vulnerable to cyberattacks that may compromise patient safety
and data integrity [10].

WBAN communication operates over open wireless channels and consists of
resource-constrained sensor nodes, making them susceptible to replay attacks, identity
spoofing, malicious data injection, and eavesdropping [11, 12].

Several lightweight authentication and privacy-preserving schemes have been pro-
posed to enhance WBAN security. Anonymous authentication mechanisms [11, 13],
certificateless signature-based authentication [12], and secure signcryption schemes
[14] provide confidentiality and identity protection. Blockchain-integrated IoMT
frameworks further strengthen data integrity and decentralized validation [15-17].

However, most existing solutions primarily focus on cryptographic authentication
and secure data transmission. They do not adequately address real-time intrusion
detection or probabilistic attack estimation at the communication layer. Furthermore,
strict energy constraints in wearable devices limit the deployment of heavy security
mechanisms [18].

Recent studies on medical cyber-physical systems highlight the importance of
intrusion detection mechanisms but emphasize the lack of practical ML-integrated
communication-layer security models tailored for healthcare networks [10]. Privacy-
preserving healthcare monitoring over cloud and distributed systems introduces
additional computational and security challenges [19, 20].

Although significant work has been carried out in authentication protocols,
blockchain-based security, and privacy-preserving healthcare monitoring [13, 15, 17],
limited research has focused on integrating machine learning-based attack probability
estimation within IEEE 802.15.6 communication frameworks.

Existing literature either emphasizes:

e Cryptographic authentication and confidentiality mechanisms [12, 13]
® Blockchain-based healthcare validation systems [15, 16]
e Fog and edge-based healthcare architectures [6, 7]



Al-based healthcare analytics without communication-layer threat modeling [21]

However, there is a lack of:

Security-aware ML-driven attack prediction integrated with WBAN protocols
Probabilistic attack estimation instead of binary detection

Two-layer IEEE 802.15.6-802.15.4 secure BAN architecture with adaptive risk
modeling

IEEE 802.15.6-based WBAN communication in IoT healthcare systems remains
vulnerable to network-based attacks that may disrupt medical monitoring and com-
promise patient safety. Traditional cryptographic approaches alone are insufficient for
real-time detection of malicious activities. Therefore, a lightweight, security-aware
machine learning framework capable of estimating attack probability and integrating
it within a two-layer body area network architecture is required.

This work proposes a security-aware ML-based attack prediction framework
integrated within a two-layer BAN architecture:

¢ Layer 1: IEEE 802.15.6 WBAN communication among wearable biosensors.
e Layer 2: IEEE 802.15.4 gateway communication for uplink transmission.

Machine learning models are trained on health monitoring communication fea-
tures. After removing feature leakage and addressing class imbalance, threshold
optimization is applied to estimate attack probability for each communication
instance. The estimated probability is integrated into the BAN decision layer to
enable adaptive and risk-aware communication.

The main contributions of this work are:

® The attack probability estimation is integrated with the energy consumption model
of IEEE 802.15.6 WBAN communication.

® A threshold-optimized ML framework is developed to handle imbalanced healthcare
datasets.

e Two-layer secure BAN architecture is developed by combining IEEE 802.15.6 and
IEEE 802.15.4.

e Comprehensive evaluation is done by using Accuracy, Precision, Recall, F1-score,
ROC-AUC, and Confusion Matrix along with comparison of the proposed integrated
model with the other energy consumption models.

2 Related Work

Recent research in IoT-enabled healthcare and Wireless Body Area Networks
(WBANS) has primarily focused on secure communication, authentication mecha-
nisms, blockchain integration, and intelligent healthcare monitoring. Survey-based
works [1-4, 8, 17, 18, 20] provide broad overviews of IoT healthcare architectures,
wearable systems, blockchain-based IoMT, and energy efficiency challenges.



Table 1: Comparison of Existing Works Based on Contributions and Findings

Ref Contribution Method Tools Used Result Findings Conclusion

[4] Secure RPM survey Literature review Survey analysis Security gaps Need ML integration
[3] | IoT home monitoring Architecture study Middleware design Scalability issues Future AI support
1] HIoT survey Clinical survey IoT framework Privacy challenges Security essential
[2] WBAN review Sensor analysis Wearable systems Energy constraints Lightweight needed
[5] Wearable patch Hardware design BLE IoT Real-time monitoring Efficient integration
6] Fog RPM Fog computing ToT platform Latency reduced Edge effective

[7] Fog simulation Modeling study Simulation tools Bandwidth optimized Scalable solution
[11] Anonymous auth Cryptographic scheme ECC-based Secure authentication Privacy enhanced
[13] Lightweight auth Authentication scheme WBAN model Confidentiality improved Energy efficient
[12] CLSS scheme Certificateless auth WBAN protocol Revocability support Privacy preserved
[14] | Signcryption WBAN Hybrid crypto Security model Secure transmission Lightweight achieved
[22] Data aggregation Aggregation scheme Multi-receiver model Anonymity ensured Efficient aggregation
[15] TIoMT blockchain Blockchain storage Distributed ledger Data integrity Secure validation
[16] Quantum auth Blockchain-based Q-Sim tool Strong authentication Quantum secure
[23] | Blockchain healthcare Technology review Conceptual model Scalability limits Optimization needed
[17] Blockchain survey Survey study TIoMT systems Scalability issue Further research
[10] Attack detection IDS survey CPS analysis Detection gaps ML required

[21] AT trust protocol ML security Trust modeling Improved reliability AT effective

[24] Fault-tolerant IoT ML fusion Sensor fusion Decision accuracy Fault tolerant
[25] Depression IoT Systematic review IoT analytics Mental monitoring Data-driven

8] Smart healthcare Survey review Big data Al Security concerns AT adoption

[9] AT healthcare AT survey ML framework Smart monitoring AT essential

[19] Privacy cloud HMM model Cloud computing Privacy preserved Secure monitoring
[18] Energy wearable Systematic review Energy analysis Consumption high Optimization needed
[20] Digital twin Networking survey Edge-cloud model Integration issues Advanced architecture




Fog- and edge-assisted healthcare platforms [6, 7] enhance latency performance and
system scalability. Security-oriented works propose lightweight authentication [11-13],
secure signeryption [14], privacy-preserving aggregation [22], and blockchain-assisted
validation [15, 16, 23]. Intrusion detection and attack detection in medical cyber-
physical systems are reviewed in [10]. Al-based and trust-aware healthcare security
frameworks are explored in [21, 24]. Emotional and mental health IoT monitoring is
investigated in [25]. Privacy-preserving cloud healthcare monitoring is studied in [19].

Although these works significantly enhance authentication, privacy, scalability,
and blockchain integration, most of them emphasize cryptographic or architectural
improvements rather than communication-layer attack probability estimation. Very
limited attention has been given to integrating machine learning-based probabilis-
tic intrusion detection within IEEE 802.15.6-based WBAN systems. Existing studies
either provide surveys, propose authentication schemes, or focus on blockchain-enabled
validation, leaving a research gap in lightweight, security-aware ML integration for
real-time attack probability estimation in multi-layer BAN communication systems.

Table I demonstrates that the majority of existing works focus on authentica-
tion schemes, blockchain validation, fog/edge computing, or survey-based architectural
analysis. Cryptographic mechanisms such as anonymous authentication, certificate-
less signatures, and signcryption enhance privacy but do not incorporate probabilistic
intrusion prediction. Survey-based studies highlight scalability and security challenges
but lack implementation of ML-based communication-layer risk estimation. Very few
works combine machine learning with communication-layer security, indicating a clear
research gap in security-aware ML integration within IEEE 802.15.6 WBAN systems.

Table IT highlights that while several works address IEEE 802.15.6 communication
security, most rely solely on cryptographic approaches. Blockchain-based frameworks
improve integrity but introduce computational overhead. Machine learning-based
approaches are explored in limited contexts and are not integrated with probabilistic
attack modeling within WBAN communication. None of the reviewed works combine
IEEE 802.15.6 communication, ML-based attack probability estimation, and multi-
layer BAN architecture. This reinforces the necessity of the proposed security-aware
ML framework for probabilistic intrusion detection in IoT-based healthcare systems.

3 System Model and Mathematical Formulation

This section presents the formal system architecture and mathematical modeling of
the proposed security-aware machine learning framework integrated within a two-layer
Body Area Network (BAN). The objective is to model IEEE 802.15.6 intra-body com-
munication and IEEE 802.15.4 gateway transmission while incorporating probabilistic
attack estimation and adaptive risk control. The proposed formulation captures com-
munication dynamics, adversarial behavior, machine learning-based attack probability
prediction, and energy-aware security optimization in a unified analytical frame-
work. The model aims to maximize intrusion detection performance while maintaining
energy efficiency and communication reliability in IoT-based healthcare monitoring
systems.



Table 2: Comparison Based on System Parameters

Ref | IEEE ML Used | Blockchain | Fog/Edge | IDS Focus | Probabilistic
802.15.6 Model
[4] | No Limited No Yes No No
[3] | Partial No No Yes No No
[11] | Yes No No No No No
[13] | Yes No No No No No
[12] | Yes No No No No No
[14] | Yes No No No No No
[15] | No No Yes Yes No No
[16] | No No Yes No No No
[10] | Partial Yes No No Yes No
[21] | No Yes No No No No
[24] | No Yes No No No No

3.1 Two-Layer Body Area Network Architecture

The hierarchical structure enables efficient separation of intra-body sensing and inter-
network communication while maintaining scalability and security. The first layer
ensures low-power, real-time physiological data acquisition using IEEE 802.15.6,
whereas the second layer facilitates reliable data aggregation and forwarding through
IEEE 802.15.4. The gateway and cloud components provide computational support
for attack probability estimation and adaptive security control. The proposed system
is modeled as a hierarchical two-layer Body Area Network (BAN) defined as:

S ={L1,£,6G,C} (1)

where:

L1 denotes the intra-body communication layer (IEEE 802.15.6),
Lo denotes the gateway communication layer (IEEE 802.15.4),

G represents the edge/fog gateway,

C represents the cloud or medical server.

3.2 Layer-1 Communication Model (IEEE 802.15.6)

Let N = {ny,no,...,nk} denote the set of wearable sensor nodes deployed on the
human body, where each node continuously monitors specific physiological parame-
ters. For each node n;, a multi-dimensional physiological feature vector x;(t) € R? is
generated at time ¢, containing measurements such as heart rate HR;(¢), blood pres-
sure BP;(t), temperature Temp;(t), oxygen saturation SpOs(t), and other biomedical
signals. This vector represents the real-time health state of the patient captured by
the i*" sensor node.Each sensor node generates a physiological feature vector:

xi(t) = [HR;(t), BP;(t), Temp;(t), SpOs(t),...] € R? (2)



The transmission process is modeled by the operator Tgo2.15.6(+), which represents
IEEE 802.15.6 physical and MAC layer processing applied to x;(t), producing the
transmitted signal s;(t). The transmitted signal from node ¢ is:

si(t) = Tso2.15.6(x:(t)) 3)

During wireless propagation, the signal experiences channel fading characterized by

the time-varying coefficient h;(t) and additive white Gaussian noise 1;(t) ~ N (0, 0?).

Consequently, the received signal at the BAN coordinator is expressed as r;(t) =

hi(t)s;(t) + n;(t), capturing realistic wireless communication impairments within the
intra-body network. The received signal at the coordinator is:

ri(t) = hi(t)si(t) + ni(t) (4)
where h;(t) is the channel fading coefficient and 7;(t) ~ N (0, 0?) denotes additive
Gaussian noise.

3.3 Layer-2 Gateway Model (IEEE 802.15.4)

At the BAN coordinator, the signals received from all K wearable sensor nodes
are aggregated to form a composite signal represented as R(t) = Zfil r;(t). This
aggregation process models data fusion at the coordinator level, where multiple physi-
ological streams are combined for unified processing. The summation operator reflects
collective signal reception and may include preprocessing steps such as filtering, nor-
malization, or packet framing prior to forwarding. The aggregated signal at the
coordinator is:

K
R(H) =" rilt) (5)

i=1
The aggregated signal R(t) is then transmitted to the upper communication layer
through the gateway using IEEE 802.15.4 protocol, represented by the operator
Ts02.15.4(-). The forwarded signal y(t) = Tgo2.15.4(R(t)) encapsulates MAC schedul-
ing, channel access mechanisms, and low-power wide-area transmission characteristics.
This layered transmission ensures reliable uplink communication from the intra-body
network to the edge or cloud infrastructure while maintaining energy efficiency and

protocol compatibility. The gateway forwards the aggregated data via:

y(t) = Tso2.15.4(R(1)) (6)

3.4 Attack Model

To mathematically model security threats within the BAN communication framework,
an attack indicator variable A(t) € {0,1} is defined, where A(¢f) = 1 denotes the
presence of malicious activity at time ¢, and A(t) = 0 represents normal operation.
This binary variable enables probabilistic modeling of adversarial behavior within the
communication process. Let the attack indicator variable be defined as:

A(t) € {0, 1} (7)



where A(t) = 1 represents the presence of an attack. Under adversarial manipula-
tion, the received signal is no longer purely composed of legitimate transmission and
channel noise; instead, it is altered by an additional perturbation term 9;(t), yield-
ing the compromised signal r}(t) = r;(¢) + §;(t). The perturbation 0;(t) is assumed
to follow an attack-specific distribution Dgstqck, which may represent replay attacks,
spoofing signals, injection noise, or malicious packet modifications.

ri (1) = 7ri(t) + 8i(1) (®)

where 6;(t) ~ Dattack denotes malicious perturbation.To quantify the likelihood of

such adversarial events, the conditional attack probability is defined as P(A =1 | x) =

m(x), where x represents the observed feature vector extracted from communication
and physiological data.

P(A=1]x)=7(x) 9)

The function 7(x) models the probability that the observed data corresponds to

an attack scenario, thereby enabling probabilistic intrusion detection instead of deter-

ministic classification. This formulation forms the foundation for integrating machine

learning-based attack probability estimation within the IEEE 802.15.6-802.15.4
layered BAN architecture.

3.5 Machine Learning-Based Attack Probability Estimation

Let X € R™*? denote the feature matrix constructed from n communication instances,
where each row x; € R? represents a d-dimensional feature vector extracted from
physiological and communication-layer attributes.

X e R™ ye{0,1}" (10)

The corresponding label vector y € {0,1}"™ represents the ground truth attack

indicator, where y; = 1 denotes an attack and y; = 0 indicates normal operation.

The objective of the machine learning model is to learn a parametric mapping fo,

parameterized by 6, that transforms input features into a probabilistic attack score
within the interval [0, 1]. The ML classifier is defined as:

fo : R —[0,1] (11)
The classifier function fy : R? — [0, 1] outputs the predicted attack probability
pi = fo(x;) for each instance. The predicted attack probability is:

pi = fo(x:) (12)
In the case of logistic regression, this probability is modeled using a linear decision

function followed by a sigmoid activation, expressed as p; = o(w’x; + b), where w is
the weight vector and b is the bias term. For logistic regression:

pi = o(wlx; +b) (13)



The sigmoid function o(z) = H% ensures that the output is bounded between 0
and 1, thereby enabling probabilistic interpretation.

1

= — 14
1+e* (14)

o(z)

This probabilistic formulation allows the system to estimate attack likelihood
rather than producing a strict binary decision, which is essential for adaptive security
control in the proposed two-layer BAN architecture.

3.6 Attack-Aware Transmission Probability

Instead of binary attack detection, the proposed system estimates the attack-aware
data transmission probability obtained from the machine learning model. Let the
predicted attack probability for node i be p;. The secure transmission probability is
defined as

1 X
P1 :1_?;@ (15)
i=
where K denotes the total number of sensor nodes.

3.7 Transmission Probability Model

Consider a hierarchical two-layer BAN architecture. Let N denote the total number of
wearable sensor nodes deployed on the human body, including the central coordinator
(CH). Each sensor node generates physiological data events with probability p.

The number of active sensor nodes transmitting data in the IEEE 802.15.6 layer
is therefore

while the remaining nodes remain inactive:

my = (N —1)—ng (17)
where n, represents the number of active sensor nodes and m, represents idle
nodes that do not generate events during the frame.

3.8 Cluster Head Transmission Model

Let Ny denote the total number of cluster heads including the base station (BS) in
the IEEE 802.15.4 communication layer. Unlike the sensor layer, the transmission
probability of cluster heads is derived from the machine learning based attack analysis.

Let p; denote the attack-aware event transmission probability obtained from the
ML prediction stage. The number of active cluster heads forwarding data is defined as

n=[(No—1)p:] (18)
while the remaining cluster heads remain idle



m=(No—1)—n (19)
In the proposed framework, the MI-based attack analysis estimates the secure
transmission probability.

3.9 IEEE 802.15.6 Layer (EATDMA with Short CAP)

The first layer operates using the EATDMA protocol with a short Control Access
Period (CAP). During CAP, nodes exchange control information for slot scheduling.
The CAP energy consumption is expressed as

EZR5%0 = PiuTew + (N — 1) P Toy (20)

During the Contention Free Period (CFP), only the active nodes transmit data

while inactive nodes remain in idle mode. Therefore the CFP energy consumption
becomes

E‘g‘OFQ‘I;a6 = Ny ProTae + Mo Py Ty + 12 ProTae + Mo PeyTe, (21)
The total energy consumption of the IEEE 802.15.6 layer is

802.15.6 802.15.6
Eso2.15.6 = Ecap ~ + Ecrp (22)

3.10 IEEE 802.15.4 Layer (Bit-Mapping Based CAP)

The second communication layer operates using a Bit-Mapping assisted scheduling
mechanism with a large CAP. During this phase, each cluster head transmits a short
control packet to reserve a dedicated transmission slot.

The energy consumption during CAP is defined as

E302154 — (Ny — 1)P, T, + BT + (No — 1) (PtTC + (Ny - 2)PT, + PTTCh) (23)

During the CFP period, only the active cluster heads transmit data while inactive
nodes remain in idle mode.

ES2A54 = nP, Ty + nP.Ty (24)
Thus the total energy consumption of the IEEE 802.15.4 layer is

802.15.4 802.15.4
Eso2.15.4 = Ecap ™ + Ecrp (25)

3.11 Energy Model of SABMABAN-Hybrid

The proposed Security-Aware Bit-Map Assisted BAN Hybrid protocol combines
the energy consumption of both communication layers. The total network energy
consumption is expressed as

Esapmapan = (Ego2.15.6 + Eso2.15.4) X 1 (26)
where [ denotes the number of frames per round.
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3.12 Energy Model of SAEATDMA-Hybrid

For comparison, the security-aware EATDMA scheme replaces idle listening with
buffer checking energy consumption during second layer, however, first layer energy
consumption remains same. In this case second layer also operates using the EATDMA
protocol with a short CAP. The CAP energy consumption is expressed as

EgﬁgATDJWALQ =PT. + (N — I)PrTc (27)

During the Contention Free Period, only the active nodes transmit data while
inactive nodes remain in sleep mode after buffer checking. Therefore the CFP energy
consumption becomes

ESaBATDM AL — P Ty + mPTy +nP, Ty +mP.T, (28)
The total energy consumption of the SAEATDMA-Hybrid protocol is therefore

SAEATDMA SAEATDMA
Esaparpma = (Eso215.6 + Egyp L2 4 Ecpp L2) x 1 (29)

In addition to the proposed SABMABAN-Hybrid protocol, the performance of the
system is also evaluated against several existing BAN communication schemes includ-
ing BANTDMA, EATDMABAN, and BMABAN-based hybrid approaches. These
protocols represent conventional scheduling and energy-aware transmission mecha-
nisms commonly used in WBAN and IoT healthcare networks. The comparative
analysis focuses on evaluating the impact of attack-aware transmission probability and
bit-map assisted scheduling on overall network energy consumption and communica-
tion efficiency. This comparison enables a comprehensive assessment of the proposed
model under varying network sizes and event probabilities.

4 Result Analysis and Discussion

The result analysis and discussion are divided into two parts. The first part focuses
on machine learning-based attack probability estimation implemented in Python,
where multiple classifiers are evaluated using performance metrics such as Accuracy,
Precision, Recall, F1-score, and ROC-AUC. The second part analyzes the energy con-
sumption performance of the proposed SABMABAN-Hybrid protocol using MATLAB
simulations based on the estimated attack-aware transmission probability.

4.1 Machine Learning Based Attack Probability Estimation

The first phase of the proposed framework focuses on estimating the attack-aware
transmission probability using machine learning techniques. The patient health mon-
itoring dataset was processed using Python-based ML models including Random
Forest, Gradient Boosting, Logistic Regression, Support Vector Machine (SVM), and
Multi-Layer Perceptron (MLP). The models were trained to classify normal and
attack events using physiological and network features extracted from the dataset.
Performance evaluation was conducted using standard classification metrics including
Accuracy, Precision, Recall, Fl-score, and ROC-AUC.

11
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Fig. 1: Performance comparison of machine learning models for attack probability
estimation in the BAN health monitoring dataset.

12



Gradient Boosting Confusion Matrix

o 1 o 1 o 1
Predicted Label Predicted Label Predicted Label

(a) Random Forest (b) Gradient Boosting (c) Logistic Regression

SVM Confusion Matrix MLP Confusion Matrix

1
Predicted Label

(d) SVM

Fig. 2: Confusion matrices of evaluated ML models for attack classification.

Figure 1 illustrates the performance comparison of the evaluated models. Among
all the algorithms, the MLP classifier achieved the highest classification accuracy of
approximately 0.68, indicating superior capability in capturing nonlinear relationships
within the dataset. Tree-based ensemble methods such as Random Forest and Gra-
dient Boosting demonstrated moderate performance with accuracies around 0.28 and
0.17 respectively. Logistic Regression and SVM showed relatively lower accuracies,
indicating that linear decision boundaries may not adequately capture the complex
patterns present in the health monitoring data.

Precision values across most models remained relatively low, ranging between 0.13
and 0.18, which indicates that the models produced several false positive predictions.
However, the recall values were significantly high for most algorithms, particularly
SVM and Logistic Regression, which achieved recall values close to 1.0. High recall
is desirable in healthcare monitoring systems because it ensures that potential attack
events are rarely missed, even at the cost of increased false alarms. The Fl-score
values ranged between 0.23 and 0.25 for most models, indicating balanced performance
between precision and recall.

The ROC-AUC results further highlight the discriminative capability of the clas-
sifiers. MLP and SVM achieved the highest ROC-AUC scores approaching 0.5,
suggesting moderate ability to distinguish between attack and non-attack events.
Ensemble methods such as Random Forest and Gradient Boosting also demonstrated
stable ROC-AUC performance but with slightly lower predictive capability compared
to neural networks.
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Table 3: Simulation Parameters Used in MATLAB Energy Analysis

Parameter Symbol Value Description
Number of sensor nodes N 824 Sensors deployed on human body
Number of patients per cluster No 10 — 100 Patients connected to a gateway
Event probability P 0.1-1.0 Event generation probability of sensors
Attack-aware probability P1 0.14 Transmission probability from ML model
Packet size Ta 50 — 250 Bytes Size of physiological data packet
Sessions per cycle l 10 — 100 Number of data sessions per cycle

IEEE 802.15.6 BAN Layer Parameters

Transmission power Pio 0.006 W Sensor transmission power
Reception power Pry 0.0052 W Sensor reception power
Buffer check power Py 0.0052 W Power to check data buffer

Idle power Pi. 0.0015 W Idle listening power
Sleep power Psy 10 W Sensor sleep state power
Control packet duration Tex 1 ms CAP control packet transmission
Data transmission duration Tz 10 ms CFP data transmission slot
Buffer check duration Tex 1 ms Time to check buffer status

IEEE 802.15.4 Gateway Layer Parameters

Transmission power P 0.05 W Cluster head transmission power
Reception power P, 0.054 W Cluster head reception power
Buffer check power P, 0.05 W Buffer checking energy
Idle power P; 0.05 W Idle listening power
Control packet duration Te 1.5625 ms CAP control packet duration
CH control packet time Ten 1.5625 ms Cluster head control transmission
CH overhead time Tenho 2T .1 Control overhead duration

The confusion matrices shown in Figure 2 provide deeper insight into model behav-
ior. The Random Forest model correctly classified 102 normal instances and 68 attack
instances while misclassifying a portion of the samples. Gradient Boosting exhibited
similar classification patterns with a high number of correctly detected attack sam-
ples. Logistic Regression showed slightly improved detection of attack events with
fewer false negatives. In contrast, the SVM model produced extreme predictions, clas-
sifying nearly all samples as attack events, resulting in perfect recall but very low
precision. The MLP model demonstrated the most balanced behavior with improved
classification of both normal and attack samples.

Based on the overall analysis, the ML-based prediction framework was used to
estimate the attack probability in the BAN communication network. The resulting
attack-aware event probability was calculated as p; = 0.14, which represents the
probability of attack occurrences in the communication layer. This probability was sub-
sequently integrated into the MATLAB-based energy consumption model to evaluate
the performance of the proposed SABMABAN-Hybrid protocol under security-aware
transmission conditions.

4.2 Energy Consumption Analysis

To evaluate the performance of the proposed SABMABAN-Hybrid protocol,
MATLAB-based simulations were conducted under a two-layer Body Area Network

14



(BAN) architecture consisting of IEEE 802.15.6 for intra-body communication and
IEEE 802.15.4 for gateway communication. The simulation scenario considers mul-
tiple wearable sensor nodes deployed on the human body communicating with a
central coordinator (CH), which forwards aggregated data to the base station. The
attack-aware transmission probability p; obtained from the machine learning model
is incorporated into the communication framework to control secure data transmis-
sions. The energy consumption of the proposed scheme is compared with existing
protocols including BMABAN-Hybrid, BANTDMA, SABAN-EATDMA, and EAT-
DMABAN under varying network parameters such as number of sessions, packet size,
event probability, number of sensors per patient, and number of patients in a clus-
ter. The simulation parameters used in the MATLAB experiments are summarized in
Table 3.

The second part of the performance evaluation focuses on analyzing the energy
efficiency of the proposed SABMABAN-Hybrid protocol using MATLAB simulations.
The energy consumption of the network was evaluated under varying system param-
eters including number of sessions per cycle, packet size, event probability, number
of sensors per patient, and number of patients in a cluster. The proposed proto-
col was compared with existing schemes such as BMABAN-Hybrid, BANTDMA,
SABAN-EATDMA, and EATDMABAN.

Figure 3 illustrates the comparative energy consumption behavior of the evaluated
protocols. When the number of sessions per cycle increases, the energy consumption
of all protocols increases proportionally due to the increased number of data transmis-
sions. However, the proposed SABMABAN-Hybrid protocol consistently demonstrates
the lowest energy consumption across all session levels due to the integration of
attack-aware transmission probability and bitmap-assisted scheduling.

Similarly, when the packet size increases from 50 bytes to 250 bytes, the overall
transmission energy increases for all schemes. The proposed method maintains signif-
icantly lower energy consumption compared to conventional protocols because only
selected nodes transmit data based on the security-aware event probability obtained
from the ML model.

The effect of event probability is also analyzed to observe how frequently
sensor nodes generate events. As the event probability increases, the number of
active transmissions increases, resulting in higher energy consumption. Nevertheless,
the SABMABAN-Hybrid protocol exhibits better energy efficiency by controlling
unnecessary transmissions through security-aware scheduling.

Furthermore, the scalability of the protocol is evaluated by varying the number
of sensors per patient and the number of patients within a cluster. The results indi-
cate that the proposed scheme scales efficiently with network size while maintaining
lower energy consumption compared to existing methods. This improvement is mainly
achieved through the combination of EATDMA scheduling in the IEEE 802.15.6 layer
and bitmap-assisted slot reservation in the IEEE 802.15.4 layer.

The MATLAB simulation results confirm that the proposed SABMABAN-Hybrid
protocol significantly reduces energy consumption in BAN-based healthcare monitor-
ing networks while maintaining secure and efficient communication.
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col with existing BAN communication schemes under varying network parameters.
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5 Conclusion

In the present work, a novel Security-Aware Bit-Map Assisted Body Area Network
hybrid protocol is proposed that integrates machine learning based attack probability
estimation with energy-efficient MAC scheduling for two-layer BAN communica-
tion using IEEE 802.15.6 and IEEE 802.15.4 standards. The proposed approach
first estimates the attack-aware transmission probability using ML models and then
incorporates this probability into the energy consumption model to control secure
transmissions. The experimental results from the python-based ML analysis show
that the MLP classifier achieved the highest accuracy of approximately 0.68 with an
Fl-score of about 0.24, while SVM and Logistic Regression achieved higher recall
values approaching 1.0, ensuring reliable detection of attack events. Based on these
results, the attack-aware transmission probability was estimated as p; = 0.14. Using
this probability, MATLAB simulations demonstrate that the proposed SABMABAN-
Hybrid protocol significantly reduces network energy consumption compared to
existing protocols including BMABAN-Hybrid, SABAN-EATDMA, EATDMABAN,
and BANTDMA. The proposed SABMABAN-Hybrid protocol demonstrates signifi-
cant energy efficiency compared to existing schemes. When the number of patients
increases to 100, the proposed method achieves approximately 26.7% energy reduc-
tion compared to EATDMABAN and about 45% reduction compared to BANTDMA.
Similarly, when the number of sensors increases to 24 per patient, the proposed
scheme reduces energy consumption by nearly 50% compared to BMABAN-Hybrid
and approximately 79.6% compared to BANTDMA. The results demonstrate that
integrating security-aware transmission probability with bitmap-assisted scheduling
effectively reduces unnecessary transmissions and improves energy efficiency in BAN-
based healthcare monitoring systems. In the future, our focus will be on implementing
the proposed protocol in real IoT healthcare platforms and extending the frame-
work with deep learning-based adaptive intrusion detection mechanisms for large-scale
smart healthcare environments.
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