Appendix A. Mathematical Analysis of Methodology and Results
This appendix provides detailed mathematical derivations and calculations supporting the methodology and results presented in the main paper.
A.1 Traffic Generation Models
A.1.1 Normal Traffic Generation
For normal traffic generation, inter-arrival delays follow a discrete uniform distribution:

Probability Mass Function (PMF):

Expected inter-arrival time:

Protocol selection probability:

Arrival rate:

A.1.2 Attack Traffic Validation
The relationship between throughput ( in Mbps), packet rate ( in pps), and average packet size ( in bytes) is:

For ICMP flood (from Table 10:  Mbps,  pps):

For DNS amplification (from Table 10:  Mbps,  pps):

For SYN flood (from Table 10:  Mbps,  pps):

A.2 Feature Extraction Mathematics
For a chunk containing  packets with timestamps :
Chunk duration:

Throughput (Mbps):

where  = total bytes in chunk (sum of packet sizes)
In differential form:

Jitter (ms): Let inter-arrival times be  for 
Mean inter-arrival time:

Jitter:

Packet rate (pps):

Protocol ratios: For each protocol :

where  is the count of packets using protocol , and  is total packets in chunk.
Properties:

Packet size statistics: Let  be packet sizes.
Mean packet size:

Standard deviation:

A.3 Dataset Balancing Mathematics
Class balance ratio: For  classes, each with  samples:

Margin of error (95% confidence) for model accuracy  on  test samples:

where  for 95% confidence:


A.4 Data Preprocessing Mathematics
Stratified train-test split: For test size , the number of test samples per class:

Feature standardization (Z-score normalization): For each feature :

where  and  are the training set mean and standard deviation:

Properties after scaling:

A.5 Evaluation Metrics Mathematics
Per-class metrics (for class ):



Macro average (treats all classes equally):

Weighted average (weights by support ):

5-fold cross-validation: Let the dataset  be partitioned into 5 disjoint folds .
For  to :

Cross-validation mean:

Cross-validation standard deviation:

Paired t-test (statistical significance): For comparing two models A and B:
Let  for each fold .
Mean difference:

Standard deviation of differences:

t-statistic (with 4 degrees of freedom):

Significance criterion: Reject null hypothesis if  (for ).
95% Confidence Interval for accuracy:

For  and :


A.6 Expected Calibration Error (ECE)
Divide probability space  into  equal-width bins .
For each bin :
Confidence (average predicted probability):

Accuracy (true positive rate in bin):

Calibration gap per bin:

Expected Calibration Error:

where  is total number of samples.
For our results (Table 11):

A.7 Speedup Calculation
Comparing our inference time with Madoune et al. (2025):
Let  seconds (Madoune et al., 2025)
Let  seconds (0.01 ms)
Speedup factor:

Percentage improvement:

A.8 Feature Importance (Gini Importance)
For each node , the decrease in Gini impurity  is:

where:
·  = Gini impurity at node 
·  = number of samples in left/right child
·  = number of samples at node 
Feature importance for feature :

Normalization:

Our results (Section 4.5, Figure 6):
· Throughput: 37.2%
· ICMP ratio: 19.3%
· Maximum packet size: 17.7%
A.9 Ablation Study (Recursive Feature Elimination)
Let  be the set of  features.
Algorithm:
1. Train model  on all features 
2. Rank features by importance 
3. Remove least important feature: 
4. Repeat until desired number of features remains
Accuracy drop after removing  features:

Our results (Table 12):
·  (negligible)
·  (small)
·  (significant)
Recommendation threshold: Choose smallest  such that , leaving 5 features.
A.10 Hyperparameter Sensitivity Analysis
Let  be the accuracy as a function of hyperparameters .
Sensitivity metric (relative change):

Effect of increasing  from 100 to 150 (at lr = 0.10):

Effect of increasing learning_rate from 0.10 to 0.20 (at n = 100):

Conclusion: Model is insensitive to hyperparameter variations ( for all changes).
Training time sensitivity:

Accuracy improvement per 1% training time increase:

This justifies choosing  as optimal.
A.11 Sample Size Adequacy (Statistical Power Analysis)
For a two-sample proportion test with  (Type I error) and  (80% power):

where:
·  (for 95% confidence)
·  (for 80% power)
·  (our model accuracy)
·  (minimum detectable difference)

Our dataset provides  samples per class, exceeding the minimum requirement by 100%.
Learning curves convergence: With  (0.1%) and :

From Section 4.8,  is within 0.1% of , confirming convergence.
A.12 Error Rate Analysis from Confusion Matrix
For a confusion matrix  where  = number of samples of true class  predicted as class :
Per-class misclassification rate:

Confusion rate between classes  and :

Our results (Section 4.3, Figure 4):
· Mixed  UDP confusion: 8%
· UDP  Mixed confusion: 6%
Why UDP and Mixed are confused:
· Both have UDP ratio 
· Both have identical packet size (42 bytes)
· Distance in feature space is small
Euclidean distance between UDP and Mixed feature vectors:

This distance is significantly smaller than distances to other classes, explaining the confusion.
A.13 Summary of Key Mathematical Results
	Quantity
	Formula
	Value

	Expected inter-arrival (normal)
	
	3 seconds

	Balance ratio
	
	14.29%

	Throughput
	
	—

	Jitter
	
	—

	Feature standardization
	
	Mean=0, Var=1

	F1-Score
	
	0.959

	t-statistic (critical)
	
	2.776

	Confidence interval (95%)
	
	[0.9505, 0.9675]

	ECE
	
	0.105

	Speedup
	
	18,700×

	Sensitivity
	S(θi​,θj​)=A(θj​)∣A(θi​)−A(θj​)∣​×100%
	< 0.2%

	Minimum detectable difference
	Power analysis
	0.9% at 80% power
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